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PREFACE 


During the past 3 years the Subcommittee on Constitutional Rights 
has included among its major projects a detailed study of the extent 
to which restrictions on freedom of information are infringing the 
constitutional rights of the American people. 

In the course of its investigation of the constitutional issues raised 
when officials of the Federal Government withhold information, the 
subcommittee has already made two surveys on withholding of in- 
formation from the Congress. As a result of the first of these surveys, 
congressional committees submitted reports of specific instances of 
refusals of information by the executive departments. In the second 
survey, executive departments and agencies reported instances of 
withholding of information from the Congress and cited the authority 
on which they relied for each withholding. These surveys have been 

rinted as part of the appendix to the printed record of a hearing 
»efore this subcommittee on March 6, 1958, “Freedom of Information 
and Secrecy in Government—Part 1,” pe es 287-428, 

A third survey has now been completed, dealing with another aspect 
of the problem—the power of Federal departments and agencies to 
withhold information from the public and press, The results of this 
survey are presented herein, 


PURPOSE OF THE SURVEY 


The comments of the departments and agencies represented here 
were received by the Constitutional Rights Subcommittee in response 
to a letter of inquiry addressed to 96 agencies, bureaus, and depart- 
ments. As chairman, I asked that the subcommittee be supplied with 
the answers to two questions: (1) What types of information and 
records in the agency or department are not available to members of 
the public and. press upon request? (2) By what authority does the 
agency or department withhold or limit the availability of such rec- 
ords and information? I also asked that the subcommittee be sent 
copies of all authorities cited, together with any directives, regula- 
tions (published as well as unpublished), instructions to personnel, 
letters, policy statements, and memorandums dealing with the avail- 
ability of information. 


RESULTS OF THE SURVEY 


Forty-nine of the major departments and agencies have replied to 
the letter of inquiry, with departments in many instances answering 
for their subdivisions. The majority have complied with our request 
by describing the of information not available, and by citing and 
interpreting what they currently consider to be their authority for 
such restrictions. Many sent the texts of the authorities they cited, as 


rit 
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well as related materials. These replies and the attached exhibits 
constitute an almost complete compilation of the citations or texts for 
the myriad rules, regulations, directives, statutes, and intradepart- 
santat memorandums governing the public information policies of 
the executive branch. 


EDITING OF THE SURVEY RESULTS 


It would not be practicable to print the vast quantity of material 
sent in response to the subcommittee’s survey. Accordingly, the sub- 
committee staff has edited this material to reduce it to usable propor- 
tions. Only the most pertinent and valuable items have been repro- 
duced here, yet great care has been taken to insure that the informa- 
tion ceeeeat of each department and agency are fairly and thoroughly 
presented. 

The materials published herein supplement the compilations of 
selected statutes and regulations authorizing withholding of informa- 
tion which were printed in “Freedom of Information and Secrecy in 
Government—Part 2,” at pages 899 through 1017. Where necessary, 
cross-references have been provided to these and other materials 
already printed by the Constitutional Rights Subcommittee. 

This collection of the latest comments by the agencies and depart- 
ments of our Federal Government on withholding of information 
from the public and press, constitutes, I believe, an authoritative and 
valuable contribution to the current study by Congress of restrictions 
on freedom of information. 


Tuomas C. Henntinos, Jr., 
Chairman, Senate Constitutional Rights Subcommittee. 


Aprit 24, 1959. 
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LETTER TO FEDERAL AGENCIES AND DEPARTMENTS 
FROM SENATOR THOMAS C. HENNINGS, JR. 


JUNE 26, 1958. 

Dear : It would be very helpful to the Constitutional Rights 
Subcommittee in its current study of the subject of freedom of infor- 
mation if you would supply the subcommittee with answers to the 
following questions: 

1. at types of information and records in the possession of 
your department or agency are not available to members of the 
public or press upon re 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

Please send copies of all authorities cited, together with any direc- 
tives, regulations (published as well as unpublished), instructions to 
personnel, letters, policy statements, and memorandums dealing with 
the availability of records and information. 

I shall appreciate receiving a reply at your earliest convenience. 

Sincerely yours, 





Tuomas C. Henninos, Jr., 
Chairman. 


vit 








REPLIES BY AGENCIES AND DEPARTMENTS 


DEPARTMENT OF AGRICULTURE 


Juny 14, 1958. 
Hon. Tuomas C. Hennes, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate. 

Dear Senator Henninos: This is with further reference to your 
letter of June 26, 1958, requesting information with respect to the 
availability of information and records of the Department to members 
of the public and the press. 

As we stated in our letter of May 22, 1957, to you, with respect to 
withholding of information from Congressmen and congressional 
committees, the Department of Agriculture under the Organic Act of 
1862 (5 U.S.C. 511), is charged with the responsibility of acquiring 
and diffusing among the people of the United States information on 
subjects connected with agriculture in the most general and compre- 
hensive sense of that word. Therefore, the Department has for years 
followed an open door policy of making all information possible avail- 
able, except where legislative festrictions or regulations forbid. This 
basic policy of the Department is also a guide in appraising for use 
the very small fraction of information in the Department which is 
subject to restricted use. 

The specific questions presented in your letter were included in 
the questionnaire of the House Government Information Subcommit- 
tee of the House Government Operations Committee. The De 
ment’s answers to these questions appear on pages 6 through 10 of the 
committee print of November 1, 1955, “Replies From Federal Agencies 
to Questionnaire Submitted by the Special Subcommittee on Govern- 
ment Information of the Committee on Government Operations,” 84th 
Congress, 1st session. 

In accordance with your request, copies of the cited statutes, Execu- 
tive orders and directives, and regulations are enclosed. 


Sincerely yours, 
True D. Mors, 
Under Secretary. 
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STATUTES 


_(The Department enclosed copies of the following statutory pro- 
visions :) 
Title 5, United States Code 


Section 22. Departmental regulations. 


The head of each department is authorized to prescribe regulations not incon- 
sistent with law, for the government of his department, the conduct of its officers 
and clerks, the distribution and performance of its business, and the custody, 


use, and preservation of the records, papers, and property appertaining to it. 
(R.S. § 161.) 


Section 516. Custody of property and records. 


The Secretary of Agriculture shall have charge, in the building and premises 
appropriated to the department, of the library, furniture, fixtures, records, and 


other property appertaining to it, or acquired for use in its business. (R. S. 
§ 525.) 


Section 1002. Publication of information, rules, opinions, orders and public 
records. 


Except to the extent that there is involved (1) any function of the United 


States requiring secrecy in the public interest or (2) any matter relating solely 
to the internal management of an agency— 


* * - * * * * 


(c) Save as otherwise required by statute, matters of official record shall in 
accordance with published rule be made available to persons properly and directly 
concerned except information held confidential for good cause found. June 11, 
1946, c. 324, § 3, 60 Stat. 238. 


Title 7, United States Code 


Section 12. Investigations and reports by Secretary. 


For the efficient execution of the provisions of this chapter and in order to 
provide information for the use of Congress, the Secretary of Agriculture may 
make such investigations as he may deem necessary to ascertain the facts re- 
garding the operations of boards of trade, whether prior or subsequent to the 
enactment of this chapter, and may publish from time to time, in his discretion, 
the result of such investigation and such statistical information gathered there- 
from as he may deem of interest to the public, except data and information 
which would separately disclose the business transactions of any person and 
trade secrets or names of customers: Provided, That nothing in this section 
shall be construed to prohibit the Secretary of Agriculture from making or issu- 
ing such reports as he may deem necessary relative to the conduct of any board 
of trade or of the transactions of any person found guilty of violating the provi- 
sions of this chapter under the proceedings prescribed in sections 8, 9 and 15 of 
this title: Provided further, That the Secretary of Agriculture in any report 
may include the facts as to any actual transaction. The Secretary of Agricul- 
ture, upon his own initiative or in cooperation with existing governmental agen- 
cies, shall investigate marketing conditions of commodity and commodity prod- 
ucts and byproducts, including supply and demand for these commodities, cost 
to the consumer; and handling and transportation charges. He shall likewise 
compile and furnish to producers, consumers, and distributors, by means of regu- 
lar or special reports, or by such methods as he may deem most effective, infor- 
mation respecting the commodity markets, together with information on supply, 
demand, prices, and other conditions in this and other countries that affect the 


markets. Sept. 21, 1922, c. 369, § 8, 42 Stat. 1003; June 15, 1936, c. 545, § 2, 49 
Stat. 1491. 


Section 12-1. Disclosure of names of traders on the commodity markets by 
Secretary of Agriculture. 


Notwithstanding the provisions of section 12 of this title or of any other law, 
the Secretary of Agriculture may, in his discretion, from time to time disclose 
and make public the names and addresses of all traders on the boards of trade 
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on the commodity markets with respect to whom the Secretary has informa- 
tion, and any other information in the possession of the Department of Agri- 
culture relating to the amount of commodities purchased or sold by each such 
trader; and when requested by any committee of either House of Congress, 
acting within the scope of its jurisdiction, shall furnish to such committee and 
make public the names and addresses of all traders on such boards of trade 
with respect to whom the Secretary has information, and any other informa- 
tion in the possession of the Department of Agriculture relating to the amounts 
of commodities purchased or sold by each such trader. Sept. 21, 1922, c. 369, 
§ 8, 42 Stat. 1008; Dec. 19, 1947, c. 523, 61 Stat. 941. 


Section 472. Information furnished of confidential character; penalty for di- 
vulging information. 

The information furnished by any individual established under the provisions 
of this chapter shall be considered as strictly confidential and shall be used only 
for the statistical purpose for which it is supplied. Any employee of the Depart- 
ment of Agriculture, shall publish or communicate any information given into 
his possession by reason of his employment under the provisions of this chapter 
shall be guilty of a misdemeanor and shall, upon conviction thereof, be fined not 
less than $300 or more than $1,000, or imprisoned for a period of not exceed- 
ing one year, or both so fined and imprisoned at the discretion of the court. Mar. 
8, 1927, c. 337, § 2, 44 Stat. 1373. 


Section 507. Limitation on use of statistical information. 


The information furnished under the provisions of section 501-508 of this 
title shall be used only for the statistical purposes for which it is supplied. No 
publication shall be made by the Secretary of Agriculture whereby the data 
furnished by any particular establishment can be identified, nor shall the Sec- 
retary of Agriculture permit anyone other than the sworn employees of the 
Department of Agriculture to examine the individual reports. Jan. 14, 1929, ec. 
69, § 1, 45 Stat. 1080. 


Section 608d. Books and records ; disclosure of information. 


(2) Notwithstanding the provisions of section 607 of this title, all information 
furnished to or acquired by the Secretary of Agriculture pursuant to this section 
shall be kept confidential by all officers and employees of the Department of Agri- 
culture and only such information so furnished or acquired as the Secretary 
deems relevant shall be disclosed by them, and then only in a suit or adminis- 
trative hearing brought at the direction, or upon the request, of the Secretary 
of Agriculture, or to which he or any officer of the United States is a party, and 
involving the marketing agreement or order with reference to which the infor- 
mation so to be disclosed was furnished or acquired. Nothing in this section 
shall be deemed to prohibit (A) the issuance of general statements based upon 
the reports of a number of parties to a marketing agreement or of handlers subject 
to an order, which statements do not identify the information furnished by any 
person, or (B) the publication by direction of the Secretary, of the name of any 
person violating any marketing agreement or any order, together with a statement 
of the particular provisions of the marketing agreement or order violated by such 
person. Any such officer or employee violating the provisions of this section 
shall upon conviction be subject to a fine of not more than $1,000 or to imprison- 
ment for not more than one year, or to both, and shall be removed from office. 
May 12, 1933, c. 25, Title I, § 8d, as added Aug. 24, 1935, c. 641, § 6, 49 Stat. 761, 
and amended June 8, 1937, c. 296, § 1, 50 Stat. 246. 


Section 610. Administration—Appointment of officers and employees ; exemption 
from civil service regulations ; salaries; impounding appropriations. 


COOPERATION WITH STATE AUTHORITIES ; IMPARTING INFORMATION 


(i) The Secretary of Agriculture upon the request of the duly constituted 
authorities of any State is directed, in order to effectuate the declared policy of 
sections 601-608, 608a, 608b, 608e, 608d-612, 613, 614-619, 620, 623, and 624 of 
this title and in order to obtain uniformity in the formulation, administration, 
and enforcement of Federal and State programs relating to the regulation of the 
handling of agricultural commodities or products thereof, to confer with and 
hold joint hearings with the duly constituted: authorities of any State, and is 
authorized to cooperate with such authorities; to accept and utilize, with the 
consent of the State, such State and local officers and employees as may be neces- 
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sary; to avail themselves of the records and facilities of such authorities; to 
issue orders (subject to the provisions of section 608e of this title) complementary 
to orders or other regulations issued by such authorities; and to make available 
to such State authorities the records and facilities of the Department of Agricul- 
ture: Provided, That information furnished to the Secretary of Agriculture 
pursuant to section 608d(1) of this title shall be made available only to the 
extent that such information is relevant to transactions within the regulatory 
jurisdiction of such authorities, and then only upon a written agreement by such 
authorities that the information so furnished shall be kept confidential by them 
in a manner similar to that required of Federal officers and employees under the 
provisions of section 608d (2) of this title. 


Section 955. Limitation on use of statistical information. 


The information furnished under the provisions of this chapter shall be used 
only for the statistical purposes for which it is supplied. No publication shall be 
made by the Secretary whereby the data furnished by any person can be identified, 
nor shall the Secretary permit anyone other than the sworn employees of the 
Department of Agriculture to examine the individual reports. June 24, 1936, 
c. 745, § 5, 49 Stat. 1899. 


Section 1021. Surveys and investigations. 


The Secretary is authorized to conduct surveys and investigations relating to 
the conditions and factors affecting, and the methods of accomplishing most 
effectively, the purposes of sections 1001-1005d, 1007, and 1008-1029 of this title, 
and may, when funds are specifically appropriated therefor by the Congress, 
publish and disseminate information pertinent to the various aspects of its activ- 
ities. July 22, 1937, c. 517, Title IV, § 47, 50 Stat. 531; Aug. 14, 1946, c. 964, 
§ 3, 60 Stat 1064. 


Section 1373. Reports and records—Persons reporting. 


DATA AS CONFIDENTIAL 


(ec) All data reported to or acquired by the Secretary pursuant to this section 
shall be kept confidential by all officers and employees of the Department, and 
only such data so reported or acquired as the Secretary deems relevant shall be 
disclosed by them, and then only in a suit or administrative hearing under this 
chapter. Feb. 16, 1938, 3 p.m., c. 30, Title ITI, §373, 52 Stat. 65; June 13, 1940, 
ec. 360, § 6, 54 Stat. 394; Apr. 3, 1941, c. 39, §§ 6, 7, 55 Stat. 92. 


Title 18, United States Code 


Section 1902. Disclosure of crop information and speculation thereon. 


Whoever, being an officer, employee or person acting for or on behalf of the 
United States or any department or agency thereof, and having by virtue of his 
office, employment or position, become possessed of information which might 
influence or affect the market value of any product of the soil grown within the 
United States, which information is by law or by the rules of such department 
or agency required to be withheld from publication until a fixed time, willfully 
imparts, directly or indirectly, such information, or any part thereof, to any 
person not entitled under the law or the rules of the department or agency to 
receive the same; or, before such information is made public through regular 
official channels, directly or indirectly speculates in any such product by buying 
or selling the same in any quantity, shall be fined not more than $10,000 or 
imprisoned not more than ten years, or both. 

No person shall be deemed guilty of a violation of any such rules, unless prior 
to such alleged violation he shall have had actual knowledge thereof. June 25, 
1948, c. 645, 62 Stat. 790. 


Section 1905. Disclosure of confidential information generally. 


Whoever, being an officer or employee of the United States or of any depart- 
ment or agency thereof, publishes, divulges, discloses, or makes known in any 
manner or to any extent not authorized by law any information coming to him 
in the course of his employment or official duties or by reason of any examination 
or investigation made by, or return, report or record made to or filed with, such 
department or agency or officer or employee thereof, which information concern 
or relates to the trade secrets, processes, operations, style of work, or apparatus, 
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or to the identify, confidential statistical data, amount or source of any income, 
profits, losses, or expenditures of any person, firm, partnership, corporation, or 
association ; or permits any income return or copy thereof or any book containing 
any abstract or particulars thereof to be seen or examined by any persn except 
as provided by law; shall be fined not more than $1,000, or imprisoned not more 
than one year, or both; and shall be removed from office or employment. June 
25, 1948, c. 645, 62 Stat. 791. 


Section 7938. Gathering, transmitting, or losing defense information. 


(a) Whoever, for the purpose of obtaining information respecting the national 
defense with intent or reason to believe that the information is to be used to 
the injury of the United States, or to the advantage of any foreign nation, goes 
upon, enters, flies over, or otherwise obtains information concerning any vessel, 
aircraft, work of defense, navy yard, naval station, submarine base, fueling sta- 
tion, fort, battery, torpedo station, dockyard, canal, railroad, arsenal, camp, 
factory, mine, telegraph, telephone, wireless, or signal, station, building, office, 
research laboratory or station or other place connected with the national defense 
owned or constructed, or in progress of construction by the United States or 
under the control of the United States, or of any of its officers, departments, or 
agencies, or within the exclusive jurisdiction of the United States, or any place 
in which any vessel, aircraft, arms, munitions, or other materials or instruments 
for use in time of war are being made, prepared, repaired, stored, or are the sub- 
ject of research or development, under any contract or agreement with the 
United States, or any department or agency thereof, or with any person on 
behalf of the United States, or otherwise on behalf of the United States, or any 
prohibited place so designated by the President by proclamation in time of war 
or in case of national emergency in which anything for the use of the Army, 
Navy, or Air Foree is being prepared or constructed or stored, information as 
to which prohibited place the President has determined would be prejudicial to 
the national defense ; or 

(b) Whoever, for the purpose aforesaid, and with like intent or reason to 
believe, copies, takes, makes, or obtains, or attempts to copy, take, make, or 
obtain, any sketch, photograph, photographic negative, blueprint, plan, map, 
model, instrument, appliance, document, writing, or note of anything connected 
with the national defense; or 

(c) Whoever, for the purpose aforesaid, receives or obtains or agrees or 
attempts to receive or obtain from any person, or from any source whatever, any 
document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note, of anything 
connected with the national defense, knowing or having reason to believe, at the 
time he receives or obtains, or agrees or attempts to receive or obtain it, that it 
has been or will be obtained, taken, made, or disposed of by any person contrary to 
the provisions of this chapter ; or 

(d) Whoever, lawfully having possession of, access to, control over, or being 
entrusted with any document, writing, code book, signal book, sketch, photo- 
graph, photographic negative, blueprint, plan, map, model, instrument, appli- 
ance, or note relating to the national defense, or information relating to the 
national defense which information the possessor has reason to believe could 
be used to the injury of the United States or to the advantage of any foreign 
nation, willfully communicates, delivers, transmits or causes to be communi- 
cated, delivered, or transmitted or attempts to communicate, deliver, transmit 
or cause to be communicated, delivered or transmitted the same to any person 
not entitled to receive it, or willfully retains the same and fails to deliver it on 
demand to the officer or employee of the United States entitled to receive it; or 

(e) Whoever having unauthorized possession of, access to, or control over 
any document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note relating to 
the national defense, or information relating to the national defense which in- 
formation the possessor has reason to believe could be used to the injury of the 
United States or to the advantage of any foreign nation, willfully communicates, 
delivers, transmits or causes to be communicated, delivered, or transmitted, or 
attempts to communicate, deliver, transmit or cause to be communicated, de- 
livered, or transmitted the same to any person not entitled to receive it, or 
willfully retains the same and fails to deliver it to the officer or employee of the 
United States entitled to receive it ; or 
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(f) Whoever, being entrusted with or having lawful possession or control of 
any document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, note, or information, 
relating to the national defense, (1) through gross negligence permits the same to 
be removed from its proper place of custody or delivered to anyone in violation 
of his trust, or to be lost, stolen, abstracted, or destroyed, or (2) having knowledge 
that the same has been illegally removed from its proper place of custody or 
delivered to anyone in violation of his trust, or lost, or stolen, abstracted, or 
destroyed, and fails to make prompt report of such loss, theft, abstraction, or 
destruction to his superior officer— 


wey be fined not more than $10,000 or imprisoned not more than ten years, 
or . 

(g) If two or more persons conspire to violate any of the foregoing provisions 
of this section, and one or more of such persons do any act to effect the object 
of the conspiracy, each of the parties to such conspiracy be subject to the 
punishment provided for the offense which is the object of such conspiracy. 


ph Ry 1948, c. 645, § 1, 62 Stat. 736, amended Sept. 23, 1950, c. 1024, § 18, 
t.—. 


EXECUTIVE ORDERS AND DIRECTIVES 


(Copies of the following orders and directives were sent by the 
Department. ) 


Directive of March 13, 1948 


[Confidential status of employee loyalty records] 


Memorandum to all officers and employees in the executive branch of the 
Government: 


The efficient and just administration of the Employee Loyalty Program, under 
Executive Order No. 9835 of March 21, 1947, requires that reports, records, and 
files relative to the program be preserved in strict confidence. This is necessary 
in the interest of our national security and welfare, to preserve the confidential 
character and sources of information furnished, and to protect Government 
personnel against the dissemination of unfounded or disproved allegations, It 
is necessary also in order to insure the fair and just disposition of loyalty cases, 

For these reasons, and in accordance with the long-established policy that 
reports rendered by the Federal Bureau of Investigation and other investiga- 
tive agencies of the Executive Branch are to be regarded as confidential, all 
reports, records, and files relative to the loyalty of employees or prospective em- 
ployees (including reports of such investigative agencies), shall be maintained in 
confidence, and shall not be transmitted or disclosed except as required in the 
efficient conduct of business. 

Any subpena or demand or request for information, reports, or files of the 
nature described, received from sources other than those persons in the Execu- 
tive Branch of the Government who are entitled thereto by reason of their official 
duties, shall be respectfully declined, on the basis of this directive, and the 
subpena or demand or other request shall be referred to the Office of the Presi- 
dent for such response as the President may determine to be in the public 
interest in the particular case. There shall be no relaxation of the provisions 
of this directive except with my express authority. 

This directive shall be published in the Federal Register. 


Harry 8. TRUMAN. 
THE Wuite House, March 18, 1948. 
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Executive Order 10450 (April 27, 1953) “Security Requirements 
for Government Employees.” 


(Printed at page 663 in this document.) 


Executive Order 10501 (November 5, 1953) “Safeguarding Official 
Information in the Interests of the Defense of the United 
States.” 


(Printed at page 667 in this document.) 


Letter From President Eisenhower to the Secretary of Defense, 
May 17, 1954 


(Printed at page 675, this document.) 


Memorandum 


Tue Wurire House, 
Washington, August 5, 1948. 
To the Heads of Executive Departments and Agencies : 


Your attention is invited to the following statement made by the 
President at his press conference today : 


1. In responding to a written request from a Congressional committee for 
information relating to the employment of individuals, the department or agency 
may forward to the committee all unclassified routine papers (such as Civil 
Service Form 57, records of promotion, efficiency ratings, letters of recommen- 
dation, etc.). 

2. No information of any sort relating to the employee’s loyalty, and no in- 
vestigative data of any type, whether relating to loyalty or other aspects of 
the individual’s record, shall be included in the material submitted to a Con- 
gressional committee. If there is doubt as to whether a certain document or 
group of documents should be supplied, the matter should be referred to the 


White House. 

The provisions of the President’s directive of March 13, 1948 are 
intended to apply to the records of former employees as well as per- 
sons now in the Federal service. Material should be supplied to Con- 
gressional committees only oe receipt of written requests. 

In order that the personnel files of the departments and agencies 
may be available for operations at all times and maintained intact, it 


is suggested that photostatic copies be supplied in lieu of original 
documents. 


Donatp S, Dawson, 
Administrative Assistant to the President. 
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REGULATIONS OF THE SECRETARY OF AGRICULTURE, 
PUBLISHED IN THE CODE OF FEDERAL REGULA- 
TIONS 


(Following are the regulations sent by the Department.) 
Title 7—Code of Federal Regulations 


Part 1—ADMINISTRATIVE REGULATIONS 


SUBPART A—OFFICIAL RECORDS 


$1.1 Availability of information and records. The rules appearing in 
§§ 1.2-1.10 shall govern the availability for examination, or the furnishing of 
copies, of matters of official record of the Department, including those on 
file with the National Archives. 

$1.2 Confidential records. The following records are confidential and shall 
not be subject to examination, nor shall copies thereof be furnished upon any 
request except in proper cases from Federal official sources: 

(a) All records and reports required by statutes to be held confidential by 
the Department. 

(b) Blueprints of meat slaughtering or meat, poultry or dairy products proc- 
essing plants and establishments. 

(c) Producers’ referendum ballots. 

(d) Minutes of meetings (except resolutions extracted therefrom) of Boards 
of Directors of Corporations under administrative supervision of the Depart- 
ment of Agriculture or any of its agencies, and Agricultural Stabilization and 
Conservation State.and County committees. 

(e) Records of audits other than information with respect thereto authorized 
by the Secretary of Agriculture or the Board of Directors of Corporations to 
be made available and other than records of audits included under § 1.3(b) (5). 

(f) Reports furnished the Department confidentially by dealers, manufac- 
turers, or associations thereof covering quantities of commodities processed, pur- 
chased or sold during prescribed periods and the price paid therefor. 

(g) Documents, photographs or maps of other governmental agencies re- 
quired to be held confidential under regulations or orders of the other govern- 
ment agency. 

(h) Personnel investigative reports, or investigative data of any type, whether 
relating to loyalty or other aspects of an individual’s record, shall not be fur- 
nished to any person, committee, or agency outside the Department, but the 
contents of such reports may be discussed with, or examined by those persons in 
the Executive Branch who are entitled thereto by reason of their official duties. 

(i) Investigative or accounting reports (including such reports involving 
fiscal activities of employees) made to determine compliance with law or regula- 
tions, or reports of inspection operations. 

(j) Records of research, experimentation and physical analysis of samples 
and other materials in the course of investigations, including patent records, prior 
to publication, release, or use of the results thereof. 

(k) Records, reports and estimates of crops for consideration and release by 
Crop Reporting Board prior to formal release. 

(1) Charges, complaints and other processes in adjudicative proceedings prior 
to publication or use. 

§1.3 Records of limited availability. The records enumerated below are of 
limited availability and information contained therein shall not be disclosed, nor 
Shall a copy thereof be furnished, except in proper cases upon requests from Fed- 
eral official sources or as specifically provided : 

(a) Reports and records which by statute may be made available only in suits 
or administrative proceedings will be available only under the conditions pro- 
vided for in the statute. 

(b) Upon approval of the head of the bureau, agency or branch concerned, 
based upon the considerations prescribed in § 1.5 the following records shall be 
available as indicated : 

(1) Applications, reports, and like records, together with supporting data and 
documents, other than those under § 1.2, and paragraphs (a), (b)(3) and (4) 
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of this section, submitted by an applicant for relief, license, certificates, use, 
loan, grant or other benefit provided by law or by regulations authorized by law, 
shall be made available to the person who furnished the record, and also under 
compulsory process. 

(2) Contractual records and other agreement records, together with supporting 
data, shall be available to the contractor or person supplying the record, and also 
under compulsory process. 

(3) Reports and applications acquired from farmers and handlers of agricul- 
tural products, equipment and supplies in connection with conservation pro- 
grams formulated under sections 7 to 17, inclusive, of the Soil Conservation and 
Domestic Allotment Act (1936), as amended (49 Stat. 1149, as amended; 16 
U.S.C, 590g to 590q), and in connection with control or adjustment programs de- 
veloped under prior acts of Congress shall be available to the person who fur- 
nished the record, and also to other persons properly and directly concerned. 
When such records are to be used in court or administrative proceedings, an 
authorized representative of the head of the branch or bureau having custody of 
the records shall appear and produce such records only if the records remain in 
the custody of such representative at all times. 

(4) Records, reports and applications submitted to central and field offices 
of the Commodity Stabilization Service by farmers, handlers, and processors 
of the commodities wheat, corn, cotton, tobacco, rice, and peanuts in connection 
with marketing quota programs pursuant to Title III of the Agricultural Ad- 
justment Act of 1938, as amended (52 Stat. 38, as amended; 7 U.S.C. 1301- 
1393), shall be available to the person supplying the data, and also to the extent 
deemed relevant by the administrative head of the Commodity Stabilization 
Service branch concerned, in any suit or administrative hearing under Title III 
of the above named act. 

(5) Records and reports of audits, parts thereof, or information with re- 
spect thereto in connection with contractual relations under the jurisdiction of 
the Commodity Stabilization Service, may be made available to the contractor or 
person whose activities form the basis of the audit, and in the case of audits 
in connection with the national school lunch program, may be made available 
also to State Educational Agencies. 

(c) Inspection certificates of grade, quality or condition shall be available 
for examination in accordance with the applicable regulations governing such 
inspection, and copies thereof may be obtained upon the payment of fees, if 
any, prescribed therefor in Chapter I of this title. 

(d) Records obtained pursuant to sec. 4 of Federal Reports Act of 1942 
shall be released only with the approval of the agency from which the informa- 
tion is obtained. 

(e) Reports received under the Commodity Exchange Act or information con- 
tained in such reports are only available where relevant in any suit or adminis- 
trative proceeding pursuant to subpoena. 

(f) Records of the Farm Credit Administration and of the various corpo- 
rations under its supervision that are declared confidential in regulations is- 
sued by Farm Credit Administration (6 CFR Part 4) shall be made available to 
the persons and in the circumstances specified in said reguiations. 

(g) Personnel records shall not be available except upon the authorization of 
the Director of Personnel given with due regard for the welfare of the em- 
ployee concerned and in accordance with the considerations prescribed in § 1.5. 

(h) Records relating to the business or property of any handler or any 
person furnished by, or obtained from, such handler or person pursuant to any 
marketing agreement or marketing order are available as prescribed in § 900.210 
of this title. 

(i) Records relating to the business and property of any person obtained pur- 
suant to the requirements of the Perishable Agricultural Commodities Act of 
1930, as amended, are available as prescribed in Part 46 of this title. 

(j) Notwithstanding the foregoing provisions of this section, records in the 
Commodity Offices of the Commodity Stabilization Service and in the offices of 
the State and county Agricultural Stabilization and Conservation Committees 
showing information with respect to individual loans, purchase agreements, 
or other price support operations entered into with producers under the provi- 
sions of the Agricultural Adjustment Act of 1949, including but not limited to 
(1) the name and address of each farmer who obtained a loan or entered into a 
purchase agreement, (2) the quantity of the agricultural commodity on which 
price support was so obtained, and (3) the amount of the loan or purchase agree- 
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ment, shall upon request, be made available for inspection to any person in 
aecordance with instructions issued by the Administrator of the Commodity 
Stabilization Service. 

PART 26—GRAIN STANDARDS 


§ 26.41 Record to be made accessible. Each licensed inspector shall, as soon 
as possiblé after grading any grain and not later than the close of business on 
the next following business day, make accessible to the interested parties at the 
place where his license is posted, a record of each lot or parcel of grain inspected 
and graded by him, showing (a) the date the grading was performed, (b) the 
kind and grade of the grain, (c) its location at the time of sampling and its 
identification by either (1) car initials, car number, and name of carrier or other 
owner or operator of track, or (2) name or other designation of boat or vessel 
and hold number or other place of stowage, or (3) name or other designation of 
elevator or warehouse and of bin or compartment, or (4) otherwise as the case 
may require; (d) the name of the person for whom the service was performed, 
or his agent; and (e) the name of such licensed inspector. Copies of licensed 
inspectors’ grade certificates which contain the required information may be 
used as the record for compliance with this section. The sample upon which 
the certificate of grade is based shall, while in the possession or under the con- 
trol of the licensed inspector or his inspection department, be part of the record 
of such inspection and as such shall be made accessible to any grain supervisor 
in the district in which such inspection is made. 


Part 68—REGULATIONS AND STANDARDS FOR INSPECTION AND CERTIFICATION OF 
CERTAIN AGRICULTURAL COMMODITIES AND PropDUCTS THEREOF 


$68.51 Inspection records confidential. Unless otherwise provided by the 
regulations in this part or, by other regulations of the Department, records of 
any inspections, including but not limited to, copies of any inspection, reinspec- 
tion, or appeal inspection certificates issued, records of such certificates, appli- 
cant’s accounts, or other information relating to the work of any office of in- 
spection shall not be made available to, or be opened for examination by, any 
person who is not connected with the inspection service provided by the regula- 
tions in this part, and such records shall be held strictly confidential and for 
reference only by the Director, the inspector in charge of such office of inspec- 
tion, his assistants, and such inspector’s supervising inspector. Summarized 
reports which do not disclose the operations of any individual grower, shipper, 
or other interested party and which are identified clearly as to source and con- 
tents may be released to the public: Provided, That, when so released, they 
shall be published in such manner and in such media as will make the informa- 
tion available alike to all interested parties. 


Part 201—FrEpERAL SEED ACT REGULATIONS 


§ 201.152 Status of applicant. The person filing an application shall not be a 
party to any proceeding which may be instituted under the act, unless he be 
permitted by the Secretary or by the examiner to intervene therein. The Ad- 
ministrator of the Agricultural Marketing Service shall not be required to di- 
vulge the name of the applicant and such person will have no legal status in the 
proceeding which may be instituted, except where allowed to intervene or as 
such person may be called asa witness. At any time after the institution of the 
proceeding, and before it has been submitted to the Secretary for final con- 
sideration, the Secretary or the examiner may, upon petition in writing and 
upon good cause shown, permit any person to intervene. 


SUBCHAPTER A—MARKETING ORDERS 


Part 900—GENERAL REGULATIONS 


§ 900.210 Disclosures of information. All information in the possession of 
any official which relates to the business or property of any person, and which 
was furnished by, or obtained from, such person pursuant to the provisions of 
any marketing agreement or marketing order, shall be kept confidential and 
shall not be disclosed, divulged, or made public, unless otherwise expressly pro- 
vided in said marketing agreement or marketing order, or unless said person 
authorizes said official, in writing, to disclose such information, except that: 
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(a) Such information may be disclosed, divulged, or made public if it has 
been obtained from or furnished by a person who is not the person to whose 
business or property such information relates or an employee of such latter 
person, or if such information is otherwise required by law to be furnished to 
an official ; 

(b) Such information may be furnished to other officials for use in the regular 
course of their official duties ; 

(c) Such information may be combined and published in the form of general 
statistical studies or data in which the identity of the person furnishing such 
information or from whom it was obtained shall not be disclosed ; 

(d) Such information may be disclosed upon lawful demand made by the 
President or by either House of Congress or any committee thereof, or, if the 
Secretary determines that such disclosure is not contrary to the public in- 
terest, such information may be disclosed in response to a subpena by any court 
of competent jurisdiction. 

(e) Such information may be offered in evidence (whether or not it has been 
obtained from or furnished by the person against whom it is offered) by or 
on behalf of the Secretary, the United States, or the official who obtained it 
or to whom it was furnished, in any administrative hearing held pursuant to 
section 8c(15) (A) of the act or in any action, suit, or proceeding, civil or crim- 
inal, in which the Secretary or the United States or any such official is a party, 
and (1) which is instituted (i) for the purpose of enforcing or restraining 
the violation of any marketing agreement or marketing order, or (ii) for the 
purpose of collecting any penalty or forfeiture provided for in the act, or 
(iii) for the purpose of collecting any monies due under a marketing agree- 
ment or marketing order, or (2) in which the validity of any marketing agree 
ment or marketing order, or any provision of either, is challenged or in- 
volved. 

(f) Such information may be furnished to the duly constituted authorities 
of any State, pursuant to a written agreement made under authority of sec- 
tion 10(i) of the act, to the extent that such information is relevant to trans- 
actions within the regulatory jurisdiction of such authorities. 


Title 9—Code of Federal Regulations 


Part 201—REGULATIONS UNDER THE PACKERS AND STocKyarRpDs AcT 


§ 201.45 Market agencies and licensees to make records available for inspec- 
tion by Owners, consignors and purchasers. Bach market agency and licensee 
engaged in the business of selling or buying livestock or live poultry on a 
commission or agency basis shall, on request from an owner, consignor, or 
purchaser, make available copies of bills covering charges paid by such market 
agency or licensee for and on behalf of the owner, consignor, or purchaser 
which were deducted from the gross proceeds of the sale of livestock or live 
poultry or added to the purchase price thereof when accounting for the sale 
or purchase. j 

§ 201.52 Information as to sales on commission or agency basis not to be 
furnished to unauthorized. parties. No market agency or licensee, in connec- 
tion with the sale of livestock or live poultry on a commission or agency 
basis, shall give to any person, except a person authorized by the Deputy 
Administrator to obtain such information or a person who has a financial 
interest in the consignment or a statement in writing from the owner thereof 
authorizing the market agency or licensee to furnish such information, any 
copy of an account of sale or other paper or information which will reveal 
to such person information relating to the price at which livestock or live 
poultry was sold or the amount of the net proceeds thereof remitted to the 
owner or consignor: Provided, however, That this shall not prevent a market 
agency or licensee from furnishing to a trucker, hauling livestock or live poultry 
for hire, information as to the weight of such livestock or live poultry in order 
that the trucker may have the necessary facts on which to base his hauling 
charges: And provided further, That this shall not prevent a market agency 
or licensee from giving to recognized market news reporting services such in- 
formation as may be necessary to enable such reporting services to furnish 
the public with market news data. J 

$201.69 Furnishing information to competitor buyers. No packer, dealer, 
or order buyer, in connection with transactions subject to the provisions of 
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the act, shall, in person, or through employed buyers, for the purpose of re- 
stricting or limiting competition, manipulating livestock prices, or controlling 
the movement of livestock, prior to, or during the conduct of his buying opera- 
tions: (a) Furnish competitor packers, dealers, order buyers, or their buyers 
or representatives, similarly engaged in buying livestock, with information con- 
cerning his proposed buying operations, such as the species, classes, volume 
of livestock to be purchased, or prices to be paid; or (b) furnish any other 
buying information to competitor buyers. 

§ 201.96 Packers, stockyard owners, registrants, or licensees; information 
concerning business not to be divulged. No agent or employee of the United 
States shall, without the consent of the packer, stockyard owner, registrant, 
or licensee concerned, divulge or make known in any manner, except to such 
other agent or employee of the United States as may be required to have such 
knowledge in the regular course of his official duties or except insofar as he 
may be directed by the Secretary or by a court of competent jurisdiction, any 
facts or information regarding the business of any packer, stockyard owner, 
registrant, or licensee which may come to the knowledge of such agent or 
employee through any examination or inspection of the business or records of 
the packer, stockyard owner, registrant, or licensee or through any information 
given by the packer, stockyard owner, registrant, or licensee pursuant to the 
act and regulations in this part. 


Title 17—Code of Federal Regulations 


Part 1—GENERAL REGULATIONS UNDER THE COMMODITY EXCHANGE ACT 


§1.5 Information confidential; disclosures to contract-market committees and 
officials. No officer or employee of the Department of Agriculture shall publish, 
divulge, or make known in any manner, except insofar as may be required in 
the performance of his official duties or by a court of competent jurisdiction, 
any facts or information regarding the business of any person which may come 
to the knowledge of such officer or employee through any inspection or examina- 
tion of the reports or records of, or through any information given by, any 
person pursuant to the Commodity Exchange Act or rules and regulations in this 
chapter: Provided, however, That this prohibition shall not apply to disclosures 
made in good faith to the Business Conduct Committee or other proper com- 
mittee or official of a contract market of matters in respect to which such con- 
tract market has responsibility or duty under the Commodity Exchange Act, or 
which, in the judgment of the Act Administrator, adversely affect such market 
or are prejudicial to the interests of producers or consumers. 


USDA ADMINISTRATIVE REGULATIONS 
TITLE 1—GENERAL 


Cuaprer 1—AUTHORITY AND Funcrions or GENERAL OFFICERS 


SECTION 1—THE SECRETARY 


2. Authority of the Secretary to prescribe regulations. The general authority 
of the Secretary to direct the work of the Department is based, among other 
sources, on Section 161, Revised Statutes (derived from an Act of July 27, 1789, 
and other acts establishing the executive departments), which provides that: 

“The head of each Department is authorized to prescribe regulations, not 
inconsistent with law, for the Government of his Department, the conduct 
of its officers and clerks, the distribution and performance of its business, 
and the custody, use, and preservation of the records, papers, and property 
appertaining to it.” (5 U.S.C. 22) 


Carrer 4—ORGANIZATION AND Functions or Commirress, CouNcILs 
AND Boarps 


830. Information not to be released; speculation; false statistics. a. With- 
holding Information. The contents and every part of the contents of each and 
every report specified in paragraph 328a, and the information and every part 
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of the information utilized in the preparation of such reports, shall be withheld 
from publication until the day and hour provided for the issuance of the reports 
in the schedule approved by the Secretary of Agriculture and amendments 
thereto. 

b. Access to Information. No member of the Board or other persons engaged 
in the preparation of information for reports, shall, before the release of any 
Board report provided for herein, willfully impart or permit access to any in- 
formation contained therein or may part thereof, directly or indirectly, to any 
person not entitled under the law and rules of the Department to receive the 
same. The Chairman may under this regulation notify officers in charge of 
field offices, in advance of publication, of changes made by the Board from rec- 
ommendations submitted by such officers for nonspeculative items as defined in 
paragraph 331la(2). 


Cuaprer 8—ADMINISTRATIVE AND JUDICIAL PROCEEDINGS 
SECTION 2—SUBJECT MATTER OF HEARINGS NOT TO BE DISCUSSED 


448. Following the close of a public hearing with respect to the proposed is- 
suance of an order, regulation, or other administrative determination, and prior 
to the issuance by the Secretary of such order, regulation, or other administrative 
determination, no employee of the Department shall, without the written permis- 
sion of the Secretary, discuss the subject matter of the hearing, or any matter 
relating thereto, with any interested person or with any representative of an 
interested person: Provided, however, that this regulation shall not preclude an 
employee who has been duly assigned to, or who has supervision over, a proceed- 
ing from discussing with interested persons or their representatives matters of 
procedure in connection with such proceeding. 


CHAPTER 9—RESTRICTIONS—INFORMATION 
SECTION 7—AVAILABILITY OF INFORMATION AND RECORDS 


534. General policy. a. Public records. Most records of the Department are 
“Public Records” and are therefore available to the public for inspection. How- 
ever, in some cases, legal restrictions prohibit the Department from making 
records available for public use. In other instances, where open inspection of the 
records would be harmful to the public interest, Departmental policy is similarly 
restrictive. This regulation indicates the records that are not available for public 
inspection and cites limited conditions under which other records may be made 
available. These rules are to guide employees in ascertaining which records may 
not be freely opened for inspection. Should an employee not know the policy 
on the release of any record, the matter should be submitted to the head of the 
agency. 

b. Information. In general, the same rules apply to any information not con- 
sidered ‘‘records,” as stated in paragraph 5365e. 

c. Denying access to records. When it is necessary to deny access to any of 
the Department’s records, employees should make special efforts to explain fully 
the reasons for such restrictions so that the person denied will recognize that his 
Government is dealing properly and justly with him, and that it is contrary to 
law or public interest to open the record. Denials of aceess to records in the 
course of proceedings shall be handled as provided for in paragraph 535h. 

535. Restrictions on availability. The following rules shall govern the avail- 
ability for examination, or the furnishing of copies, of matters of official records 
of the Department, including those on file with the National Archives. 

a. Confidential records. The following records are confidential and shall not 
be subject to examination, nor shall copies thereof be furnished upon any request 
except in proper cases from Federal official sources: 

(1) All records and reports required by statutes to be held confidential by 
the Department. 

(2) Blueprints of meat-slaughtering or meat, poultry, or dairy products 
processing plants and establishments. 

(3) Producers’ referendum ballots. 

(4) Minutes of meetings (except resolutions extracted therefrom) of 
boards of directors of corporations under administrative supervision of the 
Department of Agriculture or any of its agencies, State Production and 








14 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


Marketing Administration Committees, and county agricultural conserva- 
tion committees. 

(5) Records of audits, other than information with respect thereto author- 
ized by the Secretary of Agriculture or the boards of directors of corpora- 
tions to be made available and other than records of audits included under 
subparagraph b(2)(e) below. 

(6) Reports furnished the Department confidentially by dealers, manu- 
facturers, or associations thereof covering quantities of commodities proc- 
essed, purchased, or sold during prescribed periods and the price paid 
therefor. 

(7) Documents, photographs, or maps of other Government agencies re- 
quired to be held confidential under regulations or orders of the other 
Governmental agency. 

(8) Personnel investigative reports, or investigative data of any type, 
whether relating to loyalty or other aspects of an individual’s record, shall 
not be furnished to any person, committee, or agency outside the Department, 
but the contents of such reports may be discussed with, or examined by 
those persons in the Executive Branch who are entitled thereto by reason 
of their official duties. 

(9) Investigative or accounting reports (including such reports involving 
fiscal activities of employees) made to determine compliance with law or 
regulations, or reports of inspection operations. 

(10) Records of research, experimentation and physical analysis of 
samples and other materials in the course of investigations, including patent 
records, prior to publication, release, or use of the results thereof. 

(11) Records, reports, and estimates of crops for consideration and release 
by Crop Reporting Board prior to formal release. 

(12) Charges, complaints, and other processes in adjudicative proceedings 
prior to publication or use. 


b. Records of limited availability. The records enumerated below are of 
limited availability and information contained therein shall not be disclosed, nor 
shall a copy thereof be furnished, except in proper cases upon requests from 
Federal official sources or as specifically provided : 


(1) Reports and records which by statute may be made available only 
in suits or administrative proceedings will be available only under the con- 
ditions provided for in the statute. 

(2) Upon approval of the head of the agency, bureau, or branch concerned, 
based upon the considerations prescribed in subparagraph (d) below, the 
following records shall be available as indicated: 

(a) Applications, reports, and like records, together with supporting 
data and documents, other than those under subparagraphs a, b(1), 
b(2) (c), or b(2) (d) of this paragraph, submitted by an applicant for 
relief, license, certificate, use, loan, grant, or other benefit provided by 
law or by regulations authorized by law, shall be made available to the 
person who furnished the record, and also under compulsory process. 

(b) Contractual records and other agreement records, together with 
supporting data, shall be available to the contractor or person supplying 
the record, and also under compulsory process. 

(ce) Reports and applications acquired from farmers and handlers of 
agricultural products, equipment and supplies in connection with con- 
servation programs formulated under sections 7 to 17, inclusive, of the 
Soil Conservation and Domestic Allotment Act (1936), as amended (16 
U.S.C. 590g, 590q), and in connection with control or adjustment pro- 
grams developed under prior acts of Congress shall be available to the 
person who furnished the record and also to other persons properly 
and directly concerned. When such records are to be used in court 
or administrative proceedings, an authorized representative of the head 
of the branch or bureau having custody of the records shall appear and 
produce such records only if the records remain in the custody of such 
representative at all times. 

(d) Records, reports, and applications submitted.to central and field 
offices of the Production and Marketing Administration by farmers, 
handlers, and processors of the commodities wheat, corn, cotton, tobacco, 
rice, and peanuts in connection with commodity loan, parity payment, 
and marketing quota programs pursuant to Title III of the Agricultural 
Adjustment Act of 1988, as amended (7 U.S.C. 1301-1393), shall be 
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available to the person supplying the data, and also, to the extent deemed 
relevant by the administrative head of the Production and Marketing 
Administration branch concerned, in any suit or administrative hearing 
under Title III of the above-named act. 

(e) Records and reports of audits, parts thereof, or information with 
respect thereto in connection with contractual relations under the juris- 
diction of the Production and Marketing Administration may be made 
available to the contractor or person whose activities form the basis of 
the audit and in the case of audits in connection with the National 
School Lunch Program may be made available also to State educational 
agencies. 

(3) Inspection certificates of grade, quality, or condition shall be avail- 
able for examination in accordance with the applicable regulations govern- 
ing such inspection, and copies thereof may be obtained upon the payment of 
fees, if any, prescribed therefor (7 C.F.R. Subtitle B, Ch. 1). 

(4) Records obtained pursuant to Section 4 of the Federal Reports Act 
of 1942 shall be released only with the approval of agency from which the 
information is obtained. 

(5) Reports received under the Commodity Exchange Act or information 
contained in such reports are only available where relevant in any suit or 
administrative proceeding pursuant to subpoena. 

(6) Records of the Farm Credit Administration and of the various 
corporations under its supervision that are declared confidential in regula- 
tions issued by the Farm Credit Administration (6 C.F.R., Part 4) shall 
be made available to the persons and in the circumstances specified in said 
regulations. 

(7) Personnel records shall not be available except upon the authoriza- 
tion of the Director of Personnel given with due regard for the welfare of 
the employee concerned and in accordance with the considerations prescribed 
in subparagraph d below. 

(8) Records relating to the business or property of any handler or any 
person furnished by, or obtained from, such handler or person pursuant to 
any marketing agreement or marketing order are available as prescribed 
in 7 C.F.R. 900.200. 

(9) Records relating to the business and property of any person obtained 
pursuant to the requirements of the Perishable Agricultural Commodities 
Act of 1930, as amended, are available as prescribed in 7 C.F.R., Part 46. 

ce. Records in adjudications and formal rulemaking proceedings. Records in 
adjudications and formal rulemaking proceedings are on file in the Office of the 
Hearing Clerk, Office of the Solicitor, and shall be made available to persons 
having a proper interest therein. 

d. Records available to properly interested persons. All other records of the 
Department and of corporations under the administrative supervision of the 
Department shall be made available if so determinated by the administrative head 
of the agency, bureau, branch, or corporation having custody of same, to persons 
properly and directly concerned, and in making his determination he shall be 
guided by the following considerations : 

(1) Whether the release of the record will jeopardize future Government 
access to information. 

(2) Whether the release of the record at the time is premature and will 
improperly affect a pending action. 

(3) Whether the disclosure of the record will have the effect of hindering 
free administrative decisions in the same or similar matters in the future. 

(4) Whether the purpose for which the record is sought is prejudicial to 
the public interest. 

(5) Whether the record is already otherwise made public, such as reports 
of public hearings and conferences, recorded maps, plats, and documents, 
records published for the information of the public, and material of a similar 
public nature. . 

e. Other information.. Any other information expressly or impliedly obtained 
or received in confidence, or relating to pending cases, or dealing with studies, 
inspections, or investigations of the Department or its collaborators, or otherwise 
confidential, shall not be available unless the head of the agency, bureau, or 
branch concerned otherwise determines on the basis of the considerations pre- 
scribed in subparagraph d of this section. 
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f. Application for examination or copy of records. Except as otherwise pro- 
vided herein, application for examination of a record or for a copy thereof shall 
be made to the administrative head of the agency, burean, or branch administer- 
ing the program relating to the same. Examination of records, where examina- 
tion is permitted, shall be at times and places convenient to the public business, 
and copies, when obtainable, shall be furnished at rates established therefor. 

g. Authenticated copies. When a request is received for an authenticated copy 
of a record of the Department which is otherwise available under these rules to 
the party requesting same, for use as evidence in litigation or otherwise, the ad- 
ministrative head of the agency having custody thereof shall cause a correct copy 
to be prepared and sent to the Office of the General Counsel for certification and 
to have the seal of the Department affixed. (See 1AR 194 for officers of the Office 
of the General Counsel authorized to certify documents.) 

h. Denial of access to record. The administrative head of the agency, bureau, 
or branch having custody of the record shall give prompt written notice of a de- 
nial, in whole or in part, of any written application, petition, or other request 
of an interested party when made in the course of a Departmental proceeding, 
and shall set forth a simple statement of the grounds for such refusal. In any 
other case, the reasons for refusal shall be available to the applicant. 

i, Compulsory process. Where it is sought to require by subpoena duces 
tecum or other compulsory process the production of any record of the Depart- 
ment enumerated under subparagraph a of this section, or any record enumerated 
under subparagraph b of this section which subordinate officers of the Depart- 
ment have no discretion thereunder to disclose, the record shall not be disclosed 
except where it is determined by the Secretary that such disclosure will not be 
prejudicial to the public interest. Where the production of any record or 
other information within the purview of subparagraphs ec, d, or e of this sec- 
tion or any record enumerated in subparagraph b of this section not covered 
by the first sentence of this paragraph is required by subpoena duces tecum 
or other compulsory process, it may be made available by the administrative 
head of the bureau, agency, branch, or corporation having custody, upon 
making the determination prescribed in such paragraph; however, he must 
immediately notify the Secretary of the issuance of the subpoena and of the 
documents being disclosed. If the administrative head of the bureau, agency, 
or branch determines that the production of the record under such process 
should not be made, he will forward a full report of the matter promptly to 
the Secretary, and no disclosure shall be made except upon the determination 
of the Secretary. In any case of service of such compulsory process upon an 
officer or employee of the Department where the determination by the Secre- 
tary is required by this subparagraph, such officer or employee will appear in 
answer thereto and, unless otherwise expressly directed by the Secretary, 
respectfully decline to produce the records or information specified therein on 
the ground that the disclosure is prohibited by this regulation. 

j. Authority for redelegation. The authority vested in the head of a bureau, 
agency, branch, or corporation under paragraph 535b through 535i may be 
redelegated by such head to an official reporting directly to him. 

k. Records in custody of Department. Records, medical and other reports, 
statements of witnesses, and other papers relating to the disability or death 
of a civil employee of the United States or other person entitled to compensa- 
tion benefits from the United States under the Federal Employees Compen- 
sation Act of September 7, 1916, as amended, are the official records of the 
Bureau of Employees Compensation, Department of Labor, and disclosure of in- 


formation from or pertaining thereto is governed by regulations of that Bureau 
as set forth in 20 CFR 1.21. 


Title 2—Library 
SECTION 4—EXCHANGE OF PUBLICATIONS 


41. Foreign exchange agreements required. No printed or processed publica- 
tions issued by the Department shall be sent regularly to any foreign govern- 
ment, organization, or individual, unless exchange agreements have been made 
or an exception has been authorized by the Library. (For foreign requests not 
involving mailing lists, see 3 AR 98.) 








i 
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Title 3—Information 
CuarreR 2—PuBLICATIONS 


SECTION 1-—POLICY 


30. General. The general public does not benefit from research work done in 
the Department until results of this work are disseminated. Publications are 
an inexpensive method of getting these results to the people in a form that 
may be preserved for future reference, 


Title 5—Procurement 
CuarTrer 3—ConTRACTING 


192. Disclosure of bid mailing lists. No bidder will be informed as to the pen 
son or firms with whom he is competing. He may, of course, attend bid open 
ings or call at the office which conducted the opening at a later date and thereby 
obtain information concerning those bidding and those declining to bid in par- 
ticular cases. Bidders’ mailing lists should not be made public, but a firm’s rep- 
resentative may be advised whether or not his firm’s name is on a particular 
list and a dealer may be told whether the manufacturer he represents is listed. 
(See 5 AR 389 for policy of construction contracts.) 


Title 6—Budget 


Cuaprer 4—Bupcer PresenraTion 


183. Confidential nature of Department estimates and budget allowances. The 
Budget containing the regular annual estimates for the Federal Government is 
usually transmitted to Congress early in January of each year. Budget Bureau 
requirements provide that the President’s Budget must be kept Administratively 
Confidential until it is officially transmitted to Congress. (See 6 AR 178.) 

216. Appropriations hearings confidential when in executive session. When 
appropriations hearings are held in “executive session” the Committees expect 
that the deliberations will be treated as strictly confidential until the printed 
hearings are Officially released. Each Department representative present at a 
hearing shares the Department’s responsibility to the committee not to disclose 
or discuss with anyone, except as may be required by official duties within the 
Department, any information, written or oral, regarding the testimony given at 
the hearings or regarding any indication committee members may have given 
as to their individual attitudes or as to possible actions which the committee 
may take on matters pending before it. 


Cuaprer 7—LxcisLATIVE REerortTIne 


432. Reports often confidential. Release of copies of Department reports on 
proposed legislation is not authorized without permission of the Secretary’s 
Office except when such reports have been printed in committee reports or 
otherwise made available to the public. If a member of the Department is doubt- 
ful regarding this matter, he may call the Legislative Reporting Staff. 


Section 5—Testimony on Proposed Legislation 


444. Testimony before congressional committees. 

* * * * * * os 

d. Hearings sometimes confidential. When committee sessions are “executive” 
or “closed”, they are regarded by the committees as confidential until the hear- 
ings are printed and released by the committees. When a member of the Depart- 
ment attends such sessions, under no circumstances should he disclose or discuss 
with any person (except as he may be required to do so within the Department 
in the conduct of official duties) any information, written or oral, regarding 
the testimony, or any indication members of the committee may have given as 
to their attitude or as to possible action which the committee might take on 
matters pending before it, until the printed hearings containing such discussion 
are made public by the committee. 
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Title 8—Personnel 


CuHapTerR 56—INVESTIGATIONS 


SECTION 4—INVESTIGATIVE REPORTS 


2095. Policy. It is the policy of the Department that all investigative reports 
shall be considered as confidential and privileged documents intended for internal 
use only and that the identity of informants mentioned therein must be protected. 

2096. Restrictions on distribution and use. The following restrictions on the 
distribution and use of investigative reports are prescribed : 

a. Except as provided in 8 AR 2090, investigative reports or investigative 
data of any type, shall not be furnished to any person, committee, or agency 
outside the Department, but the contents of such reports may be discussed 
with, or examined by, those persons in the Executive Branch who are en- 
titled thereto by reason of their official duties. 

b. Reports of investigations conducted by the Investigations Division, 
Office of Personnel, that are furnished to heads of agencies for consideration 
and recommendation as provided by 8 AR 2089, shall not be circulated within 
the agency except to such administrative officials as are required to initiate 
action. based on information in the reports, and copies of such reports shall 
not be made. * ** * : 

e. The identity of informants mentioned in any investigative report shall 
not be disclosed by administrative officials to whom the reports are sent for 
review and consideration, and such officials shall exercise every precaution 
to prevent embarrassment to any person by reason of his having furnished 
information in connection with an investigation. 

d. Under no circumstances shall an investigative report be made available 
to the subject of the investigation. (See also 1 AR 503, and 535a(8).) 

e. Reports of investigations and other similar material, which, prior to 
the security regulations, were considered and marked “Confidential,” shall 
not be filed in the official personnel folder but must be maintained in separate 


envelopes. These envelopes may be filed with the folder, but not init. (See 
8 AR 1364.) 


Cuaptrer 70—MIsceELLANEOUS 


SECTION 2—LISTS OF EMPLOYEES 


2505. Restrictions on furnishing lists of employees. Lists of employees shall 
not be furnished to any person, organization, or firm except on written application 
to the agency concerned showing the purpose for which such lists are to be 
used, and then only when the furnishing of such lists is * * * in the public 
interest. In determining the public interest involved, attention should be given 
to the purpose of the request and any interference with proper conduct of the 
public business which the preparation of the lists may entail. This limitation 
does not extend to official publications or lists of officials available for public 
use. Lists of employees may not be furnished for purposes of political solicitation. 


“DEPARTMENT OF AGRICULTURE RECORDS SECURITY 
REGULATIONS” (REVISED) 


To all Personnel in the Department of Agriculture Handling or Having Access to 
Classified Materials: 


It is often essential that we handle classified information of special importance 
to the welfare of the Nation in the diseharge of our responsibilities, and it is 
our duty, both as employees and as citizens, to safeguard such information. 

These regulations, issued under authority of Executive Order 10501, which 
revoked: Executive Order 10290, will govern the classification and handling of 
all classified material in the Department of Agriculture. These regulations con- 
tain a number of changes, and employees who have been cleared and authorized 
to handle or have access to classified material shall be furnished a copy. Em- 
ployees are instructed to carefully review these regulations, as it is vital to 
the Department’s Security Program that all concerned be completely informed 
regarding the revised procedures. 
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Particular attention is directed to Section 2 on Security responsibility, to 
Section 3 on classification categories and to Section 4 on authority to classify 
documents in this Department. 

The Department Security Officer is available for consultation regarding these 
regulations and is responsible for the physical security of office aréas, security 
training and orientation programs and other related security matters which 
may arise. 

Raps 8. Rosperts, 
Administrative Assistant Secretary. 
Revised March 14, 1958. 
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Section 1. Purpose of security. 


l-a. Security is concerned with the. safeguarding of classified information, 
the unauthorized disclosure of which would or could cause exceptionally grave 
danger to the national security. In time of peace, as well as in time of war, 
lack of adequate security may result in grave international complications, in 
serious danger to the safety of the United States, or in jeopardizing the. effec- 
tiveness of programs, plans or policies of great importance to our Government, 
Security is designed to prevent the compromise of such information or material 
and to avoid the potentially grave consequences thereof. 


Section 2. Security responsibility. 


2-a. The Act of June 25, 1948, as amended, 18 U.S.C. 793(f) states: “Whoever, 
being entrusted with or having lawful possession or control of any document, 
writing, code book, signal book, sketch, photograph, photographic negative, 
blueprint, plan, map, model, instrument, appliance, note, or information re- 
lating to the national defense, (1) through gross negligence permits the same 
to be removed from its proper place of custody or delivered to anyone in viola- 
tion of his trust, or to be lost, stolen, abstracted, or destroyed, or (2) having 
knowledge that the same has been illegally removed from its proper place of 
custody or delivered to anyone in violation of its trust, or lost, or stolen, ab- 
stracted, or destroyed, and fails to make prompt report of such loss, theft, ab- 
straction, or destruction to his superior officer—Shall be fined not more than 
$10,000 or imprisoned not more than ten years, or both.” Accordingly, each 
person employed by or serving in an official capacity with the Department of 
Agriculture who has occasion to come into possession of security information, 
is individually responsible for exercising vigilance and discretion in conforming 
with the act, and Executive Order 10501, and in applying the appropriate security 
regulations governing the use, handling, and safekeeping of classified informa- 
tion and material. 

2-b. It shall be the responsibility of the head of each agency of the De- 
partment to have an investigation made of each employee before entrusting him 
with “Top Secret,” “Secret” or “Confidential” information. 

2-c. The head of each agency in the Department is responsible for safe- 
guarding all classified information coming within the custody or control of the 
agency, maintaining a high degree of security conscientiousness among its em- 
ployees and assuring compliance with these regulations. The head of the agency 
may delegate any or all of the functions charged to him. 

2d, The head of each agency shall designate a responsible employee of the 
agency to serve as the Agency Record Security Officer. who will be responsible to 
the agency head for maintaining adequate facilities, procedures and .controls 
for safeguarding classified information coming within the custody or control 
of the agency, maintaining an active program of orientation and training to 
keep employees informed concerning these regulations, and to impress upon 
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them their individual responsibility for exercising vigilance and care in safe- 
guarding classified security information. 

Each Agency Records Security Officer shall maintain a current record of all 
employees in his agency who have been cleared and authorized to have access 
to classified information, and shall currently advise the Department Security 
Officer when these employees leave the service of their particular agency. 

The Record Security Officer shall not advise other agencies or establishments 
outside the Department concerning the level of security clearance of an em- 
ployee. Such advice will be furnished by the Division of Security. 

2-e. Each employee of the Department having access to or knowledge of any 
classified information or material is individually responsible for its protection 
and for familiarizing himself with and adhering to these regulations. 

No employee will be assigned duties requiring access to “Top Secret,” “Secret” 
or “Confidential” information until a certificate of security clearance has been 
issued for the employee by the Department Security Officer and the employee has 
—_ given a copy of these regulations and informed of his individual responsi- 

ty. 

Each employee upon being authorized to have access to classified information 
shail be given a copy of these regulations, and shall be made fully acquainted 
with his responsibility. 

Whenever an employee is no longer required to have access to classified in- 
formation he shall be interviewed to impress upon him his obligation with regard 
to maintaining the security of classified information obtained during his service 
— bring to his attention the applicable statutory requirements in this con- 
nection. 

It shall be the responsibility of the individual charged with the custody of 
classified information to accomplish the necessary inspections within his area 
to insure that all procedural safeguards prescribed by these regulations are 
taken to protect such information at all times. In each agency, individuals 
shall be designated to make inspections on a room or area basis to insure that 
all classified security information has been properly and safely stored. 

A person is entitled to have knowledge or possession of classified information 
only when his official duties require such information and he has been cleared 
and authorized to have access thereto. An individual is not authorized to gain 
possession of ciassified information merely by virtue of his grade or position. 
The Department Security Officer should be consulted when there is doubt re- 
garding the propriety of discussing security matters with officials of the De- 
partment, other Government agencies or with individuals not connected with 
the Government. 

2-f. The Security Officer of the Department is responsible for devising, de- 
veloping, inspecting and advising on facilities, procedures and controls for 
safeguarding classified information originating in, received by, in transit 
through, or in custody of the Department of Agriculture. He will assure that 
active training and orientation programs are maintained for employees con- 
cerned with classified information to impress each such employee with his in- 
dividual responsibility for exercising vigilance and care in complying with the 
provisions of Executive Order 10501 and of these regulations. 


Section 8. Categories of classified information. 


3—a. Official information which requires protection in the interests of national 
defense shall be limited to three categories of classification, which in descending 
order of importance shall carry one of the following designations: “Top Secret,” 

“Secret,” or “Confidential.” No other designation shall be used to classify de- 
fense information, including military information, as requiring protection in 
the interests of national defense, except as expressly provided by statute. These 
categories are defined as follows: 

3-a-1. “Top Secret.” Except as may be expressly provided by statute, the use 
of the classification “Top Secret” shall be authorized, by the Secretary, only 
for defense information or material which requires the highest degree of pro- 
tection. The “Top Secret” classification shall be applied only to that informa- 
tion.or material the defense aspect of which is paramount, and the unauthorized 
disclosure of which could result in exceptionally grave damage to the Nation 
such as leading to a definite break in diplomatic relations affecting the defense 
of the United States, an armed attack against the United States or its allies, a 
war, or the compromise of military or defense plans, or intelligence operations, 
or scientific or technological developments vital to the national defense. 
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3-a-2. “Secret.” Except as may be expressly provided by statute, the use of 
the classification “Secret” shall be authorized, by the Secretary, only for defense 
information or material the unauthorized disclosure of which could result in 
serious damage to the Nation, such as by jeopardizing the international relations 
of the United States, endangering the effectiveness of a program or policy of 
vital importance to the national defense, or compromising important military 
or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 

3-a-3. “Confidential.” Except as may be expressly provided by statute, the 
use of the classification “Confidential” shall be authorized, by the Secretary, 
only for defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the Nation. 

3-b. Restricted material. As indicated in Paragraph 3-a of this section, 
there are only three categories of classified information. Material formerly 
classified as restricted or restricted security information was required to be 
upgraded or declassified prior to December 31, 1954. 

3-b-1. The practice of marking material “Restricted for Administrative Use,” 
“Distribution Limited,” etc., is prohibited. Im the future, material other than 
Defense information or material that is not for general use immediately should 
be marked ‘‘Administratively Confidential.” Material designated “Administra- 
tively Confidential” shall not be distributed to persons outside of Federal agen- 
cies, except that, with the approval of the head of the originating agency, such 
material may be distributed to cooperators or collaborators who must have the 
particular information in connection with their work with the Department. 
Material shall not be marked “Administratively Confidential” to avoid stocking 
eopies to answer inquiries for such material. Insert date that the ‘“Adminis- 
tratively Confidential” restriction is to be removed, unless it is impossible to 
do so. 

“Administratively Confidential” material determined to have archival value 
may be transferred to the National Archives or a Federal Records Center after 
it has served its usefulness for administrative, legal and fiscal purposes. When 
such material is transferred to these agencies, it becomes available for public 
use. 

3-c. “Restricted Data” as defined in the Atomic Energy Act. Nothing in 
these regulations shall supersede any requirements made by or under the Atomic 
Energy Act of 1954, as amended. “Restricted Data” as defined by the said 
Act shall be handled, protected, classified, downgraded and declassified in con- 
formity with the provision of the Atomic Bnergy Act of 1954, as amended, 
and the regulations of the Atomic Hnergy Commission. 


Section 4. Authority to classify. 


4-a. Executive Order 10501 authorizes only the Secretary of Agriculture, with- 
out delegation, to classify documents in the three categories mentioned in Section 
3. All requests to have material classified, which originate in the Department, 
will be routed by the Agency Records Security Officer to the Department Secu- 
rity Officer for review, registration and approval by the Secretary. Material 
submitted shall be prepared as follows: 


“Classification Number” ............ (leave number blank) shall be typed in 
the upper right hand corner, 4. 
an 


“Classified” _...01... (leave blank) 


Ii diehalinencapitigataatctiniaiimaiaainite 
Secretary of Agriculture 
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shall be typed in the lower left hand corner of all record copies of material 
submitted to the Secretary for classification approval. 

Such requests shall have a 3 x 5 card attached; and typed thereon the follow- 
ing information: 


Name of Agency: Nebo 
LEAVE BLANK 


Date: 


Indicate Classification: 
(TOP SECRET, SECRET OR CONFIDENTIAL) 


Necessity for Classification: 


Abstract of Document: 


SIGNATURE OF AGENCY SECURITY OFFICER 
(OVER IF REQUIRED) 





After approval by the Secretary, the material shall be returned to the Depart- 
ment Security Officer for dispatch. 

4—b. Prior to submitting documents to the Secretary for classification ap- 
proval, the following special rules shall be observed in determining the proper 
classification. 

4—b-1. Documents in general. Documents shall be classified according to their 
own content and not necessarily according to their relationship to other docu- 
ments. Reference to classified material which do not reveal classified defense 
information shall ot be classified. 

4-b-2. Physically connected documents. The classification of a file or group 
of physically connected documents shall be at least as high as that of the most 
highly classified document therein. Documents separated from the file or group 
shall be handled in accordance with their individual defense classification. 

4-b-3. Multiple classification. A document, product or substance shall bear a 
classification at least as high as that of its highest classified component. The 
document, product or substance shall bear only one overall classification, not- 
withstanding that pages, paragraphs, sections or components thereof bear differ- 
ent classifications. 

4-b-4. Transmittal letters. A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure or attachment but 
should be unclassified when classified enclosures or attachments are removed, 
unless the transmittal letter standing alone warrants the security classification. 
Transmittal letters which standing alone do not warrant security classification 
should be marked “This communication is unclassified when attachments or 
enclosures are removed.” 

4-b—5. Information originated by a foreign government or organization. De- 
fense information of a classified nature furnished to the United States by a 
foreign government or international organization shall be assigned a classifica- 
tion which will assure a degree of protection equivalent to or greater than that 
required by the government or international organization which furnished the 
information. 


Section 5. Marking of classified material. 


5-a. After a determination of the proper defense classification to be assigned 
has been-made in accordance with the provisions of this order, the classified 
material shall be marked as follows: 








a ne ee eal 
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5-a-1. Material classified as ‘““Top Secret” or “Secret” should be so marked ‘at 
the top and bottom of each page in letters at least 4’’ high. Ordinary type 
may be used similarly for material classified as “Confidential.” 

5-a-2. Bound documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back page 
and on the outside of the back cover. In each case the markings shall be 
applied to the top and bottom of the page or cover. 

5-a-3. Unbound documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other similar 
documents, the pages of which are not permanently and securely fastened 
together, shall be conspicuously marked or stamped at the top and bottom of 
each page in such manner that the marking will be clearly visible when the 
pages are clipped or stapled together. 

h-a-4. Charts, maps and drawings: Classified charts, maps and drawings 
shall carry the defense classification marking under the legend, title block or 
seale in such manner that it will be reproduced on all copies made therefrom. 
Such classification shall also be marked at the top and bottom in each instance: 

5-a-5. Photographs, films and recordings: Classified photographs, films and 
recordings, and their containers, shall be conspicuously and appropriately 
marked with the assigned defense classification. 

5-a-6. Products or substances: The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and on 
their containers, if possible, or, if the article or container cannot be marked, 
written notification of such classification shall be furnished to recipients of 
such products or substances. 

5-a-7. Reproductions: Reproduction of documents means making a copy of a 
document in whole or in part in writing, typing, printing, mimeographing, photo- 
graphing or through hectograph, multilith, ozalid and other similar processes, 
and all copies of such reproductions shall be appropriately marked or stamped 
in the same manner as the original thereof. 

5-a-7-a. “Top Secret,” “Secret,” or “Confidential” material originating in 
another agency shall not be reproduced without the written approval of the 
individual of that agency having authority to approve such reproduction. 

5-a-7-b. “Top Secret,” “Secret,” or “Confidential” material originating in the 
ae shall not be reproduced except with the permission of the originat- 
ing office. 

5-a-7-c. Whenever any reproduction of such classified document is made, in- 
eluding that performed by the Service Operations Division, Office of Plant and 
Operations, a record of the number of copies and their distribution shall be 
maintained by the ordering office. 

5-a-7—-d. It is essential that the number of copies of classified material pre- 
pared or reproduced be kept to a minimum since the risk of their falling into 
unauthorized hands increases in proportion to the number of copies in existence. 
See Administrative Regulations, Title 1, Chapter 9, Paragraph 582 for further 
information on duplicated material. 

5-a-8. Unclassified material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such classifi- 
cation. 

5-a-9. Change or removal of classification. Whenever classified material is 
declassified, downgraded or upgraded, the material shall be marked or stamped 
in a prominent place to reflect the change in classification, the authority for 
the action, the date of action, and the identity of the person or unit taking the 
action. In addition, the old classification marking shall be cancelled and the 
new classification (if any) substituted therefor. Automatic change in classifi- 
eation shall be indicated by the appropriate classifying authority through mark- 
ing or stamping in a prominent place to reflect information specified in sub- 
section 9-g-1 hereof. 

5-a-10. Material furnished persons not in the executive branch of the Gov- 
ernment. When classified material affecting the national defense is 
authorized persons in or out of Federal service, other than those in the execu- 
tive branch, the following notation in addition to the assigned classification 
marking shall whenever practicable be placed on the material, on its container 
or on the written notification of its assigned classification. 
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“This material contains information affecting the national defense of the 
United States within the meaning of the espionage laws, Title 18, U.S.C. Secs, 
793 and 794, the transmission or revelation of which in any manner to an 
unauthorized person is prohibited by law.” 


Section 6. Transmission, 


6-a. For transmission outside the Department, classified defense material of 
the three categories originated under the provisions of the executive order shall 
be prepared and transmitted as follows: 

6-a-1. Preparation for transmission. Such material shall be enclosed in 
opaque inner and outer covers. The inner cover shall be a sealed wrapper or 
envelope plainly marked with the assigned classification and address. The 
outer cover shall be sealed and addressed with no indication of the classification 
of its contents, A receipt form shall be attached to or enclosed in the inner 
cover, except that “Confidential” material shall require a receipt only if the 
sender deems it necessary. The receipt form shall identify the addressor, ad- 
dressee and the document but shall contain no classified information. It shall 
be signed by. the proper recipient, returned to the sender and become a part 
of the classified material. 

6-a-2. Transmitting “Top Secret” material. The transmission of “Top Secret” 
material shall be effected preferably by direct contact of officials concerned, or, 
alternatively, by specifically designated personnel, by State Department diplo- 
matic pouch, by a messenger-courier system especially created for that purpose, 
or by electric means in enerypted form. It shall never be transmitted by postal 
facilities, even as registered mail. 

6-a-3. Transmitting “Secret” material. “Secret” material shall be trans- 
mitted within the continental United States by one of the means established for 
“Top Secret” material, by an authorized courier, by United States registered 
mail (return receipt requested), or by protected commercial express, air or 
surface. “Secret’’ material may be transmitted outside the continental limits 
of the United States by one of the means established for “Top Secret” material, 
by commanders or masters of vessels of United States registry, or by United 
States Post Office registered mail through Army, Navy or Air Force postal facili- 
ties, provided that the material does not at any time pass out of United States 
Government control and does not pass through a foreign postal system. “Secret” 
material may, however, be transmitted between United States Government and/ 
or Canadian Government installations in continental United States, Canada and 
Alaska by United States and Canadian registered mail with registered mail re- 
ceipt. In an emergency, “Secret” material may also be transmitted over military 
communications circuits in accordance with regulations promulgated for such 
purpose by the Secretary of Defense. All “Secret” material shall be covered 
by a receipt form which shall contain no classified information. It shall be 
signed by the proper recipient, returned to the sender and become a part of 
the classified material. 

6-a-4, Transmitting “Confidential” material. . “Confidential” defense ma- 
terial shall be transmitted within the United States by one of the means estab- 
lished for higher classifications, by registered mail, or by express or freight 
under such specific conditions as may be prescribed by the head of the depart- 
ment or agency concerned. Outside the continental United States, “Confidential” 
defense material shall be transmitted in the same manner as authorized for 
higher classifications, A receipt need be obtained only when deemed necessary 
by the sender. 

6—-a—5. Within the office areas of the Department of Agriculture, “Top Secret” 
material shall be hand-carried by the authorized custodian or by a security 
eleared member of his staff whenever it is being transmitted from one organiza- 
tional unit of the Department of Agriculture to another. In the course of such 
transmittal, a receipt for a ‘‘Top Secret” document is required. ‘Secret’ and 
“Confidential” material may be transmitted within these office areas by the 
authorized custodian, a security cleared member of his staff, or a security cleared 
messenger of the Department. Such transmittals of these two categories of classi- 
fied material shall not require receipt, except when deemed necessary by the 
sender. (See chart—Section 15.) 


Section 7. Accountability and dissemination, 


7-a. Knowledge or possession of classified defense information shall be per- 
mitted only to. persons whose official duties require such access in the interest 
of promoting national defense and a certificate ef security clearance has been 
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issued by the Department’s Security Officer, or in the case of employees of other 
U.S. Government agencies, appropriate security clearance has been issued by 
their departments. Proper control of dissemination of classified defense informa- 
tion shall be maintained at all times, including good accountability records of 
classified defense information documents and severe limitation on the number 
of such documents originated, as well as the number of copies thereof repro- 
duced. The number of copies of classified defense information documents shall 
be kept to a minimum to decrease the risk of compromise of the information con- 
tained in such documents and the financial burden on the Department in pro- 
tecting such documents. The following special rules shall be observed in con- 
nection with accountability for and dissemination of defense information or 
material. 

7-a-1. Accountability procedure. The Agency Records Security Officer shall 
be designated by agency heads to receive and maintain accountability registers 
of both incoming and outgoing “Top Secret” and “Secret” material. 

7-a-2. Dissemination outside the executive branch. Classified defense infor- 
mation shall not be disseminated outside the executive branch, except by 
authority of the Secretary, even though the person or agency to which dissemi- 
nation of such information is proposed to be made may have been solely or partly 
responsible for its production. 

7-a-3. Dissemination to other departments in the executive branch. Em- 
ployees of other departments in the executive branch shall not have access to 
classified defense information without (1) the approval of the head of the agency 
and, (2) a determination that such employees have been authorized to have access 
to classified material at the required level. 

7-a-4. Information originating in another department or agency. Except 
as otherwise provided by section 102 of the National Security Act of July 26, 
1947, c. 343, 61 Stat. 498, as amended, 50 U.S.C. see. 4038, classified defense infor- 
mation originating in another department or agency shall not be disseminated 
outside the receiving department or agency without the consent of the originating 
department or agency. Documents and material containing defense information 
which are classified “Top Secret,” “Secret,” or “Confidential” shall not be repro- 
duced or disseminated to another agency without the written consent of the 
originating department or agency. 

7-a-5. Dissemination inside the department. It is imperative that classified 
material receive an absolute minimum of distribution and that it be given only to 
those employees of the department who deal directly with the subject matter of 
the classified material concerned. 

7-a-6. A cover sheet shall be permanently fastened to the outside front of all 
“Top Secret” documents. Such a cover sheet shall have space provided so that 
all individuals who receive the “Top Secret” document can affix their signatures 
and indicate the date and time of receipt and the date and time of release of 
the document. 

7-a-7. The originating office shall prepare a distribution list covering all 
copies of “Top Secret,” “Secret” and “Confidential” classified material showing 
the name, agency and number of copies for each recipient. The distribution list 
shall be available for inspection by the Agency Records Security Officer. 

7-a-8. “Top Secret,” “Secret” and “Confidential” material originating in the 
Department of Agriculture shall not be sent to other Federal agencies or individ- 
uals thereof, except by an officially signed transmitting memo or letter. 

7-a-9. Classified information shall not be discussed with or in the presence or 
hearing of persons unauthorized to have knowledge thereof. Discussions of 
classified information in homes with relatives or friends, in public places or on 
public conveyances is strictly prohibited. 

7-a-10. Telephones shall not be used for the purpose of discussing “Top 
Secret,” “Secret,” or “Confidential” information. The presumption must be that 
conversations over telephones or inter-office communications systems may be over- 
heard by unauthorized persons. Interception of telephone communications is a 
common means by which persons of unfriendly interests obtain classified informa- 
tion. Reference in telephone conversations may be made to classified material 
only when such reference in no way reveals the content of the material. 

J-a-11. Title 1, Chapter 9 of the Administrative Regulations of the Depart- 
ment on “Restriction on Release of and Requests for Information” gives detailed 
information on that subject. 

7-a-12. Requests to use information from classified documents which, in itself, 
ioe not require classification should be submitted to the Department Security 

cer. 
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Section 8. Custody and safekeeping of classified material. 


8-a. The safekeeping of classified material refers to physical or mechanical 
security measures taken to protect such material. The possession or use of 
classified information or material shall be limited to locations where facilities for 
secure storage or protection thereof are available by means of which unauthorized 
persons are prevented from gaining access thereto. Persons having custody of 
“Top Secret,” “Secret,” or “Confidential” material or documents shall not remove 
them from their offices except for purposes of attending official meetings or trans- 
mittal to authorized persons. However, if the removal of “Top Secret,” “Secret,” 
or “Confidential” material to living quaters becomes imperative, prior authoriza- 
tion in writing must be obtained from the head of the agency and the written 
authorization shall become a part of the classified file. 

8-b. Storage of “Top Secret” material. Storage of classified material shall 
be as follows: “Top Secret” material shall be kept in safes or fire-resistant safe- 
type file cabinets with not less than 3-way built-in combination locks. Records 
of combinations shall be classified no lower than “Top Secret.’”’ Combinations 
of safes or safe cabinets containing classified material shall never be discussed 
over the telephone except in an emergency, after which the combination must 
be changed immediately. Otherwise, combinations should be changed at least 
once every year. Combinations on locks of safekeeping equipment shall be 
changed only by persons having appropriate security clearance. 

8-c. Storage of “Secret” and “Confidential” material. These categories of 
classified material may be stored in a manner authorized for ‘“Top Secret’”’ mate- 
rial, or in metal file cabinets equipped with a steel lockbar and an approved three 
combination dial-type padlock from which the manufacturer’s identification 
number has been obliterated, or in comparably secure facilities approved by 
the Department Security Officer. 

8d. Combinations—number of individuals having knowledge of. The number 
of individuals having knowledge of a a combination of a safe or safe-type file 
cabinet shall be limited to a minimum of persons required for operating efficiency 
and shall not exceed three employees, unless specifically approved by the head 
of the agency. If any of these employees leave the service, the combination 
should be changed immediately. 

8-e. Agency security officers shall maintain a record of all equipment used 
in housing classified material, and the names, home addresses, and telephone 
numbers of all individuals who have the combinations to such equipment. 

8-f. Equipment. The distribution of equipment and locking devices for the 
safekeeping of classified material shall be controlled by the Agency Records 
Security Officer. All requests for such equipment shall be made to the Agency 
Records Security Officer who shall survey the security requirements of the re- 
questing office or division and determine the action to be taken. 

8-g. If a file or safe is to be left open with a qualified person present in the 
room, “open” and “closed” signs should be used on each file or safe containing 
classified material. The utilization of these signs has proven to be a very 
effective physical warning to custodians or other office employees to lock safes at 
the end of the day or during nonguarded periods during the regular working 
day. 
8-h. Custodian’s responsibilities. Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures 
which insure that unauthorized persons do not gain access to classified defense 
information or material by sight or sound, and classified information shall not 
be discussed with or in the presence of unauthorized persons. 

8-i. Loss or subjection to compromise. Any person who has knowledge of the 
loss or possible subjection te compromise of classified defense information or any 
other violation of these regulations shall promptly report the circumstances to 
the Agency Records Security Officer of his agency, and the latter shall take 
appropriate action forthwith, including advice to the Department Security Officer 
and notification of originating Department or agency. (See Section on 
Violations. ) 


Section 9. Declassification, downgrading, or upgrading. 


9-a. Agency Records Security Officers shall be responsible for a continuing 
review of classified material for the purpose of initiating action to obtain its 
declassification, downgrading or upgrading whenever national defense considera- 
tions permit, and for receiving requests for such review from all sources. 
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9b. A review of classified material and its declassification or downgrading 
should be initiated immediately. This will preserve the effectiveness and integ- 
rity of the classification system and eliminate the accumulation of classified 
material which no longer requires protection in the defense interest. 

9-c. When circumstances warrant the Agency Records Security Officer may 
declassify, downgrade or upgrade material with the consent of the Secretary of 
Agriculture in the case of material originating in the Department, or with the 
consent of the appropriate classifying authority in the case of material originat- 
ing outside the Department. All requests for action by the Secretary under this 
paragraph shall be routed through the Department Security Officer. 

9-d. A large percentage of the total holdings of classified material in the 
Department has been classified by other agencies of Government. If it is no 
longer of value to the Department it should be returned to the agency responsible 
for its classification or disposed of. (See Section 10 on Disposal.) 

9-e. When information is upgraded, downgraded or declassified, all addressees 
to whom the information was originally transmitted shall be notified. 

9-f. If the recipient of information believes that its assigned classification is 
not sufficiently protective, he shall safeguard it in accordance with the classifi- 
cation he deems appropriate and shall bring his reasons for such belief to the 
attention of the appropriate classifying authority with a request for upgrading. 

9-g. The following special rules shall be observed with respect to changes of 
classification of defense material : 

9-g-1. Automatic changes. To the fullest extent practicable, the agency re- 
questing classification shall indicate on the material (except telegrams) at the 
time of original classification that after a specified event or date, or upon 
removal of classified enclosures, the material will be downgraded or declassified. 

9-g-2. Nonautomatic changes. The Agency Records Security Officer shall 
receive requests for review of classified material and shall initiate action to 
downgrade or declassify such material when circumstances no longer warrant 
its retention in its original classification, provided the consent of the appropriate 
classifying authority has been obtained. The downgrading or declassification of 
extracts from or paraphrases of classified documents shall also require the writ- 
ten consent of the appropriate classifying authority unless the agency making 
such extracts knows positively that they warrant a classification lower than that 
of the document from which extracted, or that they are not classified. 

9-g-3. Material oficially transferred. In the case of material transferred by 
or pursuant to statute or Executive Order from one department or agency to 
another for the latter’s use and as a part of its official files or property, as dis- 
tinguished from transfers merely for purposes of storage, the receiving depart- 
ment or agency shall be deemed to be the classifying authority for all purposes 
under this order, including declassification and downgrading. 

9-g-4. Material not officially transferred. When the department or any 
agency within it has in its possession any classified material which has become 
5 years old, and it appears (1) that such material originated in an agency 
which has since become defunct and whose files and other property have not been 
officially transferred to another department or agency within the meaning of 
subsection (g-3) above, or (2) that it is impossible for the possessing depart- 
ment or agency to identify the originating agency, and (3) a review of the 
material indicates that it should be downgraded or declassified, the said 
possessing department or agency shall have power to declassify or downgrade 
such material. If it appears probable that another department or agency may 
have a substantial interest in whether the classification of any particular 
information should be maintained, the possessing department or agency shall 
not exercise the power conferred upon it by this subsection, except with the con- 
sent of the other department or agency, until thirty days after it has notified 
such other department or agency of the nature of the material and of its in- 
tention to declassify or downgrade the same. During such thirty-day period, the 
other department or agency may, if it so desires, express its objections to 
declassifying or downgrading the particular material, but the power to make 
the ultimate decision shall reside in the possessing department or agency. 

9-g-5. Classified telegrams. Such telegrams shall not be referred to, ex- 
tracted from, paraphrased, downgraded, declassified, or disseminated, except in 
accordance with special regulations issued by the head of the originating de- 
partment or agency. Classified telegrams transmitted over cryptographic sys- 
tem shall be handled in accordance with the regulations of the transmitting de- 
partment or agency. 
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Section 10. Disposition of classified material. 


10-a. Documentary record material made or received by a department or 
agency in connection with the transaction of public business and preserved as 
evidence of the organization, functions, policies, operations, decisions, proce- 
dures or other activities of the Department, or because of the informational 
value of the data contained therein, may be destroyed only in accordance with 
sections 366-380, Title 44, U.S.C., as amended. This authority may be obtained 
by filling out Standard Form 115 and Standard Form 115a which shall be sub- 
mitted to the Department Security Officer for processing. After such authority 
for disposal has been obtained, a list should be made of the documents and sub- 
mitted te the Agency Records Security Officer who will make the necessary ar- 
rangements for burning. The Agency Records Security Officer and a witness 
shall be present at the time of burning and shall sign the list certifying that 
such records have been disposed of. This certified copy will then become a part 
of the agency’s permanent records. 

10-b. Nonrecord classified material, including extra copies of letters, memo- 
randa, telegrams and reports, and rough drafts, stencils, carbon paper, short- 
hand notes and other documents may be destroyed as outlined above, but it will 
not be necessary to obtain authority from the Congress to dispose of them. It is 
suggested, however, that a listing and certification be made to that effect by the 
Agency Records Security Officer and the holder of the records. 


Section 11. Security of office areas. 


11-a. Since effective security is largely a matter of proper habit, daily opera- 
tions should be performed which will encourage security practices to become 
routine. 

11-b. Office rooms where classified materials are in use shall not be left un- 
attended at any time during the working day, unless classified material shall first 
be locked in proper safes or containers. 

1l-e. When an employee is working on classified material and a visitor enters 
the room, care should be exercised not to leave classified material exposed in a 
manner which would permit casual view by the visitor. 


Section 12. Security of meetings and conferences. 


12-a. In each meeting or conference at which classified material or informa- 
tion may be involved the employees responsible for calling and conducting it will 
be responsible to insure that all persons attending are eligible to receive such 
classified information. The following shall be observed : 

12-a-1. Prior to the meeting or conference, the names and identities of per- 
sons expected to attend will be submitted to the Agency Record Security Officer 
for a determination of the eligibility of each to receive information of the classi- 
fication indicated. (Initial clearance will suffice for attendance at subsequent 
meetings by members of continuing or standing committees.) 

12-a-2. During the course of the meeting, distribution of classified material 
shall be kept to a minimum, and whenever possible such material shall be col- 
lected prior to adjournment. If it is considered desirable for participants to re- 
tain classified material, a record should be made and a list identifying the docu- 
ment, the number of copies, and the names of the persons and agencies permitted 
to retain it. The list shall be maintained in the file, securely attached to the 
record copy of the material. 

12-a-3. Before the meeting is adjourned, agreement shall be reached on the 
proper classification for the minutes and individual notes of the meeting and 
the participants should be reminded concerning the proper safeguarding of such 
classified material. 


Section 13. Violations. 

13-a. Violations of these security regulations or improper conduct on the part 
of employees which may tend to compromise national security shall be reported 
directly to the Department Security Officer with a report of the circumstances of 
the alleged offense and such other information as may be appropriate. 

Section 14. Statutory requirements. 


14-a. Nothing in these regulations shall be construed to authorize the dis- 
semination, handling or transmission of classified information contrary to the 
provisions of any statute. 
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THE AMERICAN BATTLE MONUMENTS 
COMMISSION 


Wasurnerton, D.C., July 1, 1958. 
Hon. Tuomas C. Hennrnos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
U.S. Senate, Washington, D.C. 


Dear Senator HenninGs: Receipt of your letter, dated June 26, 
1958, and addressed to Gen. George C. Marshall is acknowledged. In 
the absence of General Marshall, the undersigned undertakes below to 
answer the questions asked in your letter. 

1. The only type of information and records, in the possession of 
this Commission, which is not available to the general public or press 
upon request is the name and address of the next of kin of the war 
dead who are buried or memorialized in the cemeteries and memorials 
under the Commission’s control. 

2. The authority for the withholding of the above information was 
the approval by this Commission at its 60th meeting on March 29, 
1950, of the policy established by its predecessor, the American 
Graves Registration Service, of withholding the names and addresses 
of the next-of-kin in order to protect their privacy and to prevent 
demands being made on them, of which attempts had come to our 
knowledge. 

We might add that where requests for this information are received 
and investigation shows the request was not made for commercial or 
gainful purposes but in order to be of service, we do forward the re- 
gore the next-of-kin of record for such action as they may wish 
to take. 

A copy of the minutes of each meeting are forwarded to the field 
offices of the Commisison for the information and guidance of the 
officer in charge, therefore no special directives, etc., have been issued 
on the matter. 

It has not been considered advisable to forward you a copy of these 
minutes as quoted above. However, should your subcommittee con- 
sider it necessary they can be furnished. 

It is hoped that the above reply will be satisfactory. Should fur- 
ther information be desired, it will be gladly furnished. 

Sincerely yours, 
Wuuiam A. WALKER, 
Colonel, Artillery, Administrative Officer. 
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ATOMIC ENERGY COMMISSION 


Aveustr 25, 1958. 
Hon. Tuomas C. Hennes, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, US. Senate. 

Dear Senator Hennines: Your letter of June 26, 1958, requested 
advice concerning certain aspects of the Atomic Energy Commission’s 
information policy. I trust that the enclosure will satisfactorily 
respond to your questions. 

Sincerely yours, 
Paut F. Foster, General Manager. 


(The following memorandum was attached to the AEC letter:) 
I 


What types of information and records in the possession of your department 
or agency are not available to members of the public or press upon request? 

1. Defense information, including restricted data, as defined in section liw of 
the Atomic Energy Act of 1954, as amended and other information classified 
for security reasons. 

The Commission has provided by regulation, 10 CFR, part 25, “Access to 
Restricted Data,” for procedures and criteria permitting persons to have access 
to confidential or secret restricted data relating to civilian uses of atomic energy. 
The regulation was promulgated in an effort to permit broad dissemination of 
restricted data on a nondiscriminatory basis for use in any person’s business, 
profession, or trade. In the case of confidential restricted data, access is per- 
mitted where the applicant shows a potential use of such data in his business, 
profession, or trade. Access is also permitted in the case of secret restricted 
data in the event the applicant shows a need for specific information having an 
immediate significant effect on his business, profession, or trade. 


2. Nondefense information which is privileged. 


The Atomic Energy Commission in issuing AEC manual chapter 2104, “Non- 
defense Information,” a copy of which is enclosed, has recognized the existence 
of information in its possession which does not affect the national defense but 
which is of a privileged nature and should receive only the limited dissemination 
customary under standard, industrial, professional, academic, and governmental 
practices. A list of examples of such privileged information is contained in 
the referenced manual chapter. 


8. Certain confidential information of nonsecurity significance made available 
to the Commission by applicants for licenses and licensees of the 
Commission. 


Section 2.790 of the Commission’s “Rules of Practice,” 10 CFR, part 2, a copy 
of which is enclosed, provides that matters of official record in any licensing 
proceeding shall be made available for public inspection. The section further 
provides that the Atomic Energy Commission, upon request, may withhold 
certain information if disclosure is not required in the public interest and would 
adversely affect the interest of the licensee or the applicant for a license. Such 
withholding, however, does not affect the right of persons properly and directly 
concerned to examine the undisclosed documents. 
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4. Certain records relating to licensing proceedings. 

A description of those records relating to licensing proceedings which are 
not included in the Commission’s public records, is contained in the Commis- 
sion’s regulation, 10 CFR, part 9, “Public Records”, a copy of which is enclosed. 


II, 


On the basis of what authority do you withhold such information or limit the 
availability of such records? 


The withholding of defense information and restricted data is in accordance 
with the provisions of Executive Order 10501 and chapter 12 of the Atomic 
Pnergy Act of 1954, as amended, copies of which are enclosed. Copies of AEC 
manual chapters 2101, 2103, 2105-2112, implementing the provisions of the cited 
authorities, are also enclosed. 

Under the authority granted to the Commission in section 161 of the Atomic 
Energy Act of 1954, as amended, and under the principle of Executive privilege, 
the types of information described in I-2, I-3, and [-4, above, are not made 
available for public inspection by the Commission. 

In addition to the enclosures already described, we are enclosing copies of 
AEC manual chapter 3105 entitled “Coordination of Oral, Written, and Visual 
Public Information Issuances” ; chapter 3106 entitled “Answering Inquiries From 
Newsmen and the General Public’; chapter 3108 entitled “Formal Oral and 
Written Public Statements by Employees as Individuals”; and chapter 3404 
entitled “Policy for Control of Information.” 


[Following are the relevant excerpts from the documents enclosed 
by the AEC and cited in the memorandum above :] 


I. 


REGULATIONS PUBLISHED IN THE FEDERAL 
REGISTER 


TITLE 10—ATOMIC ENERGY 


Cuarrer 1—Atomic Enrrey Commission 


Part 2—RULES OF PRACTICE 
(Reprinted from Federal Register, February 4, 1956) 


AVAILABILITY OF OFFICIAL RECORDS 


§ 2.790 Public inspection, exceptions, requests for witholding. (a) Except 
as provided in paragraph (b) of this section or as required to protect Restricted 
Data or defense information, matters of official record in any proceeding subject 
to this part (including applications for licenses, licenses, rules, regulations, 
orders, transcripts of hearings, exhibits received in evidence, and decisions) will 
be made available for public inspection. 

(b) The AEC may withhold any document or part thereof from public in- 
spection if disclosure of its contents is not required in the public interest and 
would adversely affect the interest of a person concerned. Such withholding 
from public inspection shall not, however, affect the right of persons properly 
and directly concerned to inspect the document. 

(c) Persons requesting that documents or information therein be withheld 
from public disclusure shall make prompt application identifying the material 
and giving the reasons. Where the applicant is responsible for the preparation 
of the document, he shall insofar as is possible segregate in a separate paper 
the information for which the special treatment is requested. The AEC may 
honor the request upon a finding that public inspection is not required in the 
public interest and would adversely affect the interest of the person concerned. 
If the request is denied, the applicant will be notified thereof with a statement of 
the reasons. 

Dated at Washington, D. C., this 31st day of January 1956 

K. E. FIELbDs, 
General Manager. 
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[F.R. Doc. 56-908 ; Filed, Feb. 3, 1956 ; 8 :48 a.m.] 
{Federal Register, December 8, 1956] 


MISCELLANEOUS AMENDMENTS 


The following rules are designed to carry out the Commission’s responsibility 
under Section 181 of the Atomic Energy Act of 1954 (68 Stat. 953) to provide 
“such parallel procedures as will effectively safeguard and prevent disclosure 
of Restricted Data * * * to unauthorized persons with minimum impairment 
of the procedural rights which would be available if Restricted Data * * * were 
not involved.” Discharge of this responsibility requires the framing of novel 
procedures, and a delicate balancing of the need to provide adequate protection 
for Restricted Data with the importance of providing parties and the public 
with access to the records of administrative proceedings before the Commission 
and information relating thereto. 

Because they may be needed in pending proceedings, the Atomic Bnergy 
Commission has found that good cause exists why the regulations in this part 
should be made effective soon after expiration of a 15-day period of notice of 
proposed rule making, without the customary 30-day period of notice. The 
Commission will, however, continue its study of the problems involved in the 
rules with a view to making such further changes as may from time to time 
appear to be desirable. Members of the bar and others are invited to subject 
these rules and the manner of their administration to extend study and to submit 
any further comments and suggestions they may have to the Commission. 

Pursuant to the Administrative Procedure Act, Public Law 404, 79th Congress, 
2d Session, the following rules are published as a document subject to codification, 
effective upon publication in the FreperRaL REGISTER. 

1. The following paragraph is added to § 2.790: 

(d) Matters of official record in any proceedings subject to this part, which 
are classified as Restricted Data and are within a category specified in Appendix 
“A”, Part 25 of this chapter, will be made available for inspection by access 
permittees in accordance with the regulations in Parts 25 and 95 of this chavter. 

2. The following subpart is added: 


SUBPART H—SPECIAL PROCEDURES APPLICABLE TO ADJUDICATORY 
PROCEEDINGS INVOLVING RESTRICTED DATA 


Sec. 

2.800 Purpose. 

2.801 Scope. 

2.802 Definitions. 

2.803 Protection of Restricted Data in proceedings under this subpart. 
2.804 Classification assistance. 

2.805 ‘Access to Restricted Data for Se clearances. 
2.806 Obligations of parties to avoid introduction of Restricted Data. 
2.807 Notice of intent to introduce Restricted Data 

2.808 Contents of notice of intent to introduce Restricted Data. 

2.809 enter ement of suspension of proceedings. 

2.810 Unclassified statements ceures. 

2.811 Admissibility of Restricted Data 

2.812 Weight to be attached to classified evidence. 

2.813 Review of Restricted Data received in evidence. 

2.814 Access under Part 25 of this chapter not affected. 


AUTHORITY: §§ 2.800 to 2.814 issued under sec. 161, 68 Stat. 948; 42 U.S.C. 2201. 
Interpret or apply sec. 181, 68 Stat. 953 ; 42 U.S.C. 2231. 


§ 2.800 Purpose. The regulations in this subpart are issued pursuant to sec- 
tion 181 of the Atomic Energy Act of 1954 (68 Stat. 919) to provide such parallel 
procedures in adjudicatory proceedings subject to this part as will effectively 
safeguard and prevent disclosure of Restricted Data to persons not authorized 
to receive it, with minimum impairment of the procedural rights which would 
otherwise be available to the parties if such information were not involved.’ 

§ 2.801 Scope. The provisions of this subpart apply to all proceedings under 
this part involving adjudication as that term is used in the Administrative Pro- 
cedure Act, except that §§ 2.807 to 2.814, inclusive, apply to such proceedings 
only upon the service of a notice of hearing pursuant to § 2.735. 

§ 2.802 Definitions. As used in this subpart, 


1 Parallel procedures applicable to classified information other than Restricted Data are 
under consideration. 
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(a) “Government agency” means any executive department, commission, inde- 
pendent establishment, corporation, wholly or partly owned by the United States 
of America which is an instrumentality of the United States, or any board, 
bureau, division, service, office, officer, authority, administration, or other estab- 
lishment in the executive branch of the Government; 

(b) “Interested party” means a party having an interest in the issue or issues 
to which particular Restricted Data is relevant. Normally the interest of a 
party in an issue may be determined by examination of the notice of hearing, the 
answers and replies ; 

(c) The phrase “introduced into a proceeding” refers to the introduction or 
incorporation of testimony or documentary matter into any part of the official 
record of a proceeding subject to this subpart; 

(d) “Person” means (1) any individual, corporation, partnership, firm, asso- 
ciation, trust, estate, public or private institution, group, Government agency 
other than the Commission, any State or any political subdivision of, or any 
political entity within a State, or other entity; and (2) any legal successor, rep- 
resentative, agent, or agency of the foregoing; 

(e) “Restricted Data” means all data concerning (1) design, manufacture, or 
utilization of atomic weapons; (2) the production of special nuclear material; 
or (8) the use of special nuclear material in the production of energy, but shall 
not include data declassified or removed from the Restricted Data category pur- 
suant to section 142. 

§ 2.8038 Protection of Restricted Data in proceedings under this subpart. 
Nothing contained in this subpart shall relieve any person from safeguarding 
Restricted Data in accordance with all applicable provisions of laws of the 
United States and rules, regulations or orders of any Government agency. 

§ 2.804 Classification assistance. Upon request of any party or of the pre- 
siding officer, ADC will designate a representative to advise and assist the 
presiding officer and the parties with respect to security classification of infor- 
mation and the safeguards to be observed. 

§ 2.805 Access to Restricted Data for parties—Security clearances—(a) 
Access to Restricted Data introduced into proceedings. (1) Restricted Data 
which is within a category specified in Appendix “A”, Part 25 of this chapter, 
and which is introduced into a proceeding subject to this subpart, will be made 
available to any party to the proceeding who has an appropriate security clear- 
ance, to appropriately cleared counsel for a party, and to such other appropriately 
cleared individuals (including employees of a party) as a party intends to use 
in connection with the preparation or presentation of his case. 

(2) Other Restricted Data introduced into a proceeding subject to this sub- 
part will be made available to any interested party having an appropriate security 
clearance; to appropriately cleared counsel for an interested party; and to 
such additional appropriately cleared persons (including employees of a party) 
as the AEC or the presiding officer determines are needed by such interested 
party for adequate preparation or presentation of his case. Where the interest 
of the party will not be prejudiced, action upon an application for access under 
this subparagraph may be postponed until after a notice of hearing, answers 
and replies have been served pursuant to §§ 2,735 to 2.737, inclusive. 

(3) Any party desiring access to Restricted Data introduced into the record 
of a proceeding subject to this subpart should submit an application for order 
granting access pursuant to this section. 

(b) Access to Restricted Data not introduced into proceedings. (1) Upon 
application showing that access to Restricted Data may be required for the 
preparation of a party’s case, and except as provided in paragraph (h) of this 
section, the AEC (or the presiding officer if one has been appointed) will issue 
an order granting access to such Restricted Data to the party upon his ob- 
taining an appropriate security clearance, to appropriately cleared counsel for 
the party and to such other appropriately cleared individuals as may be needed 
by the party for the preparation of his case. 

(2) Where the interest of the party applying for access will not be prejudiced, 
the AEC or presiding officer may postpone action upon an application pursuant 
to this paragraph until after a notice of hearing, answers and replies have been 
Served pursuant to §§ 2.735 to 2.737. 

(ce) The AEC will process requests for appropriate security clearances in rea- 
sonable numbers pursuant to this section. No charge will be made by the AEC 
for costs of security clearance pursuant to this section. 

(d) The presiding officer may certify to the Commission for its consideration 
and determination any questions relating to access to Restricted Data arising 
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under this section. Notwithstanding the provisions of § 2.748, any party affected 
by a determination or order of the AEC or the presiding officer under this sec- 
tion respecting access to or the safeguarding of Restricted Data, may appeal 
forthwith to the Commission from such determination or order. The filing by 
AEC of an appeal from an order of a presiding officer granting access to Re- 
stricted Data shall stay such order pending determination of such appeal by the 
Commission. 

(e) Applications under this section for orders granting access to Restricted 
Data within a category specified in Appendix “A”, Part 25 of this chapter, will 
normally be acted upon by the presiding officer, if one has been appointed, or 
by the General Manager. Applications for orders granting access to Restricted 
Data which is not within such a category will be acted upon by the Commission. 

(f) To the extent practicable, each application for order granting access 
under this section shall describe the subjects of Restricted Data to which access 
is desired and the level of classification (e.g. Confidential, Secret) of such in- 
formation; the reasons why access to such information is requested; the names 
of individuals for whom clearances are requested; and the reasons why security 
clearances will be requested for such individuals. 

(g) Upon the conclusion of a proceeding, the AEC will terminate all orders 
issued in the proceeding for access to Restricted Data and all security clear- 
ances granted pursuant to such orders; and may issue such orders requiring 
the disposal of classified matter received pursuant to such access orders or re- 
quiring the observance of other procedures to safeguard such classified matter as 
it deems necessary to protect Restricted Data. 

(h) There may be incorporated in any order issued pursuant to this section 
such requirements, conditions and limitations as are deemed necessary to pro- 
tect Restricted Data. 

(i) The Commission may refuse to grant access to Restricted Data which is 
not within a category specified in Appendix “A” to Part 25 of this chapter upon 
a determination that the granting of such access will be inimical to the com- 
mon defense and security. 

Nore: Procedures for granting security clearances are not contained in this 
part. Criteria, procedures and methods for resolving questions concerning the 
eligibility of an individual for security clearance are contained in Part 4 of this 
chapter. 

§ 2.806 Obligation of parties to avoid introduction of Restricted Data. It 
shall be the obligation of all parties in a proceeding subject to this subpart to 
avoid, insofar as is practicable, the introduction of Restricted Data into the 
proceeding. This obligation shall rest upon each party whether or not all other 
parties have appropriate security clearances. 

§ 2.807 Notice of intent to introduce Restricted Data. (a) If, at the time of 
service of a notice of formal hearing pursuant to § 2.735, it appears to the AEC 
that it will be impracticable for the AEC to avoid the introduction of Restricted 
Data into the proceeding, the AEC will include in the notice of hearing a notice 
of intent to introduce Restricted Data. 

(b) If, at the time of service of an answer pursuant to § 2.736, it appears to 
the party serving the answer that it will be impracticable for the party to avoid 
the introduction of Restricted Data into the proceeding, the party shall include 
in the answer a notice of intent to introduce Restricted Data into the proceeding. 

(c) If, at any later stage of a proceeding subject to this subpart, it appears 
to any party that it will be impracticable for the party to avoid the introduction 
of Restricted Data into the proceeding, the party shall give prompt notice of 
intent to introduce Restricted Data into the proceeding. 

(d) Restricted Data shall not be introduced into a proceeding after the service 
of a notice of hearing unless a notice of intent has been served and filed in 
accordance with § 2.808 except that in the discretion of the presiding officer 
Restricted Data may be introduced without the service and filing of such notice 
where it is clear that no party will be prejudiced by such introduction. 

§ 2.808 Contents of notice of intent to introduce Restricted Data. (a) A 
notice of intent to introduce Restricted Data shall be filed with the AEC and 
copies served upon all parties to the proceeding. Such notice shall be unclas- 
sified and, to the extent consistent with classification requirements, shall contain 
the following information: 

(1) The subject matter of the Restricted Data which it is anticipated will 
be involved; 
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(2) The level of classification of such information (e.g., Confidential, Secret) ; 
(3) The stage of the proceeding at which he anticipates a need to introduce 
such information ; and 

(4) The relevance and materiality of such information. 

(b) In the discretion of the presiding officer, such notice, when required by 
§ 2.807 (c), may be given orally. 

§2.809 Rearrangement or suspension of proceedings. In any proceeding 
where a party gives notice of intent to introduce Restricted Data, and the pre- 
siding officer determines that any other interested party does not have appro- 
priate security clearances, the presiding officer may in his discretion: 

(a) Rearrange the normal order of the proceeding in such a manner as to 
give such interested parties opportunity to obtain appropriate security clear- 
ances with minimum delay in completion of the proceeding ; or 

(b) Suspend the proceeding or any portion thereof until all interested parties 
have had opportunity to obtain appropriate security clearances: Provided, That 
no proceeding shall be suspended for such reason for more than 100 days except 
with the consent of all parties or upon a determination by the presiding officer 
that further suspension of the proceeding would not be contrary to the public 
interest; or 

(c) Take such other action as he determines to be appropriate. 

§ 2.810 Unclassified statements required. (a) Whenever Restricted Data is 
offered in evidence at a formal hearing, the party offering such information 
shall submit to the presiding officer and to all parties to the proceeding an un- 
classified statement setting forth the information contained in the classified 
matter as accurately and completely as possible. 

(b) In accordance with such procedures as may be agreed upon between the 
parties or prescribed by the presiding officer, and after notice to all parties and 
opportunity to be heard thereon, the presiding officer shall determine whether 
the unclassified statement or any portion thereof, together with any appro- 
priate modifications suggested by any party, may be substituted for the classi- 
fied matter or any portion thereof without prejudice to the interest of any party 
or to the public interest. 

(c) If the presiding officer determines that the unclassified statement, to- 
gether with such unclassified modifications as he finds are necessary or appro- 
priate to protect the interest of other parties and the public interest, adequately 
sets forth the relevant and material information contained in the classified 
matter, he shall direct that the classified matter be excluded from the record 
of the proceeding and such determination will be considered by the Commission 
as a part of the decision in the case where appropriate exceptions are filed to 
the presiding officer’s determination. 

(d) If the presiding officer determines that an unclassified statement does 
not adequately present the relevant and material information contained in the 
classified matter, he shall include his reasons therefor in his determination. 
Said determination shall be included as a part of the record and will be con- 
sidered by the Commission in reviewing the case. 

(e) The presiding officer may in his discretion postpone all or part of the 
procedures established in this section until the reception of evidence has been 
completed: Provided, That service of the statement required in paragraph (a) 
of this section shall not be postponed where any party does not have access to 
the Restricted Data. 

§ 2.811 Admissibility of Restricted Data. Presiding officers shall not receive 
any Restricted Data in evidence unless: 

(a) The relevance, materiality and competence of such information is clearly 
established ; and 

(b) The exclusion of such information would prejudice the interests of a 
party or the public interest. 

§ 2.812 Weight to be attached to classified evidence. In considering the 
weight and effect of any Restricted Data received in evidence to which an inter- 
ested party has not had opportunity to receive access, the presiding officer and 
the Commission shall give to such evidence such weight as, under the circum- 
stances, is appropriate, taking into consideration any lack of opportunity for 
such parties to rebut or impeach the evidence. 

§ 2.813 Review of Restricted Data received in evidence. At the close of the 
reception of evidence, the presiding officer shall review the record and shall 
direct that any Restricted Data therein be expunged from the record where 
such expunction would not prejudice the interests of a party or the public 
interest. Such directions by the presiding officer will be considered by the 
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Commission in reviewing the case where appropriate exceptions are filed to the 
directions. 

§ 2.814 Access under Part 25 of this chapter not affected. Nothing contained 
in this subpart or any order issued pursuant hereto shall be deemed to abridge 
access to Restricted Data to which any person may be entitled under the regu- 
lations in Part 25 of this chapter. 

Dated at Washington, D.C., this 4th day of December 1956. 


K. BD. FIelLps, 
General Manager. 
LF.R. Doc. 56-10095 ; Filed, Dec. 7, 1956; 8:53 a.m.]}\ 


[From the Federal Register, Dec. 8, 1958), 
Part 9—PusBLIc RECORDS 


Notice is hereby given that the Atomic Energy Commission has adopted the 
following rules. Because these rules may be needed in pending proceedings, 
the Atomic Energy Commission has found that good cause exists that the rules 
should be made effective upon publication without the customary 30-day period 
provided by section 4(c) of the Administrative Procedure Act, Public Law 404, 
79th Congress, 2d Session. 

Sec. 

Scope. 

Definitions. 

Inclusion. 

Exceptions. 

Location. 

Copies 

Production or disclosure. 


 eiclaaearl §§ 9.1 te 9.7 issued apie Bee. 161, 68 Stat. 948 ; 42 U.S.C. 2201. Interpret 
or apply sec. 3, 60 Stat. 238, 5 U.S.C. 


§9.1 Scope. This part rich ek the rules governing the Atomic Energy 
Commission’s public records which relate to any proceeding subject to Part 2 
and Part 25 of this chapter. 

§9.2 Definitions. As used in this part: 

(a) “Public records” means those documents in the custody of the AEC 
which are avilable for public inspection. 

(b) “Filings” means: 

(1) Applications or other documents seeking Commission action, notices, 
orders, motions, answers, replies, objections, stipulations, exceptions, proofs of 
service, briefs, transcripts of hearings, exhibits received in evidence, decisions, 
licenses, permits, rules, and regulations. 

(2) Exhibits, attachments and appendices to, amendments and corrections of, 
supplements to, and transmittals and withdrawals of any of the foregoing. 

(c) “Government agency” means any executive department, commission, inde- 
pendent establishment, corporation, wholly or partly owned by the United 
States of America which is an instrumentality of the United States, or any 
board, bureau, division, service, office, officer, authority, administration or 
other establishment in the executive branch of the Government. 

(d) “Commission” means the commission of five members or a quorum thereof 
sitting as a body, as provided by section 21 of the Atomic Energy Act of 1954. 

(e) “AEC” means the agency established by the Atomic Energy Act of 1954 
comprising the members of the Commission and all officers, employees, and 
representatives authorized to act in the case or matter whether clothed with 
final authority or not. 

(f) “AEC personnel” means employee, consultants, and members of advisory 
boards of the AEC. 

§ 9.3 Inclusions. Except as excluded by § 9.4 of this chapter, the following 
matters are included in the public records: 

(a) All filings in proceedings. 

(b) All correspondence or portions of correspondence to and from AEC re- 
garding the issuance, amendment, transfer, renewal, modification, suspension, or 
revocation of a license or permit or regarding a rule-making proceeding subject 
to Part 2 of this chapter. 

(ec) All correspondence or portions of correspondence to and from AEC as to 
the interpretation or applicability of any statute, rule, regulation, order, license, 


or permit; and letters of opinion as to such matters signed by the General 
Counsel. 
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(d) All filings in court proceedings to which the AEC is a party and all 
correspondence with the courts of clerks of the court. 

§9.4 Haceptions. The following are not included in the public records: 

(a) Documents withheld in accordance with the provisions of § 2.790 (b) and 
(c) of this chapter. 

(b) Documents relating to personnel matters and medical and other personal 
information, which, under general governmental personnel practices, are not 
normally made public. 

(c) Intra-agency and inter-agency communications, including memoranda, re- 
ports, correspondence, and staff papers prepared by members of the Commission, 
AEC personnel, or by any other Government agency for use within the AEC or 
within the executive branch of the Government. 

(d) Transcript or other records of Commission meetings except those Com- 
mission meetings which constitute public hearings. 

(e) Correspondence between the AEC and any foreign government. 

(f) Records and reports of investigations. 

(zg) Documents classified as Restricted Data under the Atomic Energy Act of 
1954 or classified under Executive Order No. 10501, except that documents classi- 
fied as Restricted Data which would otherwise be public records defined in 
$9.3 and not excepted by this part will be made available in accordance with 
Part 25 of this chapter or will be made available to members of Congress upon 
authorization by the Commission. 

(h) Correspondence received in confidence by the AEC relating to an alleged 
or possible violation of any statute, rule, regulation, order, license or permit. 

(i) Correspondence with members of Congress or congressional committees, 
unless and until such correspondence is released by the member of Congress or 
congressional committee concerned. 

(j) Any other document involving matters of internal agency management. 

§9.5 Location. Public rocords normally will be made available for inspection 
in the Public Document Room located at 1717 H Street NW., Washington, D.C. 

§9.6 Copies. Copies of public records, not available elsewhere, will be made 
available upon request and payment of any charges for reproduction. 

$9.7 Production or disclosure. (a) AEC personnel shall not produce or dis- 
close the contents of any material that falls within the scope of § 9.4, except as 
provided in paragraph (b) of this section. 

(b) AEC personnel served with the subpoena requiring the production or dis- 
closure of any material that falls within the scope of § 9.4 shall appear in re- 
sponse thereto and shall respectfully decline to produce or disclose the material 
called for, basing refusal upon this section: Provided, however, That the Com- 
mission or the General Manager may authorize the production or disclosure of 
any material that falls within the scope of § 9.4 if it is deemed that such dis- 
closure is not contrary to the public interest. Any person who is served with such 
a subpoena shall promptly advise the AEC thereof and of any relevant facts 
and the Commission or the General Manager will give such instructions as it is 
deemed advisable. 


Dated at Washington, D.C., this 4th day of December 1956. 
K. E. Frevps, 


General Manager. 
[F.R. Doc. 56-10096,; Filed, Dec, 7, 1956; 8:53 a.m.) 


REGULATIONS FROM THE U.S. ATOMIC ENERGY 
COMMISSION AEC MANUAL 


Chapter 2101. CONTROL OF CLASSIFIED INFORMATION * 


2101-01 Purpose and scope. 

This chapter sets forth AEC policy and responsibilities relating to the safe- 
guarding of classified information. The procedures in Part 2100 are applicable 
to AKC, its contractors and subcontractors. They do not apply to access permit 
holders. 





2 With revisions of December 12, 1956. 
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2101-02 Policy. 


Properly cleared persons are entitled to receive classified information only if: 

a. They require the information in the performance of their duties; and 

b. They have prescribed storage facilities in the information is in tangible 
form. 

Access to classified information shall not be granted to any person solely by 
virtue of his security clearance. 

2101-03 Responsibility. 

031 Managers of operations and heads of divisions and offices, headquarters, 
shall assure that: 

a. Classified information in activities under their jurisdiction is safe- 
guarded in accordance with the requirements of Part 2100 of the AEC 
Manual; and 

b. All personnel under their jurisdiction having access to classified infor- 
mation are properly instructed in and are thoroughly familiar with the 
requirements of Part 2100 of the AEC Manual as necessary in the perform- 
ance of their duties. 

032 Managers of operations and directors of divisions, headquarters, directly 
administering contracts shall assure that any contractor security instructions 
conform with the requirements of Part 2100 of the AEC Manual. 

033 Redelegation. Responsibilities of Managers of Operations and Heads of 
Divisions and Offices Headquarters may be redelegated except where expressly 
prohibited. 

034 Individual responsibility. Employees of the Atomic Energy Commission, 
its contractors and subcontractors shall safeguard classified information in 
accordance with the requirements of Part 2100 of the AEC Manual. 


2101-04 Types of classified defense information. 
The two types of classified defense information are: 
a. Restricted Data ; and 
b. Other classified defense information not involving Restricted Data. 

041 Restricted data is defined in the Atomic Energy Act of 1954 as “* * * 
all data concerning (1) design, manufacture, or utilization of atomic weapons; 
(2) the production of special nuclear materials; or (3) the use of special nuclear 
material in the production of energy, but shall not include data declassified or 
removed from the Restricted Data category pursuant to section 142” of the Act. 

042 Other classified defense information within the Atomic Energy Commis- 
sion is that information, other than Restricted Data, which requires safeguarding 
in the interest of national defense. Illustrative examples includes non-Re- 
stricted Data information relating to: 

a. The military application of atomic energy as outlined in OC-DOC—34, 
“Joint AEC—DOD Classification Guide” ; 

b. Cryptographic devices or material ; 

ec. Security shipments; 

d. Intelligence reports; 

e. Test activities; 

f. Alert or defense plans; and 

g. National stockpiles or national requirements for strategic materials. 


2101-05 Classification categories. 


One of the three classification categories, i.e. “Top Secret,” “Secret,” or “Con- 
fidental,” as defined below, shall be assigned to any information which requires 
safeguarding in the interest of the common defense and security. 

051 Top secret, Hxcept as may be expressly prohibited by statute, the use of 
the classification “Top secret” shall be authorized, by appropriate authority, 
only for defense information or material which requires the highest degree of 
protection. The “Top secret” classification shall be applied only to that infor- 
mation or material the defense aspect of which is paramount, and the unau- 
thorized disclosure of which could result in exceptionally grave damage to the 
Nation such as leading to a definite break in diplomatic relations affecting the 
defense of the United States, and armed attack against the United States or its 
allies, a war, or the compromise of military or defense plans, or intelligence 
operations, or scientific or technical developments vital to national defense. 

052 Secret. Except as may be expressly provided by statute, the use of the 
classification “Secret” shall be authorized, by appropriate authority only for 
defense information or material the unauthorized disclosure of which could 
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result in serious damage to the Nation, such as by jeopardizing the international 
relations of the United States, endangering the effectiveness of a program or 
policy of vital importance to the national defense, or compromising important 
military or defense plants, scientific or technological developments important to 
the national defense, or information revealing important intelligence operations. 
053 Confidential. Except as may be expressly provided by statute, the use 
of the classification “Confidential” shall be authorized, by appropriate authority, 
only for defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the Nation. 
Nore.—The classification “Restricted” was eliminated by Executive Order 
10501 as one of the categories of classified information. Any information 
which has previously been classified “Restricted” (or which was marked 
“Official Use Only” during the period of July 18, 1949, to October 22, 1951) * 
should be reviewed to determine whether it affects the common defense and 
security. If it contains such information, it shall be classified “Confidential” 
or higher. If it does not contain such information, it shall be declassified 
and, if appropriate, marked “Official Use Only.” 


2101-06 Telephone conversations. 


Classified defense information shall not be discussed in telephone conversa- 
tions. 


2101-07 Conferences or discussions. 


Atomic Energy Commission or contractor personnel who participate in confer- 
ences or discussions at which outside personnel are present are responsible for: 
a. Ascertaining that participating personnel have proper clearance and are 
otherwise authorized to have access to the information discussed ; and 
b. Indicating whether Restricted Data is involved and the classification 
of any Restricted Data or other classified information discussed. 


2101-08 Release of information to the public. 


Restricted data, as defined by the Atomic Energy Act of 1954, or other classified 
information, shall not be released until it has been formally and officially declas- 
sified. The public media, e.g. publications, radio, or television, may on occasion 
contain information relating to various aspects of the Atomic Energy Commission 
program. There shall be no confirmation or denial by Atomic Energy Commis- 
sion or contractor employees if such action would tend to reveal classified in- 
formation. (See AEC Manual ch. 3404, “Policy for Control of Information.” ) 


2101-09 Transclassified information. 


Section 142d of the Atomic Energy Act of 1954 provides that certain informa- 
tion which the Atomic Energy Commission and the Department of Defense jointly 
determine relates primarily to the military utilization of atomic weapons may 
be removed from the Restricted Data category if the Atomic Energy Commission 
and the Department of Defense jointly determine that it may be adequately safe- 
guarded as other classified information. Such information removed from the 
Restricted Data category and designated “transclassified information” shall not 
be made available to any foreign nation or regional defense organization while 
it remains classified, except pursuant to an agreement for cooperation entered into 
in accordance with Subsection 144b of the Atomic Energy Act of 1954. The 
categories of information to which the above safeguards are applicable are set 
forth in the AEC—DOD Classification Guide. (See Subsection 2105-094p. ) 


1 “Official Use Only’? was in use as a classification in lieu of ‘Restricted’ from July 18, 
1949, to October 22, 1951, to apply to the lowest category of defense information. It was 
replaced as a classification by “Restricted” on the latter date. “Official Use Only” at 
=e is not a classification but is used to denote — information which must be 
imited in its dissemination (see AEC Manual, ch. 2104). 
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Correction: Chapter 2101 


CONTROL OF CLASSIFIED INFORMATION 
TRANSMITTAL Notice, AuGusT 17, 1956 


1. Please make the following pen-and-ink corrections in the first line of each 
of the following Subsections 2101-051, 2101-052, and 2101-053. 

Change the word “prohibited” to “provided.” 

2. Please file this Transmittal Notice with the other Notices in the 2000 series. 


C. A. RotAnper, Jr., 
For J. A. WATERS, 
Director, Division of Security. 


Chapter 2103 CODE WORDS 


TRANSMITTAL NOTICE, FEBRUARY 25, 1955 


1. The attached chapter 2103, “Code Words,” establishes Atomic Energy Com- 
mission policy for the use of code words. 
2. Please file this chapter in Part 2100 of your AEC Manual. 
R. W. Coox, 
Deputy General Manager. 


Volume: 2000 Security 
Part: 2100 Control of Information, Documents, and Communications Security 


2103-01 Purpose. This chapter sets forth Atomic Energy Commission policy 
and procedures for the assignment, use, and discontinuance of official code 
words. 


2108-02 Policy. 


21 Code words shall be assigned only when absolutely required. 
022 A code word shall be chosen so that no discernible relationship exists 
between the word itself and the item for which it is used. 
023 Code words shall not be used in any manner which might reveal their 
meaning to individuals who have no official need for such information. 


2103-03 Definition. The term “code word” refers to one or more unclassified 
words, symbols, letters, numbers, or a combination thereof, assigned a special 
meaning for the protection of classified information. Nicknames, chemical sym- 
bols, abbreviations, and short titles assigned in the weapons program are not 
considered official code words and therefore are not subject to the provisions 
of this chapter. 


2103-04 Assignment of code words. Managers of Operations and Heads of 
Washington Divisions and Offices are authorized to assign official code words in 
all activities under ‘their jurisdiction which require such special security pro- 
tection. 


2103-05 Reporting of code words. Managers of Operations shall forward to the 
Director, Division of Security, Washington, immediately following the effective 
date of this issuance a listing of each official code word in current use in offices 
under their jurisdiction. This list shall include code words originated by per- 
sonnel of the Atomic Energy Commission or its contractors or of the Department 
of Defense. The heads of Washington divisions and offices shall forward a simi- 
lar listing to the Director, Division of Security, Washington, of each official 
code word in use in their divisions and of other code words which have come to 
their attention in use in activities under their jurisdiction. The meaning of the 
code word shall be stated in general terms. Thereafter, as a code word is as- 
signed, a report of the proposed code word and its meaning shall be forwarded 
immediately to the Director, Division of Security. Managers of Operations shall 
forward this report through their operating divisions. 


2103-06 Classification of code words. 


061 Atomic Energy Commission code words are not classified but shall be 
treated as privileged information in accordance with the provisions of chapter 
2104. Documents containing such code words shall be marked “Official Use 


41075—60——-4 
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Only” or with an equivalent marking and handled in accordance with the pro- 
visions of that Chapter. 
062 Code words originated by the Department of Defense are classified and 
shall be safeguarded in accordance with the assigned classification. 
063 If a document contains both a code word and its meaning, or sufficient 
information to indicate its meaning, it shall be classified at least “Confidential.” 


2103-07 limination of code words. The originating office shall keep code 
words under continual review. In cases of known or suspected compromise, or 
when code words are assigned for a definite period, or when for any other rea- 
son the continued use is inadvisable, that office shall take immediate action to 
discontinue the code word and to notify the Director, Division of Security, 
Washington, to that effect. Whenever the use of a code word is to be dis- 
continued, the Director, Division of Security, shall notify all appropriate opera- 
tions offices and Washington divisions. 


2103-08 Dissemination of code words and their meanings. The originator or 
the Director, Division of Security, will disseminate the meaning of code words 
only to those individuals who require the information in the performance of 
their duties. In the case of Department of Defense code words disseminated, 
the classification will be included in the letter of notification. 


2103-09 Central reference. The Division of Security, Washington, shall keep 
active files of all code words in use in the Atomic Energy Commission. The 
Division of Military Application shall keep the Division of Security advised of 
the assignment and classification of Department of Defense code words per- 
taining to Atomic Energy Commission programs which come to the attention of 
that Division and of the discontinuance of the use of such code words. The 
Division of Security shall review code words originated by the Atomic Energy 
Commission or its contractors to determine that they are not identical with 
Department of Defense code words possessing a different meaning. If con- 
fusion may result from such duplication, action will be taken by the Division 
of Security with the concurrence of the Washington operating division to 
change the code words originated by the Atomic Energy Commission or its con- 


tractors. 
Chapter 2104 
NON-DEFENSE INFORMATION 


TRANSMITTAL Norice, JUNE 8, 1955 


1. Attached is a revision of AEC Manual Chapter 2104, “Non-Defense In- 
formation,” which supersedes Chapter 2104 dated January 21, 1955. 
2. The principal changes in this chapter are as follows: 

a. Limits authority to assign the marking “Official Use Only” to un- 
classified or declassified technical information to Directors of Washington 
Divisions and offices, Managers of Operations and Area or Field Managers. 

b. Prohibits designation of technical information as “Official Use Only” 
by contractors when such information is secured from the AEC or developed 
in the course of a contractual relationship with the AEC under which the 
AEC acquires the unrestricted right of dissemination. 

c. Includes procedural changes relating to the marking of documents con- 
taining privileged non-defense information and to the cancellation of the 
“Official Use Only” marking. 

d. Includes additional examples of the proper use of the “Official Use 
Only” marking. 

3. Please file this Chapter to replace the superseded one in Part 2100 of your 
AEC Manual. 
R. W. Coox, 
Deputy General Manager. 


Volume: 2000 Security 

Part: 2100 Control of Classified 
Information and Documents 

2104-01 Purpose. 


The Atomic Energy Commission recognizes the existence of information which 
does not affect the national defense but which is of a privileged nature and 
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should receive only such limited dissemination as is customary under standard 
industrial, professional, academic and governmental practices. This chapter 


sets forth AEC policy and procedures for the handling of such information 
by the AEC or its contractors. 


2104-02 Policy. 


It is the policy of the Atomic Energy Commission to circulate privileged in- 


formation only to those persons who require it in the conduct of official busi- 
ness. 


2104-08 Responsibility. 


Managers of Operations and Heads of Washington divisions and offices shall 
determine what non-defense information under their jurisdiction is of a privi- 
leged nature, shall identify such information as privileged, and shall impose 
such specific limitations on its dissemination as they may deem appropriate. 
They shall assure that the foregoing restrictions are applied only to that infor- 
mation which is properly privileged. Except as prohibited by Section 2104-05, 
this authority may be delegated in writing by Managers of Operations and 
Heads of Washington divisions and offices to Atomic Energy Commission or 
key contractor employees with power of further redelegation. 


2104-04 Markings. 


a. General. Documents originating within the Atomic Energy Commis- 
sion which contain information of a privileged nature shall be marked “Offi- 
cial Use Only.” Documents originating outside the Atomic Energy Com- 
mission and marked with terms indicating privileged information, such 
as “Private,” “Company Confidential,” “Business Confidential,” and the like, 
shall be considered to be within the scope of this chapter and subject to 
its previsions. The security classifications “Top Secret,” “Secret,” or 
“Confidential” shall not be used to designate privileged information. 

b. When marked. All documents containing privileged information shall 
be marked in a conspicuous manner on the first page and cover, if any, by the 
originator at the time of preparation. 

Caution: The most punctilious care must be taken in the use of these 
markings. They must be applied only to matter which should be held to 
limited dissemination for sound and justifiable reasons, and not applied 
to matter which requires defense classification or which should be open 
to general dissemination or publication. 


2104-05 Marking of technical information as “Official Use Only.” 


Unclassified or declassified technical information which is the property of the 
AEC may be marked as “Official Use Only” or with any other designation limit- 
ing its dissemination only with the approval of: 

a. The Head of a Washington division or office ; or 
b. A Manager of Operations. 

The authority to designate such information as “Official Use Only” may be 
redelgated in writing by Managers of Operations without power of further 
redelegation to Atomic Energy Commission Field Managers or Area Managers. 


2104-06 Hxeamples of the proper use of markings. 


The following examples are illustrative of instances where the use of the 
marking “Official Use Only” or its equivalent may be appropriate: 
a. The trade secrets of a contractors or subcontractor ; 

Nore.—Technical information is not to be considered a trade secret 
of a contractor when it is secured from the AEC or developed in the 
course of a contractual relationship with the AEC under which the 
AEC acquires the unrestricted right to disseminate such information. 
Such information shall not be designated as “Official Use Only” or by 
any similar designation. 

b. All staff papers submitted to the Commission for consideration which 
do not require security classification. 

ec. Information which relates to medical history of any individual or per- 
sonnel or security records of any individual ; 

d. Unclassified patent applications until released ; 

e. Information concerning bills of material, time schedules, anticipated 
requirements, possible new sites, and selection of contractors in advance 
of formal announcement, or any other information which while not in- 
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volving the national defense might assist an individual or contractor to 
improperly benefit concerning an Atomic Energy Commission program. 
f. List of disqualified bidders and ineligible contractors ; 
g. Information obtained in the course of a privileged relationship, e.g., 
details of the financial position of a contractor ; 
h. Public announcements which are in the process of preparation. 
2104-07 Removal from the category of “Official Use Only.” 

Documents marked “Official Use Only” or its equivalent shall be removed from 
that category as soon as the information contained in the document is no 
longer of a privileged nature. Approval to cancel “Official Use Only” markings 
may be given by Heads of Washington divisions and offices appropriate key per- 
sonnel of an operations office, and a contractor or subcontractor, depending 
on the origin of the document so marked. 

June 8, 1955. 





Chapter 2105.1. CONTROL OF CLASSIFIED DOCUMENTS 


(GENERAL PROVISIONS) 


TRANSMITTAL NOTICE, NOVEMBER 138, 1956 





1. Attached is AEC Manual Chapter 2105 which supersedes the following para- 
graphs of Bulletin GM-SEC-—5: 3e, 4 (except 4j), 6b, Tc, Te, 7f, 8a, Sb, 8c, 8d, 
8f (except 8f£(10) ), 8g, 8h, 9a, 9d, 9e, 9f, 9g, 9i, 9j, 9k, 10a, 10b, 10c(1) (b) and 
(c), 10c (2) and (3), 10d, 10f, 11b, lic, 13b, 18c, 13e, 138f (in part), 13g, 17b, 
17¢, 17d, 17f, 18, 22, and Exhibit V ; and Security Letter Number 13. 

2. Chapters 2101, 2106, 2107, and 2109 and Section 2401-16, already issued, 
and portions of 3401 presently under revision, when issued, will completely 
supersede Bulletin GM-SEC-5. — 

8. The following principal changes have been made in this chapter: 

a. Documentation of work sheets used in the preparation of Secret docu- 
ments is required. 

b. Marking requirements for AEC Manual or local issuances are specified. 

ce. Marking requirements for Secret Restricted Data documents relating to 
the civilian application program have been modified. 

d. Provisions relating to transmission of classified documents to the De- 
partment of Defense have been added. 

e. Provisions relating to transmission of Secret or Confidential documents 
to and from Canadian installations have been set forth. 

f. Provisions relating to transmissions of classified documents to personnel 
in foreign countries other than Canada have been incorporated. 

g. Provisions relating to the method of destruction of classified documents 
have been revised. 

h. Additional procedures pertaining to unaccounted for classified docu- 
ments are contained in this issuance. 

i. Provisions relating to authority to classify documents, determination 
of classification and change of classification have been deleted. 

4. Please file this Chapter in Part 2100 of your AEC Manual. 


R. W. Cooxr, 
Deputy General Manager. 
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Chapter 2105 CONTROL OF CLASSIFIED DOCUMENTS 
(GENERAL PROVISIONS) 


Volume: 2000 Security 
Part: 2100 Control of Classified 
Information and Documents 


2105-01 Purpose and scope. 


This chapter sets forth the policy and procedures generally applicable to the 
safeguarding of classified documents. Procedures for the safeguarding of Top 
Secret documents, outside agency documents, Research and Development Re- 
ports, weapon data documents and Top Secret production and stockpile docu- 
ments are set forth in subsequent AEC Manual Chapters. 


2105-02 Responsibilities. 


021 The General Manager authorizes the transmission of Secret or Confi- 
dential documents to foreign nationals in countries other than the United States 
or Canada. (See Subsection 2105-1013b to be issued) 

022 Managers of operations are responsible for: 

a. Approving records or receipting procedures to be used in lieu of re- 
ceipts in appropriate cases. (See Subsections 2105-103f and 2105-113) 

b. Issuing procedures for the transmission of Secret or Confidential 
documents within exclusion or limited areas. (See Subsection 2105-105) 

ce. Authorizing AEC or contractor employees (other than messengers or 
guards) to transport Secret or Confidential documents between installa- 
tions. (See Subsection 2105-107) 

d. Approving transmission of classified documents other than weapon 
data or Research and Development Reports to the Department of Defense, 
its contractors or members of the Armed Forces. (See Subsection 2105- 
1011a) 

e. Reserving the right, in appropriate cases, to control the dissemination 
of Restricted Data transmitted to Department of Defense, its contractors 
or members of the Armed Forces. (See Subsection 2105-1011b) 

f. Authorizing the transmission of Secret or Confidential documents to 
Canada. (See Subsection 2105-1012) 

g. Authorizing the transmission of Secret or Confidential documents to 
AEC personnel in foreign countries. (See Subsection 2105-1013) 

h. Authorizing microfilm reproduction of classified documents. (See Sub- 
section 2105-123) 

i. Authorizing methods of destruction of classified documents by custo- 
dians or individuals designated. (See Subsection 2105-151) 
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j. Furnishing reports to other agencies as to any of their documents which 
are unaccounted for. (See Subsection 2105-163) 

k. Notifying the Director, Division of Security, Headquarters, as to (1) 
any unaccounted for Top Secret documents or (2) any other unaccounted 
for classified documents reported to the Federal Bureau of Investigation. 
(See Subsection 2105-164) 

1. Furnishing monthly report to Director, Division of Security, Headquar- 
ters, of unaccounted for classified documents. (See Subsection 2105-165) 

m. Assuring searches for unaccounted for classified documents. (See Sub- 
section 2105-166) 

023 Heads of divisions and offices, headquarters, are responsible for perform- 
ing the functions listed in 2105—022a, ec, d, f, g and h, above in activities under 
their jurisdiction. 

024 The Director, Division of Military Application, Headquarters, is responsi- 
ble for reserving, in contracts or agreements as appropriate, the right to control 
the dissemination of Restricted Data transmitted to the Department of Defense, 
its contractors or members of the Armed Forces. (See Subsection 2105—1011c) 

025 The Director, Division of International Affairs, Headquarters, is re- 
sponsible for : 

a. Assuring that the contents of classified documents transmitted to 
Canada are within the scope of the agreement for cooperation. (See Sub- 
section 2105-1012) 

b. Authorizing as delegated authority by the General Manager, the trans- 
mission of Secret or Confidential documents to foreign nationals. (See Sub- 
section 2105-1013b) 

ec. Reviewing Secret or Confidential document transmitted to foreign 
nationals in countries other than the United States or Canada. (See Sub- 
section 2105-1013) 


026 The Director, Division of Raw Materials, Headquarters, is responsible 
for authorizing the transmission of Secret or Confidential documents to foreign 
nationals in countries other than the United States or Canada. (See Subsection 
2105—-1013b ) 

027 The Director, Division of Security, Headquarters, is responsible for: 

a. Rendering advice and assistance to Heads of Divisions and Offices, 
Headquarters, and Managers of Operations, in effecting compliance with 
the requirements of this chapter. 

b. Rendering advice relative to methods for transmitting classified docu- 
ments outside the continental limits of the United States (See Subsection 
2105-101) and; 

ec. Performing the functions listed in Subsection 2105—-022b, i, j, and m 
above for Divisions and Offices, Headquarters. 

028 Responsibility of each individual. Every employee of the AEC, its con- 
tractors or subcontractors is responsible for the proper safeguarding and ac- 
countability of all classified documents with which he is entrusted in the course 
of the performance of his duties. 


2105-03 Policy. 


031 Control of classified documents. A minimum number of classified docu- 
ments shall be originated and reproduced. Accountability as prescribed in this 
part shall be maintained. 

032 Downgrading, declassification and destruction. All classified documents 
shall be continuously reviewed, to determine whether they may be downgraded, 
declassified or destroyed. Downgrading or declassification shall be accomplished 
in accordance with AEC Manual Chapters 3401 and 3402. 


2105-04 Definitions. 


041 “Classification” refers to the assignment of information, requiring pro- 
tection in the interest of national defense, to one of the three classification cate- 
gories subsequent to a determination that information requires security pro- 
tection. 

042 “Compromise” refers to the disclosure of Restricted Data or other classi- 
fied defense information to persons not authorized to receive such information. 

048 “Custodian” refers to any person to whom a document is charged by offi- 
cial records of the Atomic Energy Commission or of its contractors. 

s 044 “Declassify’ means to remove the classification assigned to defense in- 
ormation. 
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045 “Document” refers to any recorded information regardless of its physical 
form or characteristics and includes, but is not limited to, the following: 
a. Written matter of all kinds, whether handwritten, printed or typed ; 
b. All painted, drawn or engraved matter ; 
ec. All sound or voice recordings ; 
d. All printed photographs and exposed or printed film, still or motion 
picture ; and 
e. All reproductions of the foregoing by whatever process reproduced. 
046 “Downgrade” means to assign a lower classification than that previously 
assigned. 
047 “Upgrade” means to assign a higher classification than that previously 
assigned. 


2105-05 Classification categories. 


There are three classification categories which may be assigned to documents, 
depending upon the importance of the information to the national defense. These 
classification categories, previously defined, (see section 2101-05) are: 

a. Top Secret ; 
b. Secret; and 
e. Confidential. 
For provisions relative to “Official Use Only” see “Note” to section 
2101-05. 


2105-06 Use of marking “Unclassified.” 


Except in the case of declassification, documents which do not contain classi- 
fied information are not required to be marked as “Unclassified.” However, this 
marking should be used if it is essential to convey to anyone who has access to 
the documents that they have been examined and require no classification. This 
may either be on original preparation or after a proper removal of classification. 


2105-07 Who may classify. 


For provisions relative to who may classify Secret or Confidential documents, 
see AEC Manual Chapter 3401. 


2105-08 Determination of classification. 


For provisions relative to the following topics, see AEC Manual Part 3400: 
a. Classification guides ; 
b. Classification of documents which contain Restricted Data; 
c. Lowest classification consistent with safeguarding information ; 
d. Multiple classification. 

081 Physically connected documents. The classification of a file or group of 
physically connected documents shall be at least as high as that of the most 
highly classified document therein. At times safeguards required are higher 
than those warranted by the classification of any individual document due to 
the accumulation of information. Documents separated from the file or group 
shall be handled in accordance with their individual classification. 

082 Document which custodian believes improperly classified or improperly 
lacking classification marking. When a person receives a document which, in 
his opinion, is not properly classified or improperly omits the classification 
marking, he shall follow the procedures specified in AEC Manual Chapter 3401. 
Pending the determination of the appropriate classification, the document shall 
be safeguarded in the manner prescribed for documents of the highest classification 
which may be at issue. 


2105-09 Preparation of classified documents. 


This section sets forth the procedures governing the preparation of classified 
documents. A minimum number of copies, consistent with operational necessity, 
Shall be prepared. The following shall be placed on documents containing 
classified information : 

a. Classification marking (See subsection 2105-091) ; 
b. Extra Marking (See subsection 2105-092) ; 
e. Documentation, if required (See subsection 2105-093). 

091 Classification marking. The assigned classification shall be marked at 
the top and bottom of each page of a document containing classified informa- 
tion at the time of preparation in letters not less than one-quarter inch in height 
unless otherwise specified in 2105-094 below. 

092 EHztra marking. When a document contains classified information, one 
of the following extra markings shall be used: 
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eal a. Restricted data marking. If a document contains Restricted Data, the 
following extra marking shall be placed thereon at the time of preparation, 
preferably in red ink, on the first page of the document and, if the docu- 
ment is provided with a cover, on the front cover of the document: 


RESTRICTED DATA 


This document contains restricted data as defined in the Atomic 
i Energy Act of 1954. Its transmittal or the disclosure of its contents 
sly in any manner to an unauthorized person is prohibited. 


b. Espionage Act marking. If a document contains classified informa- 


ion 


sly tion, but does not contain Restricted Data, the following extra marking 

shall be placed thereon at the time of preparation in lieu of the marking 

set forth in paragraph a above, preferably in red ink, on the first page of 

its, the document and, if the document is provided with a cover, on the front 
ese cover of the document : 

This material contains information affecting the national defense of 

the United States within the meaning of the espionage laws, Title 18, U.S.C., 
Secs. 793 and 794, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited by law. 

ion c. If a document contains both Restricted Data and other classified 
information, only the Restricted Data marking will be placed on the 
document. 

d. Appropriate extra marking as set forth above shall be applied to classi- 
ssi- fied documents originated prior to October 22, 1951, or on any other docu- 
his ments which require but lack the extra marking. Application may be made 
; to as documents are withdrawn from file. 

‘his 093 Documentation of copies. 
ol. a. Definition. Documentation is a statement of the number of pages of 


which a document consists, the series designation for the particular set of 
copies, and the number of each copy within the set. 

ots, b. When applied. Documentation shall be placed on each copy of a Secret 
document with the exception of certain letters of transmittal (See sub- 
section 2105-095d). Documents classified Confidential may be documented 
at the discretion of the originator. 

c. Where applied. Documentation shall be placed in the upper right 
hand corner of the first page of each document in such position that the 
wording will not be mutilated if the document is placed in a file jacket or 
other covering. 

d. Method of documentation. The series designation shall be a capital 


» of letter beginning with “A,” designating the original set of copies prepared. 
ost Subsequent sets of copies shall be numbered in alphabetical sequence. 
her Proper documentation of the original set of copies produced is set forth 
> to below. For the first of three copies of a five-page document the documenta- 
oup tion would read as follows: 

arly Example: This document consists of 5 pages 

, oe No. 1 of 3 copies, Series A 

401. e. Exhibits, Appendizes and Annexes. Photographs, drawings, charts, 
hall graphs, exhibits, appendixes and annexes shall be numbered as part of 
tion the text of the document. Attachments and exhibits of any kind which 


cannot practicably be included as a part of the document may be numbered 
and documented separately. 
094 Instructions for preparation of various types of documents. Provisions 


fied for the preparation of “Top Secret” documents are set forth in section 2106-04. 
‘ity, Hach category of classified documents shall contain the appropriate extra mark- 
ing ing and be documented as set forth above, unless otherwise specified. 


a. Bound documents, such as books or pamphlets, the pages of which are 
permanently and securely fastened together, shall be conspicuously marked 
with the assigned classification at the top and bottom on the outside of the 
front cover, on the title page, on the first page, on the back page and on the 


1 at outside of the back cover. 
cht b. Documents not permanently fastened together. Documents handwrit- 


ten, printed or typed, the pages of which are not permanently and securely 
fastened together, shall be marked with the assigned classification, pre- 


one ferably in red ink, in such manner that the marking will be clearly visible 
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when the pages are fastened together. Each separate page or sheet shall be 
marked or stamped at top and bottom and the marking shall be centered 
on the page. If the document is provided with covers at the time of prep- 
aration, the outside of the front and back cover will be marked with the 
classification. 

c. Photographic negatives, prints and slides. Photographic negatives and 
slides shall contain the assigned classification marking at the top and bot- 
tom of the front. Photographie negatives in roll form shall contain the 
assigned classification marking at the beginning and end of each roll. 
Photographie prints shall be marked at the top and bottom of the front and 
on the back with the classification marking. The words “Restricted Data” 
or “Defense Information” in lieu of the full text of the Restricted Data or 
Espionage Act marking shall be used in conjunction with the marking on 
photographic negatives, prints and slides. 

Note: When due to size it is impractical to place the prescribed classifi- 
cation marking and the words set forth above on a print, negative or slide, 
the classification marking and such additional wording may be less than 
one-quarter inch in height. If a print, negative or slide cannot be marked 
marked because of size the marking will be placed on the container. Photo- 
graphic negatives, prints or slides classified Secret (or Confidential, if the 
originator deems it necessary) shall be documented or serially numbered 
to identify individual copies. 

d. Master copies. The classification marking shall be placed at the top 
and bottom of each page of master copies such as master mimeograph 
stencils, master ditto copies, photostatic negatives or multilith plates. If 
master copies are typewritten, the classification marking and extra mark- 
ing may be typed thereon, provided capitals are used and the marking is 
underscored. If master copies used in the reproduction of classified docu- 
ments are to be retained, they shall be documented in the same manner 
as the reproductions to be made therefrom, except that the series designation 


will be “MC (for Master Copy) instead of the usual single letter designa- 
tion used on other documents. 


Example: “This document consists of 5 pages 
No. 1 of 1 copies, Seres MC” 


Preprinting of paper with the classification marking and pertinent extra mark- 
ing is authorized. 


e. Charts, maps and drawings shall contain the classification marking at 
the top and bottom as well as under the legend, title block or scale. 

f. A compilation composed of several existing documents shall be treated 
as a new document, It will be marked with the appropriate classification 
at the top and bottom of all pages, if not permanently fastened together or 
on the outside of the front cover, title page, first page, back page and on the 
outside of the back cover, if it is permanently fastened together. 

g. Draft copies and work sheets used in the preparation of classified docu- 
ments shall be marked with the appropriate classification at the time of 
preparation. Draft copies and work sheets requiring a Secret classification 
or a Confidential classification (if the originator deems it necessary) shall 
be documented. The series designation assigned to such draft copies in 
documentation shall be “Draft (1),” “Draft (2),” ete. Unless they are 
required to be retained, draft copies and work sheets shall be destroyed as 
soon as a copy of the document in final form has been prepared. 

h. Motion picture film. The classification of motion picture film shall 
appear in the printed image preceding the title at the beginning of the film, 
and at the beginning and end of each reel of film. The appropriate extra 
marking shall appear in the printed image at the beginning and end of the 
film immediately after the classification marking. Documentation shall 
refer to frames and footage, series designation and copy number. 

i. Containers. Except for shipping containers, each container of photo- 
graphic prints, negatives and slides, or motion picture film, shall contain 
on its face the appropriate classification marking, and the appropriate extra 
marking or words “Restricted Data” or “Defense Information” in lieu 
thereof. Documentation is not required. 

j. Disks or cylinders. The classification marking and words “Restricted 
Data” or “Defense Information” in lieu of the text of the Restricted Data 
or Espionage Act marking shall be applied to disks or cylinders by the use 
of adhesive tape or other similar method. Documentation is not required. 
Reference to the assigned classification and to the fact that Restricted Data 
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or other classified information is contained therein shall be made at the 
beginning and at the end of the recording. 

k. Documents reproduced by secretariat. When the head of a division 
or office, Headquarters, requests the Secretary, Atomic Energy Commission, 
to reproduce a Secret document, and a new series designation has not been 
obtained, the Secretary shall document the copies reproduced in the manner 
set forth in subsection 2105-124. 

1. Microfilm reels prepared for vital record purposes shall be numbered 
and indexed as prescribed in AEC Manual Chapter 0236. Indexes shall be 
documented and photographed as the first image on the microfilm reel. 

m. AHO Manual or local issuances. Classification marking placed on AEC 
Manual Issuances, and Operations Office or Headquarters local AEC Manual 
instructions shall be at least 4, inch in size or in red ink. 

n. Restricted data documents relating to civilian applications of atomic 
energy. To indicate that Secret or Confidential Restricted Data reports pres- 
ently in existence or newly prepared: 

1. Contain information which has been determined by the Atomic 
Energy Commission ‘*o relate to the civilian applications of atomic 
energy ; 

2. Are properly Restricted Data in accordance with AEC classifica- 
tion criteria ; and 

5. Are distributable to access permit holders pursuant to the pro- 
visions of 10 CFR Part 25, the following extra marking, in lieu of the 
marking prescribed in 2105-092a, shall be placed on the cover or, if 
there is no cover, on the first page of such documents: 


“RESTRICTED DATA 


“This document contains Restricted Data as defined in the Atomic 
Energy Act of 1954. The information relates to the civilian ap- 
plications of atomic energy. Its transmittal or the disclosure of 
its contents in any manner to an unauthorized person is prohibited.” 


Confidential documents in this category shall not be documented. 


0. Automatic downgrading and declassification of documents. Whenever the 
classifying authority (see ABC Manual Chapter 3401) is aware of the fact that 
a document may be downgraded or declassified after the occurrence of any event 
or after a given date, he shall so state on the document by use of the following 
wording, properly completed : 

“Downgrade to Secret, Confidential or Unclassified (on) or (after) 


(Signature of Originator or Other 
Classifying Authority)” 
(Note.—This rule is subject to the limitation that no document which 
contains Restricted Data may be downgraded below Confidential.) 


The signature of the person responsible for the classification of the document 
shall appear in the space indicated. 

p. Transclassification. 

1. If the appropriate classifying authcrity determines that a document con- 
tains transclassified information (see Section 2101-09), the classification mark- 
ings, the “Espionage Act” marking and the following notation will be placed on 
the front cover, if it bears a front cover, and on the first page of the document: 


FORMERLY RESTRICTED DATA 


Handle as Restricted Data in Foreign Dissemination Section 144b, Atomic 
Energy Act, 1954. 


This notation may be either stamped or typed on the document. 
2. If documents bearing the Restricted Data marking are transclassified, the 
classifying authority shall indicate that action on each copy as follows: 


Transclassified by 
(Signature of person authorizing transclassification 
and date thereof) 
The classifying authority taking this action shall notify holders of other copies 
of the transclassification of the document in accordance with the provisions of 
AEC Manual Chapter 3401. 
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8. After notification, the holder of each copy of the document shall place on 
it the wording specified in Paragraph 2 above. He shall insert the name of the 
classifying authority who has made the determination that the document is 
transclassified in the appropriate space, sign the holder’s name beneath it and 
indicate the date on which the latter has signed it. 

4. The “Restricted Data” marking appearing on transclassified documents 
should be lined out, the “Espionage Act” marking substituted and the notation 
in Paragraph 1 above added. 

The signature of the person responsible for the classification of the document 
shall appear in the space indicated. 

095 Letters of transmittal. Provisions as to Top Secret transmittal letters 
are set forth in subsection 2106-056. 

a. Definition. The term “letter of transmital” refers to any memorandum 
or letter used to forward classified documents. 

b. Marking and extra marking. A letter of transmittal shall bear a classi- 
fication at least as high as the most highly classified enclosure. The “‘Re- 
stricted Data” or “Espionage Act” marking shall be placed on the letter of 
transmittal only if the letter contains Restricted Data or other classified 
information. 

ec. Use of “when separated” statement. The following statement shall be 
stamped or typewritten adjacent to the classification marking in the lower 
right hand corner of the first page when the content of the letter of trans- 
mittal requires no classification or a lower classification than the most highly 
classified document transmitted. 

“When separated from enclosures, handle this document as 


\(Insert proper classification) 


The recipient may downgrade or declassify the letter of transmittal as 
indicated thereon without further authorization of it is to remain separated 
from the classified documents. 

d. Documentation. Letters of transmittal containing Secret information 
shall be documented. Letters of transmittal need not be documented if they 
contain no Secret information but are classified Secret due to the classifi- 
cation of the documents forwarded. 

e. Additional notation. 

1. A letter of transmittal containing no Restricted Data, but forward- 
ing a document which contains Restricted Data, shall bear the following 
notation at the top or bottom of the first page adjacent to the classi- 
fication marking: 


“Document transmitted herewith contains Restricted Data.” 


2. A letter of transmittal containing no classified information, but for- 
warding a document which contains classified information other than 
Restricted Data, shall bear the following notation at the top or bottom 
of the first page adjacent to the classification marking: 


“Document transmitted herewith contains classified Defense 
Information.” 


f. Copies of letters of transmittal retained in the originating office may be 
classified as required by their contents or may be marked as “Unclassified” 
if their contents require no classification or may be marked in the same 
manner as the original. 


2105-10 Transmission of classified documents. 


101 Applicabdility of provisions. The procedures set forth in this section 
apply to the methods employed in the transmission of classified documents within 
the continental limits of the United States, to Canadian installations as specified 
in subsection 2105-1012, or by diplomatic pouch to other locations outside the 
continental limits of the United States as specified in subsection 2105-1013. In 
all other cases, advice shall be obtained from the Director, Division of Security, 
Headquarters, relative to appropriate procedures to be followed. 

102 Assurance to be obtained. Prior to the transmission of a classified 
document, the sender shall assure himself that the person to whom the document 
is to be transmitted is authorized to receive it, possesses prescribed security 
clearance and has approved storage facilities for its protection. The sender may 
secure this information from his security office. 
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a. Exceptions. 

1. Department of Defense. In the case of transmittals to the Depart- 
ment of Defense, its contractors, or members of the Armed Forces, cer- 
tifications or assurances as provided for in Subsection 2105-1011 that 
addressees are authorized to receive the Restricted Data or other classi- 
fied information involved and possess prescribed security clearance shall 
be obtained prior to transmission. Assurance that the recipient has 
approved storage facilities is not required. The above applies to the 
Department of Defense in all cases including those cases where that 
department acts as a contractor to the Atomic Energy Commission, un- 
less the contract or agreement provides otherwise. 

2. Other Government Agencies. Prior to the transmission of classi- 
fied documents to Federal departments or agencies other than the 
Department of Defense assurance shall be obtained that: 

(a) Recipients have appropriate ABC clearance. 
(b) Proper storage facilities are available in accordance with 
AEC Manual Chapter 2408. 
103 Receipts. (See AEC Appendix 2105-108 for illustration Form ABC-126.) 

a. When used. Classified Material Receipt, Form AEC—126, or a receipt 
similar in content, shall be used when any of the following categories of 
documents are transmitted from one custodian to another : 

1. All Secret documents ; 

2. All Confidential documents which are documented; and 

3. Any other Confidential document when deemed desirable by the 
sender. 

b. Preparation of receipt. 

1. Each receipt shall be prepared in triplicate in the manner indicated 
thereon and shall contain the full name (first name, middle initial, and 
last name), title of position and address of the sender and addressee. 

The information placed on the receipt shall be unclassified. 

2. More than one document may be included on one receipt provided 
that the same sender and same addressee are involved. 

3. The original and duplicate copies of the receipt shall be included in 
the inner envelope covering the face of the document transmitted. The 
triplicate shall be retained by the sender, pending the return of the 
signed original from the addressee. 

c. Who may sign receipt. At the completion of delivery, receipts shall be 
signed by the addressee or his authorized representative. The full name of 
the addressee and, if signed by the authorized representative, his own full 
name shall be placed thereon as follows: 

“James Doe” (Name of the addressee) 

“by John E. Brown” (signature of authorized representative) 
ee only shall not be used by the addressee or his authorized repre- 
sentative. 

Where receipts are processed by mail rooms for large quantities of classi- 
fied documents, a stamp reading “Received for addressee by 
may be used in lieu of the name of the addressee. The aueaniic of the 
appropriate person in the mail room shall appear in the space immediately 
following the word “by.” 

d. Verification of accuracy of receipt. Upon delivery, the addressee or 
his authorized representative shall check the documents against the ac 
companying receipt in order to insure its accuracy. If any discrepancy 
exists relative to the documents stated to have been transmitted and the 
documents actually received, the addressee will communicate with the 
sender immediately, in order that corrections may be made. The addressee 
shall simultaneously advise his security office. 

e. Delay in return of receipt. The addressee shall sign and return the 
original copy of the receipt promptly. In the event of unusual delay in the 
return of the copy of the receipt, the sender of the document shall promptly 
make inquiry of the addressee to determine if the document has been de- 
livered. If the document has not been delivered, this fact should be re- 
ported to the sender’s responsible security office. 

f. Transfer of documents within limited or exclusion areas. In the trans- 
fer of documents classified Secret (or Confidential, when documented) 
within a limited or exclusion area, records or receipting procedures, main- 
taining proper accountability and approved by the Manager of Operations or 
the Head of a Division or Office at headquarters for activities under their 
jurisdiction, may be used in lieu of receipts. 
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104 Use of envelopes or wrappers in transmission of secret or confidential 
documents outside limited areas, All Secret and Confidential documents shall 
be enclosed in two envelopes or wrappers for transmission outside of limited 
areas (or for transmission outside of an exclusion area, if not within a larger 
limited area). 

a. The inner envelope or wrapper shall be opaque and adequately sealed. It 
shall be addressed to the person for whom the document is intended. Trans- 
parent cellulose tape may be used on the inner envelope or wrapper to assure 
adequate sealing. The inner envelope or wrapper shall be marked “Secret” or 
“Confidential” and shall contain the appropriate extra marking. 

b. The outer envelope or wrapper shall be opaque and adequately sealed. It 
shall be addressed in the ordinary manner to the person for whom the document 
is intended with no indication on the envelope that a classified document is con- 
tained therein. 

ec. Requirement that packages be securely wrapped. Care shall be taken by 
the sender to determine that classified documents transmitted in envelopes or 
wrappers are securely wrapped to prevent unauthorized access to the contents 
in transit. 

105 Transmission of secret or confidential documents within exclusion or 
limited areas shall take place in the manner prescribed below : 

a. Secret. 
By “Q” cleared messengers or other “Q” cleared employees of the 
Atomic Energy Commission or its contractors. 
b. Confidential. 
By “Q” or “L” cleared messengers or other “Q” or “L” cleared em- 
ployees of the Atomic Energy Commission or its contractors. 

The above methods are subject to procedures approved by the responsible 
Manager of Operations, or the Director, Division of Security, for the Head- 
quarters Office. 

106 Transmission of secret or confidential documents outside limited areas 
(or outside an exclusion area, if not part of a larger limited area), shall take 
place in the manner prescribed below : 

a. Secret. 
1. By registered mail; 
2. By “Q” cleared Atomic Energy Commission or contractor guards; 
8. By authorized “Q” cleared messenger ; 
4. By Railway Express, using “Armed Guard Service” or “Armed 
Surveillance Service ;” 
5. By air lines, using “Armed Guard Service” or “Armed Surveillance 
Service.” 
b. Confidential. 
1, By registered mail; 
2. By “Q” or “L” cleared Atomic Energy Commission or contractor 
guards; 
38. By authorized “Q” or “L” cleared m 
4. By Railway Express, using “Protective iansisiee Service” or Air 
Express, using “Recorded Tally Service” ; 
5. By air lines, using “Protective Signature Service.” 

107 Delivery of secret or confidential documents between installations. 
When, in an instance of operational necessity, it is not practical to use per- 
sonnel or other means specified in 2105-106 for the transmission of Secret or 
Confidential documents, such documents may be transported by other properly 
cleared * employees of the Atomic Energy Commission or its contractors in the 
course of business trips between installations. Such employees shall be specifi- 
eally authorized either by name or title of position in writing by the Manager 
of Operations or the Head of a Division or Office, headquarters. Key con- 
tractor personnel may be designated in writing to grant this authority. Noti- 
fication of the persons authorized by name or title of their positions shall be 
furnished to the appropriate Atomic Energy Commission security office. This 
authority may be granted on each occasion on which it is necessary to transport 
such documents, for a definite period of time or until revoked. The grant of 
such authority shall be maintained ata minimum. The persons designated may 
transport such documents only provided that: 


1“Q” clearance is required for personnel transporting Secret documents; “Q’’ or “L” 
clearance for personnel transporting Confidential documents. 
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a. A signed record identifying the documents removed is maintained in 
the office of the person who removes the documents. This record shall con- 
tain the description (subject or title) of the documents removed, the date 
of the documents, the date on which the documents were removed and the 
signature of the person removing the documents. On the return of the 
documents, a statement shall be made in the record to that effect. 

b. The documents are in the continuous personal custody of the person 
transporting them except that temporary storage in approved Atomic 
Energy Commission or Atomic Energy Commission contractor repositories 
is authorized. 

108 Prohibition against removal to private residences. Removal of classified 
documents to private residences for work purposes is prohibited. (This does 
not preclude the possession of classified documents in private residences when 
possession is incidental to official travel). 

109 Documents bearing different classifications transmitied in the same 
envelope. If documents bearing different classifications are transmitted in the 
same envelope or wrapper, the method used in transmission will be that required 
for the most highly classified document transmitted. If the documents require 
greater protection as a result of being assembled in the same envelope or wrapper, 
the method used will be that prescribed for documents of the appropriate higher 
classification. 

1010 Evidence of tampering. If the envelope or wrapper used in the trans- 
mission of classified documents indicates any evidence of tampering, the recipient 
will preserve the envelope or wrapper as received and immediately notify his 
responsible security office. 

1011 Transmission of classified documents to Department of Defense.* 

a. Transmission of restricted data documents to Department of Defense. 

1. Requirement for certification. 

(a) Employees of Department of Defense or its contractors or 
members of Armed Forces. Restricted Data documents may be 
transmitted to an employee of an agency of the Department of 
Defense or of its contractors or to any member of the Armed Forces 
who is properly certified in writing by, or in the name of, one of the 
Department of Defense officials listed in Appendix 2318-03. This 
certification shall include the following : 

(1) Name of the person(s), title of his position, organiza- 
tional unit and service (or if contractor, relationship to Depart- 
ment of Defense), and address ; 

(2) Statement of document(s) or category(ies) of docu- 
ments which certifying official requests to be transmitted ; 

(3) Military clearance status (Top Secret, Secret, or Con- 
fidential) of addressee(s) ;? 

(4) Certification that the person(s) needs and is authorized 
access to the document(s) in the performance of official duties ; 
and 

(5) Statement of determination that permitting the per- 
son(s) access to the Restricted Data requested will not en- 
danger the common defense and security. 

(b) Titled positions in Department of Defense or Armed Forces. 
Restricted Data documents also may be transmitted to a titled posi- 
tion (in an agency of the Department of Defense or in the Armed 
Forces) which is property certified in writing by or in the name of 
one of the Department of Defense officials listed in Appendix 2318- 
03.2. This certification shall include the following: 

(1) Title of position, organizational unit and service, and 
address ; 

(2) Statement of document(s) or category(ies) of docnu- 
ments which certifying official requests to be transmitted ; 

(3) Certification that any incumbent of the titled position 
will have appropriate military clearance or AKC clearance; 


1 This subsection sets forth procedures for classified documents other than Weapon Data 
documents or Research and Development Reports or Top Secret documents containing pro- 
duction rate, stockpile, or transfer information. For information as to documents in the 
other categories specified, see Chapters 2108, 2109, or 2110. 

2? For persons possessing AEC clearance, see Subsections 2105—1011b below. 


* Transmissions to employees of contractors of the Department of Defense may be made 
only to named individuals. 
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(4) Certification that any incumbent of the titled position 
will need and will be authorized access to the document(s) 
in the performance of official duties ; and 

(5) Statement of determination that permitting any incum- 
bent of the position certified, access to the Restricted Data re- 
quested will not endanger the common defense and security. 

(c) The appropriate certification as described in (a) or (b) 
above is required when transmission is made at the request of an 
employee of an agency of the Department of Defense or of its con- 
tractors or of any member of the Armed Forces or when transmis- 
sion is desired by Atomic Energy Commission or its contractors. 
The certifications received may be valid for 4 period not to exceed 
1 year if a category of documents is involved. 

2. Approval of certification for documents requested from AEC or its 
contractors. The following AEC officials are authorized to approve 
transmission of Restricted Data documents in the possession of em- 
ployees of AEC or its contractors other than classified Weapon Data 
documents, Research and Development Reports, or documents containing 
Top Secrets production rate, stockpile, or transfer information *—to 
employees of an agency of the Department of Defense or its contractors, 
or to members of the Armed Forces, or to titled positions in the Depart- 
ment of Defense or in the Armed Forces, certified in accordance with 
subsection 2105-1011a1 above: 

(a) Managers of operations within the scope of the authority 
specified in section 2318-04 ; and 

(b) Heads of headquarters, divisions, and offices in fields in which 
they have jurisdiction. 

3. Transmission by authority of designated governmental officials. 
(See appendix 3218-31.) Restricted Data documents in the possession 
of AEC cleared employees of a federal department or agency (other than 
AEC or DOD) or its contractors may be transmitted to employees of an 
agency of the Department of Defense or of its contractors, or to members 
of the Armed Forces, or to titled positions in the Department of De- 
fense or in the Armer Forces, certified in accordance with subsection 
2105-1011lal above. In such cases the approval of Department of 
Defense certifications shall be the responsibility of the appropriate 
official listed in Appendix 2318-031 or his designee. However, consent 
from appropriate personnel of the Atomic Energy Commission is required 
prior to the transmission of Restricted Data documents originated by 
AEC or its contractors. 

4. Records to be maintained. Managers of Operations, Heads of Di- 
visions and Offices, Headquarters, and officials of Federal departments 
and agencies (other than AEC and DOD) listed in Appendix 2318-031 
or their designees shall retain a permanent record of certifications for 
Restricted Data documents transmitted to personnel or titled positions 
in an agency of the Department of Defense or of its contractors or in 
the Armed Forces. 

b. Transmission on the basis of AHC clearance. Bmployees of AKC and 
its contractors and AEO cleared employees of a Federal department or 
ageney (other than ADC and DOD) or its contractors may accept active 
AEC clearance as a basis for the transmission of Restricted Data docu- 
ments—other than classified Research and Development Reports, weapon 
data. documents or documents containing Top Secret production rate, stock- 
pile or transfer information *—to employees of an agency of the Department 
of Defense or its contractors, or to members of the Armed Forces. Certifi- 
eation need not be obtained in such cases but assurance must be obtained 
that the person who is to receive the documents has AWC clearance and is 
authorized to receive the documents, 

ec. Transmission of classified documents which do not contain restricted 
data to Department of Defense. Classified documents originated by AEC or 
its contractors which do not contain Restricted Data—other than classified 
weapon data documents or Research and Development Reports *—may be 


1 See Chapters 2108, 2109, and 2110. 
2 See Chapters 2108, 2109, and 2110. 
* See Chapters 2108 and 2109. 
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transmitted to properly cleared employees of an agency of the Department 
of Defense or its contractors, or to members of the Armed Forces, or to 
titled positions in the Department of Defense or in the Armed Forces, with 
the approval of the appropriate Manager of Operations or Head of a Di- 
vision or Office, Headquarters. Certification need not be obtained in such 
eases but assurance must be obtained that the person who is to receive the 
documents or any incumbent of a titled position to which the documents are 
transmitted has appropriate military clearance and is authorized to receive 
the documents. 

d. Responsibility for safeguarding documents. Safeguarding classified doc- 
uments transmitted to the Department of Defense, its contractors or mem- 
bers of the Armed Forces or to other government agencies shall be the 
responsibility of the Department of Defense or other government agencies 
except to the extent that the AEC in a contract or agreement with the De- 
partment of Defense or other government agency reserves the right to con- 
trol the dissemination of Restricted Data. However, Department of De- 
fense personnel and personnel of other government agencies are required to: 

1. submit semiannual inventories of Top Secret documents to the 
Central Document Control Section, Document and Information Control 
Branch, Division of Security, Atomic Energy Commission, 1901 Con- 
stitution Avenue, NW., Washington 25, D.C. ; 

2. secure consent from appropriate personnel of the Atomic Energy 
Commission or its contractors to reproduce additional copies of Top 
Secret or Secret documents originated by personnel of the Atomic 
Energy Commission or its contractors; 

3. secure consent from appropriate personnel of the Atomic Energy 
Commission to retransmit to another government agency any classified 
documents originated by the Atomic Energy Commission or its con- 
tractors; or 

4. secure consent from appropriate personnel of the Atomic Energy 
Commission prior to downgrading, declassifying or transclassifying 
classified documents originated by the Atomic Energy Commission. 

1012 Transmission of secret or confidential documents to and from Canada. 
Where authorized by the appropriate Manager of Operations or the Head of a 
Division or Office Headquarters, Secret or Confidential documents may be trans- 
mitted between Atomic Energy Commission offices and Canadian installations. 
Unless otherwise specifically authorized by the General Manager, Atomic Energy 
Commission and contractor personnel shall: 

a. Forward such documents to be transmitted to Canada through the Di- 
vision of International Affairs, U.S. Atomic Energy Commission, Washing- 
ton 25, D.C., which will assure that the contents are within the scope of 
the agreement for cooperation with Canada ; and 

b. Transmit such documents only between U.S. government owned and 
Canadian government owned installations. 

In all cases United States and Canadian registered mail with registered mail 
receipt shall be used. ° 

1013 Transmission of classified documents to personnel in foreign countries 
ether than Canada. 

a. Atomic Energy Commission Personnel. Where authorized by the ap- 
propriate Manager of Operations or Head of a Division or Office, Headquar- 
ters, Secret and Confidential documents may be transmitted to U.S. Atomic 
Energy Commission personnel in foreign countries other than Canada. 

All such mail shall be forwarded to the Director, Division of Interna- 
tional Affairs, Headquarters, for delivery to the Department of State. The 
inner envelope shall be addressed to the intended recipient. It shall be 
marked with the appropriate security classification and extra marking and 
in addition shall contain the following instructions typed thereon: 


“DELIVERY INSTRUCTIONS” 


“1. Upon arrival at foreign post, notify addressee and hold until 
secured by addressee or his designated representative. 

“2 Store in a three-way combination lock repository until secured 
by addressee or his designated representative.” 
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2105-11 Records. 


111 Records to be maintained of secret documents. 

a. At time of preparation or reproduction. The office, division or facility 
which prepares or reproduces Secret documents shall maintain a permanent 
record containing the following information : 

1. Description of document, including subject or title and originator 
or document number ; 

2. Classification of document ; 

3. Copy number and series ; 

4. Date of document ; 

5. Number of copies originally prepared, or number of copies repro- 
duced and date thereof ; 

6. Initial disposition of each copy. 

b. Incoming or outgoing documents. Each office, division or facility 
shall maintain a permanent log or similar mail record of Secret documents, 
both incoming or outgoing, containing the following information : 

1. Description of document, including subject or title and originator, 
or document number ; 
. Classification of document ; 
. Copy number and series; 
. Date of document; 
. Date document was received or dispatched ; 
. Name of person and office to which document was transmitted ; or 
7. Name of person and office from which document was received. 

112 Records to be maintained of confidential documents. Records prescribed 
above for documents classified Secret shall be maintained for documents classi- 
fied Confidential, if they are documented. The custodian has the option of 
maintaining records for other Confidential documents. 

113 Transfer of documents within limited or exclusion areas. In the trans- 
fer of documents classified Secret (or Confidential when documented) within 
limited or exclusion areas, records as prescribed by the Manager of Operations 
or the head of a division or office in headquarters for activities under their 
jurisdiction may be maintained in lieu of receipts in accordance with Subsection 
2105—103f above. 


2105-12 Reproduction of classified documents. 

121 Reproduction of secret documents. 

a. Authority to reproduce a Secret document and to make intended dis- 
tribution shall be obtained in writing from the classifying authority, his 
successor or higher authority. The person granting permission shall assign 
the proper series designation. 

b. Emergency Reproduction. When immediate reproduction of additional 
copies of a Secret document is required, the custodian may reproduce a 
minimum number of copies. He may assign to such copies the series desig- 
nation following the shown on his copy. However, immediate notice of 
reproduction shall be given the classifying authority. Corrections shall be 
made if the classifying authority determines that the series designation 
assigned is incorrect. 

122 Reproduction of confidential documents. Documents classified Confi- 
dential may be reproduced for official purposes by employees of the Atomic 
Energy Commission or its contractors who require copies in the course of the 
performance of their duties. Series designation to be applied to additional 
copies of documented Confidential documents reproduced should be obtained by 
the person responsible for the reproduction from the classifying authority. 

123 Microfilm reels. Microfilm reproduction of classified documents for 
vital record purposes may be made by Atomie Energy Commission or contractor 
employees with the approval of the Manager of Operations or Head of the 
Division or Office, Headquarters, concerned. Microfilm reproduction for the 
purpose of destroying classified documents may be accomplished only after the 
consent of the Director, Division of Construction and Supply, in the Headquarters 
office, has been secured. Prior to the inclusion of any Secret document on a 
microfilm reel prepared for other than vital record purposes, the consent of the 
classifying authority, his successor, or higher authority shall be obtained. 
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124 Reproduction by heads of divisions and offices, headquarters. 

a. Heads of Divisions and Offices in Headquarters are exempt from the 
necessity of securing permission to reproduce: 

1. Classified documents originated in operations offices under their 
jurisdiction; or 

2. Any classified document submitted to the Secretariat for reproduc- 
tion, either as a single paper or in a compilation, for circulation to the 
Commission. 

b. When the head of a division or office in headquarters requests the 
Secretary, Atomic Energy Commission, to reproduce a documented classified 
document, and a new series designation has not been obtained, the Secretary 
shall identify the copies reproduced by the symbol “SEC” followed by a new 
series designation. For example, the first copy of the first set of such 
documents reproduced by the Secretariat shall bear thereon the notation 
“(SEC) A” as follows: 

“This document consists of 5 pages No. 1 of 15 copies, Series (SEC) A.” 

ce. In all cases involving the reproduction of Top Secret or Secret docu- 
ments specified above, the official requesting the reproduction shall be re- 
sponsible for notifying the classifying authority or his successor as to: 

1. The fact that reproduction was made, and 
2. The distribution of copies of the reproduced document. 

125 Classification of reproduction. If an exact copy of a classified document 
is prepared it will bear the same classification as the document reproduced. If 
part of a classified document is reproduced and incorporated in another docu- 
ment, determination of whether the new document requires the same classification 
will be made by the classifying authority responsible for the reproduction. 

126 Reproduction by other Government agencies of secret documents origi- 
nated by AEC or contractor personnel. Top Secret and Secret documents origi- 
nated by employees of the Atomic Energy Commission, its contractors, or sub- 
contractors may not be reproduced by another agency without the consent of the 


Atomic Energy Commission classifying authority, his successor or higher 
authority. 


2105-13 Storage of classified documents. 


Top Secret, Secret and Confidential documents shall be stored in accordance 
with the requirements of Chapter 2401. 


2105-14 Change of classification. 
For regulations relative to the following topics, AEC Manual Chapter 3401 
will apply: 
a. Necessity for Review 
b. Change in Classification of Non-Restricted Data Documents Classified 
Secret or Confidential : 
ec. Change in Classification of Documents which Contain Restricted Data 
d. Change of Classification of “Restricted” Documents 
e. Notice of Change of Classification 
f. Mechanics of Effecting Change in Classification 


2105-15 Destruction of classified documents. 


151 Destruction of secret or confidential documents. 

a. Method of Destruction. Documents classified Secret or Confidential 
shall be destroyed by burning, macerating or pulping or by any other method 
assuring complete destruction by the custodians or by individuals authorized 
by the responsible Manager of Operations, or the Director, Division of 
Security, Headquarters. 

b. A record of destruction shall be maintained in the office of the last 
custodian of all Secret documents and Confidential documents which are 
documented. The record shall contain the following information: 

. Subject or title and originator of the document; 

. Classification of the document ; 

. Date of the document ; 

. Report number, series and copy number ; 

. Date of destruction ; and 

. Signature of the person who destroyed the document. 

If a downgraded Top Secret document is involved, the record will 
set forth the identification number in addition to the items specified. 


Qureohtoe 
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152 Record copies of classified documents, normally the action copies, shall 
not be destroyed unless a disposal schedule has been established in accordance 
with Chapter 0231. If divisions or offices believe that disposition is warranted 
of any category of documents not presently covered by disposal schedules, rec- 
ommendation to that effect should be made to the records officer of the operations 
office involved or of the Headquarters office. A copy of Form AEC-331 shall be 
submitted in conjunction with this recommendation. (See Subsection 2106— 
102). 

153. Disposal of waste. 

a. Typewriter ribbons, carbon paper, stenographer’s notes, imperfect 
copies, or undocumented work sheets, undocumented stencils or other un- 
documented master copies which bear or warrant a classification, should be 
safeguarded pending destruction and destroyed in the manner prescribed 
for documents of the same classification. 

b. A record of destruction is not required in these cases. 

154 Destruction of cylinders or disks. Cylinders which have classified infor- 
mation recorded thereon may be shaved and this will be considered the equiva- 
lent of destruction. Cylinders which cannot be shaved and disks or other sound 
recordings which contain classified information shall be either broken or torn 
(depending on the composition) and burned. 

155 Destruction of receipts. 

a. Classified material receipts. The suspense (usually the triplicate) copy 
of a Classified Material Receipt, Form AEC-126, or receipt form similar 
in content, retained by the sender pending return of a copy from the ad- 
dressee may be destroyed as soon as the original copy has been returned. 
The duplicate copy of this receipt may be destroyed one year after the date 
of the transaction. The original copy may be destroyed at any time after 
the lapse of five years from the date of transmission appearing on the 
receipt. 

b. Receipts for classified documents transmitted to foreign governments. 
Copies of receipts for classified documents transmitted to foreign govern- 
ments shall be retained permanently, or until five years from the date of 
transmission if the documents dispatched have been declassified in the in- 
terim. 


2105-16 Unaccounted for documents. 


161 General. Any employee of the Atomic Energy Commission, its contractor 
or subcontractors, who discovers that a classified document is unaccounted for 
shall report the fact immediately in writing through appropriate administrative 
channels to the responsible AEC security office. In the discretion of the Manager 
of Operations or the Director, Division of Security, Headquarters, a 48-hour 
search period may be allowed prior to such report if: 

a. Unaccounted for Secret or Confidential documents are involved; and 

b. No indication exists of the violation of any law. 

In cases of Secret or Confidential documents where there is evidence of 
the violation of any law and in all cases of unaccounted for Top Secret 
documents, immediate reporting is required consistent with AEC Manual 
Chapter 2601. 

162 Reporting to Federal Bureau of Investigation. Immediate reporting to 
the Federal Bureau of Investigation is required in eases involving: 

a. Loss of classified documents off-site; and 

b. Classified documents unaccounted for under circumstances indicating 
a violation of law. 

163 Documents of other agencies. In any case involving unaccounted for 
classified documents, or possible compromise of classified documents, originated 
outside the Atomic Energy Commission, its contractors, or subcontractors, the 
responsible Manager of Operations or the Director, Division of Security for the 
Headquarters Office, shall furnish a written report of the matter to the origi- 
nating agency. Managers of Operation shall forward copies of such reports to 
the Director, Division of Security, Headquarters. 

164 Reports to Director, Division of Security, Headquarters. The responsible 
Manager of Operations shall immediately notify the Director, Division of Se- 
curity, Headquarters, as to: 

a. Any unaccounted for Top Secret documents ; and 

b. Any other unaccounted for classified document which has been reported 
to the Federal Bureau of Investigation. - 
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In all such instances, the Director, Division of Security, shall be notified 
initially by priority teletype. Thereafter, the Director, Division of Security, 
Headquarters, shall be kept currently informed of the status of such mat- 
ters by written report. The content of the report is specified in AEC Manual 
Chapter 2601. 

165 Monthly report. 

a. Requirement. Each Manager of Operations shall submit to the Di- 
rector, Division of Security, Headquarters, on or before the tenth of the 
month following that for which it is prepared, a report containing the fol- 
lowing information relating to the number of classified documents: 

1. Unaccounted for at the beginning of the reporting period; 

2. Reported as unaccounted for during the period; 

3. Accounted for during the period; and 

4. Remaining unaccounted for at the end of the period. 

The report number of any Secret Research and Development Report 
or Weapon Data Report included in item 2 or 3 of this report should be 
specified. ; 

b. Statistics to be furnished. For each category listed above, figures 
should be submitted on the following basis: 

1. Number and classification of documents originated by Manhattan 
Engineer District; and 

2. Number and classification of documents originated by personnel of 
of the Atomic Bnergy Commission or its contractors. 

The information as to each area office or field should be set forth 
separately in this report. 

166 Action to be taken. When a classified document is unaccounted for, the 
Manager of Operations or Director, Division of Security, Headquarters, shall 
assure that immediate action is taken either in advising the Federal Bureau of 
Investigation in circumstances specified in 2105-162 above or in having a search 
made by AEC or contractor employees for the unaccounted for document if there 
is no reason for notifying the Bureau. In the former case, if the Federal Bureau 
of Investigation does not contemplate investigation, an immediate search should 
be conducted by or under the supervision of the responsible Atomic Energy Com- 
mission or contractor security office. In all cases in which searches are to be 
conducted by the Atomic Energy Commission or its contractors, the following 
action shall be taken as a minimum: 

a. Compliance with reporting requirements ; 

b. Interview with and signed memorandum from the last known custodian 
and from other personnel who may have pertinent information relating to 
the accountability of the document or the circumstances under which it be- 
came unaccounted for ; 

ec. Physical search of the office of the last known custodian. If a number 
of offices are involved in the search the responsible Manager of Operations or 
the Division of Security for the Headquarters Office, shall assure the conduct 
of the search, or obtain a signed memorandum from the person exercising 
overall administrative responsibility for other organizational units that the 
search has been conducted. The statement obtained shall contain the fol- 
lowing language: “A complete search has been made of the following offices: 
(insert appropriate information) and the document has not been located. 
This search has included an examination of the document control records and 
of other documents to assure that the document is not misfiled.” 

d. Review by disinterested authority of the classification assigned to the 
document at the time the document became unaccounted for and on annual 
basis thereafter. 

e. Review of records kept by custodian, central files, local central docu- 
ment control office (if any), i.e. downgrade notices, destruction certificates, 
classified material receipts, letters of transmittal, incoming and outgoing 
mail logs. 

f. Determination of the reason why the document is unaccounted for and 
action to prevent recurrence. 
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CONT ROL OF CLASSIFIED DOCUMENTS 


AEC Appendix 
2105-103 
"Sari 


U. S. Aromic Enercy Commission 


CLASSIFIED MATERIAL RECEIPT 


“INSTRUCTIONS: 
1. Origina! of this receipt to be signed personally by recipient and returned to { 
2. Duplicate to be retained by recipient. 
8. Triplicate to be retained by sender in suspense file. 


4. Avorw Inpewrurriva Marenuat Bevow tn Ant Manner Watce Miomr Necessrrate Ciassirication or Tas Racerrr. 
DATE OF DOCUMENT 
cnn OR LETTER OF FROM— 
DICK’ TRANSMITTAL 
| 


MORE NO 


a ADDRESSED TO— 


Number of enclosures and 
attachments: 


CERTIFICATE 


I have personally received from the sender the material, including enclosures and attachments, as 


indentified above. I assume full responsibility for the safe handling, storage, and transmittal else- 
where of this material in full accordance with existing regulations. 


SIGNATURE OF COURIER 


November 13, 1956 
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Revision: Chapter 2105. CONTROL OF CLASSIFIED DOCUMENTS (General 
Provisions) 


TRASMITTAL NOTICE 


1. Please make the following pen and ink changes in AEC Manual Chapter 
2105 : 

a. In ‘subsection 2105-094, line three, change the reference from Section 
2106-04 to Section 2106—05. 

b. In subsection 2105-095, line two, change the reference from Section 
2106-046 to Section 2106-056. 

ce. Change subsection 2105—-102a2(a) to read “Recipients have appropriate 
AEC clearance if Restricted Data documents are to be transmitted or have 
clearance from their own agency for the classification of information in- 
volved if classified documents not containing Restricted Data are to be 
transmitted.” 

d. Change subsection 2105—-106b4 to read “By Railway or Air Express, 
using ‘Protective Signature Service’ or Railway Express using ‘Recorded 
Tally Service’.” 

e. Change the third sentence in subsection 2105-101la to read “Requests 
for classified documents containing Restricted Data to be transmitted to 
personnel. .. .” 

f. Delete the word “Secret” in the title of subsection 2105-126. 

2. Please file this revision notice in Part 2100 of your AEC Manual. 


J. A. WATERS, 
Director, Division of Security. 
December 4, 1956. 


CHAPTER 2106.1. CONTROL OF TOP SECRET DOCUMENTS 
Correction: Chapter 2107. OUTSIDE AGENCY DOCUMENTS 


TRANSMITTAL NOTICE 


1. Attached is AEC Manual Chapter 2106 which supersedes the following 
paragraphs of Bulletin GM-SEC-5: 7a(1), 7a(3) (in part), 8d(2) (in part), 
8e, 8g (in part), 8h (in part), 9b (in part), 9c, 9h, 10c(1) (a), lla, 11d, 12, 
13a, 13f (in part), 13h (in part), 15b (in part), 15d, 15f (in part), 15¢(1), 16, 
17a, 17c(2) (in part), 17e, 19, 2la (in part), 23 and 24; and Exhibits II, III, 
IV and VI. 

2. The following principal changes have been made in this chapter: 

a. Responsibilities of authenticating officials have been modified. 

b. Responsibilities of Top Secret Control Officers have been revised. 

e. Consent of the authenticating official, his successor or higher authority 
is no longer required for the destruction of Top Secret documents. 

3. Form AEC-124 “Top Secret Cover Sheet”, illustrated as Appendix 2106-055, 
has been revised slightly, However, existing supplies of this form may be used. 

4, Appendix 2106-03, Table of Authenticating Officials, has been issued sep- 
arately. 

5. Please make the following pen-and-ink changes in Chapter 2107 : 

a. In Subsection 2107—082a, change the reference from “Subsection 2106— 
041” to read “Subsection 2106-051.” 
b. In Subsection 2107-086, change the reference from “Section 2106-09” 
to read “Section 2106-10”. 
6. Please file this Chapter in Part 2100 of your AEC Manual. 


R. W. Coox, 
Deputy General Manager. 


October 16, 1956. 


1 With revisions of April 10, October 4, October 11. 
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Chapter 2106. CONTROL OF TOP SECRET DOCUMENTS 


Volume: 2000 Security 
Part: 2100 Control of Classified Information and Documents 


2106-01 Purpose and scope. 


This chapter sets forth the policy and procedures applicable to the safeguard- 
ing of Top Secret documents. Additional instructions on Top Secret outside 
agency documents, Top Secret weapon data documents and Top Secret docu- 
ments containing production rate and stockpile data are set forth in ADC 
Manual Chapters 2107, 2108, and 2110, respectively. 

2106-02 Responsibility. 

021 Managers of Operations are responsible for : 

a. Requesting the designation of Top Secret authenticating officials in 
activities under their jurisdiction. (See Section 2106-03.) 

b. Furnishing the names of alternate authenticating officials to the Di- 
rector, Division of Security, Headquarters. (See Section 2106-032.) 

ce. Assuring the designation of Top Secret Control Officers by persons ad- 
ministratively responsible for divisions or other comparable organizational 
units under their jurisdiction. (See Section 2106—04.) 

d. Maintaining necessary records to account for Courier Receipts, Form 
AEC-60. (See Subsection 2106—061b.) 

e. Issuing procedures for the transportation of Top Secret documents 
within security areas. (See Subsection 2106—063.) 

f. Assuring a spot check of all inventories of Top Secret documents in 
activities under their jurisdiction. (See Subsection 2106-074.) 

g. Approving personnel to witness the destruction of Top Secret docu- 
ments. (See Subsection 2106—104.) 

h. Designating appropriate custodians on the transfer of termination 
of Top Secret Control Officers or other custodians of Top Secret documents. 
(See Section 2106-11.) 

i. Assuring the establishment of procedures for the internal safeguarding 
and handling of Top Secret documents in each division or similar organiza- 
tional unit. (See Section 2106-12.) 

j. Designating personnel authorized access to Top Secret information. 
(See Subsection 2106-122.) 

k. Reviewing periodically Top Secret control practices. (See Subsection 
2106-126. ) 

022 Heads of divisions and offices, headquarters, are responsible for perform- 
ing the functions listed in Subsections 2106-02la, b, f, h and j in activities 
under their jurisdiction and for: 

a. Designating Top Secret Control Officers in activities under their juris- 
diction. (See Section 2106-04.) 

b. Issuing procedures for the the internal safeguarding and handling 
of Top Secret documents. (See Section 2106-12.) 

023 The Director, Division of Security Headquarters, is responsible for per- 
forming the functions listed in Subsection 2106—02l1g and k above in the Head- 
quarters office and for: 

a. Designating authenticating officials with the concurrence of the Direc- 
tor, Division of Classification, Headquarters. (See Section 2106-03.) 

b. Developing procedures for the transportation of Top Secret documents 
within security areas in the Headquarters office and activities under its 
jurisdiction. (See Subsection 2106-063.) 

ce. Maintaining central accountability of Top Secret documents originated 
by or in the custody of the AKC or its contractors. 


2106-03 Who may classify. 


The authority to certify that documents require a Top Secret classification is 
restricted to authenticating officials designated by the Director, Division of 
Security, Headquarters, with the concurrence of the Director, Division of Classifi- 
cation, Headquarters, based on written request from a Manager of Operations 
or the Head of a Division or Office, Headquarters. This authority shall be 
limited to a minimum number of key personnel consistent with operational 
necessity. Authenticating officials are designated not as individuals but as 
ment of positions. (See Appendix 2106-03 for table of authenticating 
officials. 
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031 Responsibilities of the authenticating oficial. 


a. The authenticating official has responsibilities in the following phases 

of Top Secret document control: 

. Determination of the original classification (2106-03) ; 

. Designation of alternate authenticating officials (2106-032) ; 

. Assurance that only the minimum number of copies is prepared ; 
. Reproduction of Top Secret documents (2106-08) ; 

5. Change of classification (2106-09). 

032 Designation of alternate authenticating official. An authenticating offi- 
cial may designate up to three principal staff assistants as alternates to authen- 
ticate Top Secret documents under his symbol. The names of such alternates 
shall be furnished the Director, Division of Security, Headquarters, by Man- 
agers of Operations and Heads of Divisions and Offices, Headquarters. 

033 Transfer or termination of authenticating official. If an authenticating 
official transfers or terminates, his symbol will become inactive. If the Man- 
ager of Operations or Head of a Division or Office, Headquarters, determines 
that the authenticating official’s successor requires the authority to authenti- 
cate, a request for the designation of the successor as an authenticating official 
will be made to the Director, Division of Security, Headquarters. 


2106-04 Designation of top secret control officer. 


Persons administratively responsible for divisions or other comparable organ- 
izational units which receive, store, prepare, or transmit Top Secret documents 
shall designate in writing one Top Secret Control Officer and not more than three 
alternates. The duties of the Top Secret Control Officer include: 

a. Receipt of Top Secret documents or any transfer of documents between 
divisions or comparable organizational units. 

b. Receipt, storage, inventorying, and transfer of possession of Top Secret 
documents within the division or comparable organizational unit. 

e. Accounting for Top Secret documents within the organization by main- 
taining a permanent record showing all Top Secret documents authenti- 
cated, in his custody, received, dispatched, downgraded, declassified or de- 
stroyed (see Section 2106-07). This record shall show the individual in the 
division or other comparable organizational unit who has possession of any 
Top Secret document at any time or the disposition made by the organiza- 
tional unit of any Top Secret document. 

d. Preparation of Top Secret documents for transmission outside the 
division or comparable organizational unit. 

e. Maintaining a list of persons authorized access to Top Secret informa- 
tion and assuring that Top Secret documents are issued accordingly. 

f. Requiring the return of Top Secret documents to central storage at the 
end of each working day or authorizing their retention beyond normal 
working hours. 

g. Liaison with the security office for all matters relating to the account- 
ability and safeguarding of Top Secret documents. 


2106-05 Preparation of top secret documents. 
051 Authentication. 


a. Definition. “Authentication” is the certification that a document re 
quires a Top Secret classification. 

b. How documents are authenticated. The determination by the authenti- 
cating official that a document requires a Top Secret classification is indi- 
cated by an authentication stamp placed on the first page of the document. 


Fe eM A i a pan heen ge ie eee TO once 
U.S. ATOMIC ENERGY COMMISSION 

y: (Signature of official authenticating document) 
DOCUMENT NO. XX-18-3A 


The authenticating official or his alternate shall personally sign each 

Top Secret document authenticated in the space reserved on the third 

line of the stamp shown above. When authenticating Top Secret docu- 

ments, the alternate shall place the name of the authenticating official 
and sign his own name beneath that of the authenticating official. 

e. Authenticating symbols (XX, XL, etc.) are assigned by the Director, 

Division of Security, Headquarters. 


or OD 








—  -_ 
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d. Identification number. The item “DOCUMENT NO.” which appears 
in the authentication stamp is completed by the identification number of the 
document. This number is derived in the following manner: 

Identification Number XX-—18-3A ; 
XX is the symbol assigned to the official authenticating the document ; 
18 refers to the fact that the document on which this number 
appears is the eighteenth document authenticated under that 
symbol (documents authenticated shall be numbered consecu- 
tively) ; 
3 is the copy number; and 
A is the series designation. 
Each copy of a Top Secret document has its individual identifica- 
tion number. 
e. Drafts and work sheets. 


1. Draft copies used in the preparation of Top Secret documents 
shall be marked in accordance with AEC Manual Subsection 2105-091 
and 092 and shall be documented. Unless they are required to be re- 
tained, draft copies should be destroyed as soon ag a copy of the docu- 
ment has been prepared in final form. They shall be authenticated: 

(a) if retained after the document is prepared in final form; 
(b) when transmitted outside the originating division or similar 
organizational unit ; or 


(c) in any case not later than sixty days after date of origi- 
nation. 

2. Work sheets containing Top Secret information shall be marked 
in accordance with AEC Manual Subsections 2105-091 and 092 and shall 
shall be documented. They shall be authenticated : 

(a) when transmitted outside security area protection; or 

(b) not later than sixty days after date of origination. 
Although a sixty day period of retention is permitted prior to authenti- 
cation, Top Secret work sheets should be destroyed as soon as their 
retention is no longer required. 

3. Unauthenticated Top Secret drafts and work sheets shall be con- 
trolled in a manner comparable to that provided for authenticated Top 
Secret documents. Procedures for the control of this category of docu- 
ment shall be in writing and approved by the responsible Manager of 
Operations or Head of a Division or Office, Headquarters. Reporting 
to the Central Document Control Section and inventory procedures are 
applicable to Top Secret drafts and work sheets only after they have 
been authenticated. 


f. Records of the combinations of safes containing Top Secret documents 
need not be authenticated. 

52 Classification and extra marking. For provisions as to marking and extra 

marking of Top Secret documents, see Subsections 2105-091, 092 and 094. 
053 Documentation shall be placed on each copy of a Top Secret document 
in the manner prescribed for Secret documents in Subsections 2105-093 and 
054 Designation of date of destruction. When it is possible to determine on 
authentication or reproduction that a Top Secret document may be destroyed at 
a particular time, the authenticating official shall note this fact on copies pre- 

pared as follows: 


“Destroy this copy within .____- days” 


This statement should ordinarily be placed on all but action copies and the 
record copy retained by the authenticating official. Although the time set for de 
struction may vary, a requirement for destruction in 60-90 days would ordi- 
narily be appropriate. 

055 Cover sheet. A Top Secret Cover Sheet, Form AEC—124 (Appendix 2106— 
055), shall be attached to each copy of a Top Secret document immediately after 
preparation and shall remain attached while the Top Secret document is in the 
custody of personnel of the Atomic Energy Commission or its contractors (see 
2106-0614). All persons, including secretarial and clerical personnel, who 
read all or any portion of a Top Secret document, shall sign the cover sheet and 
supply the other information required. Regardless of the number of times a 
person has access to a particular copy of a Top Secret document, he is required 
to sign the Top Secret Cover Sheet only once. 
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056 Top Secret transmittal. A letter of transmittal for Top Secret docu- 
ments need not be authenticated and classified as Top Secret provided: 

a. It does not contain Top Secret information ; 

b. It is clearly marked (preferably in red ink in letters not smaller than 
one-quarter inch) TOP SECRET TRANSMITTAL on the top and bottom 
of each page; 

e. It contains the extra markings required by its contents ; 

d. It is transmitted with and is not part of the document ; 

e. The following wording is placed proximate to the Top Secret Trans- 
mittal marking on the first page: 

“When separated from enclosures, handle this document as 


(Insert proper classification ) 













































057 Consolidation of Top Secret documents. 


a. Definition. “Consolidation” refers to a compilation of Top Secret 
documents or of Top Secret documents and documents of other classifications. 

b. Type of documents readily consolidated. Recurring reports and other 
documents prepared at periodic or intermittent intervals are readily adapt- 
able to consolidation, Examples of Top Secret documents consolidated in 
the past are the SF Shipping Form, Form AEC-101; the SF Supplemental 
Measurement Report, Form AEC-102; SF Material Inventory ; and Monthly 
Production Report. 

ec. Format for consolidation. Each consolidation shall result in a docu- 
ment permanently fastened together. The first page(s) shall contain an 
index listing the identification numbers of all Top Secret documents included 
in the consolidation. The identification numbers previously assigned to the 
documents consolidated shall be lined out and one identification number 
assigned to the consolidated document. 

d. Authentication of consolidation. The consolidated document shall be 
authenticated in the same manner as any other Top Secret document. 

e. Documentation of consolidation. Appropriate documentation shall be 
assigned to the consolidation. The letter “A” shall designate the original 
set of copies prepared. The total number of pages of all documents shall be 
contained in the documentation. 

f. Report to Central Document Control Section. If it contains the pre- 
seribed information, a copy of the index page(s) signed by the authenticat- 
ing official may be furnished to the Central Document Control Section, Head- 
quarters, as the authentication report required by Subsection 2106-072. 
Otherwise, a report setting forth the required information shall be furnished 
to the Central Document Control Section by the authenticating official. 

g. Reproduction of documents included in consolidation. Consent for re- 
production of a Top Secret document included in a consolidation shall be 
obtained from the authenticating official whose symbol appeared on the in- 
dividual document to be reproduced, his successor or higher authority. 


2106-06 Transmission of Top Secret documents. 
061 Receipts for Top, Secret documents. 

a. Document receipt. Whenever the custody of a Top Secret document is 
transferred, Form APC—247, Receipt for Top Secret Documents (Appendix 
2106—061a), shall be used. The sender of the Top Secret document shall 
prepare the receipt form and include his own full name (first name, middle 
initial, and last name), the title of his position, his address, and the name 
(first name, middle initial, and last name), title of position and address of 
the addressee. The receipt shall list the documents by identification num- 
ber. More than one document may be included on one receipt provided that 
the same sender and same addressee are involved. Complete instructions 
for the use of this receipt are contained thereon. The receipt for the 
document shall be placed in the inner envelope. Any transfer of possession 
of a Top Secret document shall be made within a division or comparable 
organization only on the basis of the completion of a copy of a Classified 
Material Receipt, Form AHC—126, or a receipt form similar in content, signed 
by the person for whose use the document is officially intended or his 
authorized representative. 

b. Courier receipt. If the transmission of a document requires the serv- 
ices of a courier, Courier Receipt, Form AEC-60 (Appendix 2106—061b), 
shall be used. Managers of Operations shall maintain such records as are 
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necessary to account for the receipts. Bound books of courier receipts, each 
containing 50 sets of receipts, prepared in duplicate and numbered in se- 
quence, may be obtained from the Director, Division of Security, Head- 
quarters. Instructions for the use of courier receipts are set forth in these 
books. 

ec, Receipt number. When a Top Secret document is transmitted by courier, 

the number of the Receipt for Top Secret Documents shall be placed on the 

outer envelope for identification purposes and also on the courier receipt. 
For example, the Courier Receipt may read as follows: “One sealed envelope 
identified as WA-103.” 

d. Cover sheet. Top Secret Cover Sheets shall be removed from Top 
Secret documents to be transmited to another government agency by the 
Top Secret Control Officer in the sender’s organization prior to transmission. 
They shall be retained by the Top Secret Control Officer in his organizational 
unit. A blank Top Secret Cover Sheet, Form AEC-—124, shall be placed 
on the face of the Top Secret document prior to transmission. 

062 Use of envelopes or wrappers in transmission of top secret documents. 
All Top Secret documents shall be enclosed in two envelopes or wrappers for 
transmission, whether within or outside exclusion or limited areas with the ex- 
ception of instances in which delivery is made in limited or exclusion areas by 
one Top Secret Control Officer or his alternate to another. 

a. The inner envelope or wrapper shall be opaque, addressed to the per- 
sons for whom the document is intended, sealed with transparent cellulose 
tape and marked with the classification marking “Top Secret” on the front 
and back. Either the “Restricted Data” or “Espionage Act’ marking, as 
appropriate, shall be placed on the face of each envelope or wrapper con- 
taining a Top Secret document (see Bulletin GM—SEC-—5, paragraph 8c, to 
be published in Subsection 2105-092). 

b. The outer envelope or wrapper shall be opaque and adequately sealed. 
It shall be addressed in the ordinary manner with no indication of the 
classification of the document(s) transmitted. The number of the Receipt 
for Top Secret Documents, Form AEC—247, contained therein shall be placed 
in the lower right hand corner of the outer envelope or wrapper. 

063 Transportation within security areas. A Top Secret document may be 
transported within offices in the same building or in separate buildings in the 
same security area by authorized courier, special messenger, by the custodian 
or by the Top Secret Control Officer or his alternate, subject to procedures 
issued by the responsible Manager of Operations, or the Director, Division of 
Security, Headquarters, for the Headquarters office. 

064 Transmission outside security areas. When a Top Secret document is 
transmitted outside security areas the document shall be transported only by 
authorized courier. 

065 Top secret documents furnished to the Federal Bureau of Investigation. 
Top Secret documents transmitted to the Federal Bureau of Investigation shall 
contain the following marking on the cover sheet: 


“Transmit this document only by courier.” 


066 Transmission of top secret documents to Department of Defense and 
other Government agencies. Top Secret documents may be furnished to person- 
nel or titled positions in an agency of the Department of Defense, or its con- 


tractors or in the Armed Forces only in accordance with the provisions of Sub- 
sections 2105-102 and 2105-1011. 


2106-07 Records, reports and inventories of top secret documents. 


071 Records maintained by top secret control officer. Each Top Secret Con- 
trol Officer shall keep an accurate inventory record of all Top Secret documents 
in the possession of personnel in activities under his jurisdiction. When the 
volume of such documents is large, it is suggested that some form of visible 
index be employed. 

a. Record of authentication or reproduction. Each Top Secret Control 
Officer shall maintain a cumulative record of all copies of Top Secret docu- 
ments which bear the symbols of authenticating officials in activities under 
his jurisdiction. This record shall include the following information: 


1. description of each Top Secret document (subject or title and 
originator) ; 
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CAUTION: Care should be exercised in describing the document in 
order to avoid the classification of the description. 

2. identification number of the document ; 

3. date of document; 

4. number of copies prepared or reproduced, initial disposition of 
each copy and date thereof. (Where reproductions are made by a per- 
son other than the authenticating official, authority for the reproduc- 
tion shall be included) ; 

5. number of pages included in the document; 

6. date prescribed for destruction of copies in accordance with sub- 
section 2106-054; and 

7. if automatic downgrading or declassification is involved, the event 
or date on which the change of classification is to be effected. 

b. Documents received. Each Top Secret Control Officer shall maintain an 
accurate inventory record of all Top Secret documents received. This record 
shall include the following information : 

1. identification number of the document, or if the document is not 
numbered, a brief description of the document ; 

2. date the document was received ; 

8. name of sender ; and 

4. the number of the accompanying receipt. 

ce. Documents transmitted. In the case of a Top Secret document trans- 
mitted from one division or other comparable organizational unit to another, 
the Top Secret Control Officer shall maintain a record containing the follow- 
ing information : 

1. identification number of the document; or if the document is not 
numbered, a brief description of the document ; 

2. date of transmission ; 

3. name of the addressee to whom transmitted ; 

4. the number of the accompanying document receipt. 

d. Record of downgrading, declassification or destruction. The inventory 
record shall also contain any information as to downgrading, declassifica- 
tion or destruction and the authority for such action. 

072 Report of authentication, reproduction, downgrading or destruction. 
When a Top Secret document is authenticated, reproduced, downgraded, de- 
classified or destroyed, an immediate report shall be forwarded by the Top Secret 
Control Officer in the organizational unit in which such action was taken, to the 
Central Document Control Section, Document and Information Control Branch, 
Division of Security, Headquarters. In addition, when reproduction is made by 
an office other than that of the authenticating official, the Top Secret Control 
Officer in the office responsible for the reproduction shall notify the authenti- 
eating official’s Top Secret Control Officer of the number of copies reproduced 
and their distribution. Reports shall contain the date and nature of the action 
taken and such other information specified in Subsection 2106—-071a as is appli- 
cable. 

073 Report of return of document by outside agency. When a Top Secret 
document originated by personnel of the Atomic Energy Commission or its con- 
tractors is returned by an outside agency, the Top Secret Control Officer in the 
receiving office shall submit a report to the Central Document Control Section 
containing the following information : 


1. Identification number of the document; 
2. Name of person, office and agency from which received ; and 
3. Date on which the document was received. 


074 Semiannual inventory of top secret documents. Each Top Secret Control 
Officer shall take a semiannual inventory as of April 30 and October 31 of all 
Top Secret documents in the possession of personnel in activities under his 
jurisdiction, including outside agency documents. The original copy of this 
inventory, signed by the custodian (i. e., the authenticating official or his suc- 
cessor in cases in which the documents had not been sent outside of his office or 
in other cases the person to whom the documents were charged by Receipt for 
Top Secret Documents, Form AEC-247) shall be submitted to the Central Docu- 
ment Control Section, Document and Information Control Branch, Division of 
Security, Headquarters, by the fifteenth day of the following month. This 
inventory shall be made by physically checking the documents against the 
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records maintained by the Top Secret Control Officer. Upon completion of the 
physical check, the following information shall be submitted in the inventory: 
a. Identification number of each document (documents shall be listed in 
numerical sequence) ; or 
b. Description (subject or title), date, name of originator(s), if any docu- 
ment does not contain an identification number. In the latter case imme- 
diate action shall be taken to obtain the proper number. The Manager of 
Operations or Head of a Division or Office, Headquarters, shall assure a 
spot check of the inventory. 


2106-08 Reproduction of top secret documents 


081 Authority to reproduce. Permission to reproduce and to make the in- 
tended distribution of a Top Secret document shall be obtained in writing from 
the authenticating official whose symbol appears on the document, his successor, 
his alternate, or higher authority. When possible, date of destruction shall be 
determined by the person who authorizes the reproduction (2106-054). 

082 Emergency reproduction. In an emergency, oral approval may be secured, 
but confirmation of such approval shall be furnished immediately in writing. 

For reproduction by Heads of Divisions and Offices, Headquarters, see Sub- 
section 2105-124 (to be issued). 

083 The authentication stamp shall be placed on each copy of a Top Secret 
document produced. If reproduction is made by a person other than the authen- 
ticating official, the authentication stamp shall state: 

Authenticated 
U.S. Atomic Energy Commission 
By Reproduction authorized by : John Doe 
Robert L. Brown 
Document No. XX-—18-3B 
(In the example above, John Doe is the official who has granted authority 
for reproduction and Robert L. Brown is the name of the person making 
the reproduction. ) 

084 Series designation. The proper series designation may be obtained from 
the authenticating official on the occasion of such reproduction or from the 
Central Document Control Section. 


2106-09 Downgrading or declassification of top secret documents. 


091 Review. All Top Secret documents shall be reviewed to determine current 
classification by the authenticating official whose symbol appears thereon, or 
his successor, or if the symbol is inactive, by higher authority at intervals not 
to exceed six months. 

092 Who may downgrade or declassify. Top Secret documents may be down- 
graded or declassified only by the authenticating official, his successor or by 
higher authority. Declassification in such cases shall be restricted to Top Secret 
documents which do not contain Restricted Data. 

Note: For declassification of Top Secret Restricted Data documents see 
Part 3400. 

093 Notice of change of classification. The person authorizing the change in 
classification of a Top Secret document shall forward written notice thereof 
through his Top Secret Control Officer to the Central Document Control Section, 
Documents and Information Control Branch, Division of Security, Headquarters, 
which in turn shall notify custodians of all copies of the new classification. 
Each custodian shall then inform the Central Document Control Section, in writ- 
ing, when the new classification has been placed on the document. 

2106-10 Destruction. 

101 Review of top secret documents. Every custodian shall review at inter- 
vals of not more than six months all copies of Top Secret documents in his 
custody to assure the necessity for retention. If any copies of a Top Secret docu- 
ment are no longer required, immediate action will be taken to return these 
copies to the authenticating official by scheduled courier trips or to have them 
destroyed. 

102 By whom. A Top Secret document may be destroyed by the Top Secret 
Jontrol Officer or his alternate upon authorization of any custodian. 

Caution: A record copy of each Top Secret document produced shall be 
retained by the authenticating official. Retention of this copy enables the 
authenticating official to determine whether reproduction or downgrading 
of other copies should be authorized. Only if downgraded may considera- 
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tion be given to the destruction of the record copy in accordance with 
approved records disposition practices (see Bulletin GM-SEC-—5, paragraph 
17a(1), to be published in Subsection 2105-152). 

(This paragraph does not preclude the destruction of single copy Top 
Secret documents the retention of which are not required by AEC Manual 
Chapter 0230.) 

103 Where date of destruction indicated. If a Top Secret document bears 
the notation thereon, “Destroy Copy Within —_--~- Days,” destruction at the 
time indicated is mandatory unless an extension of time is secured in writing 
from the authenticating official, his alternate or successor. 

104 Method of destruction. Top Secret documents shall be destroyed by 
shredding and burning (with pulverization of the residue), macerating or 
pulping, by the Top Secret Control Officer or his alternate in the presence of a 
representative approved by the Manager of Operations or the Director, Division 
of Security, Headquarters. 

105 Certificate of destruction. Verification that the Top Secret document 
was intact and that all pages included in the documentation were actually 
destroyed shall be made. The Certificate of Destruction shall be signed only 
after such verification. 

a. Preperation. Certificate of Destruction (Form AEC-355) (Appendix 
2106-105a) shall be prepared in triplicate for all Top Secret documents 
destroyed, setting forth the following information : 

1. Identification number of the documents, or if there is no identi- 
fication number, a brief description (subject or title and originator), 
and the date of each document destroyed ; and 

2. Number of pages of which the Top Secret documents destroyed 
consist. 

The certificate of destruction shall be signed by the person destroying 
and by the person witnessing the destruction. 

b. Disposition of copies of the Certificate of Destruction shall be made as 
follows: 

1. One copy shall be retained in the office of the custodian. 

2. The second copy shall be forwarded to the Central Document 
Control Section, Document and Information Control Branch, Division 
of Security, Headquarters. 

8. The third copy shail be forwarded to the authenticating official 
whose symbol appears on the document, if other than the custodian at 
the time of destruction. 

106 Destruction by other agencies. The copy of the Top Secret destruction 
certificate should be submitted by personnel of other agencies to the Central 
Document Control Section. Document and Information Control Branch, Division 
of Security, Headquarters, on the destruction of any Top Secret document oriz- 
inated by personnel of the Atomic Energy Commission or its contractors. The 
fact that any such document has been destroyed shall also be included in the 
semi-annual inventory submitted to the Central Document Control Section. 
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107 Receipt for top secret documents. Except for documents transmitted to 
foreign governments (see Subsection 2105—155b to be issued) the original (white) 
copy of Receipt for Top Secret Documents, Form AEC—247, may be destroyed 
after one year from the date of dispatch which appears thereon. The suspense 
copy of a receipt for Top Secret documents may be destroyed by the sender as soon 
as the original copy has been returned to him. 

108 The top secret cover sheet, Form AEC-124, shall be retained by the ap- 
propriate Top Secret Control Officer for a period of ten years after the date 
of downgrading, consolidation, transfer outside AEC or destruction of a Top 
Secret document. 

109 Courier receipt, Form AEC-—60, may be destroyed after one year from the 
date which appears thereon. 


2106-11 Where top secret control officers or other custodian of top secret docu- 
ments transfers or terminates. 


The responsible Manager of Operations or Head of a Division or Office, Head- 
quarters, shall designate another custodian in sufficient time to insure that 
proper custodial responsibilities are uninterrupted. 


2106-12 Responsibility of organization handling top secret documents. 


Formalized procedures shall be established for the internal safeguarding 
and handling of Top Secret documents in each division or other similar organ- 
izational unit which has possession of such documents. The following measures 
as a minimum shall be provided. 

121 Central storage of top secret docwments within each division or com- 
parable organizational unit. Central storage of Top Secret documents is 
required in each division or comparable organizational unit. To the fullest 
extent practicable separate repositories or separate drawers of such repositories 
shall be used and such repositories shall be locked when not in use. Each Top 
Secret document, where practicable, shall be placed in an individual folder. 
Bach folder shall contain the marking “Top Secret” on both sides. 

122 Designation by appropriate supervisory officials. Managers of Opera- 
tions and Heads of Divisions and Offices, Headquarters, shall designate profes- 
sional, secretarial and clerical personnel who are authorized access to Top Secret 
information. This designation shall be in writing and shall specify the category 
of Top Secret material to which access is to be permitted. (See AEC Manual 
Chapter 2110 (to be issued) for limitation on authorization to grant access to 
Top Secret production rate and stockpile data.) 

123 Transfer of possession. Transfer of possession of any Top Secret docu- 
ment shall be made within the same division or office in the same limited area 
only by the Top Secret Control Officer or his alternate. 

124 Maintenance of Internal Records designating the individual who currently 
has possession of any Top Secret document is required to be retained by each 
division or other comparable organizational unit. 

Note.—This is contrasted with the current custodian as shown in reports 
to the Central Document Control Section (see Section 2106-07). 

125 Suspense action to require return of top secret documents to central 
storage is required in the division or similar organizational unit by the end of 
each working day, unless the Top Secret Control Officer specifically permits 
retention beyond normal working hours. 

126 Periodic reviews, at least once every six months, shall be assured by the 
responsible Manager of Operations or Director, Division of Security, Headquar- 
ters, to determine that adequate security is maintained in each division or other 
organizational unit of the Atomic Energy Commission or of its contractors wihch 
has custody of Top Secret documents. 
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Table of authentication officials (as of August 13, 1957) * 


Inactive 


XXXITI-.....- 
Saban denon 


EV hn scnne 
XXXVII....-. 


XXXVIII--..- 





| Director, Office o 
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Assigned To 


Commanding General, Manhattan Engineer District, Major General 
Leslie R. Groves. 

District Engineer, Oak Ridge, Colonel Kenneth D. Nichols. 

Assistant to Manager, Oak Ridge Operations Office, William P. Miller. 

Chief, Medical Section, Oak Ridge, Major B. M. Brundage. 


ao to Chief, Reports and Statistics Section, Oak Ridge, F. R. 

ullaty. 

Chief, Reports and Statistics Section, Oak Ridge, Harry L. Browne 
and Major Bradley G. Seitz. 

— and Intelligence, Washington, D.C., Lt. Colonel John Lans- 
dale, Jr. 

Director, Division of Security, Washington, D.C., J. A. Waters. 
(Alternate: Paul F. Gaughran.) 

Director, Security Division, Oak Ridge Operations Office, Frank P. 
Callaghan. (Alternate: Thorold Avery.) 

Deputy Manager, Santa Fe Operations Office, ? Elmo R. Morgan. 

{ Production and Engineering, Oak Ridge Operations 
Office, Ned Williams. (Alternate: Francis R. Dowling.) 

Director, Production Division, Oak Ridge Operations Office, Ray C. 
wea (Alternates: St. George Tucker Arnold and Charles 
d eller.) 

Chief, Y-12 ee Branch, Clinton Production Division, Oak 
Ridge, Ned Williams 

Executive Officer to Y-12 Unit Chief, Oak Ridge, pines Thomas E. 
Glover, Major Canfield Hadlock and Tipit G. W. Russell. 

S-50 Area Unit Chief, Oak Ridge, Major T. J. Evans, in 

Chief, X-10 Section, Research Division, Oak Ridge, Major E. J. 
Murphy, Major Harold A. Fidler and Major M. J. Barnett. 

Dit a of Research and Medicine, Oak Ridge, Dr. Nathan H. 

ruff. 

Director, Storage Division, Inspection and Storage Operation, Albu- 
querque Operations Office, Milton A. Rex. (Alternates: Wayne E. 
Fisher, David J. Hart.) 

Manager, Hanford Operations Office, James E. Travis. (Alternates: 
John I. Thomas, Howard R. Freitag and Allan T. Gifford.) 

Murray Hill Area, New York, Manhattan Engineer District, Lt. 
Colonel A. W. Oberbeck. 

Manager, New York Operations Office, Merril Eisenbud. (Alternate: 
Joseph C, Clarke.) 

Deputy Manager, New York Opwatiens Office, Frederick M. Belmore. 

A ghee’ Berkeley Area, Harold A. Fidler. (Alternate: Ellison 

5 ute. 

Manager, Chicago Operations Office, John J. Flaherty. 
David Saxe and Charles E. Teeter, Jr.) 

Wilmington Area Engineer, Captain George L. Ryan, Major Dewey M. 
Stowers, and Captain J. i. McKinley. 

| Director, Security Division, Chicago Operations Office, James R. Yore. 

Chief, Security Branch, Los Alamos Area Office, Donald P. Dickason. 
(Alternates: Jim Dominic and James A. Falconer.) 

Deca: Security Division, Hanford Operations Office, Francis J. 
VLC. ie. 

— Intelligence and Security Officer, Oak Ridge, Captain John A. 

g. 

Security and Intelligence Officer, New York, Captain A. E. Whitaker, 
Jr., Captain D. S. Teeple and Lt. rig O’Connell, 

Area Manager, Burlington Area Office, E. W. Giles. (Alternate: Don 
R. Hensley.) 

Chief, Security Branch, Project Tee, Joseph F. Segreti. 

Assistant Manager, Raw Materials Division, Exploration and Procure- 
ment, New York, New York, Philip L. Merritt. (Alternate: Rob- 
ert D. Nininger.) 

DuPont eeany Wilmington, Delaware, R. M. Evans. (Alternate: 
B. H. ae 

Contracts and Claims Branch, Oak Ridge, T. J. Rentenbach. 

Chief, Research Division, Oak Ridge Operations Office, Herman M. 


Roth. 

Chief, Declassification Branch, Division of Public and Technical In- 
formation Service, Washington, D.C., Harold A. Fidler. 

Manager of Field Operations, Oak Ridge, Walter J. Williams. 

Production Branch, Operations Division, Oak Ridge Operations Office, 
Ray C. Armstrong. 


(Alternates: 








1 Revised: October 11, 1957. 
2 Presently Albuquerque Operations Office, 


Pasadena Branch, Intelligence Office, R. W. Kirkman. 
Manager, Schenectady Operations Office, Jon D; Anderson: (Alter- 
| mate: Joseph L. Smith.) 
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Table of authentication officials (as of August 13, 1957 )—Continued 


Active Inactive Assigned To 


xXLiit Superintendent, Development Staff Services, Sandia Corporation, 
7 ae W.Campbell. (Alternates: Sylvan S. Harris and William A. 
mith.) 

Deputy Manager, Oak Ridge Operations Office, Samuel R. Sapirie. 

Special Assistants to Commanding General, Manhattan Engineer Dis- 
trict, Washington, D.C., Colonel R. G. Butler and Colonel Harry 
McK. Roper. 

Special Assistant to Commanding General, Manhattan Engineer Dis- 
trict, Washington, D.C., Colonel Harry McK. Roper. 

Special Assistant to Commanding General, Manhattan Engineer Dis- 
trict, Washington, D.C., Colonel Sherman V. Hasbrouck. 

Technical Research Officer, Washington, D.C., Colonel Kenneth E. 
Fields and Colonel Oliver G. Haywood. 

Special Assistant to Manager, Oak Ridge Operations Office, Charles 
Vanden Bulck. 


Assistant to Director of Production, Oak Ridge, Lt. Colonel Arthur V. 
Peterson. 


Chairman, Atomic Energy Commission, David E. Lilienthal. 

Commissioner, Willard F. Libby. 

Commissioner, John von Neumann. 

Chairman, Atomic Energy Commission, Lewis L. Strauss, (Alter- 
nates: Jean D. MacFetridge, Virginia H. Walker and Jeanette 
Hamilton). 

Chairman, Atomic Energy Commission, Gordon Dean. 

General Manager, Kenneth E. Fields. (Alternate: R. W. Cook.) 

Assistant to General Manager, Washington, D.C., John A. Derry. 

Secretary to the Commission, Washington, D.C., Woodford B. MeCool. 
(Alternate: Hareld D. Anamosa.) 

Director, Division of International Affairs, Washington, D.C., John A. 
Hall. (Alternate: Allen J. Vander Weyden.) 

Deputy Director, Division of Research, Washington, D. C., Paul W. 
McDaniel. (Alternate: Spofford G. English.) 

Director, Division of Military Application, Washington, D.C., Brig. 
General Alfred D. Starbird. (Alternates: Lawrence P. Gise and 
Colonel Charles B. Stewart.) 

Director, Division of Production, Washington, D.C., Edward J. 
Bloch. (Alternates: George F. Quinn, Theodore M. Yakimchick 
and Edward F. Miller.) 


a cammmries: oe of Engineering, Washington, D.C., Roger S. Warner, 
r 


Secretary, General Advisory Committee, Washington, D.C., Dr. Jane 
H. Hall. (Alternate: Anthony A. Tomei.) 

Acting General Counsel, Edward Diamond. (Alternate: Edwin E. 
Ferguson.) 

Chief, Patent Branch, Office of General Counsel, Washington, D.C., 
Roland A. Anderson. 

Area Manager, Dayton Area, John H. Roberson. (Alternate: Ethan 
A. Walker.) 

Area Manager, Ames Area, Wallace W. Lord. --- 


U.S. AEC Liaison Officer, Chalk River, Ontario, Canada, David B. 
Langmuir. 





Director, Division of Biology and Medicine, W sehinaten, D.C., Dr. 


Charles L. Dunham. (Alternate: Charles Shilling.) 
= General Advisory Committee, Washington, D.C., I. L. 
abi. 
Chief, Los Angeles Procurement Office, Walter W. Stagg. 
Director, Division of Nuclear Materials Management, Washington, 
D.C., Donald F. Musser. (Alternate: Douglas E. George.) 
Director, Division of Raw Materials, Washington, D.C., Jesse C. 
Johnson. (Alternates: R. L. Faulkner and Orville K. Wright.) 
Test Director, Joint Task Force 7, Captain James 8. Russell, USN. 
Manager, Oak Ridge — Office, Samuel R. Sapirie. (Alter- 
nates: Charles Vanden Bulck and Ernest A. Wende.) 
Director, Office of Budgets, Washington, D.C., Paul W. Ager. 
Executive Officer, Program Council, Washington, D.C., David B. 
Langmuir. 
Assistant Director for Physical Security, Division of Security, Wash- 
ington, D.C., William T. Riley. 
Director, Division of Intelligence, Washington, D.C., Charles H. 
Reichardt. (Alternate: Milton E. Jenkins.) 
Controller, Division of Finance, Washington, D.C., Don 8. Bm.ows. 
Sere W. E. Campbell, F. J. McCarthy and Virginia Twyn- 
am 


Assistant Manager, Research and Process Development, Raw Ma- 
terials Operations Office, New York, New York, Evan F. Wilson. 
(Alternate: Arthur J. Beyer.) 
Vice President, Carbide and Carbon Chemicals Company, Union 
Carbide and Carbon Corporation, Oak Ridge, Clark E. Center. 
LXXXIV Manager of Production, Oak Ridge Gaseous Diffusion Plant, Union 
Carbide Nuclear Company, Union Carbide Corporation, Oak Ridge, 


Logan B. Emlet. (Alternates: G. A. Garrett, James Alvin Parsons 
and A. P. Huber.) 
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Assigned To 


Superintendent, Y-12, Union Carbide Nuclear Company, Union 
arbide Cor ration, Oak Ridge, John P. Murray. (Alternates: 
Edward ©. Ellisand F. C. Uffelman.) 

Deputy Director, Oak ‘Ridge National Laboratory, Union Carbide 
Nuclear Company, Union Carbide Corporation, John A. Swartout. 
(Alternate: Mansell E. Ramsey.) 

—_ Director, Los Scent | Scientific Laboratory, Ralph Carlisle 


ith. 

Chiet SF Materials Accountability Branch, Oak Ridge, Thomas J. 
Haycock. (Alternate: Howard L. Kilburn.) 

Area Manager, Southern California Area Office, A. P. Pollman. 
(Alternate: John J. Ward.) 

Director, Argonne National Laboratory, Dr. Norman Hilberry. 

— Iowa State College Laboratory, Ames, Iowa, Frank H 
§ ing. 

Chief Operations Branch, Kansas City Area Office, Darvin D. Davis. 

General Counsel, Adrian S. Fisher. 

Area Manager Pittsburgh Area, Lawton D. Geiger. 

Manager, Idaho Operations “Oftice, Allan C, Johnson. (Alternates: 
W.C. Funk and J. Bion Philipson.) 

Director, Division of Reactor Develo ment, Washington, D.C., W. 
Kenneth Davis. (Alternate: Louis H. Roddis, Jr.) 

Director, Finance Division, Oak Ridge Operations Office, L. Donald 
MacKay. (Alternate: Warren H. Henderson.) 

Project Manager, Motorola Corporation, Phoenix, Arizona, Joseph A. 
Chambers. 

Area Manager, Brookhaven Area, Emery L. VanHorn. 

Commissioner, Thomas E. Murray. 

Airborne Instruments Labomtarion, Mineola, Long Island, New York, 
Walter E. Tolles. 

Director, Division of Information Services, (Alter- 
nate: Bernard M. Fry.) 

SF Accountability Representative, Los Alamos Scientific Laboratory, 

Glenn R. Champion. 


Morse Salisbury. 


Manager, Savannah River Operations Office, Robert C. Blair. (Alter- 
| mates: Winston Davis and Howard L. Kilburn.) 
| Commissioner, Harold 8. Vance. 
Director, Division of Classification, Charles L. Marshall. (Alternate: 
Wilbur A. Strauser.) 
Area Manager, Paducah Area Office, Kennedy C. Brooks. (Alternate: 


Ewart W. Nitschke.) 

Scientific Test Director, Alvin C. Graves. 

Paducah Plant Superintendent, Union Carbide Nuclear Company, 
Union Carbide Cor tion, Paducah Area, Robert G. Jordan. 
(Alternates: Robert W. Levin and Robert V. Maier.) 

Top Secret Control Officer, Los Alamos Area Office, William E. Day. 
(Alternate: James H, Wearin.) 

Director, Division of Construction and Supply, John A. Derry. 

lanning, Office of General 
Manager, Paul C. Fine. (Alternate: F. B. Quackenboss, Jr.) 

Cincinnati Aircraft Reactor Project, Chicago Operations Office, 
Edmund M. Velten. 

A General Manager for Administration, Robert E. Hollings- 
worth. 

Manager, Amarillo Branch Office, John A. Larned. (Alternate: Ed 
Nesthouse,.) 

o Francisco Area Office, John A. Derry. (Alternate: Harry L. 

rown.) 

Branch Chief, Las Vegas Branch Office, Max E. Smith. (Alternate: 
Doris Lee.) 

Chief, Office of Security, Eniwetok Branch Office and Las Vegas 
Branch Office, William R. Adair. (Alternate: Paul W. Spain.) 
Area Manager, Rocky Flats Area Office, Seth R. Woodruff. (Alter- 

nate: Charles C. Campbell.) 

Manager, Dow Chemi canny Rocky Flats, Francis H. iw. 
——— Lloyd M. Joshel, Edward J. Walko and Robert R 

arrison 

Area Manager, Portsmouth Area, Kenneth A. Dunbar. (Alternates: 
Robert H. McCulloh and Roland E. Russell.) 

Manager, San Francisco Operations Office, Harold A. Fidler. (Alter- 
nate: E. C. Shute.) 

Special Assistant to General Manager, Bryan F. LaPlante. (Alternate: 
Richard X. Donovan.) 

Commanding Officer, Picatinny Arsenal, Dover, New Jersey, Colonel 
John A. Barclay. (Alternate: W. Hosking.) 

Special Assistant to Chairman, Atomic Energy Commission, McKay 
Donk 


in. 
Field Manager, apeee River Field Office, William A. Curtis. 
General M Goodyear Atomic ration, Portsmouth, Ohio, 
Donald H. Francis. (Alternates: F. E. Croxton, Dr. Charles R: 
Milone and Arthur H. Wernecke.) 
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Table of authentication officials (as of August 13, 1957)—Continued 


Active Inactive Assigned To 


OXXVIIL...-23: Director, Technical Operations Division, San Francisco Operations 
pice, wet W.Hughey. (Alternates: Fred J. Clark, Jr.and Dana 
‘ore. 
a einai Plant Manager, E. I. du Pont de Nemours & Company, Savannah 
River Plant, Don A. Miller. (Alternate: Julian D. Ellett.) 
Aibagua qos Operations Office, Top Secret Control Officer, P. O, Box 
5400. uerque, New Mexico, Joseph J. Gabry. (Alternates: 
Yvonne R. Lucero and Carl G. Norman.) 
CXXXI Harold D. Ream, P. 0. Box 5400, Albuquerque, New Mexico. (Alter- 
nates: J. A. Maes and Norma J. Baber.) 
Ce etcknn: George A. Jelson, P. O. Box 5400, Albuquerque, oa Mexico. (Alter- 
nates: Hugh J. Clicque and George 
CXXXIllI Charles C. Hurst, P.O. Box 5400, Albuquerque, N New Mexico. (Alter- 
nates: Robert E. Lasater and Hilliar 
CXXXIV Hilbert A. Grote, P.O. Box 5400, Albuquerque, as Mexico. (Alter- 
nates: James B. Goss and Frank H. Hawkins.) 
CXXXV Nels W. Johnson, P.O. Box 5400, Albuquerque, New Mexico. Alter- 
nates: Arthur B. Conzett and Paul J. Sewald.) 
CXXXVI Clark 8. Jefferes, P.O. Box 5400, Albuquerque, New Mexico. Alter-( 
nates: Chester T. Humeniuk and Lowell A. Woehoski.) 
CXXXVII Arthur H.Hannes, P.O. Box 5400, Albuquerque New Mexico. (Alter- 
nates: George M. Keller and Hugh R. Francisco.) 
CXXXVII James D. Eyestone, P.O. Box 5400, Albuquerque, New Mexico. Al- 
ternates: Donald J. Newark and Duane Anderson.) 
i es nti et icke anak Patrick A. Oberhaus, P.O. Box 5400, Albuquerque, New Men ico. 
- Raymond C. Stauffer, P.O. Box 5400, AReaerdUs, New Mexico. 
South Albuquerque Area Office, William B. Brydges. (Alternate: 
Arnold O. Olson.) 
Assistant General Manager, Harry 8. Traynor. 
Restricted Data Control Officer, Ordnance Ammunition Command, 
Joliet, Iinois, Harold R. Koeppen. (Alternate: Robert E. English 
Assistant Manager for Operations, Oak Ridge, Nathan H. Woodruff. 
(Alternates: Ned Williams and Lawrence R. Michener.) 
John C. Adams, P.O. Box 5400, Albuquerque, New Mexico. (Alter- 
nates: Joseph F. Sherlock and James M. Pinkerton.) 
Assistant General Manager for International Activities, Paul F. Foster. 
CY El acsns William K. Kirk, P.O. Box 5400, Albuquerque, New Mexico. (Alter- 
nate: William J. McAdams.) 
CXLVIII — oe ere Manager, Buffalo Area Office. (Alternate: Craig 
’oorhees. 
Francis T. Cook, P.O. Box 5400, Albuquerque, New Mexico. (Alter- 
nate: Robert W. Haggerty.) 
Works Manager, ACF Industries, Buffalo, Francis H. Lewis. (Alter- 
nate: Gerald F. Broderick.) 
Director, Division of Civilian Application, Harold L. Price. (Alternate: 
Frank K. Pittman.) 
Earl Armstrong, P.O. Box 5400, Albuquerque, New Mexico. (Alter- 
nates: James D. Ragsdale and Clinton C. Breeding.) 
Special Assistant to the Chairman, Captain John H. Morse, Jr. 
Otto Emanuel Erickson, Jr., Mason-Hanger, Silas Mason ‘Company, 
Inc., Iowa Ordnance Plant, Burlington, lowa. 
Director, Office of Special Projects, Edward R. Gardner. (Alternate: 
C. L. Henderson.) 
Vv. D. Donihee, Manager, Hanford Atomic Products Operation. 
(Alternates: B. J. Borgmier, O. H. Greager and J. H. Warren.) 
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AEC Appendix 
CONTROL OF TOP SECRET DOCUMENTS 2106-055 


TOP SECRET COVER SHEET 


U. S. ATOMIC ENERGY COMMISSION 


Identification No... 


1. The attached Top Secret document contains information, the defense lense aspect of whlch is paramount and un- 
authorized disclosure of which could result in exceptionally a damage to the N. 
2. This dooument shall be circulated only to the minimum number of persons Cicted es to bere and requiring 
the inf an sp the peatatnines their duties. 
without the authori Se Se qe exhentioning apubel ap- 
“ace Atomic Energy 
of this i> dcolanias Gail GUMUNG eis ebibetibe pevecdaten ext tau in secu - 


directives. reports of possess: 
shall be submitted Oy tee contain to the the Central 
ument Energy Commission, 1901 Constitution Avenue, N. W., Washington, 
yume pd oe October 31 of each year. 


Sak Senees whe Re CD Gly one Ot Oe Re a ee ae Cae Oe ee Cle 


in the space provided below. 











TOP SECRET COVER SHEET **” 
October 16, 1956 
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AEC Appendix 
SONTROL OF TOP SECRET DOCUMENTS 2106-06la 


Form AEC- 247 
(6-54) ATOMIC ENERGY COMMISSION 


RECEIPT FOR TOP SECRET DOCUMENTS 


DISTRIBUTION 
l. WHITE.—Sender forwards with document to addressee for signature. Addressee signs end returns to sender. 
2. PINK.—Sender forwards with document and original to addressee. Addressee signs and forwards to Central Document Control 
Section, 1901 Constitution Avenue, N.W, Washington 25, D. C 
3. GREEN.—Sender forwards to Central ae Control Section, 190! Constitution Avenue, N.W, Washington 25, D. C, at 
time of document transmittal. 
4. YELLOW.—Sender retains in Suspense File until signed original is returned from addressee. 
DO NOT DESTROY. - If voided, send duplicate (pink) copy to Central Document Control Section, 1901 Constitution Avenue, N.W., 
Washington 25, D. C., ond retain origina! (white) py in  eancter'e file. 


“TO (Addressee) 








isnt itl eI 


DOCUMENTS DISPATCHED 
CAUTION—Awoid identify ying documents in rey manner which might necessitate cesification of this receipt 


a eee — — a 


INDICATE SYMBOL, NUMBER, COPY ANDO SERIES iH INDICATE SYMBOL. NUMBER, COPY ANO SERIES 


— - ea EN nee 


CERTIFICATE 
| have personally received from the sender the document(s) as identified sbove. | assume full responsibility for the safe handling, 
storage, and accountability of the above listed document(s) in accordance with existing regulations. 





~~ (Date received) ‘ Signeture of addressee or suthorized representetwe [when en euthonaed 
representative signs for documentisl, he shell inset the name of the 
__sddressee shove his own) 


PLEASE. HANDLE PROMPTLY 


October 16, 1956 
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AEC Appendix 
CONTROL OF TOP SECRET DOCUMENTS 2106-061b-A 


aTomes & ENERGY Seen 


ABC-60 ( COURIER RECEIPT 


Ihave received: No. of envelopes No. of packages ....... No. of containers ......... 


Transmitted by eve 


ro : \ “(Name and sddress of pader) [ odor. atee—ve 
Addressed to -.................... ‘ : \. ‘via Eabsmnipnenephiepenmeymences senprepnecuseceneen 
ne ee eos 


Identified os follows: .......... a + eee Bap dacgst nn ote este lita Mth nc teen sb se BA 


sochesecconsiagl 
\ 


Anal 


(Name of | poms a whom ine eee (it courier, include (Signature of recipient (if courier, include Courier Card Number)) 
« Card » 


oro 16—58393-1 ee" (Place of transfer) ee eae a 


October 16, 1956 
INSTRUCTIONS 


(1) Couriers shall prepare a courier receipt in duplicate for envelopes, pack- 
ages or containers transmitted. All required information shall be printed except 
the signature. 

(2) More than one envelope, package, or container may be included on the 
same courier receipt provided the same sender and addressee are involved. 

(3) Original courier receipt shall be detached by courier and given to person 
from whom the envelope, package, or container is received. 

(4) The duplicate courier receipt of each transaction shall be delivered by the 
courier to the Security Office to which he is attached. 

(5) Voided courier receipts shall be returned by the courier to the office of 
issue. 

(6) When final delivery is made, courier receipt shall be signed by addressee 
or his authorized representative. 








, 
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AEC Appendix 


CONTROL OF TOP SECRET DOCUMENTS 2106-105a 
Buen AC - SE 
on ATOMIC ENERGY COMMISSION 


CERTIFICATE OF DESTRUCTION 


Description Date of 4 - Number | Number 
(Tithe, subject matter or identification number) Document Classification of | of 
Pages Copies 








| 
| certify that the documents listed above were destroyed in accordance with current security regulations, 


~(Blanature and organizational Utie of person destroying document) 


chenguenseqispenaseannintiiiiimnieanisnastipciretsiniimitaititiaiintinbinds Dade wl eI ian ddtiictienceertbtnintlnhtioniiniiontcal 
(Signature and organizational title of person witnessing destruction) 
October 16, 1956 
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Chapter 2107. OUTSIDE AGENCY DOCUMENTS 
Volume: 2000 Security 
Part: 2100 Control of Classified 

Information and Documents 
2107-01 Purpose. 


This chapter sets forth the policy and procedures governing the safeguarding 
of classified outside agency documents. 


2107-02 Definition of “Outside agency document.” 


“Outside Agency Document” as the term is used in this chapter refers to a 
document originated by personnel of another government agency or of its con- 
tractors or of a foreign government. 


2107-03 Safeguards to be afforded. 


Outside agency documents shall be safeguarded with at least those precautions 
prescribed for documents of the same classification originated by employees of 
the Atomic Energy Commission. 


2107-04 Cover sheet. 


Cover sheets appearing on Secret Department of Defense documents shall be 
retained thereon and completed in accordance with the instructions appearing 
thereon. (See Subsection 2107-081.) 


2107-05 Transmission outside Atomic Energy Commission. 
Classified outside agency documents shall not be disseminated outside the 


Atomic Energy Commission, its contractors or subcontractors without the con- 
sent of appropriate persons in the originating agency or government. 


2107-06 Reproduction. 


Secret outside agency documents shall not be reproduced by employees of the 
Atomic Energy Commission, its contractors, or subcontractors without the con- 
sent of an appropriate individual in the originating agency or government. (See 
Subsection 2107-083. ) 


2107-07 Change of Classification. 

For provisions relating to change of classification of outside agency docu- 
ments, see Chapter 3401. 
2107-08 Top secret documents. 

081 Cover sheet. A copy of the Top Secret Cover Sheet, form AEC—124, 
shall be placed on each Top Secret outside agency document upon receipt. How- 


ever, cover sheets appearing on Department of Defense documents need not be 
replaced. The cover sheet shall remain on each Top Secret outside agency doc- 
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ument at all times. All persons including secretarial and clerical personnel, who 
have read all or any portion of the document shall sign the cover sheet and 
incude the other information required. 

O82 Assignment of identification numbers. 

a. Manner same as Atomic Energy Commission documents. The office of 
the Atomic Energy Commission or its contractors receiving a Top Secret 
outside agency document shall immediately assign and affix an identifica- 
tion number to it in the manner prescribed for Top Secret documents origi- 
nated by personnel of the Atomic Energy Commission or its contractors, 
except that the authentication stamp referred to in paragraph 8e(3) of 
Bulletin GM-SEC-5, to be published as subsection 2106-041 shall not be 
used thereon. 

ixception: Top Secret documents originated by the Armed Forces Special 
Weapons Project, Sandia Base, bear identification numbers prefixed by the 
designation “SB” or “FC”. Example: SB/15-TS-134-8A: FOTS/51-1851- 
1A) Only numbers with these prefixes are authorized to be used for all pur- 
poses in lieu of an identification number assigned by the receiving office. 

Matters concerning reproduction or transmission outside the Atomic 
Energy Commission of these documents shall be referred to the Manager of 
the Albuquerque Operations Office for necessary coordination with appro- 
priate officials of the Armed Forces Special Weapons Project. 

b. Use of “OA” symbol. In assigning identification numbers, the office 
receiving the document shall use as a prefix the letters “OA”, signifying 
“Outside Agency,” followed by the authenticating symbol of an official of 
the same operations or area office, the appropriate document number, copy 
number and series designation. 

Example: OA—XX-18-1A 

1. OA indicates that the document on which this authenticating sym- 
bol appears was received from an outside agency. 

2. XX is the symbol of an authenticating official in the office which 
received the document from the outside agency. 

3. 18 indicates that this is the eighteenth document, either originated 
in the Atomic Energy Commission or by an outside agency, assigned an 
identification number under this symbol. 

4. 1A—If one copy of a document is received, it will be numbered as 
1A. If more than one copy is received, the second will be identified as 
2A, the third as 3A, ete. 

If a Top Secret outside agency document is reproduced, the only 
variation in the above method of assigning identification numbers 
would be that the first set of reproductions made will be assigned 
“Series B”, the second “Secries C”’, etc. 

083 Reproduction. Consent for the reproduction of Top Secret outside agency 
documents shall be obtained from appropriate individuals in the originating 
agency or government in the same manner as for Secret outside agency docu- 
ments. 

084 Reports. 

a. Receipt of document. At the time an office of the Atomic Dnergy Com- 
mission or its contractors receives a Top Secret outside agency document, a 
report shall be made to the Central Document Control Section, Document 
and Information Control Branch, Division of Security, Headquarters, 
(hereinafter referred to as Central Document Control Section). The report 
shall contain the following information : 

1. Description of the document (subject or title and originator) 
including any file or any identifying number which appears on the 
document at time of receipt. 

Caution: Care should be exercised in describing a document in order 
to avoid the need for the classification of the description. 

2. Date of document. 

- Identification number assigned to the document by the receiving 
office. 

4. Name of person, office and agency from which the document was 
received ; and 

5. Date on which the document was received. 

If several copies of the same Top Secret outside agency document are 
received in an Operations Office or in the Headquarters Office, where feasi- 
ble, local procedures should be established so that the same “OA” number 
(with the exception of the copy number) is assigned to such copies. 
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These procedures should be implemented in such manner that there is no 
unreasonable delay in the submission of reports to the Central Document 
Control Section. 

b. Reproduction. A report containing the items listed in Subsection 
084a above shall be furnished by the division or comparable organizational 
unit responsible for the reproduction, to the Central Document Control 
Section on each occasion on which outside agency documents are repro- 
duced. A copy of this report shall be furnished to the authenticating 
official whose symbol appears thereon. The first set of copies of the docu- 
ment reproduced shall be series “B”. The second set shall be series “C”. 
Any other set produced shall bear a series designation with the next letter 
of the alphabet following that which appears on the last set of copies 
reproduced. 

ce. Documents not previously reported. The Top Secret Control Officer 
shall notify the Central Document Control Section in writing as to each 
Top Secret outside agency document not previously reported. The informa- 
tion submitted shall include as many of the items set forth in Subsection 
084a above as are known or can be ascertained. 

d. Documents incompletely reported. If a previous notification of the 
receipt of a Top Secret document, not including the identification number, 
has been furnished to the Central Document Control Section, a report will 
be submitted to that section identifying the document and stating the 
identification number assigned thereto. 

085 Inventories. Top Secret outside agency documents in the possession 
of personnel of the Atomic Energy Commission, its contractors, or subcon- 
tractors shall be included in inventories of Top Secret documents taken 
as of April 30 and October 31 of each year. 

086 Destruction of Top Secret outside agency documents shall be accom- 
plished in the same manner as Top Secret documents originated by the Atomic 
Energy Commission or its contractors (See paragraph 17 of Bulletin GM- 
SEC-—5 to be published as section 2106-09). Notice of destruction is not re 
quired and need not be furnished to outside agencies unless requested. 

087 Return of outside agency documents. Each Top Secret Control Officer 
shall keep Top Secret outside agency documents under review to assure their 
destruction or return to the agency from which received as soon as there is 
no need for their retention. Prior to the return, the sender shall assure that 
the identification number applied thereto in accordance with Subsection 2107-— 
082 above has been lined out. Such “OA” number, however, shall be reported to 
the Central Document Control Section in the Receipt for Top Secret Docu- 
ments at the time transmission to the outside agency takes place. 


2107-09 Serial matter (registered documents). 


On occasion, personnel of the Atomic Energy Commission and its contractors 
will receive classified documents, originated by personnel of the Department 
of Defense, which are numbered and contain the notation on the cover, “Serial 
Document”, “Registered Document’, or a similar designation. In such cases, 
Atomic Energy Commission or contractor personnel shall comply with the in- 
ventory and reporting requirements established by the originating agency. 
The responsible security office should be consulted relative to these require 
ments. 


2107-10 Documents received from the FBI. 


101 Documents containing top secret information. When investigative re- 
ports or other correspondence prepared by the Federal Bureau of Investigation 
are received by an AEC security office, and are found to contain Top Secret 
defense information, such reports or correspondence shall be reclassified, marked 
and documented as prescribed in Chapter 2106. Upon determining that re- 
ports or correspondence originated by the Federal Bureau of Investigation 
contain Top Secret defense information, the Director, Division of Security, 
Headquarters, shall be notified immediately and informed of the identity of 
the report or other correspondence and the classification action taken. The 
Director, Division of Security, Headquarters, will notify the Federal Bureau 
of Investigation of such action. 

102 Documents containing restricted data. When investigative reports or 
other correspondence prepared by the Federal Bureau of Investigation are 
received by an AKO security office and contain Restricted Data as defined in 
the Atomic Energy Act of 1954, the “Restricted Data” marking shall be ap- 
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plied. Upon determining that such reports or correspondence contain Re- 
stricted Data, the Director, Division of Security, Headquarters, shall be noti- 
fied immediately, and informed of the identity of the report or other cor- 
respondence and the action taken. The Director, Division of Security, Head- 
quarters, will notify the Federal Bureau of Investigation of such action. 


Chapter 2108. WEAPON DATA? 


2108-01 Purpose and scope. 


This chapter sets forth policy, assigns responsibilities, and outlines proce- 
dures for the control of weapon data other than Top Secret production rate 
and stockpile information.” 


2108-02 Policy. 


It is the policy of the Atomic Energy Commission to segregate from other 
classified information and to compartmentalize weapon data and by these means 
to closely control dissemination of weapon data. 


2108-08 Definitions, 


031 Weapon data is classified information concerning the theory, design, 
development, manufacture, storage, utilization, characteristics, or performance 
(including effects) of atomic weapons (including thermonuclear weapons) or 
components thereof. 

032 Weapon data document is any written matter containing classified in- 
formation as to any item listed in subsection 2108-031 and includes weapon 
data reports. 

033 Weapon data report is a formal report—topical or progress, recurrent 
or summary-—which describes scientific or technical work of an investigative 
or developmental nature as to any item listed in subsection 2108-031. (Weapons 
effects reports which are distributed in accordance with M-3679 and informal 
or internal use reports are not considered to be weapon data reports for the 
purpose of this Chapter.) 


2108-04 Categories of weapon information. 


Control of access to weapon data is based upon its division into four basic 
eategories which are in the order of decreasing sensitivity : 

a. Sigma 1. Theory of operation (hydrodynamic and nuclear) or com- 
plete design of thermonuclear weapons or their unique components. 

b. Sigma 2. Theory of operation or complete design of fission weapons 
or their unique components. This includes the HE system with its detona- 
tors and firing unit, pit system and nuclear initiation system as they per- 
tain to weapon design and theory. 

c. Production and stockpile information. Secret or Confidential data 
related to weapons or weapon component production or weapons or weapon 
component stockpile operations which is not included in Sigmas 1, 2 or 3. 

d. Sigma 3. General external weapon configuration for all thermonuclear 
and fission weapons including size, weight and shape. In addition, this 
eategory includes information on environmental behavior, fusing, ballistics, 
handling, storage, operational requirements, yields, effects, etc. This cate- 
gory specifically includes all information, internal as well as external, 
required for normal stockpile and strike operations, but excludes information 
is Sigmas 1 and 2 above. 


2108-05 Responsibilities. 


051 The Director, Division of Military Application, Headquarters, is gener- 
ally responsible for the control of access to weapon data and for authorizing 
access to weapon data by personnel of the Department of Defense and other 
government agencies as specified in Sections 2108-13 and 2108-14. 

052 Managers of Albuquerque and San Francisco operations offices may ap- 
prove dissemination of weapon data between ADC offices, ADC contractors and 
eine in the weapons program under the jurisdiction of either opera- 
tions office. 


1 Oct. 4, 1957. 
2 Procedures for the control of Top Secret production rate, stockpile and transfer infor- 
mation are set forth in Chapter 2110. 
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053 Heads of divisions and offices, headquarters, are responsible for author- 
izing access and for the dissemination of weapon data in their custody to AEC 
personnel, operations offices and contractors under their jurisdiction, They are 
further responsible for assuring that the dissemination of weapon data is on a 
strict “need-to-kaow”’ basis and that the number of persons authorized access is 
kept to a minimum. 

054 The Technical Information Service is responsible (in accordance with 
procedure approved by the Director, Division of Military Application) for 
authorizing all other transmissions of weapon data reports between jurisdictions 
of different operations offices or between Divisions or Offices, Headquarters. 

BHeception: Direct transmittals by Heads of Divisions and Offices, Headquar- 
ters, or Managers of Operations, of any category of weapon data report or any 
other weapon data document to the Director, Division of Military Application, or 
the Managers of Albuquerque and San Francisco Operations Offices is authorized 
without prior approval. 

055 Managers of Operations are responsible for authorizing access and for 
the dissemination of weapon data in their custody to AEC personnel and con- 
tractors under their jurisdiction. They are further responsible for assuring that 
the dissemination of weapon data is on a strict “need-to-know” basis and that the 
number of persons authorized access is kept to a minimum. 

056 The Division of Security, Headquarters, is responsible for formulation of 
the policy and procedures with reference to the safeguarding of weapons data and 
for rendering advice and assistance to Heads of Divisions and Offices, Head- 
quarters, and Managers of Operations relating to the requirements of this 
Chapter. 


































2108-06 Preparation of weapon data documents. 


Weapon data documents shall be prepared in accordance with the require- 
ments of Subsection 2105-09. In addition, there shall be placed on each weapon 
data report and each classified document containing Secret or Confidential 
production and stockpile information at the time of preparation the following 
marking : 







ATOMIC WEAPON DaTA 

CaTrecory Siem J (or appropriate Sigma category) 
or 

ATOMIC WEAPON DATA 

PRODUCTION AND STOCKPILE INFORMATION 











Only one marking is required to be placed on such reports and documents and 
shall be that of the highest sensitivity of the information which it contains. 
This marking shall be in letters no less than 44’’ in height. The marking should 
be placed on the front page and, if it bears a front cover, on the front cover 
of each weapon data report and Secret or Confidential document containing 
production and stockpile information. This marking should be added to all 
weapon data reports and Secret or Confidential documents containing produc- 
tion and stockpile information originated prior to the date of this issuance as 
they are removed from repositories. It should be placed on such reports and 
documents received from other agencies for permanent retention. The above 
markings shall be placed on the leader and beginning and end of each reel 
of film containing weapon data. Weapons test reports and other joint AEC- 
DOD publications will not bear the above markings. 


2108-07 Access to weapon data reports. 


Access to Secret and Confidential weapon data reports shall be controlled by 
transfer-accountability and accountability stations by categories of weapon data 
information involved. Individuals shall be authorized access in accordance with 
Subsections 2108—053 and 055 above. 


2108-08 Records for control of weapon data reports. 


Each transfer-accountability and accountability station shall maintain : 
a. access cards on a current basis containing the names of individuals 
authorized to have access to each category of Secret and Confidential weapon 
data reports ; and 
b. records of the reproduction, receipt, transmission, current custodian 
in any organization under its jurisdiction, change of classification and 
destruction of Secret and documented Confidential weapon data reports. 
Transfer-accountability stations shall keep an additional record as to the 
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origination of any Secret and documented Confidential weapon data report in 
activities which they service. 


2108-09 Transmission between installations. 


Transmission of Top Secret and Secret weapon data documents between 
installations shall take place in accordance with the applicable provisions of 
AEC Manual Chapter 2105 or 2106. Transmission of Secret and Confidential 
weapon data reports between installations shall take place through transfer- 
accountability stations. (See AEC Manual Chapter 2109.) 


2108-10 Inventories. 


Top Secret weapon data documents shall be inventoried in the manner pre- 
scribed by Subsection 2106-074. Secret weapon data reports shall be inventoried 
as a part of the inventory of Research and Development Reports as prescribed 
by Sections 2109-11 and 2109-12. Secret internal weapon data reports (i.e. 
weapon data reports which are not distributed outside the originating office), 
handbooks, manuals, and catalogues originated at weapons installations are not 
required to be included in such inventories. 


2108-11 Unaccounted for reports. 


Unaccounted for Secret weapon data reports and those previously unaccounted 
for which accountability has been established shall be identified by report number 


in the monthly report of unaccounted for documents required by AEC Manual 
Subsection 2105-165. 


2108-12 Termination of contract. 


Upon the termination of a contract, the Manager of Operations or Head of a 
Division or Office, Headquarters, shall assure that any terminating contractor 
under his jurisdiction is required to: 

a. notify in advance of termination of the contract the Technical Informa- 
tion Service, Headquarters, and transfer-accountability stations from which 
weapon data reports have been received ; 

b. inventory all Secret weapon data reports. The results of this inventory 
should be submitted to the operations office or headquarters division as 
appropriate ; 

Nore.—Where files are operated as a single unit for multiple contracts and 
only one of several contracts is terminated, the annual inventory of Secret 
weapon data reports prescribed in Section 2108-10 may be accepted in lieu 
of a special inventory ; and 

ce. dispose of all weapon data reports not required to be retained in accord- 


ance with Bulletin GM-SEC-2 (to be published as AEC Manual Chapter 
2113). 


2108-13 Transmission of weapon data documents to Department of Defense 


131. Requirement for certification—Weapon Data documents containing Re- 
stricted Data may be furnished to an employee of an agency of the Department 
of Defense or its contractors or to any members of the Armed Forces, or to a 
titled position in the Department of Defense or Armed Forces, only upon the basis 
of a certification in writing by, or in the name of, one of the Department of 
Defense officials listed in Appendix 2318-08. Each certification shall contain the 
information listed in Subsection 2109-161. The certifications received may be 
valid for a period not to exceed one year if a category of weapon data documents 
is involved. 

132 Approval of certification for documents requested from AEC or its 
contractors. Upon receipt of a certification signed by or in the name of one of the 
designated officials, approval for the transmission of weapon data documents 
containing Restricted Data in the possession of Atomic Energy Commission or its 
contractors shall be obtained from the Director, Division of Military Application, 
Headquarters, or the Manager of Albuquerque or San Francisco Operations Office 
in eases in which responsibility has been delegated to them by the Director, 
Division of Military Application. 

133 Transmission by authority of designated governmental officials. (See 
Appendix 2318-031) Weapon data documents containing Restricted Data in the 
possession of AEC cleared employees of a federal department or agency (other 
that AEC and DOD) or its contractors may be transmitted to employees of an 
agency of the Department of Defense or its contractors, or to members of the 
Armed Forces, or to titled positions in the Department of Defense or in the 
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Armed Forces, certified in accordance with Subsection 2109-161. Approval of 
certifications shall be the responsibility of the appropriate official listed in 
Appendix 2318-031 or his designee. However, consent from appropriate person- 
nel of the Atomic Energy Commission is required prior to the transmission of 
classified weapon data documents originated by AEC or its contractors. 

134 Records to be maintained. Managers of Albuquerque and San Francisco 
Operations Offices, Heads of Divisions and Offices, Headquarters, and officials of 
federal departments and agencies (other than AEC and DOD) listed in Appendix 
2318-031 or their designees shall retain Department of Defense certifications as a 
permanent record. 

1385 Weapon data documents which do not contain restricted data. Weapon 
data documents, which do not contain Restricted Data, in the possession of AEC 
or its contractors may be furnished to employees of an agency of the Depart- 
ment of Defense or of its contractors, or to any member of the Armed Forces, or 
to titled positions in the Department of Defense or in the Armed Forces, on the 
basis of either of the following: 

a. requests for a document or category (ies) of documents from the appro- 
priate Department of Defense certifying official. Requests shall contain 
the information specified in Subsection 2109-161. Such requests shall be 
approved by the Director, Division of Military Application, Headquarters, 
or the Managers of the San Francisco or Albuquerque Operations Offices 
in cases where responsibility has been delegated to them by the Director, 
Division of Military Application, prior to the transmission of any weapon 
data documents which do not contain Restricted Data. Requests shall be 
valid for a period not to exceed one year; or 

b. approval by the Director, Division of Military Application, or Managers 
of Albuquerque or San Francisco Operations Offices, as appropriate, in cases 
in which no request has been received. In the latter case, a determination 
shall be made prior to transmission that the recipient requires the informa- 
tion in the course of the performance of his duties is authorized to receive 
the information, and has appropriate military clearance status or AEC 
clearance status. 


2108-14 Transmission of weapon data documents to Government agencies other 
than the Department of Defense. 


Weapon data documents originated by the Atomic Energy Commission or its 
contractors and which are in the possession of employees of the Atomic Energy 
Commission or its contractors may be forwarded to government agencies other 
than the Department of Defense only after approval has been obtained from the 
Director, Division of Military Application, or from the Manager of Albuquerque 
or San Francisco Operations Office in cases in which the responsibility has been 
delegated to either office by the Director, Division of Military Application. Rec- 
ords of transmission shall be maintained by the office transmitting the document. 


2108-15 Distribution other than as specified above. 


Any site originating weapon data documents may distribute copies only in 
accordance with the procedures set forth in this Chapter. Any further distribu- 
tion or different method of distribution shall be made only with the approval of 
the Director, Division of Military Application, Headquarters. No transmission 
of weapon data to foreign nations shall take place in accordance with Section 
144b of the Atomic Hnergy Act of 1954 without the approval of the Director, 
Division of Military Application. 


Chapter 2109. RESEARCH AND DEVELOPMENT REPORTS 


TRANSMITTAL NOTICE 


1, Attached is AEC Manual Chapter 2109 which supersedes the following para- 
graphs in Bulletin GM-SEC-—5: 4j, 8£(10), 11e, 13d, and 15g(2) in part). 

2. The following principal changes have been made in this Chapter: 

a. Statement of policy has been incorporated. 

b. Definition of Research and Development Reports has been revised. 

c. Marking requirements have been modified. 

d. Definitions of transfer-accountability and accountability stations have been 
incorporated. 


e. Provisions governing access to classified Research and Development Reports 
are set forth. 
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f. Record keeping requirements are specified. 

g. Provisions relative to transfer of custody have been included. 

h. Inventory procedures have been incorporated. 

i. Responsibilities for reduction of number of classified Research and Develop- 
ment Reports are stated. 

j. Requirements for reporting unaccounted for Secret Research and Develop- 
ment Reports are included. 

k. Measures to be taken by Managers of Operations or Heads of Divisions or 
Offices, Headquarters, on the termination of contract are stated. 

3. Please file this Chapter in Part 2100 of your AEC Manual. 


R. W. Coox, 


Deputy General Manager. 
September 28, 1956. 
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2109-01 Purpose and scope. 


This chapter sets forth additional measures applicable to classified Research 
and Development Reports. 


2109-02 Policy. 


It is the policy of the Atomic Energy Commission to disseminate and maintain 
strict accountability for classified Research and Development Reports in com- 
pliance with prescribed access, accountability and inventory procedures. 


2109-03 Definitions. 


031 Research and development reports are those documents which appear as 
formal, topical or progress reports, recurrent or summary, which presented 
technical infomation and data to fulfill the various research and development 
requirements of the Atomic Energy Commission and are distributed in accordance 
with specific categories of the Standard Distribution Lists, M-3679. Included 
are those reports which can be categorized in accordance with the Standard 
Distribution Lists but which were originated and distributed prior to the estab- 
lishment of these Lists in April 1947. Weapons effects reports distributed in 
accordance with the Standard Distribution Lists, M-3679, shall be considered 
as a category of Research and Development Reports and shall be handled 
accordingly. 

032 Transfer-accountabdility station is an organizational unit or individual, 
designated by the General Manager for the Headquarters office, or by a Manager 
of Operations, responsible for the control of inventory, origination, receipt, trans- 
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mittal and disposition of classified scientific and technical information in report 
form for an installation. This would include control of classified Research and 
Development Reports and classified Weapon Data Reports. 

033 Accountability station is an organizational unit or individual, designated 
by a transfer-accountability station, to act as a secondary reports control point. 
2109-04 Responsibilities. 

041 Managers of operations and heads of divisions and offices, headquarters, 
are responsible for: 

a. Controlling classified Research and Development Reports in activities 
under their jurisdiction. (2109-06) 

b. Notifying the Director, Division of Security and the Division of In- 
formation Services, Technical Information Service, Headquarters, on the 
designation, any change in designation, or elimination of a transfer account- 
ability station. 

e. Assuring that transfer-accountability stations under their jurisdiction 
conduct an annual inventory and submitting the inventory report to the 
Director, Division of Security, Headquarters. (2109-11) 

d. Taking action on terminating contracts as outlined in 2109-15. 

In addition, Managers of Operations are responsible for notifying the 
Director, Division of Security, Headquarters, of any unaccounted for Re- 
search and Development Reports. (2109-14) 

042 The Director, Division of Security, Headquarters, shall compile and 
circulate a list of all Research and Development Reports listed as unaccounted 
for to Operations Offices and Headquarters Divisions and Offices. (2109-14) 


2109-05 Preparation of classified research and development reports. 


Classified Research and Development Reports shall be marked in the same 
manner as any other classified document as set forth in GM-SEC-5, Paragraph 
8, to be published as Section 2105-09. In addition there shall be placed on each 
classified Research and Development Report at the time of preparation the 
following words: 


“AEC RESEARCH AND DEVELOPMENT Report” (At Least 4 INcH IN HEIGHT) 


This wording shall appear beneath the report code number or in other con- 
spicuous positions either on the cover of the report or, if there is no cover, on 
the title page. This statement should be placed on existing copies of classified 
Research and Development Reports as they are removed from repositories. 


2109-06 Control of research and development reports. 


Managers of Operations and heads of Divisions and Offices, Headquarters, are 
responsible for the control of classified Research and Development Reports in 
activities under their jurisdiction. This responsibility is exercised through the 
transfer-accountability and accountability stations designated in each operations 
office and in headquarters. 


2109-07 Access to classified research and development reports. 


Access to classified Research and Development Reports shall be controlled by 
transfer-accountability and accountability stations by categories of research and 
development information involved, based on the need of individuals for the in- 
formation in the performance of their official duties, 


2109-08 Records for control of classified research and development reports. 
Each transfer-accountability and accountability station shall maintain: 

a. A current list of individuals authorized to have access to each category 
of classified Research and Development Reports. This list shall be main- 
tained on a permanent basis. 

b. Records of the reproduction, receipt, transmission, current custodian, 
change of classification and destruction of classified Research and Develop- 
ment Reports under its control. 

Transfer-aceountability stations shall maintain additional records as to the 
origination of any classified Research and Development Reports in activities 
which they service. 


2109-09 Transfer of custody. 


Transmission of classified Research and Development Reports between in- 
stallation shall take place through transfer-accountability stations, except that 


a 
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the Technical Information Service may transmit reports directly to account- 
ability stations at the option of cognizant operations offices, In such cases a 
receipt shall be furnished to the transfer-accountability station, 


2109-10 Reproduction of research and development reports. 


The Technical Information Service, Division of Information Services, is 
authorized to reproduce classified Research and Development Reports without 
prior notice to the originating installation, Copies of Secret Reports repro- 
duced by the Technical Information Service shall contain the series designation 
“TA”, “TB”, “TC”, or other appropriate alphabetical series designation depend- 
ing upon the number of sets reproduced. 

The reproduction of classified Research and Development Reports by other 
organizations is governed by the rules applicable to other categories of classi- 
fied documents as set forth in GM-SHC-5, paragraph 13, to be published as 
Section 2105-12. 


2109-11 Inventory of secret research and development reports. 


111 Requirement. Each transfer-accountability station shall conduct an 
annual inventory of all Secret Research and and Development Reports as of 
December 31. Accountability stations shall report inventory results to their 
cognizant transfer-accountability stations. The results of the inventory shall 
be submitted by transfer-accountability stations by April 1 of the following 
year to the Manager of Operations and immediately forwarded by that office 
to the Director, Division of Security, Headquarters, in duplicate. The inven- 
tory reported submitted by each transfer-accountability station shall contain a 
list of all accountability stations for which the report is made. In Head- 
quarters, reports shall be submitted to the Director, Division of Security, At- 
tention: Assistant Director for Washington Area Security Operations. If be- 
cause of multiple contracts any question arises as to the appropriate Manager 
of Operations to whom an inventory should be submitted, the Director, Division 
of Security in the Headquarters office will make the determination. 

112 Inventory methods. The inventory shall consist of a physical check of 
the records and the reports on hand. The transfer-accountability station shall 
assure this check for reports in its custody. Reports charged to individuals or 
accountability stations shall be inventoried by one of the following procedures: 

a. A certification of possession based on a physical check; 
b. A direct physical check by the transfer-accountability or accountability 
station of the files of the individual or office. 

113 Report of results of inventory. The inventory report shall contain the 
following information : 

a. Total number of Seeret reports held and inventoried ; 

b. Total number of Secret reports unaccounted for; and 

ec. Complete identification of Secret reports unaccounted for including 
date report was determined to be unaccounted for. 

Measures prescribed in Section 2105-15 (to be issued) shall be taken in the 
case of any unaccounted for Secret Research and Development Report. (Some 
of the pertinent provisions are now contained in GM-SHC-5, Paragraph 18.) 
Only those Secret reports still unaccounted for at the completion of the in- 
ventory should be listed in item b. of the inventory report. 

114 Reports charged to individuals and offices. Each transfer-accountability 
station is responsible for assuring that inventories are complete and include all 
reports charged whether by charge-out cards or receipts to; 

a. Accountability .stations ; 

b. Any individual, whether an employee of the Atomic Energy Commis- 
sion, its contractors or subcontractors; or 

e. Consultants 


2109-12 Reduction of number of classified research and development reports. 
Transfer-accountability stations shall take such measures as are appropriate 
to obtain a continuous reduction of the holdings of classified Research and 


Development Reports so that the inventories are restricted to reports which ate 
currently required. 


2109-18 Change in classification. — 


The change in classification or declassification of a Research and Develop- 
ment Report shall be effected, and notice transmitted to all custodians, in the 
manner set forth in Chapters 3401 and 3402. The person authorizing the 
reclassification or declassification shall notify the Technical Information Serv- 
ice which shall publish the information in the “Abstracts of Classified Reports.” 
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2109-14 Unaccownted for reports. 


Unaccounted for Secret Research and Development Reports and those previ- 
ously unaccounted for for which accountability has been established shall be 
identified by report number in the monthly report of unaccounted for docu- 
ments required by AEC Manual Subsection 2105-165. 


2109-15 Termination of contract. 


Upon the termination of a contract, the Manager of Operations or head of a 
division or office, headquarters, shall assure that any terminating contractor 
under his jurisdiction is required to: 

a. Notify the Division of Information Service, Classified Distribution 
Branch. Oak Ridge Extension, and transfer-accountability stations from 
which classified Research and Development Reports have been received in 
advance of the termination of the contract. 

b. Inventory all Secret Research and Development Reports. The results 
of this inventory should be submitted to the operations office or headquarters 
division, as appropriate. 

NOTE: Where files are operated as a single unit for multiple contracts 
and only one of several contracts is terminated, the annual inventory pre- 
scribed in Section 2109-11 may be accepted in lieu of a special inventory. 

ce. Dispose of all classified reports not required to be retained in accord- 
ance with Bulletin GM—SEC-2 (to be published in Part 2100). 


2109-16 Transmission of classified research and development reports to other 
Government agencies and foreign countries. 


Classified Research and Development Reports may be furnished other govern- 
ment agencies in accordance with the provisions of AEC Manual Chapters 2105 
(to be issued), 2318 and 3203. Requests for such reports by foreign countries 
shall be referred to the Division of International Affairs. 


Revision: Chapter 2110. PRODUCTION RATE, STOCKPILE AND TRANS- 
FER INFORMATION 


TRANSMITTAL NOTICE 


1. Attached is a revision of AEC Manual Chapter 2110. 

2. The following principal changes have been made in this Chapter. 

a. The categories of Top Secret information subject to special control have 
been expanded to include: 

(1) production rate and stockpile information relating to special nuclear 
materials and special products other than special nuclear materials; and 

(2) Top Secret information relating to transfer of weapons to the De- 
partment of Defense. 

b. Procedures have been incorporated relative to access by Headquarters 

rsonnel, 

mm A requirement is established for the maintenance of central records of au- 
thorizations by Managers of Operations and by the Director, Division of Security, 
for the Washington Headquarters. 

3. Those in Headquarters should note that a copy of each authorization for 
access to Top Secret production rate, stockpile, or transfer information must be 
furnished to the Director, Division of Security. A central record is also re- 
quired for Operations Offices (see Subsection 035). 

4. Please file this Chapter in Part 2100 of your AEC Manual. 

R. W. Coox, Deputy General Manager. 

September 16, 1957. 


Chapter 2110. PRODUCTION RATE, STOCKPILE AND 


TRANSFER INFORMATION 
Volume: 2000 Security 
Part: 2100 Control of Classified Information and Documents 
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2110-01 Purpose. 


This Chapter establishes procedures for the control of access to Top Secret 
information which is restricted to the most limited dissemination in the interest 
of the national defense. This information includes: 

a. Top Secret production rate and stockpile information relating to: 
1. Weapons ;* 
2. Weapon components ;* 
8. Special nuclear materials; or 
4. Special products other than special nuclear materials; and 
b. Top Secret information relating to the transfer of custody of weapons 
from the Atomic Energy Commission to the Department of Defense (referred 
to hereafter as transfer information). 


2110-02 Policy. 


It is the policy of the Atomic Energy Commission to restrict access to Top 
Secret production rate and stockpile information and Top Secret transfer in- 
formation to the minimum number of personnel consistent with operational 
necessity. 


2110-03 Authority to grant access to top secret production rate, stockpile and 
transfer information. 


081 Authority to grant access to any or all Atomie Energy Commission Top 
Secret production rate, stockpile and transfer information is held by the General 
Manager; Deputy General Manager; and the Assistant General Manager for 
Manufacturing. The Director, Division of Military Application, Headquarters, 
and the Director, Division of Production, Headquarters, have authority to grant 
access to such Top Secret information as specified in Section 2110-01 as is within 
their jurisdiction. Headquarters personnel other than employees of the Divisions 
of Production or Military Application may be authorized aecess only by the 
General Manager; Deputy General Manager; or Assistant General Manager for 
Manufacturing. 

082 Redelegation of authority.—Authority to grant access to Top Secret pro- 
duction rate, stockpile and transfer information may be delegated by the Direc- 
tor, Division of Production, and the Director, Division of Military Application, 
to Managers of Operations under their jurisdiction. 

033 Request for access for any individual shall be submitted to the author- 
izing official (i.e, any person occupying a position designated in paragraph 
031 or paragraph 032 above) in writing or if made verbally confirmed in writing, 
All requests shall state the specific category of information required and the 
duties of the individual which make access to this information necessary. 

034 Authorization shall be in writing and shall specify the category of pro- 
duction rate, stockpile or transfer information involved. 

035 Records maintained. Record shall be maintained by authorizing offi- 
cials for persons authorized access to Top Secret production rate, stockpile or 
transfer information. In Washington Headquarters a copy of each authoriza- 
tion shall be furnished to the Director, Division of Security, Attention: As- 
sistant Director for Washington Area Security Operations, who shall maintain 
a central record. Managers of Operations to whom the authority to approve 
access has been delegated shall maintain a central record of all authorizing. 

036 Periodic Review (at least once a year) shall be made by authorizing 
officials to assure the need for each person authorized to continue to be granted 
access to Top Secret production rate, stockpile and transfer information. 


2110-04 Preparation of documents containing weapon or weapon component 
production rate or stockpile information. 

All Top Secret documents containing production rate or stockpile information 
relating to weapons or weapon components in addition to the marking require- 
ments of AEC Manual Chapters 2105 and 2106 shall have affixed thereon at 
the time of preparation in letters at least %’’ in height the wording “Weapon 
Production Rate Information” or “Weapon Stockpile Information.” This werd- 
ing shall be placed in a conspicuous position on the first page and, if the docu- 
ment bears a cover, on the front cover. The wording shall be placed on 
existing copies of such documents as they are withdrawn from file. No addi- 
tional wording similar to that used on documents containing weapon or weapon 


1 For the ca ries of graph 8 and ae component production rates, see ACE—DOD 
Classification Guide, paragre 8b. For the categories of weapon ne giweanen component 
stockpile information see A DOD Classification Guide, paragraph 
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component production rate or stockpile information is required for the recog- 
nition of other Top Secret Information included within the scope of this chapter. 


2110-05 Transmission. 


All transmissions of Top Secret documents containing production rate, stock- 
pile or transfer information involving change of custody shall take place between 
Top Secret Control Officers. The Director, Division of Production, Headquar- 
ters, or the Director, Division of Military Application, Headquarters, must ap- 
prove all transmissions of Top Secret production rate, stockpile or transfer in- 
formation between jurisdictions of different operations offices, between operations 
offices and Headquarters Divisions or Offices where it is not known by 


the office transmitting the document whether the recipient is authorized to receive 
such information. 


2110-06 Inventory. 


Top Secret documents containing production rate, stockpile or transfer infor- 
mation shall be inventoried semiannually as required by AEC Manual Subsection. 


2110-07 Transmission of documents containing top secret production rate, stock- 
pile or transfer information to Department of Defense personnel. 


Transmission of documents containing Top Secret production rate, stockpile or 
transfer information to the Department of Defense, its contractors or members 
of the Armed Forces must be based upon a certification, requesting such docu- 
ments, processed in accordance with AEC Manual Chapter 2318. Such requests 
shall be approved by the Director, Division of Military Application, Headquarters, 
or by Managers of Operations in cases in which responsibility has been delegated 
to them by the director of that division. 


2110-08 Transmission of documents containing top secret production rate, 
stockpile or transfer information to Government agencies other than the 
Department of Defense. 

Transmission of documents containing Top Secret production rate, stockpile 


or transfer information to government agencies other than the Department of 
Defense shall be approved by the General Manager. 


2110-09 Secret production rate and stockpile information. 
The control of Secret production rate and stockpile information shall be 


governed by provisions of AEC Manual Chapter 2108 (to be issued) which pro- 


vides for control of classified weapon data other than Top Secret production rate 
and stockpile information. 


Chapter 2111. TERMINATION OR TRANSFER OF 
EMPLOYMENT ' 
2111-01 Purpose 


This chapter sets forth the procedures to be followed to assure the safeguarding 
of classified information upon transfer or termination of employment of persons 
who have been granted AEC security clearance. 

2111-02 Scope 


The procedures described below are applicable to: 
a. Termination or transfer of employment of employees or consultants of: 
1. Atomic Energy Commission ; or 
2. Contractors or subcontractors of the Atomic Energy Commission who 
have been granted security clearance by the Atomic Energy Commission. 
b. Termination or transfer of assignment or detail of persons, in categories 
other than specified in 2111-02a above, who have been granted security clearance 
by the Atomic Energy Commission. 


2111-03 Responsibilities 

Managers of Operations and Heads of Divisions and Offices, Headquarters, are 
responsible for assuring compliance with the procedures set forth herein. 
2111-04 Notification to security office 


In any case set forth above, the responsible AEC panditeip office shall be 
advised of the contemplated action. This notice shall include the following 
information : 

a. Name of the employee 
b. Present position (apecifie job title) ; 





1 Sept. 25, 1956. 
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ec. Effective date of action (i.e. date of transfer or termination of employ- 
ment, assignment or detail) ; 
d. Future residence; and 


e. Future employment, if known. 
2111-05 Assurance to be obtained. 


051 On transfer of employment, or assignment or detail (2111-02b) the re- 
sponsible Manager of Operations or Head of a Division or Office, Headquarters 
shall assure that: 

a. Records maintaining accountability for classified documents are 
checked and all classified documents in the possession or custody of the per- 
son being transferred are returned ; 

b. Badges and passes are recovered ; and 

e. Transfer of security clearance is effected in accordance with the provi- 
sions of AEC Manual Part 2300. 

052 On termination of employment or assignment or detail (see 2111-02b) the 
responsible Manager of Operations or Head of a Division or Office, Headquarters 
shall assure that: 

a. Records maintaining accountability for classified documents are 
checked, and all classified documents in the possession or custody of the in- 
dividual involved are returned ; 

b. Badges and Passes are recovered; 

ce. The individual involved receives a termination lecture setting forth 
his responsibilities for safeguarding classified information to which he has 
had access ; (in accordance with Chapter 2201) 

d. The individual involved executes a Security Termination Statement, 
Form AEC-136 (Appendix 2111—052d) ; and 

e. Termination of security clearance is effected in accordance with the 
provisions of AEC Manual Part 2300. 

053 On termination or transfer of custodian of top secret documents. If 
the person whose employment, assignment or detail is being terminated, or if 
the person who is about to be transferred is a custodian of Top Secret docu- 
ments received by him in the performance of his duties, or developed by him in 
the course of the performance of his duties, the Central Document Control Sec 
tion, Document and Information Control Branch, Division of Security, Head- 
quarters, will, on request, furnish the responsible AEC security office with a list 
of those Top Secret documents which, according to the records, are charged to 
such person. 


2111-06 Security termination statement. 


The signed copy of the Security Termination Statement shall be retained as a 
part of the individual’s security file as a permanent record. In case complete 
assurance cannot be obtained that all classified documents and material have 
been returned or properly accounted for, the “Security Termination Statement” 
shall be modified accordingly. Such modification shall be in writing, dated, 
signed by the person whose employment is being terminated, and witnessed by 
the person conducting the security termination interview. The modification 
shall be attached to and made a part of the “Security Termination Statement.” 


APPENDIX, CHAPTER 2111 


(Facility or installation where terminated) 
Unirep STATES 
AToMIc DNEerGY COMMISSION 
SECURITY TERMINATION STATEMENT 


Fhe nat ee ee ee ee , make the following statement in connection 
with the forthcoming termination of my security clearance granted me by the 
Atomic Energy Commission : 

1. I have transferred all classified documents and material with which I 
was charged, or which I had in my possession, to persons designated by the 
Atomic Energy Commission. 

2. I am not retaining in my possession, custody or control documents or 
material containing Restricted Data or other classified information which 
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haye been furnished to me by the Atomic Energy Commission during the 
course of my employment, assignment or detail to duties requiring access 
to Restricted Data or other classified information or which have been de- 
veloped as a consequence of such employment, assignment or detail. 

3. I shall not reveal to any person any Restricted Data or other classified 
information of which I have gained knowledge except as may be authorized 
by law, regulations of the Atomic Hnergy Commission, or in writing by 
officials of the Atomic Dnergy Commission empowered to grant permission 
for such disclosure. 

4. I have been informed of the attached provisions of : 

a. Atomic Bnergy Act of 1954 which prescribes penalties for the dis- 
closure of Restricted Data to unauthorized persons; and 

b. U.S. Code, Title 18, “Crimes and Criminal Procedures,” which con- 
tains penalties for the disclosure to unauthorized persons of informa- 
tion relating to the national defense. 

5. 1 am aware that I may be subject to criminal penalties if I have made 
any statement of material facts knowing that such statement is false, or if 
I willfully conceal any material fact. (Title 18, U.S. Code, Section 1001.) 

6. I understand that the Atomic Bnergy Commission requests it be in- 
formed when persons granted AWC security clearance: 

(a) Propose to travel to Soviet-bloc countries; or 

(b) Propose to travel to any other foreign country (except Canada 
or Mexico) if they have had aceess to Top Secret or Secret information. 

(Normally, an individual will not be asked to forego any travel un- 
less the travel is of such nature as to be considered unwise from the 
standpoint of personal safety or there are special circumstances exist- 
ing which would make such travel unwise from the standpoint of the 
security of the atomic energy program. The AEC’s security interests in 
such travel normally diminishes as the period of access to Restricted 
Data or other classified information becomes more remote. Personnel 
cleared by the AEC but employed by other government agencies are not 
required to inform the AKC of official foreign travel.) 


a a we ee a a a a a oe = ee ee 


(Signature of person conducting interview) (Signature of person whose tens as- 


nment or detail is being nated) 


(Title of position) (Name of employer) 


September 25, 1956. 
APPLICABLE PROVISIONS OF FEDERAL STATUTES 


“ATOMIC ENERGY ACT OF 1954” 


“Sec. 11. Derrnrttons.—The intent of Congress in the definitions as given in 
this section should be construed from the words or phrases used in the defini- 
tions. As used in this Act: 





“ry, The term ‘Restricted Data’ means all data concerning (1) design, 
manufacture, or utilization of atomic weapons; (2) the production of spe- 
cial nuclear material; or (3) the use of special nuclear material in the 
production of energy, but shall not include data declassified or removed 
from the Restricted Data category pursuant to section 142. 

“Sec. 161. GENERAL Provistons.—In the performance of its functions the 

Commission is authorized to— 

‘4. prescribe such regulations or orders as it may deem necessary (1) to 
protect Restricted Data received by any person in connection with any 
activity authorized pursuant to this Act, (2) to guard against the loss or 
diversion of any special nuclear material acquired by any person pursuant 
to section 53 or produced by any person im connection with any activity 
authorized pursuant to this Act, and to prevent any use or disposition 
thereof which the Commission may determine to be inimical te the common 
defense and security, and (3) to govern any activity authorized pursuant to 
this Act, including standards and restrictions governing the design, location, 
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and operation of facilities used in the conduct of such activity, in order to 
protect health and to minimize danger to life or property ; 

“Sec. 223. ViotaTION or SecTIONS GENERALLY.—Whoever willfully violates, 
attempts to violate, or conspires to violate, any provision of this Act for which 
no penalty is specifically provided or of any regulation or order prescribed or 
issued under section 65 or subsections 161b., i. or p. shall, upon conviction 
thereof, be punished by a fine of not more than $5,000 or by imprisonment for not 
more than two years, or both, except that whoever commits such an offense 
with intent to injure the United States or with intent to secure an advantage to 
any foreign nation, shall, upon conviction thereof, be punished by a fine of not 
more than $20,000 or by imprisonment for not more than twenty years, or both. 

“Seo. 224. COMMUNICATION OF ResTRICTED Data.—Whoever, lawfully or unlaw- 
fully, having possession of, access to, control over, or being entrusted with any 
document, writing, sketch, photograph, plah, model, instrument, appliance, note, 
or information involving or incorporating Restricted Data— 

a. communicates, transmits, or discloses the same to any individual or 
person, or attempts or conspires to do any of the foregoing, with intent to 
injure the United States or with intent to secure an advantage to any for- 
eign nation, upon conviction thereof, shall be punished by death or imprison- 
ment for life (but the penalty of death or imprisonment for life may be 
imposed only upon recommendation of the jury), or by a fine of not more 
than $20,000 or imprisonment for not more than twenty years, or both; 

“b. communicates, transmits, or discloses the same to any individual or 
person, or attempts or conspires to do any of the foregoing, with reason to 
believe such data will be utilized to injure the United States or to secure 
an advantage to any foreign nation, shall, upon conviction, be punished by a 
fine of not more than $10,000 or imprisonment for not more than ten years, 
or both. 

“Sec. 225. Recerpt or Restrictep Data.—Whoever, with intent to injure the 
United States or with intent to secure an advantage to any foreign nation, 
acquires, or attempts or econspires to acquire any document, writing, sketch, 
photograph, plan, model, instrument, appliance, note, or information involving 
or incorporating Restricted Data shall upon conviction thereof, be punished by 
death or imprisonment for life (but the penalty of death or imprisonment for 
life may be imposed only upon recommendation of the jury), or by a fine of not 
more than $20,000 or imprisonment for not more than twenty years, or both. 

“Sec. 226. TAMPERING WITH RESTRICTED Data,— Whoever, with intent to injure 
the United States or with intent to secure an advantage to any foreign nation, 
removes, conceals, tampers with, alters, mutilates, or destroys any document, 
writing, sketch, photograph, plan, model, instrument, appliance, or note involv- 
ing or incorporating Restricted Data and used by any individual or person in 
eonnection with the production of special nuclear material, or research or devel- 
opment relating to atomic energy, conducted by the United States, or financed 
in whole or in part by Federal funds, or conducted with the aid of special 
nuclear material, shall be punished by death or imprisonment for life (but the 
penalty of death or imprisonment for life may be imposed only upon recom- 
mendation of the jury), or by a fine of not more than $20,000 or imprisonment 
for not more than twenty years, or both. 

“Sec. 227. DiscLosure or Restricrep Data.—Whoever, being or having been 
an employee or member of the Commission, a member of the Armed Forces, an 
employee of any agency of the United States, or being or having been a con- 
tractor of the Commission or of an agency of the United States, or being or 
having been an employee of a contractor of the Commission or of an agency of 
the United States, or being or having been a licensee of the Commission, or being 
or having been an employee of a licensee of the Commission, knowingly com- 
municates, or whoever conspires to communicate or to receive, any Restricted 
Data, knowing or having reason to believe that such data is Restricted Data, 
to any person not authorized to receive Restricted Data pursuant to the pro- 
visions of this Act or under rule or regulation of the Commission issued pur- 
suant thereto, knowing or having reason to believe such person is not so author- 
ized to receive Restricted Data shall, upon conviction thereof, be punishable by 
a fine of not more than $2,500. 


eee 
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Tirze 18, U.S. Congr, “CRIMps AND CRIMINAL PROCEDURES” 


SECTION 793, GATHERING, TRANSMITTING, OR LOSING DEFENSE INFORMATION 


“(a) Whoever, for the purpose of obtaining information respecting the na- 
tional defense with intent or reason to believe that the information is to be used 
to the injury of the United States, or to the advantage of any foreign nation, 
goes upon, enters, flies over, or otherwise obtains information concerning any 
vessel, aircraft, work of defense, navy yard, naval station, submarine base, 
fueling station, fort, battery, torpedo station, dockyard, canal, railroad, arsenal, 
camp, factory, mine, telegraph, telephone, wireless, or signal station, building, 
office, research laboratory or station, or other place connected with the national 
defense owned or constructed, or in progress of construction by the United 
States or under the control of the United Sates, or of any of its officers, de- 
partments, or agencies, or within the exclusive jurisdiction of the United States, 
or any place in which any vessel, aircraft, arms, munitions, or other ma- 
terials or instruments for use in time of war are being made, prepared, re- 
paired, stored, or are the subject of research or development, under any con- 
tract or agreement with the United States or any department or agency thereof, 
or with any person on behalf of the United States, or otherwise on behalf of 
the United States, or any prohibited place so designated by the President by 
proclamation in time of war or in case of national emergency in which any- 
thing for the use of the Army, Navy, or Air Force is being prepared or con- 
structed or stored, information as to which prohibited place the President has 
determined would be prejudicial to the national defense ; or 

“(b) Whoever, for the purpose aforesaid, and with like intent or reason to 
believe, copies, takes, makes, or obtains, or attempts to copy, take, make, or 
obtain, any sketch, photograph, photographic negative, blueprint, plan, map, 
model, instrument, appliance, document, writing, or note of anything connected 
with the national defense; or 

“(c) Whoever, for the purpose aforesaid, receives or obtains or agrees or 
attempts to receive or obtain from any person, or from any source whatever, 
any document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note, of any- 
thing connected with the national defense, knowing or having reason to believe, 
at the time he receives or obtains, or agrees or attempts to receive or obtain 
it, that it has been or will be obtained, taken, made, or disposed of by any person 
contrary to the provisions of this chapter ; or 

“(d) Whoever, lawfully having possession of, uccess to, control over, or being 
entrusted with any document, writing, code book, signal book, sketch, photograph, 
photographie negative, blueprint, plan; map, model, instrument, appliance, or 
note relating to the national defense, or information relating to the national 
defense which information the possessor has reason to believe could be used 
to the injury of the United States or to the advantage of any foreign nation, 
willfully communicates, delivers, transmits, or causes to be communicated, de- 
livered, or transmitted or attempts to communicate, deliver, transmit or cause 
to be communicated, delivered, or transmitted the same to any person not 
entitled to receive it, or willfully retains the same and fails to deliver it on 
demand to the officer or employee of the United States entitled to receive it; 
0 


r 

“(e) Whoever having unauthorized possession of, access to, or control over 
any documents, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note relating to 
the national defense, or information relating to the national defense which 
information the possessor has reason to believe could be used to the injury of 
the United States or to the advantage of any foreign nation, willfully com- 
municates, delivers, transmits or causes to be communicated, delivered, or trans- 
mitted, or attempts to communicate, deliver, transmit or cause to be communi- 
cated, delivered, or transmitted the same to any person not entitled to receive 
it, or willfully retains the same and fails to deliver it to the officer or employee 
of the United States entitled to receive it ; or 

“(f) Whoever, being entrusted with or having lawful possession or control 
of any document, writing, code book, signal book, sketch, photograph, photo- 
graphic negative, blueprint, plan, map, model, instrument, appliance, note, or 
information, relating to the national defense, (1) through gross negligence 
permits the same to be removed from its proper place of custody or delivered 
to anyone in violation of his trust, or to be lost, stolen, abstracted, or destroyed, 
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or (2) having knowledge that the same has been illegally removed from its 
proper place of custody or delivered to anyone in violation of his trust, or lost, 
or stolen, abstracted, or destroyed, and fails to make prompt report of such 
loss, theft, abstraction, or destruction to his superior officer— 

“Shall be fined not more than $10,000 or imprisoned not more than ten years, or 
both. 

“(g) If two or more persons conspire to violate any of the foregoing provisions 
of this section, and one or more of such persons do any act to effect the object 
of the conspiracy, each of the parties to such conspiracy shall be subject to 
the punishment provided for the offense which is the object of such conspiracy.” 


SECTION 794. GATHERING OR DELIVERING DEFENSE INFORMATION TO AID FOREIGN 
GOVERNMENT 


(a) Whoever, with intent or reason to believe that it is to be used to the 
injury of the United States or to the advantage of a foreign nation, communi- 
eates, delivers, or transmits, or attempts to communicate, deliver, or transmit, 
to any foreign government, or to any faction or party or military or naval force 
within a foreign country, whether recognized or unrecognized by the United 
States, or to any representative, officer, agent, employee, subject, or citizen 
thereof, either directly or indirectly, any document, writing, code book, signal 
book, sketch, photograph, photographie negative, blueprint, plan, map, model, 
note, instrument, appliance, or information relating to the national defense, 
shall be imprisoned not more than twenty years. 

(b) Whoever violates subsection (a) in time of war shall be punished by 
death or by imprisonment for not more than thirty years. 

(c) Whoever, in time of war, with intent that the same shall be communicated 
to the enemy, collects, records, publishes, or communicates, or attempts to elicit 
any information with respect to the movement, numbers, description, condition, 
or disposition of any of the armed forces, ships, aircraft, or war materiais of 
the United States, or with respect to the plans or conduct, or supposed plans 
or conduct of any naval or military operations, or with respect to any works 
or measures undertaken for or connected with, or intended for the fortification 
or defense of any place, or any other information relating to the public defense, 
which might be useful to the enemy, shall be punished by death or by imprison- 
ment for not more than thirty years. 

(d) If two or more persons conspire to violate this section, and one or more 
of such persons do any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be subject to the punishment provided for the 
offense which is the object of such conspiracy. 


Volume: 3000 Information, Classification & Foreign Activities 
Part: 3100 Public Information 


Chapter 2112. SECURITY ACKNOWLEDGMENT? 


2112-01 Purpose. 


This chapter sets forth the policy and procedures governing the use of the 
Security Acknowledgment, Form AEC-15 (Appendix 2112-01). 


2112-02 Use of security acknowledgment. 


The Security Acknowledgment, Form-15, shall be executed by all persons indi- 
cated below at the time they complete a personnel security questionnaire to ob- 
tain security clearance. 

a a. Prospective employees or consultants of the Atomic Energy Commis- 
on. 

b. Prespective employees or consultants of contractors or subcontractors 
of the Atomic Bnergy Commission who are being processed for security 
clearance by the Atomic Energy Commission. 

ec. Persons who do not fall within the foregoing categories but who are 
being processed for security clearance by the Atomic Energy Commission. 


2112-03 Retention as permanent record. 


The Security Acknowledgment shall be retained as a part of the individual’s 
security file. 


2 Sept. 26, 1956. 








100 ‘WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


2112-04 Responsibilities. 

The Director, Division of Security, for the Headquarters Office, and Managers 
of Operations are responsible for assuring compliance with the provisions of this 
chapter. 

APPENDIX, CHAPTER 2112 


Form AEC-15 
(Rev. 5-56) 


‘lagt at which Security 


UNITED STATES 
ATOMIC ENERGY COMMISSION 


SECURITY ACKNOWLEDGMENT 


Lees if anticipation of my security clearance by 
the United States Atomic Energy Commission, make the following statement with the understand- 
ing and intent that my statement will be used by the AEC in carrying out its obligation to protect 
the security of Restricted Data and other classified information, 


1. lLunderstand that it is the policy of the AEC to control the dissemination of Restricted 
Data and other classified information in such a manner as to assure the common de- 
fense and security. 


l understand that, in carrying out the aforesaid policy, the AEC has issued and will 
issue and revise, as circumstances require, certain instructions and regulations per- 
taining to the control and dissemination of Restricted Data and other classified informa- 
tion, 


I shall not reveal te any person any Restricted Data or other classified information, of 
which I gain knowledge as a result of my employment, assignment, or duties, except in 
accordance with official instructions and regulations of the AEC or except as may be 
hereafter authorized by officials empowered to grant such authority. 


I understand that the provisions of the Atomic Energy Act of 1954 prescribe penalties 
for the disclosure of Restricted Data to unauthorized persons, and the provisions of 

U. S, Code, Title 18, "Crimes and Criminal Procedures" approved June 25, 1948, and 
of the “Internal Security Act of 1950" prescribe penalties for the disclosure to unau- 
thorized persons of information respecting the national defense, and for loss, destruc- 
tion or compromise of such information through gross negligence. 


I understand that willful or gross carelessness in revealing or disclosing to any unau- 
thorized person Restricted Data or other classified matter pertaining to the AEC or 
any other Government agency may constitute sufficient cause for termination of my 
association with the atomic energy program, 


I understand that the Atomic Energy Commission requests it be informed when persons 
granted AEC security clearance: 


(a) Propose to travel to Soviet-bloc countries; or 


(b) Propose to travel to any other foreign country (except Canada or Mexico), if they have 
had access to Top Secret or Secret information. 


(Normally, an individual will not be asked to forego any travel unless the travel is 
of such nature as to be considered unwise from the standpoint of personal safety or 
there are special circumstances existing which would make such travel unwise 
from the standpoint of the security of the atomic energy program, The AEC's 
security interest in such travel normally diminishes as the period of access to 
Restricted Data or other classified information becomes more remote, Personnel 
cleared by the AEC but enrployed by other government ageacies are not required 
to inform the AEC of official foreign travel.) 





September 26, 1956 


Chapter 3106. ANSWERING INQUIRIES FROM NEWSMEN 
AND THE GENERAL PUBLIC* 


3106-01 Purpose 

This Chapter provides AEC policy and procedures for answering inquiries from 
newsmen and the general public. This Instruction is intended to lead to provi- 
sion of the best possible quality of service to newsmen and the publie and there- 
fore is not to be interpreted as preventing any employee from receiving toweiries 
and initiating action to reply. 


2 Revised : July 23, 1956. 


ate 
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3106-02 Policy 


It is the policy of the AEC to make available to newsmen and the general pub- 
lic such nonclassified (declassified and unclassified) and nonprivileged informa- 
tion as may be requested. Inquiries from newsmen and the general public 
shall be answered as promptly as possible. In replying to inquiries all useful 
assistance shall be given to the requestor in identifying information that is per- 
tinent to his request. See Section 2101-08 for limitations on availability of clas- 


sified information. See Chapter 2104 for limitations on availability of privileged 
information. 


3106-08 Authorization to anawer inquiries 


Whenever practicable, in order to effect best possible service in response to 
inquiries and avoid possible confusion, replies should be made by or on the 
authority of: 

a. The Chairman, who is designated by the Atomic Energy Act of 1954 as 
the official spokesman of the AEC; or 

b. Other Commissioners; or 

ce. The General Manager, Deputy General Manager and Assistant General 
Managers; or 

d. Heads of Divisions or Offices, Headquarters; or 

e. Designated personnel of the Division of Information Services, Head- 
quarters; or 

f. Managers of Operations; or 

g. Other AEC personnel specifically designated for this purpose by the 
individuals listed above. 

3106-04 Responsibilities 

041 Managers of operations are responsible for : 

a. replying to inquiries, when practicable. 

b. designating qualified personnel who will answer inquiries from news- 
men and the general public. 

ce. assuring the accuracy of replies by the Operations Office. 

d. referring to the Division of Information Services, Headquarters, in- 
quiries requiring coordination between Operations Offices or between Opera- 
tions Offices and Headquarters Divisions or Offices. The appropriate Oper- 
ating Division shall be notified concurrently. 

e. informing the Division of Information Services, Headquarters, and the 
Operating Division concurrently, as soon as practicable regarding inquiries 
for non-routine information’ received and answered which were not referred 
to Headquarters previously. 

042 Heads of divisions (other than Division of Information Services) and 
offices, headquarters, are responsible for: 

a. replying to inquiries from the general public or referring them for 
appropriate handling if beyond the purview of the Division or Office which 
received them. 

b. assuring the accuracy of replies prepared by the Division or Office. 

e. referring to the Division of Information Services, Headquarters, unusual 
inquiries requiring coordination outside their Division or Office. 

d. informing the Division of Information Services, Headquarters, as soon as 
practicable regarding inquiries for non-routine information’ received and an- 
swered which were not referred to that Division previously. 


, a: The Director, Division of Information Services, Headquarters, is respon- 
sible for: 


a. supplying replies to newsmen. 

b. requesting appropriate assistance by others in development of replies to 
newsmen’s queries. 

c. providing appropriate guidance, on request, regarding how others should 
reply or prepare material for reply to newsmen or the general public. 

d. coordinating collection from separate sources of information required for 
complete and accurate replies. 
3106-05 Procedures 


Whenever practicable, Divisions and Offices, Headquarters, and Operations 
Offices will reply to inquiries. However, when unusual replies require coordi- 


1 See Section 3105-06 for examples of the types of materials regarded as routine. 
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nation between Divisions and Offices, Headquarters, or between Operations 
Offices, or between Operations Offices and Headquarters Divisions and Offices, 
the inquiry shall be referred to the Division of Information Services, Head- 
quarters, for appropriate handling. 


3106-06 Reporting requirement 
The Division of Information Services, Headquarters, shall be informed regard- 


ing inquiries for non-routine information received and answered as stated in 
Subsections 3106—041e and 042d. 


Chapter 3105. COORDINATION OF ORAL, WRITTEN, AND 
VISUAL PUBLIC INFORMATION ISSUANCES? 


053 Special provisions for review of certain information regarding nuclear 
weapons, Proposed initial oral or written public statements by AEC employees 
and employees of AEC contractors engaged in weapons program activities 
regarding: 

a. the scope and timing of U.S. nuclear weapons tests; 

b. characteristics and performance of U.S. nuclear and nuclear-capable 
weapons; and 

ce. the deployment of U.S. nuclear and nuclear-capable weapons to areas 
under sovereignty of other nations shall be referred to the Division of In- 
formation Services, Headquarters, for review prior to issuance, 

This procedure is aimed at insuring that statements on nuclear weapons are 
limited to the volume and content necessary to essential information service 
in the national interest. The Director, Division of Information Services, will 
undertake necessary review, coordination, and clearance, requesting Headquar- 
ters’ Division or Office and Operations Office assistance as necessary. The 
provisions of Subsections 3105-051 and 3105-052 do not apply to this category 
of information. 

054 Definition of public statements. Oral or written public statements 
include : 

a. public speeches or other statements ; 

b. articles prepared for publication in official or unofficial journals, 
booklets, magazines, etc. ; 

ec. replies to inquiries precedent to articles in magazines or other peri- 
odicals ; 

d. testimony prepared for open hearings in Congress; and 

e. official press releases, statements on radio and TV programs. 

Written military orders deploying nuclear-capable organizations, vessels, and 
aircraft to areas outside the U.S. and its territories and unclassified technical 
publications and training manuals, dealing with the characteristics of new 
weapons are not included in the scope of this subsection. 

055 Meeting of initial release. Once clearance has been given to the first 
announcements in a series of actions (i.e, U.S. nuclear weapons test series), 
follow-up announcements of a routine nature not involving substantive elabor- 
ation do not have to be reviewed under the procedure. However, certain state- 
ments drawing on previously-cleared materials, or combining previously issued 
information, may have significant world climate-of-opinion impact and raise 
questions of timing or emphasis. When such factors may be important, Head- 
quarters review procedures must be utilized. In case of doubt as to whether 
= oe is desirable, the advice of the Division of Informaticu Services should 

sought. 


Chapter 3108. FORMAL ORAL AND WRITTEN PUBLIC 
STATEMENTS BY EMPLOYEES AS INDIVIDUALS? 


3108-01 Purpose 


This Chapter outlines the AKC policy, assigns responsibilities and states pro- 
cedures regarding the formal issuance of oral and written public statements on 
the Atomic Energy Commission program by AEC employees as individuals. 


1 Revised : October 7, 1957. 
2 October 17, 1956. 











WITHHOLD INFORMATION FROM THE PUBLIC ‘AND PRESS 103 


3108-02 Policy 


AEC employees, as private individuals, have the right to express publicly their 
private opinions about the Government or its agencies. However. when an 
employee is formally speaking to or writing for an audience which identifies him 
as being employed by the AEC, his statements about the AEC or the atomic 
energy program and activities have extra weight and credence by virtue of such 
identification. Therefore, it is the policy of the AEC to require that oral or writ- 
ten information formally issued publicly by individual AEC employees, including 
responses to questions following delivery of a speech, lecture or other remarks, 
or during participation in a group discussion: 

a. shall be factually correct ; 
a: shall not contain inaccurate interpretations of the policies or programs 
of the AEC; 
c. shall be limited to information that is officially available to persons 
outside of the AEC, 


3108-03 Responsibilities 


031 Heads of divisions or offices, headquarters, or managers of operations 
shall assure that AEC employees comply with the requirements of the policy 
stated above. Specifically: 

a. ADC employees (except those identified in b. below) shall request from 
the Head of his Division or Office, Headquarters, or Manager of Operations, 
permission to speak or write formally in public about his work or the work 
of the AEC. 

b. Heads of Divisions and Offices, Headquarters, and Managers of Opera- 
tions shall request from the General Manager review of any statement they 
judge requires his approval. 

032 Heads of divisions and offices, headquarters, and managers of operations 
are responsible for reviewing subordinates’ requests for permission for formal 
public speaking or writing about the Atomic Energy Commission program and: 

a. determining that the statements the employee proposes to issue are 
not likely to confuse or mislead the public, or 

b. referring to the General Manager, via the Director, Division of Infor- 
mation Services, Headquarters, any requests on which Headquarters guid- 
ance is needed. Requests from Managers of Operations should be routed 
via the appropriate Headquarters Operating Division. 

The responsibility under a. above may be delegated when such delegation aids 
the practicability of appropriate discharge of the responsibility assigned by 
this instruction. 

033 The Director, Division of Information Services, on request, shall assist 
the General Manager, Managers of Operations and Heads of Headquarters 
Divisions or Offices in arriving at judgments with respect to the determinations 
noted above. 


8108-04 Procedures 


In referring public statements to the General Manager: 
a. when possible, a minimum of 6 working days are to be allowed, exclu- 
sive of transmission time, for necessary action ; 
b. to expedite review, three copies of the draft proposed statement shall 
be submitted. 


Chapter 3404. POLICY FOR CONTROL OF INFORMATION * 


3404-01 General 


011 Scope. The Atomic Energy Act of 1954 contains several provisions gov- 
erning the control of information noted in 012 below. These provisions have 
led to the regulations and practices, published in the other Chapters of this 
Part, concerning the classification and declassification of documents within the 
atomic energy project. As a result of past experience with these procedures, 
the following set of principles has evolved relative to the control and release of 
technical information and is furnished for the guidance of AEC personnel 
charged with the responsibility for the distribution of classified information 
within the atomic energy project and for the clearance of AEC material pre- 
pared for public release. 


1 Revised : November 18, 1954. 
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012 Statutory provisions. The Atomic Energy Act of 1954, provides that the 
Commission : 

a. Shall control the dissemination and declassification of Restricted Data 
so as to assure the common defense and security of the country, 

b. Shall be guided by the principle that the dissemination of scientific 
and technical information should be permitted and encouraged so as to 
provide that free interchange of ideas and criticisms which is essential to 
to scientific progress, and 

ec. Shall not exchange information with other nations with respect to the 


use of atomic energy for industrial purposes except as authorized by the 
Act. 


8404-02 AEC policy in carrying out the law. 


021 Means of controlling information. In fulfillment of the law, the Com- 
mission has determined that information should be controlled by : 

a. Withholding from those whose objectives may be inimical to the 
interests of the United States, information which could be used to the 
detriment of our own security ; and 

b. Providing information necessary for vigorous and efficient atomic en- 
ergy and related programs in the United States, in a manner consistent 
with democratic traditions. 

022 Degree of control imposed, The degree of security control to be ap 
plied to any item of information depends upon an estimation of the balance 
between the value of the information to inimical interests and to the United 
States. 

023 Recognition of the benefits of free dissemination. The important. long- 
term assets of the United States in the field of atomic energy as in other fields 
are the experience and productive capacity of industry, the knowledge and 
enthusiasm of scientists, and the progress achieved in all technical fields, Many 
of these assets lie outside the AEC and depend largely upon the free access 
to information. 

Furthermore, any information about a public enterprise as extensive as the 
atomic energy program should be concealed only for reasons soundly based 
upon the common defense and security of the country. 


8404-03 Formulation of judgment under the policy. 


031 The successful control of information will require constant exercise of 
judgment by every individual concerned with classified information. It is 
impossible to state hard and fast rules for all categories of information and 
for all circumstances that might be encountered. Rather, it is intended that 
specific rules and guides will be developed which will meet all needs. Such rules 
and guides will be changed when necessary to meet changing circumstances, 
Such guides have been, and shall continue to be, prepared by responsible 
groups of individuals, fully informed on all aspects of the particular problem. 

082 Information provided to foreign countries may impair our common de- 
fense and security as follows: 

a. The information may lend support to a rival atomic energy program, 
and 

b. The information might be used by inimical interests to reduce the 
effectiveness of our own atomic energy operations, through sabotage, by 
devising counter-measures, etc. 

083 It is often very difficult to assess any given piece of information. One 
important factor is an understanding of the pertinence of the particular in- 
formation to the objectives of the overall program of the AEC... Key. personnel 
located in the different areas can provide assistance in obtaining such an un- 
derstanding of the many specialized aspects of the program, Such personnel also 
know the greatest hurdles encountered in their development. 

In assessing information, factors of a nontechnical nature may also arise, such 
as matters related to military operations, civil defense, or international relations. 

034 Benefits to the United States resulting from the controlled distribution 
of classified information, and from the declassification and publication of other 
information may involve more than merely accelerating progress on specific tech- 
nical problems. They may well involve acceleration of construction and develop- 
ment programs, improving administrative efficiency, reducing costs, and the 
attraction of a greater number of able scientists and engineers to the different 
programs, Outside of the AEC these benefits may appear in the form of the 
stimulation of technological development in industry, the education of the public 
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on matters of atomic defense, and the increased effectiveness of the armed 
services in planning, training and in operations. Probably one of the most 
important benefits to be realized is the stimulation and encouragement of scien- 
tific research throughout the nation. 

035 Consideration should also be given to information which is known to 


rival programs in arriving at decisions relative to the declassification of 
information. 


3404-04 General rules for balancing values 


Nations other than the United States are producing fissionable materials and 
nuclear weapons of both the fission and thermonuclear types. It is, therefore, of 
increasing importance that the advantage which the U.S. now has in these fields 
and in the field of defense against atomic attack be maintained and if possible 
increased. Accordingly, the following should be used as a general guide for the 
evaluation of information. 

041 General objectives. The prime objective of secrecy should be to reduce 
to a minimum the number, efficiency, and effectiveness, of the atomic weapons 
in the arsenals of nations whose interests are inimical to the United States. The 
production of fissionable materials and the techniques of weapon development, 
production, and use are related to this prime objective. A second objective of 
secrecy is to avoid giving information which would accelerate the application of 
atomic power for industrial or military purposes by inimical interests. 

042 . Particular applications. Insofar as control of information may affect 
progress: 

a. With respect to weapons: retarding the progress of inimical nations in 
these activities is to be regarded as generally more important than advancing 
our Own progress, 

b. With respect to fissionable material: retarding the progress of inimical 
nations is not to be regarded as generally more important than advancing 
our own progress. 

ce. With respect to the development of nuclear power: it must be acknowl- 
edged that other nations possess information which would enable them to 
apply atomic power to industrial or military uses. Much information 
pertinent to the use of power is alsv of importance in connection with 
weapons of the production of fissionable materials, and in such cases the 
prime objective mentioned above must also be considered. Other fields 
of information exist, however, and more will doubtless develop, which will 
be of only peripheral interest to weapons or to the production of fissionable 
materials and which will pertain primarily to the utilization of power. 
Such information is likely to be of high value both to industry and to 
progress in the atomic energy program. In the field of atomie power, there- 
fore, to a greater extent than in that of the production of fissionable ma- 
terial, the value to ourselves of dissemination of information acquires an 
increased weight as compared to the risk of disclosure to rivals. 

d. With respect to nuclear and allied sciences: in order to promote scien- 
tific progress which requires a free interchange of ideas and of criticisms, 
basie scientific information should not generally be classified. However, 
in making the decision that such information should be considered as 
unclassified or be declassified, the determination should be made that the 
information is not of substantial importance in its practical application to 
fissionable materials production, to atomic weapons, or to military reactors. 


3404-05 Distribution of classified information 


It is the policy of the Commission that properly cleared employees of the 
Atomic Energy Commission or its contractors should be provided with all infor- 
mation needed in the performance of their duties. It is also the policy of the 
Commission generally to segregate the work on weapons from other activities 
and thus to reduce to a minimum the dissemination of weapons information. 
8404-06 Consultation with the Department of Defense and the United Kingdom 

and Canada 

Prior notice should be given to the DOD, the United Kingdom and Canada of 
any actions involving changes in the Declassification Guide. Close liaison with 
the armed forces should be maintained with respect to information which may 
require military classification even though it need not be classified under the 
Atomic Energy Act of 1954; and such military information may not be down- 
graded without the approval of the appropriate representatives of the 
Department of Defense. 


41075—60——8 








BUREAU OF THE BUDGET 


Hon. Tuomas C. Hennrnas, Jr., 

Chairman, Committee on the Judiciary, 
Subcommittee on Constitutional Rights, U.S. Senate, 
Washington, D.C. 


My Drar Mr. Cuamman : This is in reply to the questions contained 
in your letter of June 26, 1958, relating to the study, by the Subcom- 
miteee on Constitutional Rights, of the subject of freedom of infor- 
mation, 

1. The types of information and records in the Bureau of the 
Budget which are not available to members of the public or press upon 
request are those for which special safeguarding is required by: 

a, Statutes: 

5 U.S.C. 139b. Unlawful disclosure of information; pen- 
alties; release of information to other agencies (relates to 
statistical information). 

18 U.S.C. 7932 Gathering, transmitting, or losing defense 
information. 

18 U.S.C. 794.2 Gathering or delivering defense informa- 
tions governing the provision of statistical information to 

18 U.S.C. 1905.8 Disclosure of confidential information 
generally. 

31 USC. 16. Functions of Bureau of the Budget; prepa- 
ration of the budget. 

b. Executive orders: 

Executive Order No. 10033 of February 8, 1949. Regula- 
tions governing the provision of statistical information to 
intergovernmental organizations. 

Executive Order No. 10450 * of April 27, 1953, as amended. 
Security requirements for Government employment. 

Executive Order No. 10501° of November 5, 1953. Safe- 
guarding official information in the interests of the defense 
of the United States. 

Presidential instructions relating to the budget: 

Circular No. A-10 (Revised) of April 15, 1954. Respon- 
sibilities with respect to the budget. 

_ Circular No. A-11 (Revised) of June 27, 1958. Instruc- 
tions for the preparation and submission of annual budget 
estimates. 


= 


1 Pt. 2, Freedom of Information and Secrecy in Government, 85th Cong., 24 sess. 
2 Ibid., p. 989-990. _ QA: — 
SIbid., p. 1004. 

«Pp, 663, this volume, 

5 P. 667, this volume. 
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Both of these Circulars are issued by the Director of the 
Bureau of the Budget “by direction of the President.” 

d. Letter from the President to the Secretary of Defense of 
May 17, 1954 (and attached memorandum from the Attorney Gen- 
aah Concerning the furnishing of information to congressional 

committees by persons in the executive branch.° 

In this last respect, the Bureau of the Budget has a special role in 
the executive branch which must, be considered. The Bureau was 
established in 1921 as an agency placed under the direction of the Presi- 
dent; in 1939, by reorganization plan, it. was formally made a part 
of the Executive Office of the President. Its principal functions in- 
volve assisting the President in the discharge of his udgetary, man- 
agement, and other executive responsbilities. Part of its work there- 
fore takes the form of furnishing staff advice and assistance to the 
President in matters for which responsibility for decisions and judg- 
ments has not been delegated. Usually, information on such matters 
would be released by the White House or by the executive agency 
directly concerned with the program involved. 

2. The authorities relied upon are cited in connection with the 
specific information furnished under question 1. 

There are enclosed copies of the Bureau of the budget circulars re- 
ferred to above, together with Bureau of the Budget Office Memoran- 
dum No. 468 of October 6, 1955, and the following Bureau of the 
Budget manual sections: 

Section 750—Record Administration. 

1 Section 810—Establishment and Observance of Standards of Con- 
uct. 

Section 1060—Safeguarding Classified Information. 

3. In general, the Bureau’s position in this matter was explained in 
its reply to a questionnaire of the Government Information Subcom- 
mittee of the House Committee on Government. Operations, trans- 
mitted to the chairman of that subcommittee by the Bureau on Sep- 
tember 29, 1955. To quote the opening paragraph of this reply, which 
was reproduced in full in the committee print (84th Ceong., Ist. sess., 
Nov. 1, 1955, pp. 46-55) : 

“The great bulk of information Tena by the Bureau of the 
Budget is made available to the Congress, the appropriate con- 
gressional committees, and individual paogmetaes as well as in- 
terested outside groups and the general public. We continuously 
strive, within reasonable cost limitations, for the widest possible 
dissemination of information, consistent with security and other 
necessary restrictions contained in the statutes and other perti- 
nent directives.” 

It should also be pointed out that much of the information which 
is not made available to the press or public by the Bureau of the Budget 
is information developed dainty the course of preparing the budget 
for the President, or while assisting the President in arriving at deter- 
minations relating to his managerial functions. A great part of this 
information, which is maintained in confidence prior to the making 
of a determination by the President, is made available after his deter- 
mination has been reached. 


*P. 675, this volume. 
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We trust that this is the information which your Subcommittee 
desires. 
Sincerely yours, 
Rocer W. Jones, 
Assistant Director. 


(Pertinent sections of the materials enclosed are reprinted below.) 
PRESIDENTIAL DIRECTIVES 
Bureau of the Budget Circular No. A-10 Revised 
April 15, 1954 


To: The Heads of Executive Departments and Establishments. 


SUBJECT: RESPONSIBILITIES WITH RESPECT TO THE 
BUDGET 


1. Purpose. This Circular brings up to date Budget Circular No. 
A-10, dated August 1, 1943, and restates for the guidance of the execu- 
tive branch certain responsibilities with respect to the executive budget. 

2. Responsibility of the President. The Budget and Accounting 
Act provides that there shall be presented to Congress for its considera- 
tion and action an executive bu get for which the President is respon- 
sible. The budget represents the judgment of the President with 
respect to the financial requirements for all parts of the Government 
except the legislative branch and the judiciary. 

3. Restrictions on disclosure of agency estimates. All budget-esti- 
mates and supporting materials submitted to the Bureau of the Budget 
are privil communications. Their confidential nature must be 
maintained, since they are the basic data and worksheets im the process. 
by which the President resolves budget problems and arrives at con- 
clusions with respect to his recommendations to the Congress. The 
head of each agency is responsible for preventing disclosure of such 
information except on request in formal appropriation hearings and 
when requested by Members of the Congress in connection with their 
consideration of the budget after its transmittal. 

4. Restrictions on premature disclosure of Presidential recommenda- 
tions. The decisions of the President as to his budget recommenda- 
tions and estimates are administratively confidential until made public 
through formal transmittal of the budget to the Congress. The head 
of each agency is  ereeme for preventing premature disclosure of 
such information. is rule does not apply, however, to the presenta- 
tion of data on the President’s budget to the Appropriations Commit- 
tees, pursuant to arrangements made in specific instances by the 
Bureau of the Budget, in connection with formal hearings on the 
et prior to the actual transmittal of the recommendations of the 
President. 


5. Agency letters and testimony on proposed appropriations. The 
Budget aad Accounting Act of 1921 providesiin part that : 


“No estimate or request for an appropriation and no request for an increase 
in an item of any such estimate or request * * * shall be submitted to Con- 
gress or any committee thereof by ‘any officer or employee of any department or 
establishment, unless at the request of either House of Congress.” (31 U.S.C. 
15) 
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cr 1948 revision of Title 18 of the United States Code provides 
at: 


“No part of the money appropriated by any enactment of Congress shall, in 
the absence of express authorization by Congress, be used directly or indirectly 
to pay for any personal service, advertisement, telegram, telephone, letter, 
printed or written matter, or other device, intended or designed to influence in 
any manner a Member of Congress, to favor or oppose, by vote or otherwise, any 
legislation or appropriation by Congress, whether before or after the introduc- 
tion of any bill or resolution proposing such legislation or appropriation ; but this 
shall not prevent officers or employees of the United States or of its departments 
or agencies from communicating to Members of Congress on the request of any 
Member or to Congress, through the proper official channels, requests for legis- 
lation or appropriations which they deem necessary for the efficient conduct of 
the public business.” (18 U.S.C. 1913, emphasis supplied. This section also 
provides penalties for its violation or attempted violation. ) 


In answering questions about appropriations and budgetary matters 
care must be taken to avoid conflict with the terms of the Acts men- 
tioned above. 

6. Applicability to appropriation language and limitations. The 
provisions of this Circular are applicable not only to the amount of 
each appropriation, but to the language of the appropriation esti- 
mate and to any limitations contained within it. If an agency de- 
sires to propose changes in appropriation language or limitations rec- 
cctnnlad y the President, such proposals are to be presented to the 
Bureau of the Budget for appropriate clearance. 

7. Reduction in estimates prior to enactment of appropriations. 
Whenever it is found possible to reduce a request tor appropria- 


tions before action thereon has been taken by either Appropriations 
Committee, the head of the agency concerned shall promptly inform 


the Bureau of the Budget. 

8. Reductions made in appropriation bills. The final authority 
for appropriations rests with the Congress. Its action is based on 
extended hearings and recommendations by the Appropriations Com- 
mittees and is taken only after consideration by each body as a whole. 
Any decision by an agency head to request restoration of a reduction 
should be carefully considered, taking into account the reasons for 
the reduction, the circumstances under which it was made, its sig- 
nificance from the standpoint of the President’s program, and other 
factors which may be relevant. 

9. Control 4 expenditures. The processing and ecnnaaaee 
of the budget falls under the terms of the Budget and Accounting 
Act, 1921, as amended (31 U.S.C. 1-24), and of the Antideficiency 
Act (section 3679 of the Revised Statutes, as amended). The require- 
ments of these Acts should be familiar to all departmental and agency 
officials whose duties are related to budget preparation, submission, 
and implementation. 

Particular attention is directed to the report of the House Com- 
mittee on Appropriations on the General Appropriation Bill of 1951 
(House Report 1797, Sist ) which contains the reenactment 
of the Antideficiency Act and indicates the intent of the Congress. 
This report states, in part : 

Appropriation of a given amount for a particular activity constitutes only a 
ceiling upon the amount which should be expended for that activity. The ad- 
ministrative officials responsible for administration of an activity for which 
appropriation is made bear the final burden for rendering all necessary service 
with the smallest amount possible within the ceiling figure fixed by the Congress. 
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Every official of the Government who has responsibility for administration of a 
program * * * [has] responsibility to so control and administer the activities 
under his jurisdiction as to expend as little as possible under the funds appro- 
priated. 


By direction of the President: 
Joserpu M. Doper, Director. 


Excerpt From Circular No. A-11, Revised, “Instructions for the 

Preparation and Submission of Annual Budget Estimates” 
93. Notice of determinations. 

When the President has considered the estimates for the executive branch 
and made his determinations thereon, each agency will be notified. The nature 
and amounts of the President’s determinations are confidential, not to be re- 
leased until the budget is transmitted to Congress. The President’s determina- 
tions, both in total and in detail, become the estimates of each department and 
agency in the executive branch of the Government, and must be so justified. 


REGULATIONS 


Bureau of the Budget Manual (Excerpts) 


Communications, Publications, Records, and Library Record Administration 


Section 750. RECORD ADMINISTRATION 


750-1. General. 


The Recurd Section assists Bureau staff in the performance of their work by 
assuring the orderly handling, effective organization, and appropriate disposition 
of the Bureau’s records and working papers and by providing reference service 
with respect to these materials. 

750-2. Definitions. 

a. Record materials. Record materials, accumulating in every part of the 
Bureau as a by-product of the work of its staff, are documents or papers of every 
kind that form a necessary part of the Bureau’s business and serve as evidence 
of its activities. These materials in the main include original and official file 
copies of documents that originate and remain within the Bureau, official file 
copies of documents that are sent outside the Bureau, and originals of documents 
received in the Bureau from the outside. Additional copies of documents 
distributed for information only are not record materials. 

b. Nonrecord materials. Nonrecord materials are copies of documents in 
addition to those defined as record materials under @ above, especially printed 
and processed materials intended for reference use only, Any one of these 
materials may become a record copy when it has been made a necessary part of 
a Bureau transaction. 


750-3. Current record maintenance and disposition. 


a. Responsibility. Each office or division shall take care of its currently 
accumulating record materials, with respect to which the Record Section provides 
assistance on request. The records of the Office of Legislative Reference and 
the correspondence records of the Office of the Director shall be maintained in 
the Current Record Center of the Record Section. 

b. Maintenance and disposition. As a rule, record materials shall be kept 
separate from nonrecord materials. Nonrecord materials when no longer 
currently needed shall be disposed of either by return to the office of origin 
or as waste paper, except that if the materials are classified, they shall be 
disposed of in accordance with section 1060-9e. Record materials when no 
longer currently needed shall be transferred to the Record Section for mainte- 
nance pending final disposition. 

When records are to be transferred to the Record Section, each lot shall be 
accompanied by a noncurrent record transfer ticket (BB Form 56) made. out in 
duplicate. If the records to be transferred fill one file drawer or more, the 
Record Section shall be notified in advance, 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS l]] 


When classified record materials are to be transferred to the Record Section, 
the fact that they are classified shall be indicated on the noncurrent record 
transfer ticket (BB Form 56). In case of classified defense materials, the 
number of the ticket shall be entered under disposition in the register of 
classified defense information for each item included in the transfer, one copy 
of the ticket, receipted by the Record Section, shall be returned by it and re- 
tained as evidence of disposition. 


750-4. Record reference service. 


Bureau-wide reference service with respect to Bureau records and working 
papers or their contents is provided by the Record Section. 


750-5. Limitations on the use of records and other papers. 


a. Safeguards against unauthorized disclosure. Official information of any 
kind shall not be disclosed except upon authority. Special limitations on the use 
of classified defense information are provided by section 1060. 

When administrative reasons indicate the need for limiting the use of ma- 
terials other than classified defense information beyond the ordinary require- 
ments for protecting official information, the materials shall normally be marked 
as follows: 

(1) To prevent dissemination outside the Federal Government—“Limited 
to Official U.S. Government Use.” 

(2) To prevent dissemination outside the Bureau—“Limited to Official 
Bureau of the Budget Use.” 

(3) To restrict dissemination to particular persons or organizational 
units—“Administratively restricted to * * *”’, with indication of the persons 
or organizational units. 

b. Requests for access. Requests for access to the Bureau’s records and work- 
ing papers by persons other than Bureau employees shall be cleared by the 
Record Section with the appropriate office or division. When access to such 
materials is determined to be appropriate, their use shall be governed by a 
signed agreement with the user in each case. Such agreements and information 
concerning the materials consulted shall be maintained by the Record Section. 

(Revised: June 23, 1954) 


Evternal Relations Establishment and Observance of Standards of Conduct 


Section 810. ESTABLISHMENT AND OBSERVANCE OF STANDARDS OF 


CONDUCT 
810-1. Purpose. 

This section prescribes (a) standards of conduct to be observed by all staff 
members of the Bureau, and (b) procedures to be followed in the detection and 
correction of acts of impropriety or unethical conduct. Matters relating to 
employee security (see section 1010) are excluded from consideration under this 
section. - 


810-2. Policy. 


It is especially important that staff members of the Bureau, in view of its close 
relationship to the President, set an example of the highest standards of public 
service. It will be the policy of the Bureau to initiate promptly an impartial 
review of charges of improper conduct made against any staff member, and to 
take prompt remedial action where warranted. 


810-3. Guides to standards of conduct. 


Among standards of conduct and areas of activity to which particular atten- 
tion must be given are these: 

a. Impartiality of action. Absolute impartiality is a primary requisite in the 
conduct of Government business. It is important that Bureau staff deal with 
agencies in a fair and equitable manner and insure that information received 
from the agencies is not used for purposes other than those within the official 
eoncerns of the Bureau. Although Bureau personnel are not ordinarily en- 
gaged in extensive working relationships outside the Government, it is also 
essential to avoid conflicts of interest. 

b. Outside interests and activities. Every member of the Bureau shall re- 
frain from all business and professional activities not directly connected with 
his duties which might tend to interfere, or be in conflict, with the full and 
proper discharge of his official responsibilities. Outside interests and activities 
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must not impair the efficiency of the staff, or be of a nature which may be con- 
strued by the public to be official acts of the Bureau, or involve the improper use 
of information obtained as a result of Bureau employment. Attention is called 
to section 820 in regard to the clearance of articles and speeches. 

Staff members are encouraged to engage in professional activities such as 
teaching provided these do not interfere with the effective discharge of their 
official duties. No employee shall, however, directly or indirectly be con- 
cerned in the instruction of persons with a view to their special preparation for 
the examinations of the United States Civil Service Commission. 

An employee who intends to engage in any outside employment should inform 
his immediate supervisor. Any employee or supervisor who is uncertain as to 
the propriety of proposed outside employment should request guidance from the 
Personnel Officer. 

e. Gratuities end personal gain. Bureau staff will not accept any gift, loan, 
gratuitous service, or other things of value from any person or organization 
with which they may have official relations, nor will any employee use informa- 
tion acquired by means of his official position unethically to advance the in- 
terest of himself, his family, or friends. 

d. Speculation and investment. Bureau staff will not engage in speculative 
activities. With respect to bona fide investment activity, staff members shall 
eonduct their financial affairs so that there can be no reasonable grounds for 
interpreting their actions as efforts to profit from information specially avail- 
able to them because of their affiliation with the Bureau. 


(Approved : October 28, 1954) 


e. Disclosure of information. Information will be given to the public and 
press through officially designated persons. Bureau staff will not otherwise dis- 
close, except on authority, official information which comes into their possession 
as a result of their employment in the Bureau and which is of a confidential 
nature, which represents a matter of trust, or which is of such character that 
its unauthorized disclosure would be contrary to the best interests of the Gov- 
ernment (see section 1060-1 for safeguarding of classified nondefense informa- 
tion and section 1060-2 for control of classified defense information). 

In dealing with advisory groups composed wholly or in part of private indi- 
viduals, care must be taken that working papers distributed to members of such 
groups be treated in confidence so as to avoid premature publication or utilization 
of the contents for competitive advantage. 

f. Public controversies. The public airing of controversies among officials 
of the departments and agencies of the Government is contrary to Government 
policy, and no staff member, in speaking engagements or in writing, will engage 
in such controversy either on matters of fact or policy. If and when such 
disagreement exists, the Director is the sole spokesman for the Bureau. 


810-4. Procedure. 


In order to insure prompt and impartial investigation of all charges of em- 
ployee misconduct and corrective action, when necessary, the following pro- 
cedures are established. 

a. Designation of inspection officer. Primary responsibility for the adminis- 
tration of the Bureau inspection program is assigned to an Assistant Director, 
who is designated Inspection Officer for the Bureau. 

b. Receipt of complaints. All complaints and information regarding charges 
of employee misconduct received from any source, including other Federal agen- 
‘cies, will be referred directly to the Inspection Officer. 

(Revised : November 22, 1957) 


c. Investigation of complaints. Upon receipt of any such complaint or infor- 
mation, the Inspection Officer shall make, or have made by someone outside the 
organizational unit in which the employee is located, a complete and impartial 
investigation of the allegation. 

d. Report to the Director. Upon completion of any investigation initiated 
under this section, the Inspection Officer shall make a written report to the 
Director setting forth (1) the complaint or item of information which led to 
the investigation; (2) the methods of investigation utilized; and (3) the facts 
ascertained. , 

e. Referral of information to the Department of Justice. If in the course of 
an investigation evidence indicating criminal violations is developed, the In- 
spection Officer shall refer the information to the Department of Justice through 
the Director. 
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810-5. Action by the Director 


a. All reports of investigation forwarded by the Inspection Officer will be 
reviewed by the Director or an official designated by him, other than the In- 
spection Officer. 


b. The Director will determine the disposition of each case on the basis of the 
report and review. In instances in which he takes corrective action, a record 
of such action will be maintained by the Personnel Officer and a copy furnished 
the employee involved. 


(Approved : October 28, 1954) 
Security 
Safeguard Classified Information 


SAFEGUARDING OF SENSITIVE OFFICIAL INFORMATION 





Purpose and scope. 


a. Applicability. This section prescribes procedures to carry out Executive 
Order No. 10501 of November 5, 1953, which provides for the safeguarding of 
official information in the interests of the defense of the United States. 

b. Safeguarding of nondefense information. Official information of any 
kind shall not be disclosed except upon authority. When administrative rea- 
sons indicate the need for limiting the use of materials other than classified 
defense information beyond the ordinary requirements for protecting official 
information, the materials shall normally be marked as follows: 

(1) To prevent dissemination outside the Federal Government—‘Limited 
to Official U.S. Government Use”. 
(2) To prevent dissemination outside the Bureau—“Limited to Official 


Bureau of the Budget Use’’. 
(3) To restrict dissemination to particular persons or organizational 
units—“Administratively restricted to . .. ”, with indication of the persons 


or organizational units. 
1060-2. Guiding principles. 


The guiding principles in the application of this section are to be these: 

a. Control and protection. Classified defense information must at all times 
(including emergencies and such occasions as civil defense or fire drills) be 
under complete control and protection against exposure to or access of unau- 
thorized persons. 

b. Registration and movement. Greatest care shall be taken by all Bureau 
employees cleared for receiving, handling, reading, or otherwise having access to 
classified defense information to safeguard such information against unauthor- 
ized disclosure, especially (1) by making sure that the registers kept in the 
Bureau wherever classified defense information is being used account for all 
such materials received and the person and place to which any of them may 
have been passed on, (2) by ascertaining that control sheets placed on all Top 
Secret defense information account for the person and place to which any such 
material is passed on; and (3) by keeping the physical movement of such 
materials within the Bureau reduced to the minimum required for effective 
operation. (See section 1060—8c(5).) 

c. Access. Access to classified defense information shall be confined to those 
Bureau employees cleared for such access who in the particular case or subject 
heed to have access to such information for proper performance of the official 
activities in which they are engaged. This shall apply also to those employees 
by ' prepare the control sheets and keep the registers prescribed in section 1060- 

Re 

d, Summarization. Whenever practicable, in communicating classified defense 
information for necessary use by individual staff members of the Bureau in 
the performance of their work, the method of oral or written paraphrases or 
pertinent points of information without identification of the source shall be used 
in accordance with section 1060—5e, instead of passing on the document that is 
the source of this information. 


1060-3. Primary responsibilities. 
a. Security officer. The Security Officer shall coordinate administration 
of this section. In particular, he shall take appropriate action on any report 


informing him (1) of the loss or possible subjection to compromise of classified 
defense information or (2) of violations of the procedures set forth in this 
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section. Such action shall include investigation of the circumstances, initiation 
of remedial measures if needed, and advice to the originating agency in cases 
of loss or possible subjection to compromise of classified defense information not 
originating in the Bureau. 

The Security Officer shall also (1) be responsible for issuing instructions within 
the framework of these regulations for effecting prescribed procedures, (2) main- 
tain a complete list for internal Bureau reference of those Bureau employees 
who are cleared to have access to classified defense information, and (8) pro- 
vide for appropriate ways of promoting correct understanding of this section by 
all Bureau employees and for periodic inspections and reviews to assure full 
compliance with this section. In the exercise of these functions, he shall be 
assisted by the Record Officer. 

b. Bureau employees. Security is a matter of personal responsibility. Each 
Bureau employee is accountable for full observance of these regulations. When- 
ever a Bureau employee is responsible for or learns of (1) the loss or possible 
subjection to compromise of classified defense information or (2) violations 
of the procedures set forth in this section, he shall promptly report the matter to 
his supervisor, who shall immediately transmit the report through supervisory 
channels to the Security Officer. 

ce. Heads of offices and divisions. The head of each office or division and 
the Administrative Assistant to the Director for the Office of the Director, in 
their respective jurisdictions, shall exercise responsibility for : 

(1) Administering this section, including assurance that papers prepared 
in the Bureau are appropriately classified. 

(2) Reviewing continuously compliance with this section to make sure 
that no defense information is classified in the Bureau without necessity 
and that classifications are neither too high nor too low in terms of the ob- 
jectives of Executive Order No. 10501. 

(3) Serving as classifying (including downgrading and. declassifying) 
authorities for Top Secret defense information and maintaining control 
over classified defense information. 

(4) Designating not more than four principal staff members to assist 
them in the performance of their responsibilities under this section and to 
serve as classifying (including downgrading and declassifying) authorities 
for Secret and Confidential defense information. 

(See. 1060-3c (4) Rev. June 16, 1955) 

(5) Supervising the operation of the system of individual control sheets 
for Top Secret defense materials (Bureau of the Budget Form BB 19) and 
of recording in special registers the movement within the Bureau and to 
or from the Bureau of such materials (Bureau of the Budget Form BB 17). 
The control sheets shall be prepared immediately upon receipt in the Bureau 
of Top Secret classified defense materials or upon initial classification 
within the Bureau of Top Secret materials, together with the first record- 
ing of these materials in one of the above-mentioned registers. A control 
sheet shall be put on each item of Top Secret materials, and every em- , 
ployee having access to it shall acknowledge by signature on the control 
sheet that he received the item. In addition, the registers shall accurately 
account for all classified defense materials received and the person and 
place to which any of them may have been passed on, including final dispo- 
sition of the materials. 


1060-4 Classification categories. 


a. Designations. There are three categories of classified defense information : 
Top Secret, Secret, and Confidential. The handling of “restricted data” as 
defined by the Atomic Energy Act is governed by that Act and the regulations 
issued under it by the Atomic Energy Commission. 

b. Description of categories. The three categories of classified defense infor- 
mation have the following meaning: 

(1) Top secret. This designation is reserved for defense information or 
material which requires the highest degree of protection. The Top Secret 
classification shall be applied only to that information or material the 
defense aspect of which is paramount, and the unauthorized disclosures of 
which could result in exceptionally grave damage to the Nation, such as 
leading to a definite break in diplomatic relations affecting the defense of 
the United States, an armed attack against the United States or its allies, 
a war, or the compromise of military or defense plans, or intelligence opera- 
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tions, or scientific or technological developments vital to the national 
defense. 

(2) Secret. This designation is reserved for defense information or 
material the unauthorized disclosure of which could result in serious damage 
to the Nation, such as by jeopardizing the international relations of the 
United States, endangering the effectiveness of a program or policy of vital 
importance to the national defense, or compromising important military or 
defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 

(3) Confidential. This designation is reserved for defense information 
or material the unauthorized disclosure of which could be prejudicial to the 
defense interests of the Nation. 


1060-5 Classification rules. 


a. Downgrading and declassifying. Whenever it is possible to determine at 
the time of classification the time or occasion when the information may be 
downgraded or declassified, the document shall be marked accordingly by the 
classifying authority so that downgrading or declassifying will be automatic. 
Downgrading and declassifying of materials classified in the Bureau is otherwise 
effected by the original classifying authority (or successor) who will (1) strike 
out the existing classification and enter the new classification or the word 
“unclassified”; (2) sign his name legibly and add the date; and (3) send a 
memorandum describing the document and the change in classification to the 
original addressee, the recipients of copies, and the Record Officer. 

b. Single and connected documents. Documents shall be classified according 
to their own content. When a document consists of several parts including at- 
tachments forming part of the document, components may bear separate classi- 
fications, but the document as a whole shall be classified at least as high as any 
of its classified components. A file or group of physically connected documents 
shall bear a classification as high as the most highly classified document. A letter 
transmitting defense information shall be classified at least as high as its highest 
classified enclosure. 

c. Information originated by a foreign government. Information of a classi- 
fied nature originated by a foreign government and furnished to the United States 
by that government shall be assigned a classification which will assure a degree of 
protection at least equivalent to that required by the originating government. 

d. References. References to classified documents which do not reveal classi- 
fied information shall not be classified. 

e. Extracts or paraphrases. When extracts from or paraphrases of classified 
documents originating in another agency are prepared in the Bureau these shall 
be given the same classification as that of the documents unless the consent of the 
originating agency to downgrade or declassify such extract or paraphrase is 
secured. The fact that such consent has been obtained shall be attested in an 
attachment to the document in question. 

f. Classified telegrams. Classified telegrams shall not be referred to, extracted 
from, paraphrased, downgraded, or declassified, except in accordance with regu- 
lations issued by the agency of origin. Telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the transmitting 
agency and shall be entered in the registers. 


1060-6. Marking of classified defense materials 


a. General requirements. For ready identification classified defense informa- 
aan shall be marked clearly. Stamps for marking may be obtained from Office 
Services. 

(1) Bound documents. These shall be conspicuously marked at the top 
and bottom of the outside of the front cover, the title page, the first page, 
the back page, and the outside of the back cover. A loose-leaf document 
shall be treated as unbound. 

(2) Unbound documents. These shall be conspicuously marked at the 
top and bottom of each page in such a way as to avoid obstructed visibility 
of the marking when the pages are clipped or stapled together. 

(3) Charts, maps, and drawings. These shall be marked at the top and 
bottom and under the legend, title block, or scale in such manner that the 
mark will be reproduced on all copies subsequently made. 

(4) Photographs, films, recordings, and their containers. These shall 
be conspicuously marked so that the assigned classification of each item is 
readily ascertainable. 
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(5) Reproductions. These shall be marked in the same manner as the 
original. 

b. Additional requirements. With the approval of the Deputy Director, classi- 
fied defense information may be furnished authorized persons outside the execu- 
tive branch. In each such case the office or division having custody of the ma- 
terials shall place the following additional netation on the materials by stamp 
or otherwise : 

“This material contains information affecting the national defense of the 
United States within the meaning of the espionage laws (18 U.S.C. 793, 794), 
the transmission or revelation of which in any manner to an unauthorized person 
is prohibited by law.” 


1060-7. Use of classified defense materials. 


a. General. Classified defense information shall net be discussed over the 
telephone, but references to such documents may be made provided care is taken 
that no classified information is revealed. Bureau employees shall not make 
available outside the Bureau classified defense information originating in an- 
other agency without the consent of that agency. The fact that such consent 
has been obtained shall be attested in an attachment to the document in ques- 
tion. 

b. Use within the Bureau. Within the limitations indicated in section 1060-2 
Bureau employees who are cleared for this purpose are authorized to have 
access to classified defense information needed for proper performance of their 
official activities. It is the responsibility of the employee in possession of clas- 
sified information to assure himself that the intended recipient of it has been 
appropriately cleared. Information about such clearance of Bureau empioyees 
may be obtained from the Security Officer or from the head of the respective 
office or division. 

ec. Use within the executive branch. Whenever working relationships with 
staff of other agencies require the use of classified defense information, it is the 
responsibility of the individual Bureau employee to assure himself that those 
participating have been appropriately cleared and that any needed consent un- 
der section 1060—-7a has been obtained. 

d. Use outside the executive branch. Classified defense information may be 
furnished authorized persons outside the executive branch upon the approval 
of the Deputy Director (see section 1060—6b). 

e. Testimony before committees or other bodies. A staff member called upon 
by a committee of Congress or any other body to give testimony which involves 
or is likely to involve the transmission of classified defense information shall 
seek prior permission to testify through his office or division chief. When such 
permission and any needed consent under section 1060-7a have been obtained, 
the staff member shall request that such testimony be given in executive session 
only and that it not appear in the record of hearings or other documents avyail- 
able to the public. 

f. Requests for access to classified defense materials. Requests from other 
agencies for access to classified defense materials in the custody of the Bureau 
shall be referred to the supervisor in charge of the activity to which the 
document is related. 


1060-8. Maintaining accountability in receipt and transmission. 


a. Receipt of incoming classified defense materials. Classified defense ma- 
terials from outside the Bureau when addressed to a particular staff member 
shall be opened only by the addressee provided he has appropriate clearance, 
or by another employee working with him who has been cleared for this purpose. 
When addressed simply to the Bureau, such materials shall be opened by the 
employee who is in charge of mail of this kind for the Bureau and has appro- 
priate clearance. When addressed to an office or division, such materials shall 
be opened by the employee who is in charge of mail of this kind for the respective 
office or division and has appropriate clearance. A receipt shall be given when 
required. Receipt of classified defense material from outside the Bureau shall 
be recorded immediately in the register prescribed in section 1060—3c(5). 

If the material received has been classified as Top Secret, the control sheet 
prescribed in section 1060-3c(5) shall be made out and attached atop the docu- 
ment at the same time, except when the document carries a control sheet from 
the originating agency which fully meets the requirements of these regulations. 

b. Intra-Bureau transmission. The following procedure shall govern the 
transmission of classified defense material within the Bureau: 
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(1) Single envelope. Unless it is personally given by one staff»member 
to another, classified material shall be passed on in a sealed envelope or 
wrapper. 

(2). Register entries. Bach instance of dispatch or receipt of classified 
material shall be entered in the appropriate register prescribed in section 
1060-3c (5). 

(3) Delivery. Classified material shall be passed from hand to hand 
whenever practical or by designated Bureau messengers having been cleared 
for this purpose. 

In addition, each time a piece of Top Secret defense material is moved from the 
physical custody of one Bureau employee to that of another, the recipient shall 
acknowledge by signature on the control sheet that he received the item. 

ce. Transmission outside the Bureau. The following procedure shall govern 
the dispatch of classified defense material by the Bureau: 

(1) Double envelope. Classified material to be transmitted by the Bureau 
shall be enclosed in an inner and an outer envelope or wrapper. The inner 
cover shall be a sealed envelope or wrapper plainly marked with the as- 
signed classification and bear the address. Written material shall be pro- 
tected from direct contact with the inner cover by a cover sheet or by folding 
inward. The outer cover shall be sealed and addressed with no indication of 
the classification. 

(2) Receipt. A receipt form (Bureau of the Budget Form BB 54) shall 
be attached to or enclosed in the inner cover. Delivery shall be made only 
in exchange for a signed receipt, which shall be returned to the Bureau in the 
same manner which ‘is prescribed for delivery below. 

(3) Register entries. Staff members transmitting or dispatching classi- 
fied materia! shall have an entry made for each instance in the appropriate 
register prescribed in section 1060-3c(5). 

(4) Delivery. 

(a) Top secret material. Such material when sent outside the Bu- 
reau shall be carried only by persons authorized to have access to it or 
to carry it, and not be sent by mail. Within the Washington area, Top 
Secret material may be delivered by designated Bureau messengers hav- 
ing been cleared for this purpose. Outside the Washington area, Top 
Secret material shall be sent through Bureau staff members or author- 
ized couriers of the Department of Defense or the Department of State. 

(b) Secret material. Such material when sent outside the Bureau 
shall be transmitted in the same manner as that prescribed for Top 
Secret material or, within the continental limits of the United States, 
by registered mail. 

(ce) Confidential material. Such material when sent outside the 
Bureau shall be transmitted by one of the means prescribed for the 
transmission by the Bureau of Top Secret or Secret material. 

In addition, before a piece of Top Secret defense material is dispatched by the 
Bureau, there shall be entered on the control sheet the intended recipient with 
title and office designation. The control sheet shall remain in the office or divi- 
sions having custody of the piece of classified material. 


1060-9. Safekeeping, storage, and disposition. 


a. Safeguarding classified defense materials. The safeguarding of safes and 
cabinets in which classified material is stored is the responsibility of the Bureau 
employee in charge of the safe or cabinet. Safes and cabinets in which classi- 
fied material is contained shall be kept locked, except when during occasions of 
use a Bureau employee cleared for access to the material is present. 

b. Storage requirements. Classified material not currently in use shall be 
stored as follows: 

(1) Top Secret material. Such material shall be stored in a safe or a 
safe-type steel file container having a three-position, dial-type combination 
lock, and being of such weight, size, construction, or installation as to. 
minimize the possibility of surreptitious entry, theft, damage by fire, or 
tampering. 

(2) Secret and confidential material. Such material shall be stored in 
the same manner or in metal file cabinets equipped with steel lockbar and 
an approved three-combination dial-type padlock from which the manufac- 
turer’s identification numbers have been obliterated. 





118 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


ce. Procurement and labeling of safes and cabinets.. Requisitioning of safes 
and cabinets shall have the approval of the Record Officer, who shall periodically 
ascertain that they are used as intended. A label showing the names and home 
telephone numbers of two employees knowing the combination shall be furnished 
by the Record Officer and put on each safe or cabinet. 

d. Safe combination. Knowledge of the combination of a safe or cabinet 
shall be limited to as few employees having appropriate clearance as is feasible 
without detriment to the effective conduct of the Bureau’s work. Records of 
combinations of safes or cabinets shall be classified in as high a category as 
any of the materials stored in them. The combination of a safe or cabinet shall 
be changed by the Bureau employee having charge of the safe or cabinet when 
he takes charge and at least once a year thereafter. Combinations shall also be 
changed when a Bureau employee knowing the combination is transferred or 
resigns. Information about how to change a combination may be obtained from 
Office Services. 

Whenever a combination is initially determined or subsequently changed, the 
Record Officer shall be furnished, in a sealed envelope bearing the appropriate 
classification, a record of the combination to be stored by him unopened in a safe 
as prescribed for storage of Top Secret material. The envelope shall be labeled 
“Combination” and shall show on the outside (1) room and office or division 
designation and property or serial number of the individual safe, (2) names 
and home telephone numbers of those knowing the combination, and (3) the 
date the combination was changed. 

e. Disposition. Disposition of classified defense information shall be re- 
corded in the registers prescribed in section 1060—-3c(5). Control sheets shall re- 
main attached to such materials, except when the materials are being returned 
to the agency of origin. Disposition of classified record materials shall be made 
in accordance with section 750. Disposition of classified nonrecord materials 
shall be either by return to the agency of origin or by burning. Classified mate- 
rials shall be burned under responsibility of the Record Officer upon their 
transfer to the Record Section accompanied by a numbered certificate of de- 
struction (Bureau of the Budget Form BB 18), prepared in duplicate in accord- 
ance with the instructions on the form. After the burning, the Record Officer 
shall so certify on the form and return one copy to the office from which the 
materials were received. 


1060-10. Reproduction of classified defense materials. 


a. Material of other agencies. The reproduction of Top Secret or Secret ma- 
terial originating in another agency shall not be undertaken by the Bureau 
without the permission of that agency. The fact that such permission has been 
obtained shall be attested in an attachment to the document in question. 

b. Safeguarding of documents in reproduction. The transmission and custody 
of documents while in process of reproduction and of the stock of reproduced 
copies shall conform to sections 1060-8 and 1060-9. 

ce. Record of reproduction and distribution. One copy of the reproduced docu- 
ment shall be retained as a record copy, on the bottom of the last page of which 
shall be noted the number of copies reproduced. When Top Secret or Secret 
documents are reproduced, each copy shall be numbered serially, and record 
shall be kept of the distribution. 

(Revised: June 9, 1954). 





CANAL ZONE GOVERNMENT 


Juxy 9, 1958. 
Hon. Tuomas C. Hennines 
Chairman, Subcommittee on Constitutional Rights Senate Committee 
on the Judiciary U.S. Senate Washington, D.C. 


My Dear Senator Hennines: In reply to your letter of June 26, 
1958 to Mr. Merrill Whitman, Secretary of the Panama Canal Com- 
pany, concerning types of information and records which are not 
available to members of the public or press, the following informa- 
tion is furnished. 

The types of information that this agency does not make available 
to members of the public or press upon request are classified defense 
information and information which is for official use only. Authority 
for denying access or making public such information is based on 
Presidential Executive Order No. 10501, dated November 5, 1953, 
entitled “Safeguarding Official Information in the Interest of the 
Defense of the United States.”’ This Presidential Executive Order 
is nae in the Panama Canal Company-Canal Zone Govern- 
ment by General Order No. 3, as amended. 

Examples of official use only information include personnel security 
clearances and investigations, governmental estimates for contract 


work, information in connection with claims or other legal matters, 
and data used in preparation of budgets until officially released. ‘This 
information is controlled within the Panama Canal Company-Canal 
Zone Government by General Order No. 44, dated September 27, 1955. 
Two copies of each of the regulations cited above are attached for 
the use of the committee. 
Sincerely yours, 


W. E. Porrer, Governor. 
GENERAL ORDER NO. 3, REVISION 6 


CANAL ZONE GOVERNMENT, 
PANAMA CANAL CoMPANY, 
OFFICE OF GOVERNOR-PRESIDENT, 


Balboa Heights, C.Z., August 3, 1955. 
SAFEGUARDING CLASSIFIED INFORMATION 


General Order No. 3, as revised, is further revised to read as follows: 

1. Executive Order 10501, dated November 5, 1953, sets forth the uniform 
standards for the classification, handling, dissemination, and the prevention 
of unauthorized disclosure of official information affecting the national security. 
This order becomes effective on December 15, 1953, at which time Executive 
Order 10290 is revoked. Among several noticeable changes found in Executive 
Order 10501 are the elimination of “restricted” classification ; the elimination of 
“security information” designation; severely limiting the authority to classify ; 
and the provision for a continuing review of classified information for down- 


' Reprinted at p. 667, this document. 
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grading and declassification. The purpose of these changes is to make possible 

a wider dissemination of information in order that our citizens may know more 
of what their Government is doing and at the same time adequately protect 
certain official information affecting the national security. 

2. This General Order is designed to implement Executive Order 10501 insofar 
as application to the Panama Canal Company-Canal Zone Government is con- 
cerned. Copies of Executive Order 10501 and of these regulations may be ob- 
tained from the Administrative Branch. 

3. Classification Categories: 

a. Official information which requires protection in the interest of national 
defense shall be limited to three categories of classification: TOP SECRNT, 
SECRET and CONFIDENTIAL. No other classification shall be used to classify 
defense information. 

b. The term Security Information will no longer be used. Documents will be 
stamped only with the classification stamp in accordance with Executive Order 
10501. All Seeurity Information stamps will be turned in to the Internal Se- 
eurity Office. 

4. Authority to Classify : 

a. The authority to classify information or material under Executive Order 
10501 as applies to the Panama Canal Company is limited to the President, 
Panama Canal Company; and as it applies to the Canal Zone Government is 
limited to the following personnel : 

Governor of the Canal Zone. 

Lieutenant Governor of the Canal Zone. 
Military Assistant to the Governor. 
Chief, Internal Security Office.’ 

b. Other officials and employees of the Panama Canal Company originating 
documents which should be classified prior to dispatch will forward these docu- 
ments to the Classified Documents Library of the Internal Security Office with 
recommendation for appropriate classification. All classified documents origi- 
nating in the Panama Canal Company must have the prior approval of the 
President as to the category of classification to be assigned. 

ec. Unnecessary classification and over classification shall be scrupulously 
avoided. Documents shall be classified according to their own content and not 
necessarily according to their relationship to other documents. 

5. General Responsibilities Delegated : 

a. Top secret control officer. The Chief, Internal Security Office, Canal Zone 
Government, is designated TOP SECRET Control Officer and is responsible for 
the safe storage of all TOP SECRET documents and RESTRICTED DATA 
aceording to the procedures set forth in these regulations. The Assistant Chief, 
Internal Security Office, is designated as Alternate TOP SECRET Control Officer. 

b. Secret and confidential control officer. The Chief, Internal Security Office 
is designated as Control Officer for all classified information up to and includ- 
ing SECRET and, in addition, is responsible for conducting a continuous review 
of the implementation of Executive Order 10501 and of these regulations, to 
insure that no information is withheld hereunder which the people of the United 
States have a right to know, and to insure that classified defense information is 
properly safeguarded in conformity herewith. 

c. Custodians. Each bureau director and independent division or branch 
chief is responsible for assuring that all classified information within his organ- 
ization is handled in accordance wth Executve Order 10501 as amplified by this 
General Order. Further, he is responsible for the orientation of his employees 
with respect to these security safeguards. 

d. Authorized representatives. Each bureau director and independent division 
or branch chief may appoint an authorized representative to receipt. for and 
transmit classified documents. The names and sample signatures of personnel 
authorized to receipt for classified documents in each bureau or separate division 
or branch will be submitted to the Classified Documents Library. 

e. Individual employee. The responsibility for the safeguarding of classified 
information shall rest upon each individual employee having possession or knowl- 
edge thereof, regardless of how such information or knowledge was obtained. 
In addition, each individual employee is directly responsible for familiarizing 


eet with and complying with these and subsequent published seeurty regu- 
ations. 


* Revision 6 approved August 3, 1955. 
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6. Downgrading and Declassification : 

It is the responsibility of every bureau director and independent division or 
branch chief to keep classified information in his custody constantly under review 
and to initiate action toward downgr or declassification as soon as condi- 
tions warrant. The Military Assistant to the Governor and the Chief of Internal 
Security will constitute a commitee for the purpose of reviewing and making 
proper disposition of obsolete classified material in order to preserve the effec- 
tiveness and integrity of the classification system and to eliminate the accumula- 
tion of classified material which no longer requires security protection. 

7. Control, Loss or Compromise, and Storage of Classified Security Informa- 
tion : 

a. General Control. Classified information shall be disclosed only to those 
persons within this agency having a legitimate interest therein and authorized 
to receive it. No person is entitled to knowledge or possession of classified matter 
solely by virtue of his rank or position. 

b. Loss or Compromise. Loss or compromise of any classified information will 
be immediately reported to the Office of Internal Security by the person having 
knowledge of its loss or compromise. The Internal Security Office will imme 
diately initiate an investigation for any breach in security regulations after 
having advised the originating activity or agency of the loss or compromise of 
such information, 

c. Storage. Custodians of classified matter are charged with the responsibility 
of assuring that such matter is stored in accordance with instructions set forth 
in Section 6 of Executive Order 10501 for the various categories. . Combination 
of all repositories containing classified information will be changed at least 
annually and forwarded in double-sealed envelopes to the Internal Security Office. 
More frequent changes of combinations are required when custodians change or 
when there is reason to suspect possible compromise of the current combination. 
The double-sealed envelopes shall be classified no lower than the highest category 
of information contained in the repositories. 

8. Security Investigations and Clearances : 

a. Responsibilities. The Chief of Internal Security is responsible for initi- 
ating appropriate investigation and clearance of personnel who are to have 
access to classified information in this agency. Bureau directors and chiefs 
of independent divisions or branches are responsible for assuring that all per- 
sonnel having access to classified information in their respective organizations 
have a security clearance issued by the Chief of Internal Security. 

9. Classified Documents Library: 

a. Establishment. The Canal Zone ;Government-Panama Canal. Company 
Classified Documents Library. is established.in the Internal Security Office ef- 
fective upon publication of these regulations. 

b. Purpose. The purpose of the Classified Documents Library is to insure 
that maximum controls are afforded processing, transmission and accountabil- 
ity of classified documents, 

c. Library procedure for handling secret and.top secret documents. 

(1) Receipting. All TOP SECRET and SECRET documents and those CON- 
FIDENTIAL documents which require receipts, addressed to any person or 
unit of the Canal Zone Government-Panama. Canal Company, will be received 
initially in the Classified Documents Library. . Personnel of the Classified 
Documents Library shall receipt for and record all classified documents re- 
ceived from outside agencies. Other officials (except those listed in Paragraph 
4., a. supra) shall not receipt for classified documents from outside agencies, 
but shall forward them unopened to the Classified Documents Library in per- 
son or by an authorized representative. 

(2) Logging and accountability. The receipted documents will be perma- 
nently recorded in the Classified Documents Library at which time accountabil- 
ity for these documents will be assumed. 

(3) Transmission. When classified documents are received by the Classi- 
fied Documents Library, addressed to an individual in the Canal Zone Govern- 
ment-Panama Canal Company, that individual will be notified by telephone 
that such classified matter is awaiting him at the Classified Documents Library. 
When the addressee picks up the classified documents at the Library, all items 
will be recorded on an individual classified documents register furnished by 
the Classified Documents Library; one copy to be permanently retained in the 
Library, and one copy to be retained by the addressee. These registers will 
be checked for correctness, and the addressee, or his authorized representa- 


41075—60——_-9 









122 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 





























tive, will sign for the documents opposite each item on the register. This 
method of transfer will be utilized in lieu of a receipt. 

(4) Preparation procedure. When any unit of the Canal Zone Government- 
Panama Canal Company prepares a document which is to be classified TOP 
SECRET or SECRET, for transmission to other offices or agencies, the fol- 
lowing steps will be followed : 

(a) Prepare sufficient copies of a document for whatever distribution 
is required, and one additional copy for file in the Classified Documents 
Library. 

(b) Draft copies, handwritten copies and carbons will be destroyed in 
accordance with Executive Order 10501. 

(c) Bring all copies of the document together with the individual docu- 
ment register to the Classified Documents Library. 

(ad) At the direction of the Chief of Internal Security, the Classified 
Documents Library will then assign the proper classification, short title, 
and serial number to each document, and an accountability stamp will be 
placed on each copy; except that classified documents originating in the 
Panama Canal Company must have the prior approval of the President 
as to the category of classification to be assigned. 

(e) The Classified Documents Library wil record the document in the 
permanent documents log. The accountability of the documents passes 
from the originator to the Library at this point. 

(f) Distribution of the remaining copies will be made by the Classi- 
fied fate Library according to the procedures covered in Paragraph 
9, ec. (8). 

J. S. Srygorp, 
Governor of the Canal Zone, President, Panama Canal Company. 


GENERAL ORDER NO. 44 


CanaL ZONE GOVERNMENT, 
PANAMA CANAL COMPANY, 
OFFICE OF GOVERNOR-PRESIDENT, 
Balboa Heights, C.Z., September 27, 1955. 


SAFEGUARDING OF SENSITIVE OFFICIAL INFORMATION 


1. Policy. The Panama Canal Company-Canal Zone Government recognizes 
the existence of information which does not affect the national security, but 
which is of a sensitive or privileged nature, and should receive only limited 
dissemination in the Company-Government organization as is customary under 
standard industrial, professional, and government practices. Such information 
will be designated as For Official Use Only and will be furnished only to those 
who require it in the conduct of Company-Government official business. For the 
guidance of Company-Government personnel who originate or have access to 
such information, the following provisions are set forth. 

2. Preparation. The official directing preparation, printing or reproduction 
of For Official Use Only information will be responsible for the proper safe- 
guarding or disposal of notes, manuscripts, typewriter ribbons, carbon copies, 
etc., in a manner which will safeguard the information from unauthorized pub- 
lication or reproduction. 

3. Marking. The designation For Official Use Only will be applied to infor- 
mation as defined in paragraph 5 hereof, which should be held to limited circu- 
lation on a need to know basis until the designation For Official Use Only is 
removed by competent authority. The most punctilious care must be taken in 
the use of these markings and the designation will be applied only to matter 
requiring limited circulation for sound and justifiable reasons. In addition, 
the designation must not be applied to matter which requires security classifi- 
eation in accordance with the provisions of General Order No. 8, Revision 6, 
Safeguarding Classified Information. The classification For Official Use Only 
will be conspicuously marked or stamped (not typed) at the top and bottom of 
all pages of the document which contains such information. In rare instances, 
information in this category may be of such a sensitive nature as to require 
numbering of copies and rigid control of distribution. 

4. Authority to classify. Information may be designated For Official Use 
Only by any official or supervisor of the Panama Canal Company-Canal Zone 
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Government at the division head level or above. Employees in staff and super- 
visory positions below the division head level may be specifically authorized 
to classify material For Official Use Only as authorized by bureau directors. 

5. Heamples of For Official Use Only information. The following examples of 
informaticn which do not affect national security or bear a national security 
classification are illustrative of instances where the use of the marking For 
Official Use Only may be appropriate: 

a. Panama Canal Company-Canal Zone Government staff papers or infor- 
mation papers which contain proposed policy statements or plans which 
have not been officially adopted. 

b. Information which relates to medical history and security records of 
any individual. 

ec. Information concerning government estimates for comparison with bids 
of contractors, bills of material, time schedules, budgets, anticipated re- 
quirements, selection of contractors in advance of formal announcement and 
any information of a like nature while not involving national defense or 
classified information might assist an individual to improperly benefit from 
“inside information” concerning the Panama Canal Company-Canal Zone 
Government program. 

d. Information obtained in the course of a privileged relationship such as 
the financial condition or position of a contractor or certain sensitive op- 
erations of a foreign government or its relationship with the United States. 

6. Dissemination. Documents bearing the marking For Official Use Only will 
be limited in their circulation to the strict sense of the meaning For Official Use 
Only and the general principles of disseminating information on a need-to-know 
basis will be followed. Necessary precautions will be taken in the safeguarding 
of these documents to assure this limited circulation. 

7. Unauthorized disclosures. Unauthorized disclosure of information marked 
For Official Use Only or failure to take reasonable precautions for safeguarding 
documents containing such information will be construed to be a violation of 
these instructions and will result in disciplinary action. 


H. W. Scuutt, Jr., 
Lieutenant Governor of the Canal Zone, Vice President, Panama Canal 
Company. 





CENTRAL INTELLIGENCE AGENCY 


Juuy 7, 1958. 
Hon. Tuomas C. Henninos, Jr., 

Chairman, Subcommittee on Constitutional Rights, 
US. Senate, Washington, D.C. 

Dear Mr. Cuatrman :I have your letter of June 26, 1958, requesting 
that the Agency supply answers to the following questions : 

1, at types of information and records in the possession of 
your department or agency are not available to members of the 
public or press upon request ? 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

The following types of information and records within the Agency 
are not available to members of the public or : Information re- 
lating to intelligence sources and methods or that information which 
tends to reveal intelligence sources and methods; information officially 
designated as “classified” either by the Central Intelligence Agency or 
by other agencies of the Government pursuant to appropriate statutes 
and Executive orders; and information concerning the functions and 
organization of the Agency or the names, official titles, salaries, or 


numbers of personnel employed by the Agency with certain atiebeions. 


The statutory basis for protecting such information is as follows: 
Section 102(d) (3) of the National Security Act of 1947, as amended 
(50 U.S.C. 401), provides “That the Director of Central Intelligence 
shall be responsible for protecting intelligence sources and methods 
from unauthorized disclosure.” Further statutory authority appears 
in section 7 of the Central Intelligence Agency Act of 1947, as amended 
(50 U.S.C. 403(a)), which provides: 


In the interests of the security of the foreign intelligence activities of the 
United States and in order further to implement the proviso of section 102(d) (3) 
of the National Security Act of 1947 (Public Law 253, 80th Cong., Ist sess.) that 
the Director of Central Intelligence shall be responsible for protecting intelli- 
gence sources and methods from unauthorized disclosure, the Agency shall be 
exempted from the provisions of sections 1 and 2, chapter 795 of the act of 
August 28, 1935 (49 Stat. 956, 957; 5 U.S.C. 654), and the provisions of any other 
law which require the publication or disclosure of the organization, functions, 
names, Official titles, salaries, or numbers of personnel employed by the Agency: 
Provided, That in futherance of this section, the Director of the Bureau of the 
Budget shall make no reports to the Congress in connection with the Agency 
under section 607, title VI, chapter 212 of the act of June 30, 1945, as amended 
(5 U.S.C. 947(b) ). 


The classification of information affecti the national defense 
within the meaning of sections 793 and 794 of title 18 of the United 
States Code is in accordance with the procedures specified in Executive 
Order 10501 with which I am sure the subcommittee is familiar. 
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We are enclosing for your information a copy of the Agency Regu- 
lation 10-290 entitled “Protection and Disclosure of Information.” 
It is hoped that the above will be helpful to your subcommittee in its 
current study. 
Sincerely, 
Atuen W. Dotzes, Director. 


REGULATIONS 


PROTECTION AND DISCLOSURE OF INFORMATION 


1. AUTHORITY 


Under the National Security Act of 1947 and the Central Intelligence Agency 
Act of 1949, and under direction of the National Security Council, the Director of 
Central Intelligence is responsible for protecting intelligence sources and methods 
from unauthorized disclosure. 


2. PROTECTED INFORMATION 


The problem of determining what information relates to the protection of intel- 
ligence sources and methods is of such complexity that no final determination 
can be made in regard to any single piece of information within the Agency or 
the other intelligence components except at the Director’s level. Under his 
responsibility for protection of such information there have been established 
overall policies and detailed procedures for the appropriate dissemination of 
information and for its protection in the executive branch of the Government. 
Every request for information outside of the system designed to serve the execu- 
tive branch becomes a special problem requiring specific determination by or on 
behalf of the Director. Therefore, all files, documents, records, and information 
(whether or not reduced to writing) in the offices of the Central Intelligence 
Agency, including the several field offices, or acquired by any person as a result 
of service with or on behalf of the Agency, are to be regarded in the first instance 
as protected information. 

8. POLICY 


All persons are hereby prohibited from disclosing or using protected informa- 
tion for any purpose other than the performance of duties for or on behalf of the 
Agency, unless the Director of Central Intelligence or his designee has authorized 
the disclosure or use as not being contrary to the public interest. When deemed 
advisable by the Director, requests for protected information will be referred to 
the National Security Council for a decision on disclosure. 


4. SUBPOENA FOR PROTECTED INFORMATION 


a. Any person who is served with a subpoena requiring the disclosure of pro- 
tected information to a court or the Congress shall promptly inform the General 
Counsel of the service of the subpoena, the nature of the information sought, 
and any circumstances which may bear upon the desirability of making avail- 
able the information, in order that the General Counsel may advise the Director. 
Any action in response to the subpoena shall be taken only in accordance with 
advice of the General Counsel. Disclosure may be authorized only by the 
Director or Deputy Director of Central Intelligence. 

b. If circumstances make it necessary for the Director to decline in the public 
interest to furnish the information, the person on whom the subpoena is served 
(acting in accordance with advice of the General Counsel) or the General 
Counsel or his designee will appear in answer thereto and respectfully state 
that he is complying with specific instructions of the Director of Central Intel- 
ligence in refusing to furnish the information requested. 


Cc. P. CABELL, 
Lieutenant General, USAP, 


Acting Director of Central Intelligence. 
Distribution: AB 





CIVIL AERONAUTICS BOARD 


Hon. Tuomas C. Hennes, Jr., 

Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 

US. Senate, Washington, D.C. 


Dear Senator Henninos: This is in response to your letter of June 
26, 1958, requesting materials and advice concerning: (1) the types of 
information and records in the ssion of the Board which are not 
available to members of the public or press upon request ; and (2) the 
oe under which such information is withheld or its availability 

imited. 

Generally speaking, Board information and records are divided into 
two broad categories, public records and internal materials, which 
classifieations rest on statutory provisions hereinafter cited. The 
great bulk of materials falls into the category of public records as to 
which there is general access, subject to security restrictions and 
cific Board withholding orders. The Board’s minutes also fall withi 


the general category of public records, but the Board’s regulations 
require a showing of a particular legal interest as a prerequisite to 
inspection. However, these regulations also permit requests from any 
person for inspection of minutes, and such requests are passed on in 


the light of the subject matter and circumstances involved. For 
example, requests for inspection of minutes relating to pending cases, 
personnel and other internal management matters, security matters, 
and the like, ordinarily would not be granted. Apart from these 
categories, inspection normally would be permitted to any n. 

Sinilarly, internal materials may be ins only after Board per- 
mission has been obtained. The Board has not attempted to deter- 
mine in advance all of the instances in which it will grant or deny such 
requests. Again, generally speaking, the Board ordinarily would not 
make available to the public, as distinguished from the Congress, 
materials relating to pending cases or dealing solely with internal 
Board management, details of personnel action, staff memoranda and 
reports recommending Board action, popaplinie? investigation files, 
certain audit information the disclosure of which is gectels for- 
bidden by statute, security information, details of the Board’s deliber- 
ative process, and those portions of aircraft accident investigation files 
setting forth a particular investigator’s views as to the cause of the 
accident. There follows a description of the applicable statutes and 
Board regulations pertinent to this matter. 

The Board’s authority to classify its materials as public and non- 
public stems from section 3(c) of the Administrative Procedure 
Act (5 U.S.C. 1002(c)) which specifically directs that “* * * mat- 
ters of official record * * * be made available to ms properly 
and directly concerned” and section 205(a) of the Civil Aeronautics 
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Act (49 U.S.C. 425(a)) which authorizes the Board to promulgate 
rules, He and procedures necessary to the discharge of its 
duties. neral authority to withhold information also is deemed 
to be conferred apes the Board by these same statutory provisions, 
and case law further recognizes a “privilege” against the disclosure 
of internal communications relating to the decisional process. See, 
e.g., Appeal of the S.L.C. and Timbers, 226 F. 2d 501 (C.A. 5, 1955) ; 
North American Airlines v. Civil Aeronautics Board, 240 F. 2d 807 
(C.A.D.C., 1956) ; Universal Airlines v. Eastern Air Lines, 188 F. 2d 
893 (C.A.D.C., 1951) ; Kaiser Aluminum and Chemical Corp. v. United 
States, 157 F. Supp. 939 (Ct. Cl., 1958) (Opinion by Mr. Justice 
Reed) ; National Labor Relations Board v. Botany Worsted Mills, 
i F. 2d 263 (C.A. 3, 1939) ; United States v. Morgan, 313 U.S. 409 

1941). 

Additional provisions of the Civil Aeronautics Act which specifi- 
cally authorize the withholding or preclude the revealing of infor- 
mation are (1) section 1104 (49 USC. 674) which empowers the 
Board to withhold information from public disclosure where the 
revealing of such information would adversely affect the interest of 
an objecting party and is not required by the public interest, together 
with “records containing secret information affecting national de- 
fense” ; (2) section 902(f) (49 U.S.C. 622(£)) which makes it a crim- 
inal offense for any Board member or employee to divulge infor- 
mation obtained during the examination of the records of a carrier, 
or which is withheld from disclosure under section 1104, except 
as may be directed by the Board or the courts, and (3) section 
1001 (49 U.S.C. 641) which provides that Board proceedings shall 
be “open to the public at the request of any interested party unless 
the Board determines that secrecy is requisite on ds of national 
defense.” Also applicable to the Board is 18 U.S.C. 1905, which 
makes it criminal for Government officers and employees to disclose 
information obtained in the course of official duties relating to “trade 
secrets, processes, operations * * * confidential statisticaldata * * *” 
and the like, except as authorized by law. Also 18 U.S.C. 798 pro- 
vides fines and imprisonment for the unauthorized disclosure of cer- 
tain classified information. Additionally, the Board is governed as 
to the disclosure of classified information by Executive Order 10501 
and certain personnel matters by Executive Order 10450. 

Copies of the Board’s regulations and directives relating to the dis- 
closure of information to the public are enclosed herewith, and may 
be generally described as follows: 

1) CAB Internal Administrative Memorandum No. 43 (enclosure 
1) governs the disclosure of defense information, and implements the 
Executive order on the subject. 

(2) PN 3 (enclosure 2, 15 F.R. 4297) defines “public records,” 
provides that all other information is confidential and may not be 
disclosed except upon permission of the Board, and states where 

uests for inspection may be made. 
3) CAB Internal Administrative Memorandum No. 40 (enclosure 


3) governs the disclosure by Board employees of information other 
than defense information and serves principally to implement PN 3. 

(4) A Board order (enclosure 4) adopted January 17, 1957 directs 
that no Board member, except as authorized by the Board, shall dis- 
close outside the Board statements made during deliberation. 





128 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


(5) An amendment to the Board’s rules of practice in economic pro- 
ceedings (PR-22, enclosure 5, 18 F.R. 7627) specifies the circumstances 
in which the Board will make certain internal materials available for 
use in its proceedings. 

(6) The Board’s rules of practice in economic proceedings (enclosure 
6, 17 F.R. 3028) provide for the filing of objections to the public dis- 
closure of information (part 302.39), and part 302.314 relating to 
mail rate conferences precludes the disclosure of certain information 
by participants therein. 

f ) The Board’s rules of practice in aircraft accident inquiries (en- 
closure 7, 22 F.R. 1027) provide for the filing of objections to the 
disclosure of information (part 303.19). 

{8) PR-8, part 311 of the procedural regulations (enclosure 8, 15 
F.R. 6441) governs the disclosure of information relating to aircraft 
accidents. ese regulations were in effect upheld in Universal Air- 
lines v. Eastern Air Lines, 188 F. 24 993 (C.A.D.C., 1951), in which 
opinion the Court commended the Board for its helpful attitude to- 
ward private litigants. 

Most requests for access to internal information have been made 
on a verbal basis from parties to Board proceedings, and have been 
disposed of on a case-to-case basis. Also, of course, in relation to 
Board and court proceedings, there have been subpenas and other 
forma] requests for information which again have been disposed of in 
accordance with existing principles of law in the light of the cir- 
cumstances involved. Very few requests for internal information as 
such have been received from the public or the press. Most of these 
requests appear to have been verbal. There are enclosed copies of 
letters discovered in the Board’s files relating to such requests for 
information, together with typical letters bearing on requests for 
aircraft accident information (enclosure 9). 

For your additional information, there also are enclosed copies of 
materials provided by the Board to other congressional committees 
on the general subject here involved, as follows: (1) survey and stud 
of administrative organization, practice and p ure in the Feder: 
agencies, House of Representatives, 85th Congress, 1st session (1957), 
pages 1077, 1160-1164 (enclosure 10) ; (2) replies from Federal agen- 
cies to questionnaire submitted by the Special Subcommittee on 
Government Information, House of Representatives, 84th Co 
ist session (1955), pages 1-4, 65-71 (enclosure 11); (3) seeaeed 
statement by General Counsel Franklin M. Stone of the Civil Aeronau- 
tics Board for the legal panel discussion of the House of ta- 
tives Government Information Subcommittee, June 22, 1956 (en- 
closure 12) ; (4) letter to Chairman Moss of the House of Representa. 
tives Government Information Subcommittee from Franklin M. Stone 


answering certain queries raised at the legal panel discussion, Jul 
1956 fenplostie 18). aS Poe 


Sincerely yours, 


James R. DurFex, 
Chairman. 
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ENCLOSURE 1 


CIVIL AERONAUTICS BOARD MANUAL 
(Volume 3, Administration) 


ADMINISTRATIVE MEMORANDUM NO. 43 (2R) 


Date: December 23, 1953. 
Effective date: December 15, 1953. 


(Supersedes Administrative Memoranda 43 (Rev.) dated 10/24/51; and 43 (rev.), 
Amend. 1, dated 10/9/52) 


To: Heads of offices and bureaus. 
Subject: Safeguarding official information in the interests of the defense of the 

United States. 

Section 1. Purpose 

Section 2. Responsibility 

Section 3. Authority to Classify Information 

Section Declassification, Downgrading and Upgrading 
Section 5. Access to Classified Defense Information 
Section Dissemination of Classified Defense Information 
Section 7. Transmission of Classified Defense Information 
Section 8. Reproduction of Classified Defense Information 
Section 9. Storage of Classified Defense Information 
Section 10. Destruction of Classified Defense Information 
Section 11. Loss or Subjection to Co 

Section 12. Treatment of Materials Carrying Other Labels 
Section 13. Interpretation of the Regulations 

Section 14. Violations 

Section 1. Purpose. This memorandum supplements the regulations pre- 
scribed by the President in Executive Order 10501 (which is attached hereto as 
Exhibit A and hereinafter referred to as the “President’s regulations”). The 
basic purpose of the President’s regulations is to provide to the American people 
full information concerning the activities of their government while providing 
adequate protection against unauthorized disclosure of information affecting 
the national defense. Although the general procedures set forth in the Presi- 
dent’s regulations and this memorandum are similar to those which have been in 
effect to date, there are the following significant changes: 

a. Authority of the Civil Aeronautics Board to classify information (as 
distinguished from information classified by another agency which may 
require classification of Civil Aeronautics Board documents) is vested in the 
Chairman exclusively ; 

b. One of the previously existing classification categories (Restricted) has 
been eliminated ; 

ec. The remaining classification categories have been redefined ; 

d. Classified information is referred to as “defense information” rather 
than “security information” and is to be marked only with classification 
eategory (ie. “Top Secret,” “Secret” or “Confidential’) without any addi- 
tional descriptive term as heretofore. 

Heads of Offices and Bureaus will insure that all concerned immediately 
familiarize themselves with the President’s regulations and the provisions of 
this memorandum which governs the classification, dissemination and physical 
protection of classified defense information and materials within the Civil Aero- 
nautics Board. Reference should also be made to Administrative Memorandum 
No. 40, Subject File No. 5-3, dealing with the disclosure of agency confidential 
information other than defense information. 

Section 2. Responsibility. 

01 The responsibility for accomplishing the objectives of the President’s 
regulations devolves upon each individual in the Executive Branch of the Gov- 
ernment. Each officer and employee of the Board who is authorized to receive, 
maintain possession of, or otherwise handle (hereinafter referred to as “have 
access to’) classified defense information will execute a certificate (in the form 
attached as Exhibit B) evidencing the fact that he has read and understands 
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the President’s regulations and this memorandum. Such certificates will be filed 
with the Security Officer. 

02 The Secretary of the Board is hereby designated as Security Officer and 
is authorized to name a Deputy Security Officer and to prescribe the duties of 
such officer. In the absence of the Security Officer, his authority will be ex- 
ercised by the Deputy Security Officer. 

03 The head of each Office and Bureau will designate a “Unit Security Of- 
ficer” who shall be directly responsible for the security program in his respec- 
a meer ies Such designations will be reported to the Security Officer, in 
writing. 

04 In addition to the designation of a Unit Security Officer, the head of 
each Office and Bureau is responsible for the indoctrination of all personnel 
under his supervision in security regulations and procedures, for conduct of in- 
spections and audits from time to time, and for the maintenance of such records 
and initiation of such additional procedures as may be necessary to insure com- 
pliance with the President’s regulations and the provisions of this memorandum 
within his respective organization The nature of the records maintained and 
the additional procedures initiated will be reported, in writing, to the Security 
Officer. Upon request, the Security Officer or a deputy designated by him, will 
participate in orientation meetings called for the purpose of indoctrinating per- 
sonnel in security regulations and procedures. 

Section 3. Authority to classify information. Information originating within 
the Civil Aeronautics Board and information originating outside the Executive 
Branch but initially received by the Board will be evaluated in accordance with 
the President’s regulations and if identified as information which must be safe- 
guarded in the interests of the defense of the United States, will be recom- 
mended for the appropriate classification, as defined in Section 1 of the Presi- 
dent’s regulations. 

.01 The Chairman of the Board has exclusive authority and responsibility 
within the Civil Aeronautics Board to classify defense information. 

.02 Material recommended for classification will be transmitted to the Chair- 
man in a manner consistent with the proposed classification, together with 
a brief memorandum from the head of the Office or Bureau concerned, setting 
forth the basis for the recommendation. 

Section 4. Declassification, downgrading and upgrading. Classified de- 
fense information will be declassified or downgraded as soon as defense consider- 
ations permit. 

.01 Unit Security Officers, heads of Offices and Bureaus, the Executive As- 
sistant and Members of the Board shall, whenever they deem the classification 
of information to be inappropriate, recommend to the Chairman, with respect 
to material originally classified by him or other Board personnel, and to the 
appropriate classification authority with respect to other material, the declassi- 
fication, downgrading or upgrading of the material. Requests from outside the 
Civil Aeronautics Board for reclassification of material originally classified by the 
Chariman or other Board personnel will be referred to the Security Officer who 
will make, or cause to be made, an evaluation of the material and will make 
an appropriate recommendation to the Chairman. 

.02 When declassification or downgrading has been authorized in writing, 
employees having in their possession the original or copies of the document in 
question shall change or remove the classification markings in the manner 
described in Section 5(h) of the President’s regulations. When available, a 
copy of the memorandum authorizing the downgrading or declassification shall 
be attached to the document. 

Section 5. Access to classified defense information. 

.01 The Members of the Board, the Executive Assistant, and the heads of 
Offices and Bureaus are authorized to have access to defense information of any 
classification as their official duties may require and such authorization is evi- 
denced by certification of the Security Officer. 

.02 Only such other officers and employees of the Board as may be specifi- 
cally authorized in writing by the Security Officer, after appropriate investi- 
gation, shall have access to classified defense information. The number will be 
held to the absolute minimum, and will be limited to cases where the officer or 
employee must regularly and frequently have access to classified information in 
the course of his official duties or to meet specific situations where such author- 
ization is necessary for a limited period of time. 

.03 In those cases where it is clearly necessary in the performance of regu- 
larly assigned duties, or in connection with a specific project or assignment, the 
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heads of Offices and Bureaus will recommend to the Security Officer that indi- 
vidual employees under their supervision be authorized to have access to classi- 
fied defense information. If the recommendation covers an authorization with- 
out time limit, it will set forth the precise nature of duties which necessitate 
access to classified defense information, the usual source of such information 
and the estimated frequency of the use of such information. Where the rec- 
ommendation is to cover for a limited period of time authorization in connec- 
tion with a particular project or assignment, the circumstances will be explained. 
All recommendations will state the highest defense classification for which au- 
thorization is sought and will contain an affirmative endorsement of the indi- 
vidual from a security standpoint, based on evaluation of the immediate super- 
visor or other pertinent considerations. 

.04 Heads of Offices and Bureaus will keep supervisors at all levels in their 
respective organizations currently advised as to the employees in the Office or 
Bureau who are authorized to have access to classified defense information ; 
will review the list of such employees from time to time in light of the actual 
need for such authorization, reporting promptly to the Security Officer those 
eases where the authority should be terminated; and will insure that no em- 
ployee except those authorized as evidenced by written certification of the 
Security Officer, has access to classified defense information. 

Section 6. Dissemination of classified defense information. 

.01 Dissemination of classified defense information within the Civil Aero- 
nautics Board will be strictly limited to persons authorized to have access to 
such information as provided in Section 5 above. 

.02 Classified defense information will not be disseminated by Civil Aero- 
nautics Board personnel to other persons in the Executive Branch except upon: 
receipt of an appropriate request indicating the official necessity therefor and 
after it has been established that the person to receive the information is 
authorized by the agency concerned to have access to classified defense 
information. 

03 Classified defense information will not be disseminated by Civil Aero- 
nautics Board personnel to persons outside the Executive Branch except upon 
the specific approval of the Board, the Chairman, the Executive Director or 
the Security Officer, and must be additionally marked as provided in Section 
5(i) of the President’s regulations. 

.04 Registers will be maintained for all “Top Secret” information and 
“Secret” information on which will be entered the source of such material 
and the disposition made of it, including a complete list of persons who are 
permitted to have access to the information, whether by receipt of copies or 
otherwise. Where copies of documents classified as “Top Secret” and “Secret” 
information are reproduced, each copy shall be assigned a serial number and 
shall be accounted for separately. Officials who authorize the dissemination 
of “Confidential” information shall maintain records identifying all persons per- 
mitted access to such information. 

A. CAB Form 127, “Register of Classified Documents,” is provided for 
recording the receipt and disposition of “Top Secret” information and 
“Secret” information (see Exhibit C). 

B. The serial number identifying copies of documents classified as “Top 
Secret” or “Secret” information may be entered in the first column headed 
“Class,” preceded by a symbol to indicate the classification (e.g. S-2 for 
the second copy of a document classified “Secret” information). 

Section 7. Transmission of classified defense information. 

.01 The Executive Assistant and the Security Officer are designated Top 
Secret Control Officers to receive, maintain registers of and dispatch all “Top 
Secret” information coming into or going out of the Civil Aeronautics Board, 
and such information shall not be received or transmitted except through such 
Officials. 

.02 Classified defense information will be prepared for transmission within 
the Civil Aeronautics Board in the same manner as classified defense informa- 
tion is required, by the President’s regulations (Section 8), to be prepared for 
transmission outside the Board. 

A. Requests for special messengers to transmit classified defense informa- 
tion will be made to the General Services Section with the clessification 
involved specified in each case. 

B. CAB Form 180, “Classified Security Information Receipt” (see Exhibit 
D), is provided as a receipt form for use in transmitting “Top Secret” or 
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“Secret” information either within or outside the Board, and “Confidential” 
information, when a receipt is deemed necessary, transmitted outside the 
Board. When used to transmit “Top Secret” information, Part 2 of the 
form is, after signature by the messenger, retained by the Top Secret 
Control Officer until Part 3 is received from the recipient of the classified 
information. 

C. CAB Form 30, CAB Form 228, or any other appropriate receipt may 
be used in transmitting “Confidential” information within the Board when 
a receipt is deemed necessary (see Exhibit EB). 

03 Transmission by telephone of classified defense information of any 
category is prohibited. 

Section 8. Reproduction of classified defense information. 

01 As stated in the President’s regulations, documents and material con- 
taining “Top Secret” information and “Secret” information shall not be repro- 
duced (by any means including typewriter) without the consent of the origi- 
nating agency. 

02 Reproduction (other than by means of typewriter) of all classified 
defense information will be accomplished only by the Publication Section, Office 
of Administration. The Duplicating Request (CAB Form 22) will be trans- 
mitted directly to the Chief or Assistant Chief of the Publications Section; 
will indicate the classification involved; the origin of the material and will be 
approved either by the head of the Office or Bureau or by the Unit Security 
Officer. The procedures to be followed by the Publications Section in handling 
requests for reproduction of classified defense information will be prescribed 
by the Security Officer. Requests involving material classified “Top Secret” 
or “Secret” will be processed only with the approval of the Security Officer. 

Section 9. Storage of classified defense information. Heads of Offices and 
Bureaus will, through the Unit Security Officer or otherwise, take appropriate 
steps to determine, on a continuing basis, the adequacy of available storage 
equipment as prescribed in Section 6 of the President’s regulations. To the 
fullest extent possible, classified defense information should be segregated 
from unclassified information, so that its storage may be readily kept under 
surveillance. 

Section 10. Destruction of classified defense information. All classified 
defense material, either “record” or “nonrecord,” which has served its purpose 
will be transmitted (in a manner appropriate to its classification) to the Security 
Officer, who will arrange for its destruction in accordance with the President’s 
regulations. Material transmitted to the Security Officer for destruction will 
be accompanied by a memorandum from the head of the Office or Bureau or the 
United Security Officer concerned, describing it in reasonable detail, indicating 
its source, affirmatively recommending its destruction, and identifying it as 
“record” or “nonrecord” material. (See Administrative Memorandum No. 27, 
Subject File No. 6-1.) 

Section 11. Loss or subjection to compromise. Any officer or employee who 
has knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to the Security 
Officer, who shall take appropriate action forthwith, including advice to the 
orginating office or agency. 

Section 12. Treatment of materials carrying other labels. 

.01 The terms “Restricted” and “Confidential” or terms conveying a similar 
meaning, appearing on material originating in other agencies after October 27, 
1951, shall be deemed to be the equivalent of the term “Agency Confidential” 
as used in the Civil Aeronautics Board and Material so marked will be handled 
accordingly. 

.02 The term “Confidential” appearing on material originating in other agen- 
cies before October 27, 1951, and the terms “Secret” and “Top Secret” shall be 
deemed to be the equivalent of the terms “Confidential,” “Secret,” and “Top 
Secret” information, respectively, as defined in Executive Order 10501 and 
material so marked shall be handled accordingly. 

.03 The terms “Confidential Security Information,” “Secret Security Infor- 
mation,” and “Top Secret Security Information” appearing on material originat- 
ing after October 27, 1951, shall be deemed to be the equivalent of “Confidential,” 
“Secret,” and “Top Secret” information, respectively, as defined in Executive 
Order 10501 and material so marked shall be handled accordingly. 
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04 The term “Restricted” appearing on material originating prior to October 
27, 1951, and the term “Restricted Security Information” appearing on material 
originating after October 27, 1951, shall be deemed to be the equivalent of 
“Unclassified” and material so marked will be handled accordingly. 

.05 The terms “Limited Official Use” appearing on Department of State docu- 
ments; “Official Use Only” appearing on documents of the Department of 
State, Department of Defense and other agencies; and other similar terms 
are administrative designations identifying information and material which does 
not fall within the scope of Executive Order 10501 but which have been deemed 
to require protection from unauthorized disclosure. Such information and ma- 
terial shall be handled in the manner prescribed in Administrative Memorandum 
No. 40, Subject File No. 1-3, for CAB material marked “For Official Use Only.” 

Section 13. Interpretation of the regulations. Any questions concerning the 
interpretation of the President’s regulations and the provisions of this memo- 
randum, or their application to specific situations, will be referred to the 
Security Office. 

Section 14. Violations. Any violation of the President’s regulations or the 
provisions of this memorandum, will be promptly reported to the Security Officer, 
who, if the circumstances warrant, will refer the matter to the Executive 
Assistant with a recommendation as to the nature of the disciplinary action, if 
any, which should be taken. 


M. ©. MULLIGAN, Secretary. 
Exursir A—ADMINISTRATIVE MEMORANDUM No. 43(2R) 
Executive Order 10501 (November 5, 1953) 
(Reprinted at p. 667, this document. ) 


ExHIsIT B—ADMINISTRATIVE MEMORANDUM No. 43(2R) 


CIVIL AERONAUTICS BOARD 


This is to certify that I, ; have read, and understand, the 
regulations of the President and Administrative Memorandum No. 43(2R) 


of the Civil Aeronautics Board relating to the classification, dissemination, 
handling and physical protection of classified defense information. 


EXHisit C.—ADMINISTRATIVE MEMORANDUM No, 43(2R) 
Civi_ AERONAUTICS BOARD 


REGISTER OF CLASSIFIED DOCUMENTS 


Receipt 


Class Identification of 
document 


8-2 | Stencils—comments | Dec. 16,1953 | Scribler Messenger | Dec. 18 | Minutessection | Self. 
S ——- air per- 
™ . 
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Exhibit D 
Admin. Memo No. 43 (2R) 


CAB bar 180 } 
See Security CIVIL AERONAUTICS BOARD 
AMDB F O4 CLASSIFIED SECURITY INFORMATION RECEIPT 


—eeEy~xEeEEeyEEEeL——EEEEr—————————————————_—_— LSS ee 
When transmitting Secret or Top Secret security information the sender will complete the several 

sections of this form in accordance with the following instructions. The documents should not be 

described in a manner which reveals their contents or requires classification of the receipts. 


1. Wet back and attach to 
outer envelope. —__—_»> 


To _.__John Roberts _ 


Description comment.in_re:.renewal foreign air permits 


Receipt of above material is acknowledged. 
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Date 
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CAB Fore 30 CIVIL AERONAUTICS BOARD INSTRUCTIONS | 
(8-21-56) 


Sign receipt and return to: 
INDIVIDUAL ITEM RECEIPT 


I acknowledge receipt of the following: 






Iter 
3 stencils 
Number or description 


comments re renewal foreign air permits 


Signature . 
Yack ibrg hr 
= hers 
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ADMINISTRATIVE MEMORANDUM NO. 43 (2R), 


AMEND. 1 
Date: May 12, 1955. 
Hffective date: May 4, 1954. 


To: Heads of bureaus and offices. 
Subject: Safeguarding official information in the interests of the defense of the 
United States. 
Section 1. Purpose. 
Section 2. Amendment of Section 12. 
Section1. Purpose. This memorandum amends Administrative Memorandum 
No. 48 (2R), Subject File No. 8-1. 
Section 2. Amendment of section 12. Section 12 is amended by adding Subsec- 
tion .05 to read as follows: 

“05 The terms ‘Limited Official Use’ appearing on Department of State 
documents; ‘Official Use Only’ appearing on documents of the Department 
of State, Department of Defense and other agencies; and other similar 
terms are administrative designations identifying information and material 
which does not fall within scope of Executive Order 10501 but which have 
been deemed to require protection from unauthorized disclosure. Such in- 
formation and material shall be handled in the manner prescribed in Ad- 
ministrative Memorandum No. 40, Subject File No. 1-3, for CAB material 
marked ‘For Official Use Only.’ ” 

M. C. Mutuican, Secretary. 
ENCLOSURE 2 


CIVIL AERONAUTICS BOARD 
PUBLIC NOTICE PN3 
(Effective July 1, 1950) 


STATEMENT OF PLACES AT WHICH PuBLIC May SECURE INFORMATION OR MAKE 
SUBMITTALS OR REQUESTS 





In order to conform the available material on the established places at which, 
and the methods whereby, the public may secure information or make submittals 
or requests to the Board to the requirements of sections 3(a) (1) and 3(c) of the 
Administrative Procedure Act (60 Stat. 238) and to the regulations of the Ad- 
ministrative Committee of the Federal Register approved by the President effec- 
tive October 12, 1948 (13 F.R. 5929), the material on public information presently 
in the Organizational Regulations has been completely rewritten. 
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Since this Public Notice No. 3 contains a rule of agency organization and prac- 
tice, public notice and procedure thereon is not required. 

In consideration of the foregoing, the Civil Aeronautics Board hereby amends 
the Organizational Regulations (formerly 14 CFR §§ 301.3 and 302.8) as follows 
effective July 1, 1950: 

1. By revoking in its entirety the section titled “Public Information” (formerly 
§ 301.3) and the section titled “Scope and Content of Documents” (formerly 
§ 302.8). 

2. By making and promulgating the following statement of places at which the 
public may secure information or make submittals and requests as Public Notice 
No. 3 reading as follows: 


1.2 General information and requests. 
1.3 Submittals. 

1.4 Inspection of records. 

1.5 Certified copies ; requests for ; costs. 
1.6 Forms. 

Section 1.1 Offices. (a) The central office of the Board is located in the Depart- 
ment of Commerce Building, Fourteenth Street between Constitution Avenue and 
E Street, NW, Washington 25,.D.C. The hours of the Board are from 8:30 a.m. 
to 5:00 p.m., Monday through Friday unless otherwise provided by statute or Ex- 
ecutive order. 

(b) Other offices of the Board in Washington, D.C., are maintained in Tem- 
porary Building 5, Foot of Sixteenth Street and Constitution Avenue, NW. 

(c) The location of the Board’s field offices is set forth in sections 10.1, 10.2, 
and 10.3 of Public Notice No. 1. 

See. 1.2 General Information and requests. (a) The Public Information Sec- 
tion in the Office of the Chairman is the primary channel through which general 
inquiries from the public or press are handled. Persons desiring to obtain infor- 
mation, or make requests of a general nature, should communicate with the 
Public Information Section. This section is also the primary channel for 
releasing to the public information concerning matters pending before, or action 
taken by the Board. 

(b) The Public Information Section is located in Room 5086, Department of 
Commerce Building. 

(ec) Persons who wish to apply for employment should communicate with the 
Personnel Section, Bureau of Administration. 

(ad) The Publications Section prepares periodically a list of free and for sale 
publications of the Board. Mailing lists are maintained on certain classifications 
of free releases and publications listed thereon. Interested persons concerned 
may obtain copies of the list and may have their names placed on the Board’s 
mailing list to receive one or more of the several classes of free releases and 
publications. 

Sec. 13 Submittals. (a) All formal submittals to the Board should be 
addressed to the Secretary, Civil Aeronautics Board, Washington 25, .D.C. 
Persons residing in Alaska may at their option make such submittals to the Civil 
Aeronautics Board, Alaska Office, Anchorage, Alaska. 

(b) Notice and reports of aircraft accidents and missing aircraft required 
pursuant to Part 62 of the Civil Air Regulations (14 CFR, Part 62) shall be 
directed to the nearest Civil Aeronautics Board office or through the nearest 
Civil Aeronautics Administration communication station or agent. 

Sec. 14 Inspection of records—(a) Public records. All matters of official 
record, other than information held confidential or withheld from public dis- 
closure pursuant to Sections 1001 and 1104 of the Civil Aeronautics Act of 1938, 
as amended, and Section 302.16 of the Procedural Regulations, are available at 
the offices of the Board in Washington, D.C., to persons properly and. directly 
concerned upon application to the Secretary during regular working hours. 
Documents and records pertaining to Alaskan air carriers may also be inspected 
in the Board's office in Anchorage, Alaska. Such official records shall include: 

(1) All documents authorized or required to be filed with the Board by the 
Civil Aeronautics Act of 1938, as amended, or any regulation, order, or rule of 
the Board issued thereunder. 

(2) The entire record of all formal proceedings or hearings of the Board. 

(3) The official record indicating every vote and (‘cial act of the Board 
except that the information contained in such record is available only to persons 
properly and directly concerned therewith. 

(4) The direct airport-to-airport mileage record. 


41075—60——_10 
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(5) All opinions, orders, rules, and reports published by the Board. 

(6) All final opinions, orders, and rules entered by the Board, unless held con- 
fidential or withheld from public disclosure for good cause and not cited as 
precedents. 

(7) Communications containing comments on proposed rules which are received 
by the Board in response to notices of proposed rule making: Provided, That any 
such communications made available for public inspection shall be made avail- 
able only after the period set for the receipt of comments has expired. 

(b) Other records. The records and files of the Board, and all documents, 
memoranda, correspondence, exhibits and information of whatever information, 
other than the matters described in paragraph (a) of this section, coming into 
the possession or within the knowledge of the Board or any of its officers or em- 
ployees in the discharge of their official duties, are confidential and none of such 
material or information may be disclosed, divulged, or produced for inspection 
or copying except that, upon good cause shown, the Board may by order direct 
that certain files, papers, or information be disclosed to a particular applicant. 

Sec. 1.5. Certified copies; request for; costs. Copies of any documents subject 
to inspection under the provisions of section 1.4 will be prepared and will be 
certified by the Secretary, under seal, on written request, specifying the number 
of copies desired, and the date on which the same will be required. Such request 
must be made so as to permit a reasonable time for the preparation of such copies 
and any cost incurred in the preparation of such copies must be borne by the 
person making application therefor. However, publications included in section 
1.4(5) above, need not be certified, in accordance with subsection 205(d) of the 
Civil Aeronautics Act of 1938, as amended, which provides in part that publica- 
tions purporting to be published by the Board shal lbe competent evidence of the 
orders, decisions, rules, regulations and reports of the Board therein contained 
in all courts of the United States and of the several States, territories and posses- 
sions thereof, and the District of Columbia, without further proof or authoriza- 
tion thereof. 

Sec. 1.6 Forms. Information concerning all forms and instructions as to the 
scope and contents of all papers, reports, or other documents required or au- 
thorized by the Board to be filed or maintained, pursuant to the Civil Aeronautics 
Act or any rules, regulations or order of the Board, is contained in the Board’s 
Civil Air Regulations, Economic Regulations, and Procedural Regulations. If 
the form of any document required to be filed is not prescribed, such document 
should set forth the matter specified in letter form. If the form of any document 
authorized to be filed is not prescribed, such document should conform to the 
currenlty effective provisions of Parts 3(/1 and 302 of the Procedural! Regulations 
governing general requirements as to papers in proceedings and form and filing of 
documents. 

Adopted: June 21, 1950. 

Effective: July 1, 1950. 

By the Civil Aeronautics Board: 

M. C. MuLiiean, Secretary. 
[sEax] 


(F.R. Doc. 50-5838 ; Filed July 5, 1950; 8: 53 a.m.) 


ENCLOSURE 3 


CIVIL AERONAUTICS BOARD MANUAL 
(Volume 3—Administration) 


ADMINISTRATIVE MEMORANDUM NO. 40 (2R) 


Date: May 12, 1955. 
Effective date: June 1, 1955. 


(Supersedes Administrative Memorandum 40 (Rev.) dated August 9, 1950) 


To: Heads of Offices and Bureaus. 

Subject : Disclosure of Information. 
Section 1. Purpose 
Section 2. Background 
Section 3. Limited Information 
Section 4. Unlimited Information 
Section 5. Release of Information 
Section 6. Effect of Other Designations 
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Section 1. Purpose. This memorandum sets forth the policy of the Board 
with respect to the disclosure of information and prescribes a procedure for han- 
dling limited information, other than defense information. It applies only to 
nondefense information. See Administrative Memorandum No. 43, Subject File 
No. 8-1, for procedures concerning defense information. This memorandum 
should be brought to the attention of all employees. 

Section 2. Background. 

.01 In the course of carrying on official business, the officers and employees come 
into the possession of, or have access to, a considerable amount of information 
concerning the civil air transport industry and its members. Much of this infor- 
mation is a matter of public record and provision is made for its release through 
authorized channels to the general public. Some of it, however, is information 
which has been submitted to the Board with the understanding that it will be 
used only for official purposes, or which, if revealed prematurely, may benefit 
certain individuals or may prejudice the outcome of a proceeding. 

.02 In addition, disclosure or dissemination of much of the information devel- 
oped by the staff and of all information concerning action taken by the Board, 
or under consideration by the Board, is likewise limited until officially released 
through established channels. Compilations or summaries of information which 
are a matter of public record, however, are not considered subject to such 
restrictions. 

.08 Section 1108 of the Civil Aeronautics Act of 1938 designates as public 
records copies of tariffs, of all contracts, agreements, understandings and arrange- 
ments, and of statistics, tables and figures contained in the annual or other 
reports filed by the carriers or other persons. Provision has been made for public 
access to these records. 

.04 Section 1104 of the Act authorizes the Board to withhold information from 
public disclosure upon the written objection of any person whenever it finds that 
disclosure of such information is not required in the public interest and would 
adversely affect the interests of such person. 

.05 Section 902(f) prohibits the divulging of any fact or information which 
is obtained during the course of an examination of the accounts, records, and 
memoranda of any carrier or which is withheld from public disclosure under 
Section 1104, except as directed or authorized by the Board, a court of competent 
jurisdiction or a judge thereof. 

Section 3. Limited information. 

.01 Limited information is any information or material, the premature dis- 
closure of which, either to the public generally or to particular individuals, would 
prejudice the outcome of a pending proceeding, give any individual the benefit of 
information not generally available, violate confidences placed in the Board by 
persons submitting data at the Board’s request or violate a Board order respect- 
ing the withholding of information from public disclosure. The term “limited 
information” includes, but is not limited to, the following: 

A. Facts or information obtained in the course of examination of the 
accounts, records, and memoranda of an air carrier, except as divulged 
pursuant to Section 902(f). 

B. Information ordered by the Board to be withheld from public disclosure 
pursuant to Section 1104 of the Act. 

C. Information originating within the Board for internal use and con- 
tained in files, documents, reports, memoranda or other written material, 
and information contained in budget estimates as submitted to the Bureau 
of the Budget, unless and until made a matter of public record, or otherwise 
authorized to be disclosed through official channels. 

D. Information as to the specifie time or date a matter is to be considered 
by the Board, the nature of the action proposed to be taken by the Board, 
or the attitude of any member of the Board with respect to any pending 
issue or proceeding. 

B. Information as to the time and place a Board of Inquiry may be con- 
vened, until officially announced. 

F. Information concerning action proposed to be taken by the staff under 
delegated authority and recommendations by the staff to the Board. 

G. The fact that action has been taken by the Board, or by the staff 
under delegated authority, as well as information concerning the nature of 
action taken, until released through authorized channels. 

H. Information obtained or disseminated during the course of informal 
mail rate conferences, as specified in Section 302.314(a) of the Procedural 
Regulations. 
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02 All employees will handle limited information as follows: 

A. Employees originating or handling written material believed to require 
more than normal protection or to be released to persons outside the Board 
shall stamp the original and all copies with the inscription ‘For Official Use 
Only.” This inscription replaces “Agency Confidential” and all other in- 
scriptions having the same or similar meaning and purpose. Employees 
should consult with their supervisor if in doubt as to treatment to be accorded 
any information or material. 

B. Employees may disclose limited information to persons outside the 
Board who have a legitimate interest in the information in connection with 
matters subject to regulation under the Civil Aeronautics Act or to persons 
authorized to participate in accident investigations only when, in their 
judgment, such disclosure is appropriate to the furtherance of the objectives 
set forth in the Act. Such disclosure should be cleared in advance with 
the component of the Board having responsibility for the subject matter 
and be accompanied by an explanation of the term “For Official Use Only.” 
CAB Form 222 (Exhibit A) should be attached to written material trans- 
mitted outside the Board and a similar explanation given when limited 
information is transmitted orally. 

©. Employees shall transmit and store limited information material in 
such a manner as will protect it from unauthorized disclosure. If marked 
“Wor Official Use Only” it shall be transmitted in a single sealed envelope 
and stored under lock when not in actual use. 

D. When retention is no longer required, limited information material 
shall be disposed of only by tearing the pages into small pieces, by trans- 
mitting it to the Deputy Security Officer to be destroyed by burning, or by 
returning it to the office of origin. 

08 Unless specifically authorized by the Board, no employee of the Board 
will disclose, in any manner, outside the agency or within the agency except 
to the extent necessary in the proper conduct of official business, statements 
—_ by a Member of the Board or a member of the staff during deliberations of 

oard. 

Section 4. Unlimited information. 

.01 The disclosure of nondefense information not within the definition of 
Subsection 3.01 is unlimited. In addition, the release of any heretofore limited 
information through authorized channels removes the restrictions on its use 
(see Section 5). Information which because of changed conditions no longer 
requires protection against disclosure is also considered as unlimited information. 

.02 Unless ordered by the Board to be withheld, records are available for 
public inspection as follows: 

A. Copies of tariffs, of all contracts, agreements, understandings and 
arrangements filed pursuant to Section 412, operating schedules, flight 
reports, mileage records and undocketed applications, notices of intent 
and petitions in the offices of the Bureau of Air Operations. 

B. Reports of accident investigations, accident statistics, safety bulle- 
tins and transcripts of public hearings and copies of depositions and ac- 
companying exhibits in the offices of the Bureau of Safety. 

C. Copies of orders and decisions and copies of the Economic Regula- 
tions, Civil Air Regulations and Rules of Practice, of all Public Notices 

in the Federal Register, and of all Board publications in the 
offices of the Publications Section. 

D. Minutes of meetings of the Board, in the offices of the Minutes Section, 
with the prior approval of the Secretary. 

BH. Copies of all applications, petitions and complaints, together with 
related documents and papers, in connection with all formal economic pro- 
ceedings and safety enforcement proceedings and in connection with public 
inquiries into the cause of aircraft accidents and copies of the periodic 
financial and operating reports filed by carriers pursuant to Board regula- 
tions, in the offices of the Docket Section. 

Section 5. Release of information. 

.01 The Public Information Section is the primary channel for the release 
of information concerning matters pending before, or action taken by, the 
Board and for answering general inquiries from the public and the press. 
Nothing herein shall supersede ‘the provisions of Procedural Regulations 311 
relating to accident investigations. 

A. Employees will under no circumstances take the initiative in releasing 
information to the press. Normally, all inquiries from the press and the 
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general public (as contrasted to parties or other persons directly involved 
in a proceeding) will be referred to the Public Information Section. 

B. Whenever referral of an inquiry to the Public Information Section 
would unduly inconvenience the person making the inquiry, any employee 
having the correct information may supply it, providing it is not limited. 

.02 Employees may provide general information concerning the status of a 
matter, as contrasted with the action recommended to be taken or the attitude of 
a member of the Board toward the issue involved. Care should be taken, espe- 
cially when responding to inquiries from persons familiar with the Board’s 
internal procedure, to answer the inquiry so as to avoid undue burden or inter- 
ruptions to the work of the Board. Generally speaking, the name of the organ- 
izational component handling the matter, rather than the name of an individual, 
should be given. However, employees should not disclose the fact that the 
documents in a particular case have been forwarded to the Minutes Section, 
since this Section has an unusual responsibility for avoiding premature disclosure 
of information and is not authorized to answer inquiries from the public. 

.08 Unlimited information, including information which no longer requires 
protection from disclosure, may be released except as provided in Subsection 
5.01 above. 

.04 The Public Information Section will accomplish, or coordinate, the initial 
distribution of press releases, reports, publications and other duplicated material 
except that: 

A. The Publications Section will distribute material through the medium 
of established mailing lists. 

B. The Docket Section will serve all documents upon the parties to the 


proceeding. 

.05 No employee of the Board will disclose, in response to a subpena or other 
legal order, any limited information unless specifically authorized to do so by 
the General Counsel. 

A. An employee served with a subpena or other legal order, will notify 
the General Counsel immediately by memorandum forwarded through the 
head of the Office or Bureau to which he is assigned. The memorandum 
will set forth the particulars of the subpena (time, place, etc.). 

B. The employee will appear in response to the subpena, unless excused, 
and shall testify as specifically authorized and instructed by the General 
Counsel. In the absence of specific authorization, the employee should 
respectfully decline to answer questions or produce documents and explain 
that such action has been prohibited by the Board. 

.06 The unauthorized release or disclosure of limited information is cause 
for disciplinary action (including suspension or removal). Supervisors hav- 
ing knowledge of an unauthorized disclosure of limited information will advise 
the Executive Assistant of the facts and circumstances surrounding the un- 
authorized disclosure and will recommend appropriate disciplinary action. 

Section 6. Effect of other designations. 

.01 Information received from the Department of State and inseribed “Lim- 
ited Official Use” shall be transmitted by special messenger in opaque inner and 
outer envelopes, with the inscription and the address of the recipient appearing 
only on the inner envelope and shall be stored under lock when not in actual 
use. 

.02 Information received from the Department of State and inscribed “Offi- 
cial Use Only” or from the Department of Defense and inscribed “For Official 
Use Only” and information received from any other Federal department or 
agency and bearing any inscription similar or equivalent to “For Official Use 
Only” shall be transmitted and stored in the manner set forth in Subsection 3.02C. 

.03 Information originating within the Civil Aeronautics Board prior to the 

effective date of this memorandum and inscribed “Agency Confidential” shall 
be handled in the manner set forth in Subsection 3.02C. 


M. ©. Mutxiean, Secretary. 
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Exhibit A 
Adm. Memo. No. 40(2R) 


CAB FORM 222 
(Rev. 5-55) 


This material has been designated as “For Official Use Only” in order 


to prevent the unauthorized disclosure of information prior to its official 
release. It should be appropriately safeguarded and dissemination 
should be strictly limited to the minimum extent necessary for official 
purposes. 


Civil Aeronautics Board 





ENCLOSURE 4 
Board Order 
January 17, 1957 


6. Disclosure of Information. On a motion of Member Denny, seconded by 
Member Minetti, the Board, Mr. Johnson expressing Member Gurney’s con- 
eurrence, directed that the following be incorporated in Administrative Memo- 
randum No. 40: 

“Unless specifically authorized by the Board, no employee of the Board shall 
disclose, in any manner outside the agency, or within the agency except to the 
extent necessary and proper in the conduct of official business, statements made 
by a Member of the Board or a member of the staff during deliberations of the 
Board.” 

On the same motion the Board adopted an order in the following form : 

“It IS ORDERED, That, unless specifically authorized by the Board, no Member 
of the Board shall disclose, in any manner outside the agency, or within the 
agency except to the extent necessary and proper in the conduct of official busi- 
ness, statements made by him or by another Member of the Board, or by members 
of the staff, during deliberations of the Board.” 


EXNCLOSURE 5 


Regulation No. PR-22 


(Procedural Regulations, Amendment No. 8 to Part 302. Adopted November 25, 
1953 ; Effective November 25, 1953) 


RULES OF PRACTICE IN EcoONOMIC PROCEEDINGS 
TESTIMONY BY BOARD PERSONNEL AND PRODUCTION OF BOARD RECORDS 


The present section 302.19 of the Procedural Regulations, relating to subpoenas, 
does not now contain any specific provision restricting the issuance of subpoenas 
for testimony by Board personnel or the production of Board documents in 
economic proceedings. However, when the section is considered in the light 
of the grant of the subpoena power in section 1004 of the Civil Aeronautics Act 
and the restriction contained in Board Administrative Regulations, it is clear 
that it was not the purpose or intention of the Board that subpoenas should be 
issued under the section to obtain testimony of Board personnel or the produc- 
tion of Board records. Under existing Administrative Regulations, Board offi- 
cers or employees are forbidden to disclose official information, in response to 
a subpoena from any source, unless specifically authorized to do so. 

Although this is the Board’s interpretation of the existing regulations, it is 
deemed desirable as a matter of notice to issue a clarifying amendment to 
section 302.19 of: the procedural rules containing this view of the application 
of the section. 

By this action the Board does not intend to deprive parties of the opportunity 
to request, in appropriate situations, the testimony of Board personnel or the 
production of Board documents. The attached rule provides a procedure for 
such purpose by way of motion under Rule 18. A denial of such a motion 
will not be reviewed by the Board unless the Examiner grants an appeal from 
his ruling under Rule 18(f). Since Board regulations prohibit officers and 
employees from disclosing official information without Board authorization, an 
Examiner’s ruling granting a motion for testimony by Board members, officers, 
or employees or the production of documents in their custody will be reviewed 
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by the Board on its own motion. In making such a review the Board will follow 
the general policy of making such evidence available (a) if found relevant and 
of reasonable scope, (b) if there is an adequate showing by the moving party 
of a need for the evidence requested, and (c) if no other substantial considera- 
tions, such as security or the Board’s investigative or decisional processes are 
involved. 

Since this amendment is not a substantive rule but one of agency procedure, 
notice and public procedure hereon are unnecessary, and the amendment may be 
made effective upon less than 30 days’ notice. 

In consideration of the foregoing, the Civil Aeronautics Board hereby amends 
Part 302 of the Procedural Regulations (14 CFR 302) as follows, effective Novem- 
ber 25, 1953 : 

1. By adding to section 302.19 a new paragraph (g) to read as follows: 

“(g) The provisions of this section are not applicable to the attendance of 
Board members, officers or employees or the production of documentary evi- 
dence in the custody thereof at a hearing. Applications therefor shall be ad- 
dressed to the Examiner in writing and shall set forth the need of the moy- 
ing party for such evidence and its relevancy to the issues of the proceeding. 
Such applications shall be processed as motions in accordance with Rule 18, 
except that the grant thereof by an Examiner, in whole or in part, shall be 
immediately reviewed by the Board upon its own initiative and shall be sub- 
ject to final Board action.” 

Sections 205(a), 52 Stat. 984, 49 U.S.C. 425; interpret or apply section 1001, 52 
Stat. 1017, 49 U.S.C. 641. 

By the Civil Aeronautics Board: 


M. C. Mutxiiean, Secretary. 
Excerpts FROM ENCLOSURE 6 


Procedural Regulations 
[Reprinted from FrepmraL Recister of April 8, 1952] 
PART 302—RULES OF PRACTICE IN ECONOMIC PROCEEDINGS 
Effective April 28, 1952 
As Amended to September 1, 1953 


§ 302.39 Objection to public disclosure of information—(a) Information 
contained in paper to be filed. Any person who objects to the public disclosure of 
any information contained in any paper filed in any proceeding, or in any appli- 
cation, report, or other document filed pursuant to the provisions of the Civil 
Aeronautics Act of 1938, as amended, or any rule, regulation, or order of the 
Board thereunder, shall segregate, or request the segregation of, such informa- 
tion into a separate paper and shall file it, or request that it be filed, with the 
examiner or the person conducting the hearing or proceeding, as the case may be, 
or with the person with'whom said application, report, or document is required to 
be filed, separately in a sealed envelope, bearing the caption of the enclosed paper 
and the notation “Classified or Confidential Treatment Requested Under § 302.39.” 
At the time of filing such paper, or when the objection is made by a person not 
himself filing the paper, application, report or other document, within five (5) 
days after the filing of such paper, the objecting party shall file a motion to with- 
hold the information from public disclosure, in accordance with the procedure 
outlined in paragraph (d) of this section, or in accordance with the procedure 
outlined in paragraph (c) of this section if objection is made by a Government 
department or a representative thereof. Notwithstanding any other provision of 
this section, copies of the filed paper and of the motion need not be served upon 
any other party unless so ordered by the Board. 

(b) Information contained in oral testimony. Any person who objects to 
the public disclosure of any information sought to be elicited from a witness or 
deponent on oral examination shall, before such information is disclosed, make 
his objection known. Upon such objection duly made, the witness or dependent 
shall be compelled to disclose such information only in the presence of the 
Examiner or the person before whom the deposition is being taken, as the case 
may be, the official stenographer and such attorneys for and lay representative 
of each party as the Examiner or the person before whom the deposition is 
being taken, as the case may be, shall designate, and after all present have 
been sworn to secrecy. The transcript of testimony containing such information 
shall be segregated and filed in a sealed envelope, bearing the title and docket 
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number of the proceeding, and the notation “Classified or Confidential Treatment 
Requested Under § 302.39 Testimony Given by (name of witness or deponent).” 
Within five (5) days after such testimony is given, the objecting person shall 
file a motion, except as hereinafter provided in paragraph (c) of this section, 
in accordance with the procedure outlined in paragraph (d) of this section, to 
withhold the information from public disclosure. Notwithstanding any other 
provision of this section, copies of the segregated portion of the transcript and 
of the motion need not be served upon any other party unless so ordered by 
the Board. 

(ce) Objection by Government departments or representative thereof. In the 
ease of objection to the public disclosure of any information filed by or elicited 
from any United States Government department, or representative thereof, 
under paragraph (a) or (b) of this section, the department making such objec- 
tion shall be exempted from the provisions of paragraphs (a), (b), and (d) 
of this section insofar as said paragraphs require the filing of a written objection 
to such disclosure. However, any department, or person representing said 
department, if it so desires, may file a memorandum setting forth the reasons 
on the basis of which it is claimed that a public disclosure of the information 
should not be made. If such a memorandum is submitted, it shall be filed and 
handled as is provided by this section in the case of a motion to withhold 
information from public disclosure. 

(d) Form of motion to withhold information from public disclosure. Subject 
to the exception of paragraph (c) of this section, no information covered by 
paragraphs (a) and (b) of this section need be withheld from public disclosure 
unless written objection to such disclosure is filed with the Board in accordance 
with the following procedure : 

(1) The motion shall be headed with the title and docket number of the pro- 
ceeding and shall be signed by the objecting person, any duly authorized officer 
or agent thereof, or by counsel representing such person in the proceeding. 

(2) The motion shall include (i) a description of the information sought to 
be withheld, sufficient for identification of the same, and (ii) a full statement 
of the reasons on the basis of which it is claimed that a public disclosure of the 
information would adversely affect the interests of the objecting person and is 
not required in the interest of the public, or that the information is of a secret 
nature affecting the national defense. 

(3) Such motion shall be filed with the Examiner or the person conducting 
the hearing or proceeding, as the case may be, or with the person with whom said 
application, report, or document is required to be filed. 

If such motion relates to contracts, agreements, understandings, or arrange- 
ments filed pursuant to section 412(a) of the Civil Aeronautics Act of 1938, as 
amended, and Part 261 of this chapter, or pursuant to Part 262 of this chapter, 
an executed original copy and two copies of such motion shall be filed. 

(e). Motions referred to the Board. The order of the Board containing its 
ruling upon each such motion will specify the extent to which, and the condi- 
tions upon which, the information may be disclosed to the parties and to the 
public, which order shall become effective upon the date stated therein, unless, 
within five (5) days after the date of the entry of the Board’s order with respect 
thereto, a petition is filed by the objecting person requesting reconsideration 
by the Board, or a written statement is filed indicating that the objecting person 
in good faith intends to seek judicial review of the Board’s order. 

(£) Objections in proceeding before the Board. Notwithtsanding any of the 
provisions of this section, whenever the objection to disclosure of information 
shall have been made, in the first instance, before the Board itself, the writ- 
ten motion of objection contemplated by paragraphs (a), (b), and (d) of this 
section shall not be necessary but may be submitted if the parties so desire or 
if the Board, in a particular case, shall so direct. 


SUBPART C—RULES APPLICABLE TO MAIL RATE PROCEEDINGS 
INFORMAL MAIL RATE CONFERENCE PROCEDURE 


§ 302.311 Invocation of procedure. Conferences between members of the 
Board’s staff representatives of air carriers, the Post Office t and other 
interested persons may be called by the Board’s staff for purpose of con- 
sidering and clarifying issues and factual material in pending proceedings for the 
establishment. of rates for the transportation of mail.,. 

§ 302.314. Conditions upon participation—(a)Nondisclosure of information. 
As a condition to participation, every participant, during the period of the con- 
ference and for 90 days after its termination, or until the Board takes public 


a *~ es ee oe rr oe oe oe ote ete 


CO ww eo ee 


ee ae ee ee ee 


— 4A sie —-— ss o-& em oe bet 















WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 145 


action with respect to the facts and issues covered in the conference, whichever 
is earlier: (1) Shall, except for necessary disclosures in the course of employment 
in connection with conference business, hold the information obtained in confer- 
ence in absolute confidence and trust; (2) shall not deal, directly or indirectly, 
for the account of himself, his immediate family, members of his firm or com- 
pany, or as a trustee, in securities of the carrier involved in the rate conference 
except that under exceptional circumstances special permission may be obtained 
in advance from the Board; and (3) shall adopt effective controls for the confi- 
dential handling of such information and shall instruct personnel under his 
supervision, who by reason of their employment come into possession of informa- 
tion obtained at the conference, that such information is confidential and must 
not be disclosed to anyone except to the extent absolutely necessary in the 
course of employment, and must not be misused. The word “information”, as 
used in paragraph (b) of this section, shall refer only to information obtained 
at the conference regarding the future course of action or position of the Board 
or the Board’s staff with respect to the facts or issues discussed at the confer- 
ence. 

(b) Signed statement required. Every representative of a carrier actually 
present at any conference shall sign a statement that he has read this entire 
instruction and promises to abide by it and advise any other participant to whom 
he discloses any confidential information of the restrictions imposed above. 
Every representative of the Postmaster General actually present at any confer- 
ence shall, on his own behalf, sign a statement to the same effect. 

(c) Presumption of having conference information. A director of any carrier, 
which has had a representative at the conference, who deals either directly or 
indirectly for himself, his immediate family, members of his firm or company, 
or as a trustee, in securities of the air carrier involved in the conference, during 
the restricted period set forth above, shall be presumed to have come inte posses- 
sion of information obtained at the conference knowing that such information 
~— subject to the restrictions imposed above; but such presumption can be 
rebutted. 

(d) Compliance report required. Within ten (10) days after the expiration 
of the time specified for keeping conference matters confidential every partici- 
pant, as defined in this section; shall file a verified compliance report with the 
Secretary of the Board stating that he has complied in every respect with the 
conditions of this section, or if he has not so complied, stating in detail in what 
respects he has failed to comply. 

(e) Persons subject to the provisions of this section. For the purposes of this 
section, participants shall include (1) any representative of any carrier and any 
representative of the Postmaster General actually present at the conference: 
(2) the carrier and the officers of any carrier which has had a representative at 
the conference; (3) the directors of any carrier, which has had a representative 
at the conference, the members of any firm of attorneys or consultants, which 
has had a representative at the conference, and the members of the Postmaster 
General’s staff, who come into possession of information obtaimed at the confer- 
ay knowing that such information is subject to the restrictions imposed in 

section. 


PNCLOSURE 7 
Regulation No. PR-27 


(Procedural Regulations, Revision of Part 808. Adopted February 12, 1957; 
Effective February 15, 1957) 


RuLeEs oF PRACTICE IN AIRCRAFT ACCIDENT INQUIRIES 


The procedures which the Board has followed in aircraft accident inquiries 
have been in effect for a considerable period of time. The Board has decided 
to revise its Rules of Practice in these inquiries to establish a prehearing con- 
ference procedure and to permit limited questioning by parties to the investiga- 
tion as designated by the Presiding Officer. The purpose of this Part is to make 
available to the public this revised information concerning the procedures to 
be followed by the Board in aircraft accident inquiries. 

An aircraft accident inquiry is held solely for the purpose of discovering the 
facts, conditions, and circumstances concerning an aircraft accident in order to 
determine the probable cause of the accident and to ascertain the measures which 
will best tend to prevent similar accidents in the future. Such inquiries are not 
held for the purpose of determining the rights or liabilities of private parties, 
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and the Board makes no attempt to do so. The procedures followed by the 
Board in such inquiries are adapted to the special nature of the inquiries. 
Since this Part is a rule of agency procedure and practice, notice and public 
procedure are not necessary. 
In consideration of the foregoing, the Civil Aeronautics Board hereby promul- 
gates a revised Part 303 of the Procedural Regulations to read as follows, effective 
February 15, 1957: 


PART 303-—-RULES OF PRACTICE IN AIRCRAFT ACCIDENT INQUIRIES 


§ 303.18. Investigation to remain open. Safety investigations are never of- 
ficially closed but are kept open for submission of new and pertinent evidence. 
If the Director of the Bureau of Safety finds that such evidence is relevant 
and probative, it may be made a part of the docket, unless the Board orders it 
to be withheld from public disclosure. 

§303.19 Withholding of information. Any person may make written objection 
to the public disclosure of information contained in any report or document 
filed pursuant to this part or the provisions of the Civil Aeronautics Act of 
1938, as amended, or of information obtained by the Board pursuant to the 
provisions of this Part or the Act, stating the grounds for such objection. When- 
ever such objection is made, the Board shall order such information withheld 
from public disclosure when, in its judgment, a disclosure of such information 
would adversely affect the interests of such person and is not required in the 
interest of the public. 

ENCLOSURE 8 


Regulations Serial Number PR-8 


Procedural Regulations, Promulgation of Part 311. Adopted September 15, 
1950; Effective September 15, 1950) 


DISCLOSURE OF AIRCRAFT ACCIDENT INVESTIGATION INFORMATION 


At the present time, the Procedural Regulations of the Board do not contain 
provisions regarding the disclosure by Board employees of information obtained 
during the course of an investigation of an accident involving aircraft. The 
purpose of this Part is to make provision therefor and to regulate the conduct 
of its employees in regard to the disclosure of aircraft accident investigation 
information. 

The Board is required by section 702 of the Civil Aeronautics Act (49 U.S.C. 
582) to investigate such accidents and report the facts, conditions, and circum- 
stances relating to each accident and the probable cause thereof, and to make 
such recommendations as, in its opinion, will tend to prevent similar accidents 
in the future. 

To perform this function, the Board has appointed air safety investigators 
who are assigned to the investigation of aircraft accidents. However, the 
Board’s staff of accident investigators is very small in relation to the great 
number of accidents which must be investigated. In the fiscal year 1949 alone, 
more than 7,500 accidents involving aircraft were reported to the Board. Since 
the Board has less than 30 field employees assigned to accident investigation 
duties, “on the spot” investigations of such accidents have necessarily been 
limited to those kinds of accidents most likely to be productive of information 
leading to future improvements in air safety, even: though valuable informa- 
tion as to aviation safety might have been obtained through such investigation 
of all accidents. Furthermore, the Board must employ specialists in aircraft 
design, metallurgy, aerodynamics, powerplants, meteorology, electronics, and 
other technical phases of aviation. However, the Board is able to employ only 
one or two specialists in some of these technical fields. It cannot be predicted 
when a major crash will occur, and all Board investigators must be instantly 
ready to proceed to the scene of an accident immediately after it occurs. It 
would, therefore, substantially interfere with the performance of the Board’s 
accident investigation duties if its employees were compelled to testify in all 
the cases of which they gain personal knowledge in the performance of their 
official duties with the Board. ae 

The Board is not unmindful, however, of the possible hardships which confront 
private litigants, who often have great difficulty in establishing the facts relating 
to an aircraft accident. In order to preserve the wreckage, it is generally 
placed under guard and the public kept at a distance. However, air carriers and 
aircraft manufacturers are frequently invited to participate in the field investi- 
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gation since their detailed technical and operating knowledge can contribute 
to the discovery of important evidence bearing upon the accident. Such participa- 
tion in the public interest does, however, allow them a degree of access to factual 
information regarding the accident not accorded to injured parties or the depend- 
ents of deceased persons who, not having the requisite technical background, 
are not permitted to take part in the investigation of the accident and, therefore, 
would not have equal access to such information. It would be an injustice in 
such cases for the Board to withhold from injured parties the only source of 
the facts in an accident investigation as to facts which are known only to those 
participating in an accident investigation. In light of the foregoing, the Board 
believes it to be in the interest of the public to release to all interested parties all 
factual information regarding an aircraft accident in its possession and to allow 
its employees to testify as to facts known to them when it is convinced that such 
facts cannot reasonably be established by any other witness or method. 

Section 205(b) of the Act authorizes the Board to cooperate with state and 
local authorities in connection with matters arising under the act, and the Board 
believes it is in the public interest to cooperate with local authorities in investi- 
gations conducted by them in fulfillment of local governmental obligations. 
Therefore, the Board has decided to permit its employees to testify as to facts 
in coroners’ investigations and grand jury proceedings conducted by a state or 
local government without regard to the availability of other witnesses. 

The Board has consistently interpreted section 701(e) thereof as forbidding 
the giving of opinion testimony by Board air safety investigators in civil suits 
between private litigants. The opinions of these experts, upon which the Board 
relies heavily in making its findings as to probable cause and recommendations 
in accident reports, are so inextricably entwined with the report that the basic 
purpose of section 701(e) would be defeated were such opinion testimony per- 
mitted. Furthermore, apart from the provisions of 701(e), the use of Board in- 
vestigators as experts to give opinion testimony in civil suits between private 
parties would impose a serious burden on the Board’s investigative staff, and 
would seriously interfere with the functioning of the Board’s investigative 
processes. Consequently, the Board has prohibited its investigators from serving 
as expert witnesses or giving opinion testimony with regard to accidents in- 
vestigated by them. 

Since this regulation provides a rule of agency organization, procedure, and 
practice, notice and public procedure hereon are unnecessary. 

In consideration of the foregoing, the Civil Aeronautics Board hereby amends 


the Procedural Regulations by adding a hew Part 311 to read as follows, effective 
September 15, 1950: 


PART 311—DISCLOSURE OF AIRCRAFT ACCIDENT INVESTIGATION INFORMATION 


§311.1 Finding as to the public interest... All accident reports and underlying 
papers in the office of the Bureau of Safety Investigation are in the custody of 
the Secretary of the Board subject to access by employees of the Board for pur- 
poses relating to their official duties. EXmployees have no control of such reports 
and papers, and no discretion with regard to permitting the use of them for any 
other purpose except as provided in this part. Employees are hereby prohibited 
from giving out any such reports, papers or copies thereof to private parties 
or to local officers, or to testify in any court as to information in such reports 
or papers, or to produce such reports, papers, or copies thereof in any court 
(whether in answer to subpoenas duces tecum or otherwise) except as provided 
in this part. Making such reports or underlying papers public other than as 
provided in this part is deemed to be contrary to the public interest and is hereby 
prohibited. 

§311.2 Release of information concerning accidents. Information secured 
by the Board concerning accidents involving aircraft may be released only as 
follows : 

(a) Regional offices. Chiefs of Regions shall, upon request, release the follow- 
ing information.concerning any accident at any time during or after the investiga- 
tion of the accident : 

(1) Place and date of the accident ; 

(2) Make, model, identification mark, and registered owner or operator 
of the aircraft involved ; 

(3) Names and addresses of the crew and other occupants of the aircraft 
or persons injured in the accident ; and 

(4) Information relating to any fatalities resulting from the accident 
and to the condition of injured persons (disclosure of this information must 
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be qualified by the statement that such information is based on reports 
of physicians or hospitals). 

(b) The Washington ofice. The Director of the Bureau of Safety Investiga- 
tion or such person in the Washington office as he may designate shall, upon 
request, release the information described in § 311.2 (a) above. In addition, the 
Director or such designee shall, upon request : 

(1) Release the names of witnesses and their addresses ; 

(2) Make replies as to facts in answer to specific inquiries, either verbal 
or written, concerning aireraft accidents, and shall furnish copies of docu- 
ments in accident files, provided the expense of making such copies is borne 
by the recipient. Im both instances, however, any suggestion, opinion, or 
recommendation made by any employee of the Board or any employee of the 
Civil Aeronautics Administration, when acting on behalf of the Board, shall 
be omitted ; and 

(3) Make available for inspection that portion of the file containing data 
pertinent to the accident, but shall not make available that portion of the 
file containing any opinion, suggestion, or recommendation of any employee 
of the Board or any employee of the Civil Aeronautics Administration, when 
acting on behalf of the Board. 

§ 311.3 Disclosure of information by testimony in court. No Board employee 
shall make public by testimony in court aircraft accident information obtained 
by him in the performance of his official duties, except in accordance with the 

ollowing : 

(a) Testimony of employees. Employees may serve as witnesses for the 
purpose of testifying to the facts observed by them in the course of accident 
investigations in those cases in which.an appropriate showing has been made 
that the facts desired to be adduced are not. reasonably available to the 
party seeking such evidence by any other method, including the use of 
discovery procedures against the opposing party. Employees shall testify 
only as to facts actually observed by them in the course of accident investi- 
gations and shall not give opinion evidence as expert witnesses. 

(b) State and local investigations. Employees may testify in a coroner’s 
inquest and a grand jury proceeding by a stete or local government only 
as to facts actually observed by them in the course of accident investigations 
and shall not give opinion evidence as expert witnesses. 

(c) Testimony by deposition. Insofar as possible, testimony of employees 
will be made available only through depositions taken at times and places 
reasonably fixed so as to avoid substantial interference with the performance 
of the duties of the employees concerned. 

(ad) Request for testimony of employees. A request for testimony of a 
Board employee relating to an aircraft accident shall be addressed to the 
General Counsel of the Board, who shall have power to approve or deny 
such a request. Such request shall set forth the reasons for desiring the 
po see and facts showing that it conforms to the Board policies set forth 
above. 

(e) Procedure in the event of a subpoena. If any employee receives a 
subpoena to produce accident reports or underlying papers or to testify in 
court as to accident information, the employee shall immediately notify the 
Director, Bureau of Safety Investigation, by telegram. He shall give the 
title of the case, and identify the accident by name; the name of the judge, 
if available, and the title and address of the court; the date on which he 
is directed to appear; the name, address, and telephone number, if avail- 
able, of the attorney representing the party initiating the request; the scope 
of the testimony, if known, and whether or not the evidence is available else- 
where. The Director will immediately, upon receipt of notice that an em- 
ployee has been subpoenaed, inform the General Counsel of the Board. The 
General Counsel will either give the employee permission to testify or make 
arrangements with the court to have him excused from testifying. Until 
one of these actions is taken the employee shall appear in court in response 
to the subpoena and respectfully decline to testify or to produce the records 
called for, on the grounds that this prohibits such conduct. 

(Secs. 205, 701, 702 ; 52 Stat. 984, 1012, 1018 ; 49 U.S.C. 425, 581, 582) 

By the Civil Aeronautics Board : 


M. C. Mutiiean, Secretary. 
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ENCLOSURE 9 


Letters Relating to Requests for Information 


Evans, Ivory & Evans, 
Pittsburgh, Pa., December 26, 1957. 
Crvi AERONAUTICS BoARp, 
Washington, D.C. 


(Attention Leon H. Tanguay, Associate Director of Investigation, Bureau of 
Safety). 


Dear Mr. TANGUAY: We represent the widow of William Milsom, who was killed 
in a helicopter accident at the New Castle, Pa., Airport on July 17, 1957. 

You have very kindly supplied Mrs. Milsom with a copy of the factual report of 
investigation. 

Was oral testimony taken in connection with this investigation? May we 
secure a copy of it? May we secure a copy of the conclusions of the Civil 
Aeronautics Board which were arrived at after a consideration of the factual 
information? 

In order to determine whether Mrs. Milsom has a valid claim and who the 
responsible persons are for this fatal accident, it is important and essential 
that we have all information available regarding the occurrence. 

Please let me know what charges there will be for this information. 

Very truly yours, 
(S) Joun BE. Evans, Jr. 


Civit AERONAUTICS Boarp, 
Washington, January 2, 1958. 
Mr. Joun B, Evans, Jr. 
Evans, Ivory & Evans 
711 Frick Building 
Pittsburgh, Pa. 


Dear Mr. Evans: In reference to your December 26 letter, the Civil Aeronautics 
Board does not issue reports of findings and probable ‘cause on all aircraft 
accidents and none is contemplated on the crash of a Bell 47-—J helicopter at 
New Castle, Pa., July 17, 1957. 

No public hearing was held on this accident and there is no testimony, as such. 
However, in substantiation of the factual report we sent Mrs. Milsom on October 
7, are witness statements, pilot history, sketch, and other documents, as well as 
36 photographs, all available for reproduction upon request and at your expense. 

Such work is handled for us by Cooper Trent, a Washington business firm that 
would mail the copies direct to you either c.o.d. or with a bill. Charges average 
20 to 25 cents a page for everything except photographs, which are $2 each. If 
you are interested in copies.of any or all of this material please let us know 
and we will make the necessary arrangements. 

Sincerely yours, | 
Leon H. TAanevay, 
Associate Director (Investigation) Bureau of Safety. 


Evans, Ivory & BPvANs, 
ATTORNEYS aT Law, 
711 Frick Building, 
Pittsburgh, Pa., January 6; 1958. 

Civi, AERONAUTICS BOARD, 

Washington, D.C. 

os Leon H. Tanguay, Associate Director (Investigation), Bureau of 

afety.) 

Deak Sire: I thank you for your letter of January 2, 1958, relative to the crash 
of a Bell 47-J helicopter at New Castle; Pa., on July 17, 1957. 

I am most anxious to secure copies of the witness statements, pilot history, 
ae = other documents, as well as the 36 photographs incident to this 
a en 

It is most satisfactory to me if Cooper Trent sends this information either 
c.0.d., or with a bill. In the latter event, I assure you of prompt payment by us. 

Thanking you for your courtesy, Iam 

Very truly yours, 
(8) Joun B. Evans, Jr. 
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Civ. AERONAUTICS Boarp, 
Washington, January 14, 1958. 
Mr. Jonn BE. Evans, Jr., 
Evans, Ivory & Evens, 
Pittsburgh, Pa. 


Dear Mr. Evans: In response to your request of January 6 we have arranged 
for commercial reproduction of material available in our file on the helicopter 
crash at New Castle, Pa., July 17, 1957. Our investigator’s factual report is not 
included since Mrs. Milsom already has a copy. 

Cooper Trent will mail the copies direct to you under the procedure outlined 
in our letter of January 2. 

Sincerely yours, 


Leon H. Taneouvay, 
Associate Director (Investigation), Bureau of Safety. 





Youne Raprator Co., 


Racine, Wis., July 28, 1958. 
Civi. AERONAUTICS BOARD, 


Washington, D.C. 


(Attention Mr. Leon H. Tanguay, Acting Associate Director (Investigation), 
Bureau of Safety.) 


Deak Sire: Could I get a cursory report and later complete report on the loss 
of four lives including CAA employee, Willis Denman Hill, Fort Worth, who 
happens to be Mrs. Young’s brother-in-law, and the son, James McClellan, of 
the Honorable John McClellan, Senator, Arkansas, Little Rock, Ark., July 22. 

I will appreciate this and as an old-timer in aviation and as operating com- 
pany plane and for my interest in this matter generally, I would appreciate being 
informed if McClellan was flying this plane, if the teacher at the airport was 
instructing McClellan, if Hill was an observer. If the make of plane and engines 
could be stated and what attributed the “sputtering,” as of course the newspaper 
reports, I would appreciate it very much. 

Very truly yours, 
F. M. Youne, 
President, Young Radiator Co. 


Crviz. AERONAUTICS Boarp, 


Washington, July 28, 1958. 
Mr. F. M. Youne, 


President, Young Radiator Oo. 
Racine, Wis. 


Deak Mr. Youne: The Civil Aeronautics Board’s investigation of the air- 
craft accident near Little Reck, Ark., July 22, 1958, is in the preliminary stages 
and it is therefore not now possible for us to answer the questions contained in 
your July 23 letter. 

We shall be giad to inform you of the place and date the Board will hold 
a public hearing so that you may attend if you care to. Also, we have added 
your name to our mailing list for a copy of the Board’s report of findings and 
probable cause when it is issued. 

For your immediate information, the aircraft involved was a Beechcraft 
Travel Air, N 819B, powered by two Lycoming 180 horsepower engines. Investi- 
gation thus far indicates that James H. McClellan occupied the left front seat 


and CAA Inspector W.D. Hill the right front seat; the two passengers were in 
the rear seat. 


Sincerely yours, 
Leon H. Tanevay, 
Associate Director (Investigation) Bureau of Safety. 
Original signed by M. BE. McKEr. 





Emue Z. BERMAN. AND A. HAROLD 


Frost, 
New York, N.Y., July 11, 1958. 
Crviz AERONAUTICS Boarp, 


Washington, D.C. 


GENTLEMEN: We represent a passenger who was injured in a near collision 
somewhere over central New Jersey, on March 30, 1958. 
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The accident apparently occurred when two National Airlines planes were 
involved in a near collision. One plane, a DC-6 coming from Miami and bound 
for Idlewild narrowly averted a collision with a National Airlines 2-engine 
plane, flight number 383, from Newark Airport and bound for Norfolk, Va. 

I understand that a Civil Aeronautics Administration investigation was made 
of this accident and I would like to obtain the official report of such investiga- 
tion. I would appreciate your sending this to the undersigned, together with 
the bill for any charges which may be incurred. 

Thanking you for your cooperation, I remain, 

Very truly yours, 
WARNER. ALEXANDER. 


Crvit AERONAUTICS BOARD, 
Washington, July 17, 1958. 
Mr. WARNER ALEXANDER, 
New York, N.Y. 


Deark Mr. ALEXANDER: We have your letter of July 11 concerning the near 
collision of two National Airlines flights on March 30, 1958. 

Since this occurrence does not constitute an aircraft accident, as defined 
by civil air regulations, no detailed report thereon is available from the Civil 
Aeronautics Board. The Board did look into this incident from the viewpoint 
of accident prevention and on April 1 issued the enclosed press release which 
may be of interest to you. 

Enclosed for your information is a copy of CAR part 62 which defines an air- 
craft accident and outlines reporting requirements. Also enclosed is a copy 


of part 311 of the Board’s procedural regulations governing disclosure of air- 
craft accident information. 


Sincerely yours, 
Leon H. Taneuay, 
Associate Director (Investigation) Bureau of Safety. 
Original signed by M. E. McKee. 


Dyxema, Jones, WHEatT, Spencer & GoopNnow, 


Detroit, Mich., April’, 1958. 
Orvm AERONAUTICS Boarp, 


Washington, D.C. 


GENTLEMEN : This office is counsel for Mrs. James A. Kennedy, widow of James 
A. Kennedy, a helicopter pilot, who was killed on March 24, 1958, while piloting 
helicopter No. N. 2894 B, near Warren, Mich. 

Mr. Murphy of the Detroit CAA office informed us that an investigation of the 
accident had been made by the CAB and that a report will be furnished to you in 
Washington from your Chicago office. 

On behalf of Mr. Kennedy’s family, we would like to request a copy of the 
report concerning the nature and cause of the accident in which Mr. Kennedy was 
killed. We would appreciate receiving this as soon as it is available. 


Cordially, 
Signed Marsnart M. Massey. 


Crvm. AERONAUTICS Boarp, 
Washington, April 24, 1958. 
Mr. MarsHatt M. Massey, 
Attorney at Law, 
Detroit, Mich. 


Deak Mr. Massey: In reference to your letter of April 7, we now have pre- 
ee information only on the helicopter accident at Detroit, Mich., March 24, 

The Civil Aeronautics Board does not issue reports on all aircraft accidents 
and none is contemplated on this one. However, our investigator’s factual report 
and substantiating documents, when received here in Washington, will be avail- 
able for public review and/or commercial reproduction upon request. 

Reproduction of this material is handled for the Board by Cooper Trent, a 
Washington business firm that would mail and bill the copies direct to you. Their 
charges average 20 to 25 cents a page for photostatic copies of documents and $2 
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each for prints of photographs, plus postage. Requests for the material should 
be directed to the Board rather than Cooper Trent, however. 
Sincerely yours, 
Lzon H. Tanevuay, 
Associate Director (Investigation) Bureau of Safety. 
Original signed by M. E. McKEr. 


Dykema, Jones, WHEat, Spencer & GoopNnow, 
Detroit, Mich., April 28, 1958. 
Re Helicopter accident at Warren, Mich., involving pilot James A. Kennedy— 
No. N, 2894. 
Crviz AERONAUTICS Boarp, 
Washington, D.C. 


GENTLEMEN : I wish to acknowledge and thank you for Mr. McKee’s letter of 
April 24, in response to our April 7 request for a copy of your report on the above 
accident. 

We understand from you that a copy of your investigator’s factual report and 
substantiating documents will be the only materia! available to us from the Board, 
and that if we wish a copy of it, such copy may be obtained upon payment of 
commercial reproducing charges. 

Not having any idea of the size or detail of such report and substantiating 
documents, we would appreciate very much an overall estimate from you of the 
probable cost of obtaining a copy of the investigators report when received. It is 
important to keep expense as low as possible in this instance, and we would like 
to know something of the cost of the report before ordering a copy. 

Cordially, 


MARSHALL M. MASSEY. 


Civit AERONAUTICS Boarp, 


Washington, May 1, 1958. 
Mr. MARSHALL M. MASSEY, 


Attorney at Law 
Detroit, Mich. 


Dear Mr. Massty: We have your April 28 letter in further reference to the 
helicopter accident at Warren, Mich., March 24, 1958. 

It is not possible for us to estimate the size of an aircraft accident file 
prior to receipt of completed material from our. field office. .The CAB investiga- 
tor’s factual report, however, may run from 2 to.15 or 20 pages, depending on 
the circumstances of the accident and the complexity of the investigation. Such 
reports summarize all pertinent information in the entire file and may well 
serve your purpose without the substantiating documents. 

We shall be glad to write you again concerning the size of this report when 
our file is completed. 

Sincerely yours, 
Leon H. Taneuay, 
Associate Director (Investigation), Bureau of Safety. 
Original signed by M..E. McKeEs. 


DykemMA, JONES, WHEAT, SPENCER, & GoopNow, 
Detroit, Mich., May 5, 1958... 
Re Helicopter accident at Warren, Mich., involving pilot James A. Kennedy, 
No. N. 2894 
Ctvit AERONAUTICS Boarp, 
Washington, D.C. 


Gentlemen: We have received Mr. McKee’s letter of May 1, 1958, and want 
to thank you again for your helpful suggestions, 

When your file is completed, we would. be glad to accept your offer to write 
us again concerning the size of the report, so we will have some idea of the cost 


of reproducing. We will await further word from you when the file has been 
completed. 


Cordially, 
MARSHALL M. Massey, 
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Crviz AERONAUTICS Boarp, 


Washington, June 10, 1958. 
Mr. MARSHALL M. Massey, 


Attorney at Law 
Detroit, Mich. 


Deark Mr. Massey: In further reference to your letters of April 7, April 28, 
and May 5, we now have a complete file on the helicopter crash near Warren, 
Mich., March 24, 1958. 

There are 82 pages of material available for review and/or duplication upon 
request. This includes a 6-page factual summary by CAB investigators, witness 
statements, Bell reports, 16 photographs, ete. If you are interested in copies 
of any or all of this material under the procedure outlined in our letter of 
April 24, kindly let us knew. As we explained in our letter of May 1, the 
investigators’ factual report summarizes all pertinent information in the file. 

Sincerely yours, 
Leon H. Tanevay, 
Associate Director (Investigation), Bureau of Safety. 
Original signed by M. BE. McKerr. 


Dykema, Jones, WHEatT, Spencer, & Goopnow, 
Detroit, Mich., June 12, 1958. 
Re ae Al accident at Warren, Mich., involving pilot James A. Kennedy, 


Crvm AERONAUTICS BoAgrp, 
Washington, D.C. 


GENTLEMEN : This is to acknowledge and thank you for Mr. McKee’s letter of 
June 10, advising that the complete file on the helicopter crash is now available. 

Acting on your suggestion that the investigators’ factual report summarizes 
all pertinent information in the file, we would like to order one photostatic 
copy of the six-page investigators’ report in accord with the arrangement for 
reproducing this material outlined in your letter of April 24. We understand 
that Cooper Trent’s charges for this will be in the vicinity of $1.20 to $1.50, 
and will be glad to honor their statement or yours for the charges for this work. 

Thank you again for following up this matter and letting us know when the 
report was ready. 

Cordially, 


MarsHALL M. Massey. 


Civi. AERONAUTICS Boarp, 


Washington, June 23, 1958. 
Mr. MARSHALL M. Massey, 


Attorney at Law, 
Detroit, Mich. 


Dreamz Mz. Massey: In accordance with your request of June 12, we have 
arranged for photostatic reproduction of the investigator’s factual report in our 
file on the helicopter accident near Warren, Mich., March 24, 1958. 

Cooper Trent will mail and bill the copies direct to you within a few days 
as outlined in our letter of April 24, 1958. 

Sincerely yours, 
Leon H. TANnevuaAy, 
Associate Director (Investigation) Bureau of Safety. 
Original signed by Leon H. Tanevay. 


Crvi AERONAUTICS Boarp, 
Washington, June 26, 1957. 

Henry J. Frrenpty, Esq., 

Pan American World Airways, 

New York, N.Y. 


Dear Mr. Frrenpty: On June 20, 1957, I received an oral request from Mr. 
Lawrence McKay, counsel for W. R. Grace & Co., for a copy of a letter dated 
May 16, 1957, which I wrote to Mr. Victor R. Hansen in response to an earlier 
letter from Mr. Hansen asking for my opinion as the General Counsel of the 
Board on certain legal questions concerning the Civil Aeronautics Act. I sub- 
sequently contacted Mr. Hansen in connection with this matter and he has 
advised me that he has no objection to my giving copies of the letter to counsel 
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for the parties in the pending antitrust proceeding. I am therefore today 
sending a copy of that letter to Mr. McKay. A copy is enclosed herewith for 
your information. 
Very truly yours, 
(S) Franklin M. Stone, 
FRANKLIN M. STONE, 
General Counsel. 


ee 


WASHINGTON, D.C., March 29, 1957. 
Stuagt M. SPEISER, 
National Association of Claimants’ Compensation Attorneys, 
501 Fifth Avenue, New York 17, N.Y.: 


Re your letter March 14, 1957, urging the Board to reconsider our decision to 
permit airline attorneys to participate at prehearing conferences and public 
hearings in aircraft accident inquiries. You state that if such participation is 
permitted the Board should also give favorable consideration to participation by 
claimants’ attorneys. Part 303 of procedural regulations designates “parties 
to the investigation” who may be represented by an attorney if they so desire. 
Only “parties to the iuvestigation” or their duly authorized representatives can 
participate in aircraft accident inquiries. Claimants’ attorneys cannot be con- 
sidered as “parties to the investigation” within the meaning of part 303. The 
Board is unable to make available to you any report or internal memoranda used 
in promulgating the revised part 308. Your request that you be notified of 
accident investigation inquiries is a proper one and your name has been added 
to the list of persons to receive notices of such inquiries. 


(8S) James R. Durfee, 
JAMES R. DuRFEE, Chairman. 


Crvimi AERONAUTICS Boarp, 
Washington, May 16, 1957. 


(on ee 


Mr. Epwarp M, O’BRIEN, 
Speiser, Smith & O’Brien, 
New York, N.Y. 


Dear Mr. O’Brien: Your letter of May 14, 1957, to the Hearing and Reports 
Division called to our attention that your April 18 letter had not been answered. 
Please accept our apology for the delay. 

Copies of testimony taken in any of the Civil Aeronautics Board’s public 
hearings are obtainable by purchase from the official reporting company only. 
A record of the public hearing held in connection with the aircraft accident on 
Rikers Island, N.Y., February 1, 1957, may be purchased from Electreporter, 
Ine., 1760 Pennsylvania Avenue NW., Washington, D.C., at 10 cents a page plus 
postage. Orders must be placed with that company, not the Board. 

Your request for photostatic copies of exhibits entered in evidence has been 
referred to the Board’s Docket Section, who will make the necessary pears a 
ments with Cooper Trent, the local business firm that: holds the current. contract 
for the Board’s commercial duplicating work. 

With reference to your request for stenographic minutes of the prehearing 
conference, please be advised that the Board has this matter under active 
consideration and you will be informed of its decision in the very near future. 

Sincerely yours, 
Oscar BAKKE, 
Director, Bureau of Safety. 
Original signed by Jonn M. CHAMBERLAIN. 


Crv1z AERONAUTICS Boarp, 
Washington, D.C. July 17, 1959. 
Mr. Bpwarp M. O’Brien, 
Speiser, Smith & O’Brien, New York, N.Y. 

Dear Me. O’Brien: This is in further reply to your letters of April 18 and 
May 14, 1957, requesting stenographic minutes of the prehearing conference 
oe in connection with the Northeast Airlines accident on Rikers Island, 

The Board has considered your request and has concluded that it should be 
denied. The prehearing conference transcript is not a part of the official 
public record in this case and therefore can be made available only to those 
who have been designated as parties to the investigation. This was made ex- 
plicit at the prehearing conference by the Board’s General Counsel, Mr. Stone, 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS. 155 


who advised, in direct response to a question. on the point, that transcripts 
would not be made available to anyone other than a designated party to the 
investigation. 

As you are doubtless aware, the prehearing conference is not a formal hear- 
ing and is not part of the official public record; it is a preliminary meeting, 
between the Board’s staff and the parties who have been designated to par- 
ticipate in the investigation, for the purpose of limiting and defining the issues 
and arranging for the orderly presentation of exhibits. You are, of course, 
entitled to receive copies of the transcript of the public hearing and of all ex- 
hibits which have been received in evidence in this proceeding. I regret, how- 
ever, that it is not possible for you to have a copy of the transcript of the 
prehearing conference. 

Sincerely yours, 
James R. DurFer, Chairman, 


NATIONAL ASSOCIATION OF CLAIMANTS’ COMPENSATION ATTORNEYS, 
OFFICE OF THE NACCA AviaTIon LAw COMMITTEE, 
November 14, 1957. 
Hon. JAMEs R, DuR¥FEE, 
Chairman, Civil Aeronautics Board, 
Washington, D.C. 

DearR Mr. DuRFEE: Enclosed please. find copy of a letter which I have writ- 
ten today to Mr. Bernard Schwartz, in reply to a letter which he wrote to me. 

You will recall our previous correspondence concerning the new rules of 
practice in aircraft accident inquiries, under part 303 of the procedural regu- 
lations. At first, I requested that attorneysS for the claimants be given the 
same privileges of interviewing witnesses and asking questions, aS are given 
to the attorneys for the airlines. After consideration, you refused to do so. 
I then made the further request that the minutes of the prehearing conference 
with the parties to the investigation, be made public as part of the public rec- 
ord of the aircraft accident investigation. This latter was also turned down.’ 

I certainly am not satisfied that there is any reason under the sun why 
these minutes should be secret. In the tiear future, I will be called upon to 
put this matter before the full NACOA Aviation Law Committee, and I feel 
certain that none of them will be satisfied that there is any reason why the 
prehearing conference should be kept secret. Accordingly, I respectfully re 
quest that you review this matter, and decide to make the minutes public. 
Keeping them secret can only lead to charges of collusion and favoritism, which 
of course has no part in the work of the Civil Aeronautics Board. Unless I 
am able to report to my committee favorably upon this request; it may be that 
I will have to answer Mr. Schwartz again and request that this matter be 
taken up by his committee. 

As you can see from the enclosed copy of the letter to Mr. Schwartz, it is 
always my desire to work out these problems amicably with the Civil Aero- 
nautics Board, and I must say that we have not had any trouble in the past in 
arriving at an agreement upon where the public interest lies. Surely the public 
interest has never been served by making any such material secret. 


Sincerely yours, 
(S) Stuart M. Speiser, 
Stuart M. Spetser, 
Chairman, NACCA Aviation Law Committee. 


Crvt AERONAUTICS Boarp, 
Washington, December 19, 1957. 
Mr. Stuart M. SPEISER, 
Chairman, NACCA Aviation Law Committee, 
New York, N.Y. 

Dear Mr. Spetser: This will acknowledge receipt of your letter of November 
14, 1957, in which you again express your desire to review the minutes of the 
prehearing conference in connection with the Northeast Airlines accident 
investigation. 

As I indicated to you in my letter of July 17, 1957, the prehearing confer- 
ence was not part of the formal hearing and therefore the minutes in question 
were not a part of the official public record. In response to a question on this 
point the Board’s General Counsel unequivocally ‘advised that transcripts 
would not be made available to anyone other than a designated party to the 
investigation. Under these facts and circumstances. the Board does not feel 
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that it can favorably reconsider your request and furnish you with a copy of 
the transcript. 

I can assure you that our reason for withholding the transcript was not to 
hide any facts but was merely in keeping with the general policy that since 
the prehearing conference was not a public meeting copies of the transcript 
should be limited to those who attended the conference. 

You may be sure that the Board has in the past and will continue in the 
future to designate documents public or nonpublic on the basis of proper public 
interest and not on the basis of other factors. Whether a particular document 
should or should not be made public is a matter of judgment that must be 
resolved by the Board. 

I want to thank you for advising Dr. Schwartz that matters taken up with 
the Board by you have been carefully considered and solutions reached in the 
interest of the public. We shall continue to cooperate with you to this end in 
the future. 

Sincerely yours, 
James R. Durree, Chairman. 


NATIONAL ASSOCIATION OF CLAIMANTS’ COMPENSATION ATTORNEYS, 
OFFICE OF THE NACCA AvraTion Law CoMMITTEE, 
April. 12, 1958. 
Re Docket SA-324, Rikers Island crash, and accident investigation and hearing 
procedures. 
Hon. JaMes R. DURFREE, 
Chairman, Civil Aeronautics Board, 
Washington, D.C. 


Dear Mr. Durree: You may recall our past correspondence, during which I 
(1) protested against the new procedure for prehearing conference, pursuant 
to amended part 303, and (2) requested a copy of the minutes of the pre- 
hearing conference of the Rikers Island investigation, docket SA-324. 

Your reply in both instances was that claimants’ attorneys could not be 
present at the prehearing conference, and that they could not obtain tran- 
scripts of the conference. You never gave any reasons why this procedure 
should be secret; you simply stated that the policy of the Board was that they 
be kept secret. 

In connection with civil litigation arising out of the Rikers Island crash, 
attorneys for injured passengers recently made an application to the court to 
force Northeast Airlines to provide them with a copy of the prehearing con- 
ference minutes. After this application had been made, the insurance at- 
torneys representing Northeast Airlines decided that there was no possible 
legal ground upon which they could resist such application, and so they con- 
sented in open court to the production and copying of this transcript. As a 
result, the attorneys for the injured passengers now have the transcript. 

The effect of your prior ruling is this: you have simply deprived the plaintiff’s 
attorneys from access to the prehearing material for about a year, during which 
time the defendant airlines have had the opportunity to make use of their 
superior, “inside” and “secret” knowledge, perhaps to the detriment of the plain- 
tiffs. Plainly, there is no legal ground on which the airlines can refuse to 
produce the transcript, under court discovery rules. But through the obstruc- 
tions erected by you, they do have access to the material long before the pas- 
sengers do, since it takes a long time to get suit started and to get discovery 
proceedings completed. Therefore, you are giving the airlines a temporary 
advantage, during which time they can investigate phases of the case which are 
unknown to the passengers. Do you consider this fair? Do you consider this in 
the public interest? How can there possibly be any grounds for a claim of 
oe when the transcript must eventually be handed up anyway under court 

es? 

I wish to call your attention to another vice of the prehearing conference 
procedure, and I refer now to the transcript of the Rikers Island prehearing 
conference, held March 14 and 15, 1957. 

At the outset, the presiding officer stated that he was going to limit airline 
participation to Northeast Airlines “and their technical representatives” (p. 3). 
At page 20, you will note the names of three “technical representatives” of the 
airlines: John L. Quinlan, Robert F. Ewald, and Peter McBreen (misspelled 
“McBrien”). For your information, Mr. Quinlan and Mr. Ewald are associated 
with the law firm of Bigham, Englar, Jones & Houston, 99 John Street, New 
York, N.Y. They are attorneys who represent the insurers of the airlines in- 
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volved. They are not technical representatives; they are legal representatives 
of the insurers, whose sole interest and purpose is to defeat the passengers’ 
claims to civil liability arising out of this accident. Mr. McBreen is connected 
with the Aero Adjustment Bureau of Chicago, and as such, his sole interest is 
the same as that of the other two lawyers mentioned. 

I call your attention to this statement on page 16: “if the sole purpose of a 
party’s interest is to establish rights, obligations and civil objectives, then that 
party is not a legitimate party to the investigation and is not eligible”. If this 
statement is true, then how can three lawyers be allowed to participate, who 
represent the insurers and are interested solely in civil liability? Do you really 
feel that the participation of the insurance interests will lead to the disclosure 
of a fuller public record of the facts concerned in this crash? 

Please note that the actual attorneys for Northeast Airlines also appeared 
(p. 2, Clarence I. Peterson, of Foley, Hoag & Elliott, Boston, Mass.). Never- 
theless, the three aforementioned insurance attorneys were also allowed to 
participate, under the guise of “technical representatives”. 

This illustrates the arbitrary and capricious nature of this prehearing con- 
ference, as it affects the rights of the public to have the CAB “secure in the 
form of a public record all known facts pertaining to the causes” of plane crashes. 

I therefore call upon you once again to do the following: 

1. To make available immediately to attorneys for injured passengers, the 
transcript of the prehearing conference. 

2. To eliminate airline participation in the prehearing conference, or in the 
alternative, to allow equal participation by the claimants’ attorneys. 

I feel that I have been most conservative and understanding in my dealings 
with the Civil Aeronautics Board in the past. However, the responsibilities of 
my position require that if this outrageous situation is not remedied, I will have 
to initiate appropriate proceedings toward that end. 

May I have the courtesy of a full reply at your earliest convenience, as our 
full committee is meeting in the near future and will expect a full report from me. 


Very truly yours, 
(S) Stuart M. Speiser, 
Stuart M. SPeIser, 
Chairman, NACCA Aviation Law Committee. 


Crvrm. AERONAUTICS BOARD, 
Washington, May 15, 1958. 
Mr. Stuart M, SPEIseER, 
Chairman, NACCA Aviation Law Committee, 
New York, N.Y. 


Deak Mr. Sperser: Receipt is hereby acknowledged of your letter of April 21, 
1958, in which you take issue with the Board’s practice regarding prehearing 
conferences in accident investigation proceedings. 

It is regretted that some attorneys for insurers were allegedly present at the 
prehearing conference in connection with the Rikers Island accident investiga- 
tion. Board personnel had no knowledge at that time that the attorneys in ques- 
tion were representatives of insurance companies. 

As previously pointed out, the prehearing conference is not part of the formal 
public hearing. It is an informal meeting of Board investigating personnel and 
the parties to the proceeding to work out procedures for the hearing. As you are 
aware, the Board did not object to public disclosure of the transcript of the pre- 
hearing conference on the Rikers Island accident subsequent to the time that 
the Board’s report on the accident had been published. It appears that you are 
now in possession of a copy of the transcript or have had access to one. 

You are aware that the Board's accident investigations are not adversary in 
nature. They are not addressed to questions of liability. The basic purpose of 
our investigation is to develop the facts to determine the probable cause of a 
particular accident in order to prevent a recurrence thereof. Only those persons 
who are in a position to assist in developing the underlying facts are designated 
by the Board as parties to the investigation. 

You have requested the Board, as a matter of procedure, to make available to 
attorneys for injured passengers a copy of the transcript of prehearing confer- 
ences. You have also suggested that airline participation in the prehearing con- 
ference be eliminated or, in the alternative, that equal participation by the 
claimants’ attorneys be allowed. 
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The Board is presently in the process of reviewing its procedures in connection 
with aircraft accident investigations. Your suggestions will be considered in 
determining whether any changes should be made in these procedures. 

Sincerely yours, 
JAMES R. DurFEE, Chairman. 


ENCLOSURE 10 


Survey and study of administrative organization, procedure and practice in the 
Federal agencies by the Committee on Government Operations, House of Rep- 
representatives, 85th Congress, Ist session (1957) agency response to ques- 
tionnaire, pages 1077, 1160-1164 (excerpted) 


IV. INSPECTION OF RECORDS 
P. 1077. 


1. List the main categories of written submissions which are voluntarily filed 
with your agency. 

2. What categories of documents or reports are required to be filed with your 
agency? Cite the provisions of statutes relied upon in each case. 

3. What matters filed by persons are available for public inspection? 

4. What is the method or practice of publicly announcing a filing of. matters 
available for public inspection? 

5. What is the practice or method of making public information accessible to 
interested members of the public? 

6. What procedure does the agency have for publicly announcing the filing of 
applications or petitions which may affect the interest of other persons? 

7. Is the vote taken on actions before your agency availabie for public 
inspection? 

8, What matters filed with your agency are not available to the public? Cite 
the statutory provision and/or regulation relied upon in each case of withholding. 

9. List what categories of documents the agency believes should not be available 
for public inspection. On what authority? 


Iv. INSPECTION OF RECORDS 
P. 1160. 


1. We interpret the term “submissions voluntarily filed” as including all sub- 
missions other than those statements, reports, ete. of private parties which must 
be filed in order to avoid a violation of law (referred to in question 2 of this 
part). 

The main categories of voluntary submissions filed with this agency are: 

(i) Applications, petitions and complaints for economic relief by adjudi- 
eation (as defined in the answer to pt. II hereof), amendments thereto and 
answers thereto; 

(ii) Complaints of the Administrator of Civil Aeronautics in safety 
enforcement cases, and answers thereto; 

(iii) Petitions for reconsideration of the Administrator’s refusal to issue 
an airman certificate ; 

(iv) Motions and answers thereto in all these proceedings; 

(v) Written evidence (affidavits, exhibits) in all cases in which it is 
admissible ; 

(vi) Briefs and. legal memorandums; 

(vii) Petitions for rehearing or reropaldesations 

(viii) Petitions for rulemaking and comments thereon; 

(ix) Requests fer waivers of. provisions of rules or regulations. 

2. The following documents and reports are required to be filed with the 


A. Relating to scope of operations and financial condition : . 

(1) Tariffs showing the carrier’s rates, fares, and charges for air trans- 
portation between points served by it, and through rates established with 
other air carriers, and classifications, rules, regulations, practices, and serv- 
ices in connection therewith (see. 403(a) and (c) of the act, 14 C.F.R., pts. 
221, 223, 225). Forms are not provided but form requirements are prescribed 
in the regulations, especially in subpart U of part 221. 

(2) Air carrier “general schedules” (sec. 405(e) of the act, 14 O.F.R. 231.1 
et seq.). Form not prescribed but format specified in the regulations, 
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(3) Report of financial operating statistics for air carriers, to be filed by 
certificated air carriers (sec. 407 of the act, 14 C.F.R. 241.21). Form 41. 

(4) Interim balance sheet and profit and loss statements, to be filed by 
certificated air carriers (sec. 407 of the act, 14 C.F.R. 241.22). Form not 
prescribed. 

(5) Reports of financial and operating statistics (Alaska), to be filed by 
Alaska pilot owners and certificated Alaskan air carriers in lieu of reports on 
form 41, pursuant to title 14, Code of Federal Regulations, section 243.1. 
Form 2790. 

(6) Report of financial and operating statistics for supplemental air car- 
riers (sec. 407 of the act, 14 C.F.R. 242.2). Form 242. 

(7) Reports by independent public accountants on examination of accounts 
of certificated and supplemental air carriers (sec. 407 of the act, 14 C.F.R. 
248). Form not prescribed. Requires true and complete copy of audit 
reports and reconciliation thereof with certificated carriers’ reports on 
form 41. 

(8) Domestic deferred air freight reports (sec. 407 of the act, Board Order 
E-108738 of June 14,1956). Form 41-F. 

(9) Statistical reports of air freight forwarders (sec. 407 of the act, 14 
C.F.R. 244.1). Form not prescribed but contents specified. 

(10) Reports of cargo operations under foreign civil aircraft flight permit 
(sec. 6(b) of the Air Commerce Act and 14 C.F.R. 190.48). Form 321. 

(11) Reports of United States-Canada transborder services by Canadian 
irregular common carriers by air (sec. 402(f) of the act). Form 217. 

B. Relating to carrier relations: 

(1) Air carriers’ reports of stockholders holding more than 5 percent of 
the entire capital of such air carrier (sec. 407(b) of the act, schedule G—41 
of form 41). 

(2) Air carriers’ reports of stock and interests in persons other than 
themselves (sec. 407(b) of the act, schedule B—41 of form 41). 

(3) Reports of directors and officers of air carriers of interests held, 
directly or indirectly, in other air carriers, persons engaged in any phase 
of aeronautics, or common carriers (sec. 407(c) of the act, 14 C.F.R. 245.1). 
Form 2786. 

(4) Agreements of air carriers with other air carriers or carriers affecting 
air transportation (sec. 412 of the act, form not prescribed). 

(5) Agreements of air carriers with foreign countries (sec. 1102 of the 
act, form not prescribed). 

(6) Military operations charter agreements between Military Operations 
Carriers and the Military Establishment (sec. 416(b) of the act and 14 
C.F.R. 294.4, form not prescribed). 

3. All matters filed by persons (footnote omitted) are open to public inspection 
except those withheld from public disclosure by order of the Board upon applica- 
tion of a person and a finding that “a disclosure of such information would 
adversely affect the interests of such person and is not required in the interest 
of the public,” or upon the Board’s finding that records contain “secret informa- 
tion affecting national defense” (secs. 1001, 1104 of the act; 14 C.F.R. 302.39, 
303.18; Public Notice PN-3, 15 F.R. 4297, sec. 1.4(1)). See also answer to ques- 
tion 8 of this part. 

4. The Board’s method of publicly announcing the filing of economic applica- 
tions or petitions by issuance of a weekly summary, and of giving notice of 
economic proceedings in the Federal Register, is described in the answer to 
question 17 of part II. Applications for certificate and exemption authority 
are also posted at the Board’s principal offices (sec. 401(c) of the act; 14 C.F.R. 
302.404). No public announcement is made of the filing of safety enforcement 
or review petitions which do not affect the interests of third persons. 

Provision is made for notification of interested third persons of the filing of 
agreements with the Board under section 412 of the act by listing all such agree- 
ments filed in a weekly summary entitled “Agreements Filed With the Civil 
Aeronautics Board Under Section 412( a) During the Week Ending_.__________. 
The summaries list the CAB number, parties, subject matter, and effective dates 
of the agreements. These summaries are mailed to all persons on a mailing 
list maintained for that purpose, and interested persons are placed on the list 
at their request. The summaries are not published in the Federal Register. 

The public has notice of the continued filing of all reports or documents 
required by the act or Board regulations to be filed since the statutory provisions 
or regulations requiring such filing constitute such notice. 
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5. All documents not withheld from disclosure (cf. answer to question 3 of this 
part) are open to inspection by “persons properly and directly concerned” at the 
Board's office in Washington, D.C. Those materials pertaining to Alaskan air 
carriers may also be inspected in the Board's office in Anchorage, Alaska. This 
is publicly announced by the Board in Public Notice PN-3 (15 F.R. 4297, sec. 
1.4(a)). Copies of these materials are available upon payment of the cost of 
preparation, PN-3, section 1.5. 

Other methods by which the Board makes its decisions public were described 
in the answers to questions 17 and 32 of part II. 

Descriptions of agency organization and rules addressed to the public are 
published in the Federal Register pursuant to section 3(a) of the Administra- 
tive Procedure Act. (See Public Notice PN-10, 21 F.R. 3841 for the Board's 
statement of organization.) 

6. This question is answered by the answer to question 3(b) of part I as re 
gards petitions for rulemaking, and the answers to question 17 of part II and 
question 4 of this part as regards applications for adjudications. 

7. The vote taken on actions by the Board is available for inspection by per- 
sons properly and directly concerned therewith (Public Notice PN-3, 15 F.R. 
4297, sec. 1.4(3)). 

8. Matters filed with the Board and not open to public inspection are those 
withheld from public disclosure by Board order under sections 1001 and 1104 of 
the act as implemented by title 14, Code of Federal Regulations, sections 302.39, 
303.18, on the grounds that ‘‘a disclosure would adversely affect the interests 
of such person [party objecting to disclosure] and is not required in the interest 
of the public,” or upon the Board’s finding that records contain “secret informa- 
mation affecting national defense.” 

See also answers to question 3 of this part stating what matters filed by 
persons are available for public inspection, and to question 9 of this part stat- 
ing what internal materials are not so available. 

9. We interpret this question as asking what categories of documents the 
Board believes are not available for public inspection under existing authority. 

Pursuant to the Civil Aeronautics Act, documents may be withheld from pub- 
lic disclosure in the interest of national defense (sec. 1104). The Board's pro- 
ceeding “shall be open to the public upon the request of any interested party 
unless the Board determines that secrecy is requisite on grounds of national 
defense” (sec. 1001), in which latter case the record of such proceedings would 
not be available for public inspection. As regards secrecy of documents on 
grounds of national defense, the Board’s action under the cited provisions of 
the statute is, at this time, controlled by the more comprehensive provisions of 
Executive Order 10501. The Executive order requires classification of docu- 
ments containing official information which requires protection in the interests 
of national defense, and regulates the use of such documents. The Board is 
subject to section 2(b) of the Executive order, making the Chairman the sole 
authority for classification of such documents which originate with the Board. 

Section 1104 also authorizes the Board to withhold documents from public 
disclosure where the information therein would adversely affect the interests of 
an objecting person and is not required in the public interest. By regulation of 
the Board, this policy is also applied to oral testimony in economic proceedings 
(14 C.F.R. 302.39(b)), and to “information obtained by the Board” in accident 
investigation (14 C.F.R. 303.18). These regulations are promulgated under 
section 205 (a) of the act. 

Section 902(f) of the act makes it a criminal offense for a member, officer or 
employee of the Board to “knowingly and willfully divulge any fact or informa- 
tion which may come to his knowledge during the course of an examination of 
the accounts, records, and memorandums of any air carrier * * * except as 
he may be directed by the Board * * * or by a court of competent jurisdiction 
or a judge thereof * * *” 

Section 702(a) of the act provides in pertinent part that “no part of any 
report or reports of the Board * * * relating to any accident, or the investiga- 
tion thereof, shall be admitted as evidence or used in any suit or action for 
damages growing out of any matters mentioned in such report or reports.” 

To implement this specific provision, and in order to preserve the detached 
character of the accident investigation function which title VII of the act appears 
to require and without which the function could not be carried out successfully, 
the Board’s rules, part 311, provide in substance that “accident reports and 
underlying papers” must not be given out to third persons or otherwise made 
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public, and that only factual data about the accident observed by Board per- 
sonnel, and not their opinions, suggestions or recommendations, shall be made 
available to third: persons, upon informal inquiry or even in court proceedings. 
This position of the Board is generally accepted by the courts (Universal Air- 
line v. Eastern Air Lines, 88 U.S. App. D.C. 219, 188 F. 2d 993, 1000 (1951) ). 

Section 1.4 of Public Notice PN-3 (15 F.R. 4297), lists the matters of official 
record which are available for public inspection (footnote omitted) and provides 
that all other records, files, documents, memorandums, correspondence, and 
information are confidential (footnote omitted) and may not be disclosed except 
py order of the Board to a particular applicant. These materials are in two 
categories ; namely, those relating to the internal management of the Board and 
those relating to the Board’s decisional process. As to neither of these matters 
is there any provision of law requiring availability for public inspection (com- 
pare sec. 1001 of the Civil Aeronautics Act, sec. 3 of the Administrative Pro- 
eedure Act) so that the Board's determination to keep them confidential is 
within its authority to prescribe the duties of its employees and make such rules 
as it shall deem necessary to perform its powers and duties (secs. 202(a) and 
205(a) of the act). 

The Board especially believes that under the law any internal memorandums, 
documents, or records of conversations which relate to the making and fermula- 
tion of Board policies and/or decisions are not and cannot be available for public 
inspection. This follows from the legal principle of the integrity of the de- 
cisional process (cf. United States v. Morgan, 313 U.S. 409 (1941) ), which applies 
to the Board. The reasons for this principle are that unless internal exchanges of 
proposals, ideas, views, and comments incidental to formulation of decisions 
and/or policies, as well as the drafts thereof in their various developmental 
stages, are withheld from public disclosure, (1) there could not be an unfettered 
expression of tentative views within the agency since those whose earlier views 
are discarded or rejected would be subjected to loss of prestige and/or personal 
attacks, and (2) discarded views from within the agency could be cited to give a 
false appearance of persuasiveness to attacks on the soundness of the final de- 
termination or on its strength as a precedent. Fundamentally, the mental ma- 
turing processes by which those charged with making determinations and their 
advisers arrive at the final result are not Government “action” to knowledge of 
which the public is entitled. The final determinations must stand or fall on 
their merit in light of the record. When disagreement subsists among the Board 
members at the final stage, it is made public by dissenting opinions. 


ENCLOSURE 11 


Replies From Federal Agencies to Questionnaire Submitted by 
the Special Subcommittee on Government Operations, House 
of Representatives, 84th Cong., Ist sess. (1955), pages 1-4, 
65-71 (excerpted). 


eae 


1. What categories and types of information possessed by your agency are not 
available to: 

(a) The press and other information media serving the general public? 

(b) The Congress? 

(c) Other Federal agencies? 

(d) Business, trade, and other groups with an economic interest in the 
information? 

(e) Research specialists, scientists, public-affairs organizations, and 
similar groups or individuals? 

2. On what do you base authority for denying access to or not making avail- 
able such information? Please provide copies of regulations, directives, letters, 
policy statements, etc., bearing on the withholding of information by your agency. 
Please cite any court decisions and statutes which relate to your agency. 

8. What terms do you use to describe restrictions placed on imparting infor- 
mation? 

(e) Please define each term to indicate the type of informational material 
which it includes, to what group or individuals it applies, and what excep- 
tions are made in its application. 

(b) What proportion is withheld on each basis? 
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(c) What steps have been taken by your agency to insure that procedures 
for restricting information are not being abused? 

(d) What persons in your agency are authorized to apply restrictions 
on imparting information in the first instance? 

(e) What provisions are made for review of the decisions of these persons? 

(f) Who reviews the initial restrictions placed on imparting information? 

(zg) How often does your agency review information to which restric- 
tions have been applied to determine whether the restrictions should be 
removed ? 

(h) Who removes the restrictions? 

4. If the information from your agency is restricted on security grounds, 
list the specific statutes, Presidential directives, or other bases for such action. 

(a) What steps have been taken by your agency to insure that security 
classification procedures are not being abused? 

(b) What persons in your agency are authorized to apply security classi- 
fications in the first instance? 

(c) What provisions are made for review of initial security classification 
decisions? 

(ad) Who reviews initial classifications? 

(e) How often does your agency review classified material to determine 
whether some of the material should be downgraded or declassified? 

(f) Who revises classifications? 

(g) What consideration is given to the public’s right to know and to the 
importance of an informed public in the successful operation of the demo- 
cratic form of government? 

(h) What methods are used to determine whether potential enemy states 
already possess the information? 

(i) What consideration is given to the importance of uniform availability 
of classified information among scientists, economists, administrators, and 

others entitled to special access to such information? 
oa x 7. = * + o 
6. What categories and types of information about the activities of your agency 
are available to the organizations and individuals listed in question No. 1 above? 
* + = = = * s 
8. Does information possessed by your agency reach groups or individuals not 
entitled to it by law, Executive order, regulation, or policy? If so, please 
explain. 
2 * = * * e ae 
11. What information is available and what is not available to the public, to 
interested parties, and to Congress concerning the quasi-judicial functions of 
your agency : 

(a) Before hearings or formal proceedings? 

(b) During the course of hearings or formal proceedings? 

(c) After decision has been rendered? 

Please explain policies, regulations, and practices. Please cite any relevant 
court decisions and statutes. 

12. What information is available and what is not available covering the 
quasi-legislative functions of your agency? 

+ * ~ * * = iJ 

14. For what types of matters is information not made available because it is 
considered to relate solely to the internal management of your agency? 

15. Please indicate your understanding of the application of the doctrine of 
executive communications (as grounds for withholding information) to: 

(a) Communications within the agency and other internal data. 

(b) Communications with other agencies. 

(c) Communications with the Executive Office of the President. 


II. PRESS 
a * * es = € * 
4. What specific restrictions or controls are imposed by your agency over what 


is authorized for publication, including so-called strategie information? 
(a) Under what authority? 
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(b) Is special accreditation required now by your agency for representa- 
tives of the press covering either domestic or overseas activities? If so, 
please explain requirements and procedures. 

(c) Are any special restrictions placed upon photographers or newsreel 
and television representatives? 

(d) Is your agency now preparing, or do you have prepared, plans for 
news censorship in wartime or other national emergency ? 

(e) What is the nature of the plans or planning? * * * 


Il. CONGRESS 


. What categories and types of information are not furnished to: 
(a) Individual Congressmen on request? 
(b) Congressional committees on request? 
(c) Congressional committees upon subpena? 
2. If information is refused, on what authority is the refusal based: 
(a) To individual Congressmen? 
(b) To congressional committees on request? 
(c) To congressional committees upon subpena? 
+ > * = * * * 
5. What information does your agency regularly transmit to individual Con- 
gressmen, congressional committees, and the Congress as a whole? 
(a) Please explain the policies and practices of your agency on trans- 
mitting such information. 
(b) Please supply the regulations, directives, etc., regarding transmittal 
of this information. 
(c) Where this information is transmitted pursuant to statute, please 
supply citation. 
(e) Do security considerations affect your decision whether to supply 
information to individual Congressmen on request? 
(f) In this connection what use do you make of security files on Members 
of Congress? 
* * x as > & . 


Answer to questionnaire submitted to Federal executive departments and in- 
dependent agencies by Government Information Subcommittee of the House 
Government Operations Committee 


P. 65. 


I. GENERAL 


Answer to question 1(a), (b), (c), (d), and (e). 


Information required to be withheld by Executive Order 10501 (copy attached) 
certain provisions of the Civil Aeronautics Act of 1938, and information the pre- 
mature disclosure of which, either to the public generally or to particular in- 
dividuals, would prejudice the outcome of a pending proceeding, give any in- 
dividual the benefit of information not generally available, violate confidences 
placed in the Board by persons submitting data at the Board’s request or violate 
a Board order respecting the withholding of information from public disclosure. 
(See answer to question 2.) 


Answer to question 2. 


The Board complies with the requirements of Executive Order 10501 with 
respect to the dissemination of information falling within the scope of that 
order. Such information is made available to other Federal agencies only upon 
receipt of an appropriate request indicating the official necessity therefor and 
after it has been established that the person to receive the information is author- 
ized by the agency concerned to have access to classified defense information. 
Access to classified defense information is granted or denied on the basis of the 
criteria set forth in section 7 of Executive Order 10501. Enclosed are copies of 
Administrative Memorandums 40(2R), 43(2R), and 55, which set forth the 
Board’s procedures with respect to the availability of information (note par- 
ticularly sec. 6 of Administrative Memorandum 43(2R)). There is also en- 
closed a copy of part 311, the Board’s procedural r tions, relating to the dis- 
closure by Board employees of information obtained during the course of an in- 
vestigation of an accident involving aircraft. The Civil Aeronautics Act (49 
U.8.C. 674) authorizes the Board to withhold publication of records containing 
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secret information affecting the national defense (note the last sentence of sec. 


1104). Noecourt decisions applicable specifically to the Board’s authority to with- 
hold defense information have been rendered. 


Answer to question 3. 


In the great majority of cases information furnished by the Board is given 
without restriction. The following designations, however, are recognized and 
are used when necessary: “For official use only,” “secret,” “confidential,” “top 
secret.” 

(a) Reference is made to CAB Manual, Administrative Memorandums 
40 (2R), 48 (2R}, and 55 copies of which are attached. 

(b) A very small proportion of information is withheld, estimated at not 
over 1 percent. 

(c) Frequent reviews by the security officer and the Board. 

(d) The security officer and the Board. 

(e) The Board reviews decisions of the security officer. 

(f) The Board and the security officer. 

(g) As subject matter arises, upon petition of interested parties or sug- 
gestion of a Board member or the Chairman. 

(h) The Board and the security officer. 


Answer to question 4. 


In addition to the statute cited above in answer to question 2, the espionage 
laws (18 U.S.C. 793 et seq.) and Executive Order 10501 authorize and direct the 
Board to withhold from public diselosure information affecting the national 
defense. 

(a), (ec), (da), (e) Since no occasion to classify information under Execu- 
tive Order 10501 originating within the Board has arisen to date, there has 
been no need to review classifications or otherwise take steps to insure that 
classification procedures are not being abused. 

(b), (f) The Chairman of the Board has the exclusive authority to apply 
and to revise classifications assigned to defense information originating 
within the Board. 

(g) The amount of consideration given to the importance of an informed 
publie in the successful operation of a democratie form of government is re- 
fiected in the fact that the Chairman has not classified any material as de- 
fense information as yet. 

(h) No methods are used to determine whether potential enemy states 
already possess given information and no occasion has thus far arisen to 
make such a determination. 

(i) See answer to question 4(g). 

7 * + o 
Answer to question 6. 


(a) Documents filed in formal proceedings. 

(b) Financial, traffic, reports filed by airlines, and other reports filed under 
the Board’s regulations, 

(c) All publications of Board based on airline reports, accident statistics, 
etc.; also, orders, opinions, regulations, draft regulations, and other docu- 
ments published by the Board. 

(d) Information on progress of cases and procedures before the Board. 

(e) Congressional testimony made by staff and members in open hearings. 

(f) Correspondence of certain types of general interest. 


(g) Information concerning functions, organizational setup, membership, 
etc. 


~ ~ a” = + . a 
Answer to question 8. 
Not to the knowledge of the Board. 


Il. PRESS 


= ok *” * + s - 
Answer to question 4. 
No information is to be given on a Board decision prior to public release. This 


is to assure that all interested parties and press and public are informed simul- 
taneously. Generally, intraoffice procedure and discussions are not a matter of 
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public information. Reference is also made to Administrative Memorandums 40 
(2R), 54 (2R), and 55, copies of which are attached. 

(a) See answer to questions Nos. 1 and 2. 

(b) No. 

(c) No restrictions on photographers have been necessary, but requests 

for photographs of witnesses testifying before the Board are rarely granted. 
(d) No. 
(e) None. 
* 


Ill, CONGRESS 


Answer to question 1. 


(a) Information classified as For Official Use Only, Confidential, Secret, and 
Top Secret is not furnished to individual Congressmen on request unless the 
individual Congressman is authorized to receive such information in accordance 
with Administrative Memoranda 40 (2R), 43 (2R), and 55 (copies of which are 
attached), or other pertinent directives. 

(b), (c) In certain matters, such as those relating to the granting of foreign 
routes to United States air carriers, and the granting of permits to foreign air 
carriers to operate to this country, the Board acts in an advisory capacity to 
the President. In those areas, the furnishing of information to congressional 
committees might be subject to the doctrine of executive communications. In 
a number of other cases where the dissemination of information is expressly 
limited by a statute, for example section 1104 of the Civil Aeronautics Act, and 
section 902(f) referred to in 2(a) below, the Board might not be in a position 
to furnish the information, but this issue has never arisen. 


Answer to question 2(a), (b), and (c). 


See answers to questions Nos. 1 and 2. 
* * + ” 


Answer to question 5. 


The Board regularly transmits its annual report to the Congress as a whole 
each year. It also regularly transmits to the chairman of the Committee 
on Interstate and Foreign Commerce of the House and Senate its annual 
subsidy separation report. 

(a) The transmission of these reports does not involve policy, but it 
is the Board’s practice to forward such material to the Congress for its 
information. 

(b) The Board has no regulations on this subject. 

(c) The annual report is transmitted pursuant to section 206 of the 
Civil Aeronautics Act. 

. Only insofar as the furnishing of classified information is concerned. 

( No. 

* oa . * * + * = 
Answer to question 11. 


Generally speaking, materials filed of record in any quasi-judicial proceeding 
conducted by the Board are available to the public. It should be noted, how- 
ever, that section 1104 of the Civil Aeronautics Act provides that upon objection 
by any person to the public disclosure of any document filed, or information 
obtained by the Board, pursuant to the provisions of the act, the Board shall 
order such information withheld from public disclosure if in its judgment a dis- 
closure would adversely affect the interests of the complainant and is not 
required in the public interest. This section further authorizes the Board to 
withhold publication of records containing secret information affecting national 
defense. It should also be noted that the specific internal processes and pro- 
cedure involved in arriving at a decision and preparing an opinion after a case 
ae pam ‘ieee to the Board are confidential. (See also answers 1, 2, 4. 5, 

, and see. : 


Answer to question 12. 


Notices of proposed rulemaking are duly published. Comments on proposed 
rules are not, however, available for public inspection until the deadline for such 
comments has expired. Two or three days after the expiration of the deadline 
all comments received by the Board are set forth in a regulation docket that is 
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available to all interested persons. Staff working papers and staff recommenda- 
tions to the Board are not made a part of the public record and are generally 
not available for inspection. 

The Board’s ratemaking function with respect to the transportation of mail 
under section 406 of the Civil Aeronautics Act has aspects that are in part 
quasi-judicial and in part quasi-legislative. In order to expedite mail rate 
proceedings, the Board has evolved an informal ratemaking procedure (sec. 
302.311 of the Rules of Practice) which permits all interested parties to confer 
with the staff prior to hearing for the purpose of arriving at an agreement on 
some or all of the issues and related factual material in accordance with sound 
ratemaking principles. While the understandings reached at such conferences 
are not binding upon the Board or any party to the proceeding, show-cause orders 
that have been issued by the Board proposing rates consistent with such under- 
standings have resulted in acceptances by the carriers, thereby eliminating 
contested formal proceedings. In order to safeguard this process, the Board 
has prohibited the participants from engaging in certain security transactions, 
and it also has forbidden the disclosure of what transpired at such conferences, 
for a period of 90 days after the termination of any conference or until the Board 
takes public action with respect to the facts in issue, whichever is earlier. 

= * Ed * ok * 7” 


Answer to question 14. 
Reference is respectfully made to administrative memorandum No. 40, section 3. 
Answer to question 15. 


The Board believes the “doctrine of executive communications as grounds for 
withholding information” to be to the effect that in consequences of the constitu- 
tional principle of separation of powers the legislative branch of the Government 
is not entitled to disclosure of any conversations or communications, or any 
documents or reproductions, by means or which the employees of the executive 
branch were advising with each other on official matters, where it is found that 
such communications are confidential or that their disclosure would be incom- 
patible with the public interest or jeopardize the safety of the Nation. 

The question of the applicability of the doctrine to the Board or even the 
primary question of the extent (footnote omitted) to which the Board, an 
“administrative agency,” may be deemed to be a part of the executive branch 
or to be engaged in executive functions, has never been considered by the Board 
in that the Board has never invoked the doctrine as a ground for refusing infor- 
mation to the Congress or any other person. 


EXNCLOSURE 12 


Prepared Statement for the Legal Panel Discussion of the House 
of Representatives, Government Information Subcommittee 


(By Franklin M. Stone, General Counsel, Civil Aeronautics Board, 
Washington, D.C.) 


June 22, 1956 
I 


Mr. Chairman and members of the subcommittee, my name is Franklin M. 
Stone and I am the General Counsel of the Civil Aeronautics Board, an inde- 
pendent regulatory agency. I appreciate the opportunity to participate in this 
panel discussion and hope that I can be of some help in developing mutual 
understanding and appreciation of the many complex problems raised by the 
subject matter before us today. 

I should point out however, that my comments do not purport to represent 
final and absolute answers to the really difficult issues presented. Many of the 
questions put to me are matters of first impression, and as must be the case 
whenever dealing with hypothetical problems, my conclusions are tentative. 
I would like to be able to give complete and definitive answers to-all of ‘the ques- 
. tions submitted, but this may not always be possible for various reasons, First, 
some of the questions contain premises with which I am not in total agreement. 
Second, I believe it inappropriate for me, as the General Counsel of an independ- 
ent regulatory agency, to comment on those questions which are solely con- 
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cerned with the legal powers of the executive branch. And finally, the kind of 
answer I can give today will be affected by time limitations in my presentation 
and the difficulties encountered in dealing with theoretical legal questions out of 
the context of a factual background. 

Rather than attempting to answer the list of suggested questions in their 
present order I would prefer to first discuss, in a logical sequence, the problems 
as they relate to the operations of an independent regulatory agency and briefly 
outline the views we hold and why we hold them. In doing so I hope to be 
able to deal with most of the suggested questions. I will be glad to comment on 
matters left unanswered during the panel discussion. 

To begin with, I think most lawyers who have had to deal with the informa- 
tional problems of Government departments and agencies, particularly with 
respect to the Congress, recognize that the absence of case law or other authorities 
makes it difficult to find clear solutions to many of the legal questions which arise. 
Without cases directly in point, we must of necessity glean what we can from 
analogous decisions, general constitutional doctrine, and interpretations of perti- 
nent legislation. re 


The Civil Aeronautics Board is a “hybrid” kind of Government agency, per- 
forming a combination of executive, quasi-legislative, and quasi-judicial func- 
tions which raise special informational problems. The Congress has determined 
that the aviation industry is to be closely regulated, in both the safety and 
economic realms, and to do the job has constituted a five-man administrative 
agency, which by statute is required to perform many of its functions in a judicial 
fashion. Thus the Board is charged with the duty of granting certificates of 
public convenience and necessity for air transportation when the public interest 
requires ; of establishing rates for the transportation of mail and for the payment 
of subsidy thereunder when necessary; of regulating commercial rates and 
tariffs; of administering certain provisions of antitrust legislation; of writing 
a code of economic and safety regulations; of enforcing the economic provisions 
of the act ; of investigating accidents and adjudicating safety violations; of nego- 
tiating bilateral agreements with foreign countries; and of acting in an advisory 
eapacity to the President in the granting of foreign routes to U.S. air carriers 
and the granting of permits for foreign air carriers. A full description of the 
structure and functions of the Board is contained in the Civil Aeronautics Act 
of 1988, as amended, 49 U.S.C. 401. Thus, the Board in its different capacities 
acts at times as legislator, judge, prosecutor, administrator, and advisor to the 
President and the State Department. 

Four factors control the Board’s determinations as to what information is 
freely disseminated, and what information may be restricted. These are, 
(1) pertinent provisions of the Civil Aeronautics Act and the Administrative 
Procedure Act; (2) various Board regulations promulgated thereunder; (3) rele- 
vant Executive orders; and (4) various judicial and constitutional doctrines be- 
lieved applicable to a Government agency performing these mixed functions 
described above. ; 

The Board is aware of the importance of an informed public in the successful 
operation of a democratic form of government, and recognizes the need of Con- 
gress to be fully informed for the performance of its legislative functions. Thus, 
the great majority of our functions are conducted through formal proceedings 
so that we operate largely as if in a goldfish bowl. The Board reaches its deci- 
sions only after public hearings and on an evidential record open to public 
inspection. Thus most of the information in the Board’s possession is freely 
available to the Congress and the public. Board decisions are then subject to 
judicial review, and must stand or fall on the basis of the findings contained in 
the decision and on the evidence in the record. 

The Board makes available for public inspection, in addition to documents 
filed in formal proceedings, the following: financial, traffic, and other reports 
filed by the airlines in accordance with Board regulations, Board publications 
based on airline reports, accident statistics, ete.; orders, opinions, regulations, 
draft regulations, and other documents published by the Board; information on 
the progress of cases and procedures before the Board; congressional testimony 
by staff and members in open hearings ; correspondence of certain types of general 
interest (all correspondence pertinent to formal proceedings is filed with the 
record of the case and is freely available for public inspection at the Board 
offices) ; and information concerning functions, organization setup, membership, 
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ete. All other information in the possession of the Board is ordinarily held 
confidential, except that upon good cause shown the Board may order that certain 
files, papers, or information be disclosed to a particular applicant. See public 
notice PN-3, section 1.4(b) (app. H). 


IIl 


With these background facts in mind I would now like to take up in some 
detail the legal bases for the Board’s withholding of information in certain areas. 

There are five statutory provisions which either restrict, or make provision for 
the restriction of dissemination of certain information in the possession of the 
Board. ; 

(1) 49 U.S.C. 674 (sec. 1104 of the Civil Aeronautics Act) provides that upon 
motion of any person objecting to public disclosure of information the Board 
“shall order such information withheld from public disclosure when, in its 
judgment, a disclosure of such information would adversely affect the interests 
of such person and is not required in the interest of the public.” The same 
section further provides that the Board “is authorized to withhold publication 
of records containing secret information affecting national defense.” The Board 
has, from time to time, exercised this authority in two types of situations. Thus, 
certain wartime orders have been withheld from public disclosure for military 
reasons, The Board also has granted various petitions to withhold publications 
of documents filed by air carriers where disclosure would benefit no one and would 
be injurious to the petitioning carrier. The information, for the most part, is of 
the type that would unfairly benefit competing carriers. The Board has never 
utilized the authority granted by this statute to withhold information from Con- 
gress. See the attached public notice PN-3, section 1.4 (app. H) and also section 
302.39 of the procedural regulations (app. E). It should be made clear that the 
Board does not invoke this authority lightly. A party objecting to public dis- 
closure must overcome a strong presumption favoring public disclosure. 

(2) 49 U.S.C. 622 (sec, 902(b) of the Civil Aeronautics Act) makes it a crim- 
inal offense for any Board or staff member to divulge any information gathered 
during the examination of the records of any carrier, or which is withheld from 
public disclosure under section 1104, except as may be directed by the Board or 
“by a court of competent jurisdiction or a judge thereof.” Again, this provision 
has never been utilized to withhold information from Congress. 

(3) 18 U.S.C. 1905. This section, entitled “Disclosure of confidential infor- 
mation generally” is applicable to any “officer or employee of the United States,” 
thus encompassing the Board and staff members. It is here made a crime to 
disclose the information divulged in the course of official duties relating to ‘‘trade 
secrets, processes, operations * * * confidential statistical data * * *” and the 
like, except as authorized by law. This provision, it is believed, does not operate 
to restrict the flow of information to the Congress since such disclosures would 
be “authorized by law.” There would be little legitimate public interest with 
respect to some of the information here safeguarded, and with respect to the 
other categories, most of it which is in the possession of the Board is a matter 
of public record, as is required by other legislation. 

(4) 49 U.S.C. 641 (sec. 1001 of the Civil Aeronauties Act). This section states, 
in pertinent part: 

“Every vote and official act of the Authority (Board) shall be entered of 
record, and its proceedings shall be open to the public upon the request of 
any interested party unless the Authority (Board) determines that secrecy 
is requisite on grounds of national defense.” 

Pursuant to the above, formal Board proceedings are open to the public, as are 
the documents filed in the proceeding, with the exception as noted in the statute. 
Business sessions of the Board are not open to the public, but the votes of Board 
members are available for public inspection. 

5 iS 49 U.S.C. 425 (sec. 205(a) of the Civil Aeronautics Act) provides as 
ollows: 

“The Authority (Board) is empowered to perform such acts, to conduct 
such investigations, to issue and amend such orders, and to make and amend 
such general or special rules, regulations, and procedure, pursuant to and 
consistent with the provisions of this Act, as it shall deem necessary to carry 


ne eee and to exercise and perform its powers and duties under 
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Like provisions have been interpreted by the courts as providing a basic for 
regulations prohibiting the disclosure of information in the files of Government 
agencies except as authorized by the appropriate department or agency head, so 
as to confer upon regulatory agencies the same power 5 U.S.C. 22 confers upon 
the executive departments. Appeal of the United States Securities and Exchange 
Commission and William H. Timbers, 226 F. 2d 501 (C.A. 5, 1955). Compare 
Boske v. Commingore, 177 U.S. 459 (1900) and United States ew rel Touhy v. 
Ragen, 340 U.S. 462 (1951). It is recognized that these cases leave open the 
question of whether the agency itself is susceptible to process at the instance of a 
private litigant to compel disclosure of information in its possession. Since there 
have been no cases under this section or 5 U.S.C. 22 involving the Congress, the 
question of its applicability to Congress cannot be answered. 

(6) 5 U.S.C. 1002 (see. 3 of the Administrative Procedure Act). This section 
is believed applicable to the general public but was probably not intended to re- 
strict or broaden disclosure of information to the Congress, Three subdivisions 
of information which must be made public are established, including (1) rules, 
(2) opinions and orders, and (3) public records. Matters “relating solely to the 
internal management of an agency” are specifically excepted from all three 
eategories as well as is “any function of the United States requiring secrecy in 
the public interest.” In addition, final opinions or orders may “be held con- 
fidential” for good cause” but may not be cited as precedents. And finally, mat- 
ters of official record may be “held confidential for good cause found,” but other- 
wise “must be made available to persons properly and directly concerned.” 
Thus, although the Board is empowered to so limit disclosure of public records to 
persons properly and directly concerned, it in fact does not do so except as to 
official Board minutes. It is believed that this section did not alter the law with 
respect to what information must be made public. 

In the Timbers case, previously cited, the court stated, at page 519: 

“Mr. Justice Clark, when Attorney General, stated in his manual on the 
Administrative Procedure Act that the great mass of material relating to the 
internal operation of a Government agency is not a matter of official record, 
nor are intra-agency reports of investigations such, reflecting as they do re- 
search and analysis preliminary to official action; and that, in view of 
their nature, they must commonly be kept confidential.” 

The Attorney General’s manual, above referred to, further interprets the 
section as follows: 

“An agency may treat matters of official record as ‘confidential for good 
cause found’ and upon that ground refuse to make them available for inspec- 
tion. Information held ‘confidential for good cause found’ may be either 
information held confidential by reason of an agency rule issued in advance 
(for good cause) making specific classes of material confidential, or such 
information as is held confidential for good cause found under a particular 
set of facts. The section does not change existing law as to those materials 
in Government files which have been heretofore treated as confidential. 
See Boske v. Commingore, 177 U.S. 459 (1900) ; Boehm v. United States, 123 
F. 24 798, 805 (C.C.A. 8, 1941).” 


And, on page 127 of the same publication : 


“Section 3(c) is not intended to open up Government files for general 
inspection. What is intended is that the agencies, to the degree of specificity 
practicable, shall classify its material in terms of whether or not it is 
confidential in character and shall set forth in public rules the information 
or type of material which is confidential and that which is not.” 

The Board has promulgated various regulations in accordance with the above 
statutory authority, copies of which are attached. These regulations, for the 
most part, govern Board personnel and of course are not, by their terms, appli- 
cable to the Board itself. Much of the information staff members may not make 
public is released by the Board. Thus these rules are for internal administra- 
tion purposes, and are intended to centralize discretion in the Board itself with 
respect to public information practices. They are discussed below. 

(1) Public notice PN-3 (app. H). This is a statement of places at which 
the public may secure information or make submittals or requests. Contained 
herein is a list of public records, defined pursuant to 5 U.S.C. 1002. As we 
have defined the term it includes more than records of official action taken by an 
agency, but does not encompass internal memorandums and the like. 
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(2) Procedural regulations PR-7 and 8 (pts. 303 and 311 of the Board’s pro- 
cedural regulations, app. F and G). These regulations deal in part with dis- 
closure of aircraft accident information. 49 U.S.C. 581 (sec. 701(e) of the 
Civil Aeronautics Act) states that “no part of any report or reports of the 
Board * * * relating to any accident, or the investigation thereof, shall be 
admitted as evidence or used in any suit or action for damages growing out of 
any matter mentioned in such report or reports.” All formal accident investi- 
gation reports when adopted by the Board are released to the public unless 
otherwise ordered by the Board. Since these reports are not admissible in evi- 
dence, and since the Board’s small staff of accident investigators must be 
ready to proceed instantly to the scene of an accident, the Board prohibits 
investigators from testifying in private litigation unless it is convinced the 
information sought cannot reasonably be established by any other witness or 
method. Moreover, investigators are permitted to testify only as to factual 
information and may give no opinion testimony. The regulation provides that 
insofar as possible testimony of accident investigators be taken by deposition 
at times and places reasonably fixed so as to avoid substantial interference 
with their duties. Thus the Board believes it to be in the public interest to 
release to all interested parties all factual information regarding an aircraft 
accident in its possession. 

(3) Administrative memorandum 40 (2R) (app. D). This memorandum, 
which limits its application to nondefense information, sets forth the policy 
of the Board with respect to the disclosure of information and prescribes a 
procedure for handling “limited information,” other than defense information. 
The regulation is designed in part to restrict dissemination of information which, 
if revealed prematurely, may benefit certain individuals or may prejudice the 
outcome of a proceeding. Provision is made so that disclosure of certain infor- 
mation developed by the staff and of all information concerning action taken 
by the Board, or under consideration by the Board, is limited until Officially 
released through established channels. Section 3 sets up a category of “limited 
information,” defined as— 

“information or material, the premature disclosure of which, either to the 
public generally or to particular individuals, would prejudice the outcome 
of a pending proceeding, give any individual the benefit of information not 
generally available, violate confidences placed in the Board by persons sub- 
mitting data at the Board’s request or violate a Board order respecting 
the withholding of information from publie disclosure.” 

Included in this category are internal staff memorandums and recommenda- 
tions, information as to proposed action, and the attitude of members with respect 
thereto. As has been pointed out, this regulation is for internal management 
purposes, and much of the described information is, in fact, disclosed. 

(4) Administrative memorandum 48 (2R) (app. B). This memorandum sup- 
plements the regulations prescribed by the President in Executive Order 10501 
(discussed below). 

(5) Administrative memorandum 55 (app. C). This memorandum describes 
the procedures of the Board with respect to the submission, as evidence in a 
formal proceeding, of information relating to national defense, including classi- 
fied defense information. 

Turning now to the advisability of amendment to 5 U.S.C. 1002, it is my view 
that there is no need for revision here. The statute recognizes the confidential 
status historically granted to internal communications, memorandums, and the 
like, and any requirement as to absolute public disclosure of much materials 
would seriously hamper the functioning of an administrative agency such as the 
Board. Board action must stand or fall on the basis of findings made and on 
the basis of an evidential record, which is open to public inspection. The docu- 
ments not made public reflect tentative thinking and would be of little legitimate 
interest to the parties involved or to the public generally, and the burden which 
would be imposed on the agency if disclosure were absolutely required would be 
a difficult one to live with. In order to fully appreciate this point of view, one 
must be acquainted with the functioning of the administrative process, Agency 
decisions represent something more than the opinions of the five Board members. 
We are here dealing with what is sometimes termed an “institutional decision” 
representing the cumulative efforts of many staff experts who have studied and 
evaluated the problems and evidence presented in a particular case. Various 
solutions are proposed and considered, and frequently reevaluation and changes 
in mind occur before a final decision is arrived at. These written documents, 
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representing the agency’s thinking process, are reflected in the Board’s internal 
memorandums and are no more and no less than the agency’s mind in operation. 
Just as it is inappropriate to probe the mind of a judge (or his preliminary draft 
opinions or memorandums) in order to determine why a decision issued, or the 
deliberations of a jury for the same reason, we believe it improper to freely 
scrutinize the agency’s preliminary thinking. Efficiency, forthrightmess, and 
creative thinking would be discouraged among the staff. The Board members, 
in passing on the multitudinous number of cases that arise, should be given the 
opportunity to learn the candidly expressed views of their subordinates. 


IV 


We know come to the matter of Executive Order 10501. The Board does on 
occasion handle classified defense information, and in those situations it is be- 
lieved that this order governs. We express no opinion as to whether an Execu- 
tive order is the best way to safeguard official information for defense purposes, 
except to state our belief, based on limited contacts with security information 
and the operation of the order, that the present system has worked well. 


Vv 


As has been previously indicated, with respect to the majority of its activi- 
ties, the Board does not think of itself as a part of the executive branch of the 
Government. There are, however, certain functions we perform which, for 
either statutory or constitutional reasons, or a combination of the two, must 
be regarded as essentially executive in nature. This would include functions 
performed pursuant to 49 U.S.C. 601 and 602 (secs. 801 and 802 of the Civil 
Aeronautics Act) wherein the Board acts in the capacity of an advisor to the 
President. See C. & 8. Airlines v. Waterman Corp., 333 U.S. 103 (1948). These 
duties relate to the granting of foreign routes to U.S. carriers, the granting of 
permits to foreign air carriers, and the negotiation of bilateral agreements with 
foreign countries. In addition, certain aspects of the following functions may 
conceivably be subject to executive classification: (1) budgetary and personnel 
matters; (2) compliance proceedings pursuant to 49 U.S.C. 642 (sec. 1002 of the 
Civil Aeronautics Act); and (3) judicial enforcement proceedings pursuant to 
49 U.S.C. 647 (sec. 1007 of the Civil Aeronautics Act). 

Confidential information bearing on the above matters, as well as restricted 
defense information, perhaps may therefore be withheld under the historic asser- 
tion of privilege of the Executive to do so where disclosure of the information 
sought would be incompatible with the public interest or would jeopardize the 
safety of the Nation. These principles are embodied in the President’s letter to 
the Secretary of Defense, dated May 17, 1954, and the accompanying memorandum 
from the Attorney General to the President. We have not in the past relied 
upon this letter to withhold any information, but do believe it states a policy 
which might have application to the Board in the areas outlined above. It would 
not, however, have bearing on information relating to the Board’s quasi-judicial 
or quasi-legislative functions. 

The President’s constitutional prerogative to withhold information from the 
Congress has never been judicially tested, and consequently it is impossible to 
define its precise scope. It must be recognized that the Executive privilege 
has been asserted in the past by many Presidents on many occasions, beginning 
with President Washington, and Congress has never chosen to force a test case. 
Under these circumstances, it is our belief that the Board might be subject to 
the direction of the President to decline congressional requests for restricted 
materials where the information sought relates essentially to executive func- 
tions in the province of the Board. 

VI 


As to the nonexecutive functions performed by the Board, that is the quasi- 
legislative and quasi-judicial authority exercised, the law with respect to the 
withholding of such information from Congress has never been fully defined. 
The Civil Aeronautics Act and the Administrative Procedure Act define the ex- 
tent to which Board documents and other materials must be made public, but we 
have no pertinent judicial interpretations. Analogous judicial precedent on 
the subject, however, is not always consistent. Several Federal courts have 
asserted the power to require disclosure of details of internal agency memoran- 
dums and the like, but the power has been rarely exercised. By and large, 
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it appears that a privilege exists as between an agency and a private party 
against inquiring into staff advice, the workings of the minds of the agency 
members, and their views and statements made during deliberation. In appro- 
priate cases, it is believed that this same privilege may extend to deny cer- 
tain information requests of the Congress. Although there is no judicial and 
little historical precedent relating to independent regulatory agencies such 
as the Board, it is believed that with respect to certain confidential matters, the 
Board may decline information requests on grounds other than the Executive 
privilege. Thus, we believe that where Congress has created an independent 
tribunal to deliberate and act as a body, that grant of authority carries with 
it the privelege of privacy in certain areas as a necessary incident to the effec- 
tive discharge of its duties. The Board of course recognizes Congress’s need 
for information, and would not withhold information sought except in the 
clearest of cases. Moreover, it is believed that where criminal conduct or other 
wrongdoing is involved information pertinent thereto would be supplied. See 
the letter from the Chairman of the Civil Aeronautics Board to Congressman 
Emanuel Celler, dated March 21, 1956, and my accompanying memorandums, 
attached hereto as appendix A. 


ENCLOSURE 13 
Juty 5, 1956. 
Hon. JoHn E. Moss, 
Chairman, Government Information Subcommittee of the Committee on Gov- 
ernment Operations, House of Representatives, Washington, D.C. 


Dear CONGRESSMAN Moss: Pursuant to two requests made at the June 22 
panel discussion of the Subcommittee on Government Information, I am sub- 
mitting the following information, 

The following list is in response to the request of Mr. Mitchell for materials 
en by the Board in the Federal Register. 

. Economic regulations and all revisions, repeals, or additions. 

Statements of general policy. 

Rules of practice in economic proceedings and all revisions, repeals or 

additions. 

Rules of practice in safety proceedings and all revisions, repeals or addi- 

tions. 

Civil air regulations. 

. Rules of practice in aireraft accident inquiries. 

. Special civil air regulations. 

Statement of places at which the public may secure information or make 

submittals or requests. 

Statement of organization and delegation of functions 

. Notice of proposed rulemaking (draft releases) and notice of institu- 
tion of rulemaking proceedings. 

. Notice of prehearing conference, oral argument, hearing, and various 
miscellaneous orders ordered to be published by the Board such as orders 
providing for informal conferences, orders to cancel certain matter from 
tariffs and orders on IATA and other agreements. 

We were further requested to supply the subcommittee with specific answers 
to the list of suggested questions submitted to me prior to the panel diseus- 
sion. The questions and my answers are attached hereto. 

I would like to thank you for the opportunity to participate in the legal 
panel discussion. If I can be of any further assistance, please do not hestitate 
to call upon me. 

Very truly yours, 


She 


4. 
5. 
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9. 
0 


~~ 


FRANKLIN M. Stone, General Counsel. 


SuGcEsTeD Questions To Bre CONSIDERED BY ATTORNEYS OF THE GOVERNMENT 
DEPARTMENTS AND AGENCIES (LEGAL PANEL Discussion) JUNE 19, AnD 20, 1956 


5 U.8.C. 22 


1. What is your interpretation of this statute with respect to access to records 
for public inspection? By congressional committees? 

Answer. This statute provides a basis for regulations prohibiting disclosure 
of information in the files of Government executive agencies except as authorized 
by the appropriate department or agency head. The Supreme Court has so- 
indicated in relation to the public generally in Boske v. Commingore, 177 U.S. 
459 (1900) and United States ex rel Touhy v. Ragen, 340 U.S. 462 (1951). 
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Whether the provision could be utilized with reference to Congress has never 
been adjudicated and is not clear. The Board has never utilized its authority 
in this area as a basis for withholding information from Congress. See answer 
2 below. 

2. Does this statute apply only to executive departments, or does it include 
other agencies and commissions, such as the independent regulatery agencies? 

Answer. This statute applies only to executive departments, but the same 
power therein granted is conferred upon the Board by 49 U.S.O. 425. A re- 
cent Court of Appeals decision, directly analogous, so held: Appeal of the 
United States Securities and Exchange Commission and William H. Timbers, 
226 F. 2d 501 (C.A. 8, 1955). 

3. Do you think that an amendment to this section would facilitate the 
Congress’ and the public’s right to know? 

Answer. I believe there is no need for any amendment. 

4. What amendment would you suggest as a means to overcome the interpre- 
tation of this statute as a basis for withholding information? 

Answer. None. 


5 U.S.C. 1002 


5. Do you not think it paradoxical that a statutory provision clearly intended 
by Congress te make administrative information available should be asserted 
by many agencies as authority for the denial of information to the public? 

Answer. It is believed that the statute itself, as well as its legislative his- 
tory, indicates that Congress intended to make only certain administrative in- 
formation freely available to the public, thus providing for the confidentiality 
of information relating to internal management or the national security, or 
information the disclosure of which would adversely injure the interests of a 
party with no justifying public interest accruing. Thus I think the Board’s reg- 
ulations and policies in this field conform with the intent of Congress in the 
enactment of the statute. 

6. Does this section apply to information sought by the public? By con- 
gressional Committees? 

Answer. This section is apparently directed primarily to the public; inso- 
far as the Board is concerned in my opinion it neither broadens nor restricts 
Congress’ right to know. 

7. What is an “official record” within the meaning of 5 U.S.C. 1002(c)? 

Answer. This section contains no definition of “official records,” but would 
include any document so classified by other acts of Congress. See, e.g., sections 
1001 and 1103 of the Civil Aeronautics Act (49 U.S.C. 641 and 673). It appears 
that the agency is empowered to some extent to define the term, as has the. 
Board in Public Notice PN3. 

8. Does that term refer only to records of official action taken by an agency? 

Answer. See Public Notice PN3 for the Board’s definition which is broader 
than the definition here suggested. The extent to which particular documents 
may be regarded as public records depends on pertinent statutory provisions 
and the Board’s regulations, 

9. Does it include information gathered by its staff, recommendations of staff, 
reports made, intermediate reports and findings of its staff, and other matters 
on the subject under consideration? 

Answer. It does not ordinarily include any of these documents. 

10. Does it include every written document? If not, please specify? 

Answer. No. See answer to question 8. 

11. Do you think the term “official records” should be defined specifically in 
the statute? 

Answer. No; it would be impractical to define the term for all government 
departments and agencies. If it was decided to broaden the term, it would be 
best to accomplish this purpose by amending the specific statute creating and 
governing the particular agency. 

12. If there are cases in which your department or agency has applied the 
exception of “any function of the Government requiring secrecy in the public 
interest” to withhold information otherwise required to be divulged by 5 U.S.C. 
1002, please list them. 

Answer, There have been functions performed by the Board which required 
secrecy in the public interest involving the military security of the Nation. 
Thus, during the war years the Board took a number of actions relating to 
various air carriers which were withheld from the public because of military 
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considerations. Sections 1104 and 1002 (49 U.S.C. 674, 642) empowers the 
Board to do so in such cases, as well as 5 U.S.C. 1002. 

18. Who determines in specific cases whether secrecy in the public interest is 

required? 
re The Board, in collaboration with the military establishments and 
the Department of State, makes this determination. 

14. If there is an agency rule or directive covering this requirement, please 
furnish a copy. 

Answer. There is no specific agency rule covering this requirement. 

15. Who are persons “properly and directly concerned under 5 U.S.C. 1002(c)? 
Is this category limited to persons who are parties to agency proceedings or are 
directly affected thereby? Or does it include members of the general public and 
the press? 

Answer. Persons “properly and directly concerned” under this section can 
be restricted to include only those who are parties to a Board proceeding, 
intervenors therein, or persons who would be so affected by the outcome of 
the case so as to have standing to appeal to the courts. However, under the 
Board’s regulations, with one exception, public records may be inspected by 
anyone, That exception is the Minutes Book, which may be examined only 
by persons properly and directly concerned with the information sought. 

16. In view of the legitimate interest of the public in the functioning of 
departments and agencies, in your opinion, should the limitation of persons 
“properly and directly concerned” be stricken from 5 U.S.C. 1002(c) ? 

Answer. I express no opinion on this question, and feel it would have little 
effect on Board procedure. 

17. Do you feel that existing statute and case law apart from 5 U.S.C. 1002(c) 
adequately protect the right of parties to administrative proceedings against 
the disclosure of information of a private nature? 

Answer. Yes. 49 U.S.C. 674 (Section 1104 of the Civil Aeronautics Act) 
states that any person may make written objection to public disclosure of 
reported information stating the grounds therefor. The Board may then 
order the information withheld from public disclosure if disclosure “would 
adversely affect the interests of such person and is not required in the interest 
of the public.” Moreover 49 U.S.C. 622(f) (Sec. 902(f)) prohibits the disclosure 
of certain information obtained from private parties. 

18. If there are cases your department or agency has applied the exception 
o piv matter relating solely to the internal management of the agency, please 

t them. 

Answer. The Board’s published rules (PN3, etc.) list what materials are 
public records and provide that all other information in the possession of the 
Board will not ordinarily be available for public disclosure. Information with- 
held includes matters relating to internal management. 

23. If there is an agency rule or directive covering this requirement, please 
furnish a copy. 

Answer. There is an agency rule covering this requirement. Section 302.39 
of the Board’s Rules of Practice sets forth the pertinent procedure (14 CFR 
302.39, a copy of which has been provided the Committee) . 

24. What specific amendments or modifications of 5 U.S.C. 1002 would, in 
your opinion, be necessary to give full effect to the Congressional intent to make 
administrative information available to the widest possible extent? Refer to 
Page 198, Administrative Procedure Act: Legislative History, “The section has 
been drawn upon the theory that administrative operations and procedures are 
public property which the general public, rather than a few specialists or 
lobbyists, is entitled to know or to have the ready means of knowing with 
definiteness and assurance.” 

Answer. I am unable to suggest any amendments to this section. I believe 
the Board has complied with the intent of Congress as expressed in this statute. 
The Board, as previously explained, does make available to the public all the 
information it is required to, and more, under this provision. 


PRESIDENT’S LETTER TO SECRETARY OF DEFENSE DATED MAY 17, 1954 


25. In your opinion, is this letter directed to a named agency for a specific 
purpose and occasion and concerning a specific subject matter before a Com- 
mittee of Congress? 

Answer. Yes. 


Qodanr arte 
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26. Does any other executive department or agency have the right to assume 
that it applies to it when the letter was not specifically directed to it? 

Answer. No. However, it should be noted that the principles contained in 
the letter might have application to similar factual situations involving other 
government departments or agencies. 

27. Are there any cases in which your department or agency has relied upon 
this letter as authority for withholding information? Please specify. 

Answer. No. 

28. Can the President delegate his authority on this subject matter to the head 
of a department or agency without specific direction on each occasion? 

Answer. I don’t know. The law on the subject is unclear, and I believe it in- 
appropriate to comment on a legal question such as this which is peculiarly within 
the province of the President’s prerogatives and more appropriately the subject 
of comment by his advisors. 

29. Does the President have an unlimited constitutional prerogative to with- 
hold any information from the Congress and/or the public when he believes 
disclosure would be contrary to the public interest? 

Answer. Same as above. 

30. If not, what limits are there on the President’s authority in this respect? 

Answer. Same as 28. 

31. Does the President have other than Constitutional authority to withhold 
information from the Congress and/or the public? Please specify. 

Answer. Same as 28. 

82. If the information may be withheld only on the authority of the President, 
how must he manifest that authority in specific cases? 

(a) By Executive Order? 

(b) By written instructions to a particular officer? 

(c) By instructions communicated orally or in writing by a member of 
his staff? 

Answer. I again state that this is a matter involving a legal question personal 
to the President, and I hesitate to comment. I do believe, however, that any of 
the stated means could be utilized to manifest the President’s decision on such 
a matter. 

18 U.8.0. 1905 


33. Is this statute a barrier to the free flow of government information to the 
public, to individual Members of Congress and to appropriate Congressional 
Committees? 

Answer. In a sense it does operate as a barrier, but only to the extent that 
Congress intended it to. The information which may not be disclosed relates 
to materials supplied to the government on the understanding that use thereof 
would be limited to official functions. The statute thus aids in assuring candid 
disclosures of information needed by government agencies in their operations. 

34. What is the meaning of the phrase “not authorized by law’? 

Answer. It apparently has reference to disclosures not authorized by statute, 
the Constitution, or a court of competent jurisdiction. Thus, disclosures would 
not be authorized by law if they were made for other than official governmental 
purposes to persons having no legitimate need or right to the information. 

35. Is a subpoena issued by a Congressional Committee sufficient to protect an 
officer or employee of the government if he disclosed information to the Committee? 

Answer, Yes, if the information sought is relevant to the matter under in- 
quiry and the matter under inquiry is within the jurisdiction of the Committee. 
The Attorney General has so held. See Letter of the Attorney General to the 
President, dated June 15, making reference to a request by the Senate Interstate 
and Foreign Commerce Committee of the FCO for certain information. 

86. Since 18 U.S.C. 1905 is a criminal statute, should it be clarified so that 
information requested by a Congressional Committee may not seem to come within 
its prohibition? 

Answer. Under my view, this would not be necessary. See No. 35. 


EXECUTIVE ORDER 10501 


37. Is an executive order the best method of providing for “Safeguarding Official 
Information in the Interests of the Defense of the United States” or should Con- 
gress enact statutory authority to accomplish this purpose? 

Answer, I believe it to be satisfactory, but have no opinion as to what the best 
method would be. I do note, however, that if legislation were utilized there 
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would of practical necessity have to be a large grant of discretion in classifying 
materials to the executive officers having custody of the information. 

38. Should Congress create any administrative or judicial procedure to insure 
timely review of classification and removal or downgrading of classification 
where appropriate? 

Answer. I believe not, due to the impracticalities that such a procedure would 
involve. It might have adverse effects on downgrading in that, for example, 
officers charged with the responsibility of declassification might be reluctant to 
to do so unless administratively or judicially required. 

39. Is it possible to provide any legal remedy for abuse of classification au- 
thority or for failure to review and remove security classification where appro- 
priate? Ifso, what form of relief do you suggest? 

Answer. It would be difficult to provide for judicial review of classification of 
security information due to judicial limitations inherent in sueh a procedure. See 
CdS Airlines v. Waterman Corp., 333 U.S. 103 (1948) and U.S. v. Reynolds, 345 
U.S. 1. (1945). Moreover, I am not convinced of the workability or need for such 
a procedure. 

40. In your opinion, does this executive order apply to the independent regu- 
latory agencies and commissions? 

Answer. Yes. 

41. In view of the Humphrey case, 295 U.S. 602, does the President have the 
authority to control the information policies of the independent regulatory 
agencies and commissions? Please give reasons. 

Answer. No. The President’s power to control the Board’s informational 
policies is believed to extend only to activities of the Board falling within the 
category of executive function. With respect to the nonexecutive duties per- 
formed by the Board (which encompasses the great majority of its functions) 
it is believed the Board may exercise its own judgment. 


GENERAL QUESTIONS 


42. In your opinion, do the heads of departments, agencies or commissions have 
any “inherent power or right” (i.e. not derived from statute) to withhold infor- 
mation from the Congress and/or the public? Please explain. 

Answer. The Civil Aeronautics Board claims no inherent power or right 
to take any action for which statutory authority does not exist. Insofar as 
information policies are concerned, I am of the view that power to withhold 
information may be derived not only from statutory provisions expressly con- 
ferring such power, but may be implied from other statutory duties and 
responsibilities placed on the Board. Thus, for example, where Congress has 
ereated an independent tribunal to deliberate and act as a body, that grant of 
authority carries with it the privilege of privacy in certain areas as a necessary 
incident to the effective discharge of its duties. See my opinion to the Board 
attached hereto re Celler Committee inquiry (Appendix A). In much the same 
fashion I think it obvious there may be situations in which any implied right 
to withhold information stems from constitutional functions such as military 
and foreign affairs. 

43. It was the unanimous opinion of the legal experts who appeared before 
this Subcommittee on May 8 and 9, 1956, that there is no legal basis for the 
claim of “uncontrolled discretion to withhold information and papers in the 
publiec’s interest” in support of the President’s of May 17, 1954. In your opinion, 
is the view of these legal experts justified? Please give reasons. 

Answer. Ihave no opinion on this subject. 
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CIVIL SERVICE COMMISSION 


Wasurnoton, D.C., July 15, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Chairman, Constitutional Rights Subcommittee, 
US. Senate. 


Dear Senator Hennines: This refers to your letter of June 26, 
1958, in which you pose the following questions: 

1. What types of information and records in the possession of 
your department or agency are not available to members of the 
public or press upon request ? 

2. On the basis of what authority do you withhold such in- 
formation or limit the availability of such records? 

These questions were answered by my letter of June 30, 1958, in 
response to your letter of June 23, 1958. However, while the June 
30 letter did answer these questions and referred to the statutory basis 
upon which the Commission generally relies for the nondisclosure of 
information, we did not submit, as requested in your letter of June 26, 
copies of regulations and instructional material used by Commission 
employees as a guide in determining whether certain records may be 
made available or information may be disclosed. Copies of this 
material are submitted with this letter. 

It will be noted that the Commission has issued only onc regulation 
relating to disclosure of information. It is the document captioned 
“Regulations; Part 29—Retirement.” See 5 C.F.R., 1957 Supp., 
29.12. The balance of the enclosed material is taken from the Com- 
mission’s Organization and Policy Manual. This manual contains 


internal operating instructions for use by employees of the Civil 
Service Commission. 


Sincerely yours, 
Harris Exitswortn, Chairman. 


(Following are pertinent excerpts from the materials enclosed by 
the Commission. ) 


REGULATIONS OF THE CIVIL SERVICE COMMISSION 


Part 29—Retirement 


Sec, 29.12. Disclosure of information. (a)(1) Files records, reports, and 
other papers and documents pertaining to any claim filed with the Commission, 
whether pending or adjudicated, will be deemed privileged and in confidence, and 
no disclosure thereof will be made except as provided herein. 

(2) Bxcept as provided in subparagraphs (3) and (4) of this paragraph, dis- 
closure of information from the files, records, reports, and other papers and 
documents shall be made to a claimant or to his duly authorized representative 
in matters concerning himself alone. The term “duly authorized representative” 


eof a claimant shall mean any person who has satisfied the Commission of his 
authority to act. 


2 Reprinted also p. 912, “Freedom of Information”—pt. 2. 
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(3) Where an individual contests the Commission’s action in approving an 
employing agency’s application for his retirement on disability and where the 
nature of the reported disability is physical (as distinguished from mental) and of 
@ type concerning which the individual involved could be fully informed without 
the probability of such knowledge affecting him adversely he shall, upon written 
request, be furnished a summary of medical evidence which has been submitted to 
the Commission in his case. 

(4) Where the nature of the disability is reported to be a mental condition or 
other condition of such a nature that a prudent physician would hesitate to inform 
an individual found to be suffering from such a condition of its exact nature and 
probable outcome, a complete summary of the medical evidence in his case, in- 
cluding copy of the résumé of the reported behavior irregularities or manifesta- 
tions of unsatisfactory service which is ordinarily furnished as background fac- 
tual evidence to government medical facilities or psychiatrists or other physicians 
who conduct the official retirement medical examination, shall be made available 
for review only by a duly licensed physician designated in writing for that pur- 
pose by the individual concerned. 

(5) The name or address of a beneficiary designated by an employee or an- 
nuitant will, during the life of the employee or annuitant, be furnished only 
to the designator when request therefor is made in writing over the signature 
of the designator. 

(6) Such information as may properly be disclosed to a claimant personally 
shall, in the event of his death, be disclosed upon proper request to the duly 
appointed representative of his estate, or to such person as may be designated 
by such representative, or to a duly designated beneficiary. Where no repre- 
sentative of the claimant’s estate has been appointed, the claimant’s next of kin 
shall be recognized as the representative of his estate. 

(7). Where copies of documents or other records are desired by or in behalf 
of parties to a suit, whether in a court of the United States or in any other 
eourt, such copies shall be furnished to the court only, and on an order of the 
court or subpoena duces tecum, addressed to the Chairman, U.S. Civil Service 
Commission, requesting the same. 

(8) Where a process of a United States court or other court requires the 
production of documents or records contained in the retirement files of a claim- 
ant, such documents will be produced in the court out of which the process has 
issued. Where original records are. produced, they must remain at all times in 
the custody of a representative of the Commission, and if offered or received 
in evidence, permission should be obtained to substitute a copy so that the 
original record may remain intact in the file. 

(9) The address of a claimant as shown by the Commission records may be 
furnished to duly constituted police or court officials upon proper request or the 
submission of a certified copy either of the indictment returned against the 
claimant or of the warrant for his arrest. 

(10) Disclosure of the amount of annuity or refund to any claimant may be 
made to any National, State, county, municipal, or other publicly recognized 
charitable or social-security administrative agency. 

(11) Subject to the limitations regarding name or address of a beneficiary, all 
records or documents officially required by any department or other agency of 
the United States Government shall be furnished in response to a proper request, 
and Senators and Representatives of the United States in their capacity as 
Members of Congress of the United States shall be furnished for their official 
use with such records, documents, or other information as may be requested for 
such use. 

(12) If the claimant gives his consent, the amount of annuity or refund paid 
to him, and the factors used in determining such payment, may be disclosed to 
any person who makes proper inquiry. ‘An inquiry will be deemed proper if it is 
in writing and includes the name of the claimant and sufficient information to 
make positive identification of his records, except that the Commission may, 
in any case, waive the requirement that the inquiry be in writing. Upon receipt 
of a proper inquiry, the Commission will ask the claimant whether he consents 
to release of the information sought, and will then advise the inquirer of the 
decision of the claimant. A copy of any information released may be furnished 
to the claimant. 

(b) Certificates of discharge, adoption papers, marriage certificates, decrees 
of divorce, letters testamentary or of administration, birth or baptismal records, 
family records, personal letters, diaries, and other personal papers or articles 
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which may have been filed in a claim, shall, when no longer needed in the settle- 
ment of such claim, be returned to the persons entitled thereto upon written 
request therefor ; and whenever papers so returned constitute part of the material 
and essential evidence in a claim, photo or other copies of the same, or of such 
parts thereof as may appear to possess evidential value, shall be retained in 
the case. 


INTERNAL OPERATING INSTRUCTIONS FOR EM- 
PLOYEES OF THE CIVIL SERVICE COMMISSION 


[Organization and Policy Manual: Excerpts] 
GENERAL STATEMENT OF POLICY ON INTERNAL PERSONNEL ADMINISTRATION 
RESPONSIBILITIES OF THE DIRECTOR OF PERSONNEL 


The Director of Personnel will be responsible for the Commission’s internal 
personnel program. It is not his function to make decisions affecting line opera- 
tions, but to give guidance, leadership, and advice which will ensure that line 
decisions are consistent with the Commission’s internal personnel policies. 

He shall be responsible, under the Director, Bureau of Management Services, 
for the development and continuing improvement of personnel policies, proce- 
dures, and standards; for the furnishing of adequate guidance to all organiza- 
tional units on matters of personnel management; for providing for such audit 
and review as will ensure compliance by all units with applicable laws, rules, 
policies, and standards; and for the conduct of continuous studies to improve 
the Commission’s personnel program. 

He shall be responsible for carrying out Commission policies on classification 
of positions, recruitment, placement, reduction in force, training employees, 
disciplinary problems, grievances, performance ratings, promotion, leave, periodic 
pay increases, employee problems and personnel records, and for formulating 
policy on these subjects for the approval of the Executive Director. The Director 
of Personnel will also be responsible for giving information on Commission 
employees and making reports to Commission officials, Congressional committees, 
and other agencies of the Government,.and for dealing with employee unions and 
with veterans’ organizations who want information on personnel policies. 


RECORDS 
RECORDS MAINTAINED 


The Director of Personnel will maintain personnel records necessary for the 
performance of the functions of the Personnel Division. Regional directors shall 
maintain similar records in their regions. Letters of commendation and letters 
of reprimand should be forwarded to the personnel office for inclusion in em- 
ployees’ personne! folders.. 

Hxcept as provided in B11.01, the Personnel Division will retain, as confiden- 
tial files, reports of investigation on central office employees and new appointees 
whose cases have been rated eligible under the Commission’s Security Require- 
ments program. It will retain, also, the reports of investigation on regional 
directors and deputy regional directors. Regional offices will maintain similar 
files on their employees. 


RELEASE OF PERSONNEL INFORMATION 


All inquiries from outside the Commission should be referred to the Personnel 
Division in the central office or to the personnel officer in’a regional office. The 
following policies, subject to any applicable restrictions set forth in Chapter 
7.05 herein, will be observed in releasing information : 

1. To Federal agencies: Information of ordinary record and confidential 
information will be furnished. 

2. To bureau director and responsible authorized Commission employees: 
All information, both ordinary and confidential, will be made available, 
except that in unusual cases the Director of Personnel or regional director 
may in his discretion withhold confidential information. Regional directors 
shall not withhold any information from the’ Director; Bureau of Field 
Operations, or higher line authority. 
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FURNISHING PERSONNEL LISTS 


Guides for furnishing lists of employee names, salaries, official titles, and stations 
Recognizing the general desirability of releasing information upon request, 
the Civil Service Commission should consider the following factors in deciding 
whether a personnel list can be furnished in a particular case: 
1. Whether the request is by the Congress or otherwise on behalf of the 
public. 
2. Whether the list can be furnished without public expense or interruption 
of work. 
3. Whether furnishing the list is consistent with the purpose of the Com- 
mission or whether it impedes achievement of its objectives. 
4. Whether Commission employees so listed would be benefited or dis- 
advantaged. 

Requests clearly on behalf of the public should be granted even though some 
expense or interruption of work might be entailed and even though employees 
would not be benefited. Lists for private purposes shon!d be furnished only if 
this can be done without public expense or interruption of work and if employees 
would not be disadvantaged by being listed. 


Examples of guides applied to specific requests for lists of employee names, sal- 
aries, official titles and stations: 
1. From Congressmen or Congressional Committees 
Such information should be furnished promptly; if furnishing lists pre- 
cisely as requested would entail undue cost, this should be reported to the 
requester along with suggestions of any possible alternatives that would be 
helpful but more economical. 
2. From the press and other information media on behalf of the public 
Such information should be furnished if it is available without unreason- 
able public expense or interruption of regular work. 
3. From colleges, correspondence schools, and other educational institutions 
Where it is desirable to encourage employees to take outside training, the 
Commission should cooperate in distributing appropriate announcements of 
courses and in counseling its employees with regard to available training 
suitable for their individual needs. This is usually preferable to the alter- 
native of preparing and distributing lists. 


EMPLOYEE RESPONSIBILITIES AND CONDUCT 
RELEASE OF INFORMATION 


The Commission recognizes that the citizens of our Nation should have avail- 
able to them accurate information about the Commission’s functions, objectives, 
programs, and activities. Therefore, it is the policy of the Commission to bring 
to the attention of the public information about the Commission and its work 
which is of public interest. It is also the Commission’s policy to give clear, 
accurate, and prompt replies to inquiries about it and its work. 

All Commission employees have a responsibility to assist in the task of keep- 
ing the public informed. Because of their official connection with the Commis- 
sion they can expect to be considered as sources of information about the Com- 
mission and its work by other members of the public. This places them in a 
good position, both on and off the job, to help the public understand better the 
purposes, functions, and activities of the Commission. 

It is very important, of course, that the information which is conveyed to the 
public be accurate and reliable. It is also important that information and ma- 
terials developed and used by the Commission in the conduct of its business not 
be used by its employees or others for personal gain or other improper purposes. 
Thirdly, it is important to the security of our Nation that classified defense in- 
formation be protected from misuse and unauthorized disclosure. To insure 
that these purposes are accomplished, Commission employees are required to 
follow certain guides and instructions which pertain to the use, discussion, and 
disclosure of information about the Commission’s work. 

The basic guides are Chapter B5 of the Commission’s Organization and 
Policy Manual, titled “Public Relations,” and Commission Letter No. 54-40 
which supplements the chapter. These guides set forth the Commission’s policy 
and philosophy on public relations. They also set forth the basic responsibili- 
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ties of Commission employees in dealing with the public and in conveying infor- 
mation to the public. Other guides and instructions are contained in various 
laws relating to the Commission’s work and in various parts of the Organiza- 
tion and Policy Manual. The list below shows where most of these can be 
found. Since employees are required to follow the guides and instructions, they 
should familiarize themselves with those which concern them and the informa- 
tion to which they have access. 


Organization and Policy Manual: 
Release of Personnel Information 


Public Relations (also Commission Letter 54- 
40 which supplements this chapter). B5. 
Regulations under BE, O. 10450 as amended_._... Appendix to B11.01. 
Safeguarding Classified Defense Informa- 
B11.02.01-.16 and appendix to 
B11.02. 
B11.03.01. 


B12.01.01-.02. 

Furnishing Information from Medical Cer- 

tificates and Related Confidential Material. C6.05.03-.06. 
Appeals under Section 14 of the Veterans 
Preference Act of 1944_ C9. 
Protection of Test Material and Precautions 

Against Advantage to Employees. E4.03.13. 
Rating Competitive Examinations_ E4.05.01-.04. 
Release of Information from Commission’s In- 

vyeatigative Wiis i hes .. E7.05.01.101. 

Federal Personnel Manual: 

References to provisions of law concerning 

punishment for improperly furnishing ex- 

amination information and improper use of 

Government documents or records. Table on C2-27 and C2-28, 
Section 29.11 of Civil Service Regulations con- 

cerning disclosure of information relating 

Z1-342 and Z1-343. 


Employees who leave the Commission’s rolls are asked to pledge that they 
will continue to treat information with which they have come in contact on the 
job in aceordance with the same guides and instructions which were binding 
on them as Commission employees. This pledge is made on CSC Form 453 
at the time an employee leaves the Commission. 


Furnishing advice and information on Position Classification and 
Pay Administration 
Unofficial Disclosure of ee rao 
Release of information from ’s investigative files....BB7. 05.01 


To insure that employees leaving the Commission are fully aware of their re- 
sponsibility for safeguarding official information, a copy of CSC Form 453 will 
be given to each employee who leaves the Commission’s rolls. This form calls 
the employee’s attention to the importance of protecting official information 


and asks him to pledge his continued effort toward guarding the information 
from misuse. 


Furnishing records on court order 


If an employee of the Commission receives a subpoena duces tecum directing 
that he bring certain files or records of the Commission to the court in connec- 
tion with any case, it should be determined whether the summons is sufficiently 
definite to acquaint the Commission with the particular information, papers, 
or documents that are wanted. If the description is not clear or is too gen- 
eral, the attorney who had the summons issued should be contacted for further 
information. The Subpoena and all information should then be forwarded to 
the Commission (Attention, Office of the General Counsel) without delay for 
consideration as to whether or not disclosure may properly be made. 

If the return date on the subpoena does not allow sufficient time to receive 
instructions from the Commission, the attorney issuing the subpoena should 
be contacted immediately and arrangements made for a continuance pending 
instructions from the Commission. 
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THE CSC REecorpDSs MANAGEMENT PROGRAM ms 
To 
GENERAL STATEMENT oubir 
Section B2.05, “File Services”, contains general information regarding— ing | 
The maintenance of files, subn 
Referral of requests from other Federal agencies for information from conti 
the Commission records, and disp 
Instruction for obtaining and returning files from Office Services Division. accu 
CSC Handbook S-813, “The CSC Records Management Program”, contains the with 
detailed procedures, instructions, and standards for carrying out the CSC Rec- Af 
ords Management Program. auth 
CSC Handbook 8-814. “The CSC Records Control Schedule”, lists the author- 8-81 
ized retention periods for the Commission’s records and files. 
DEFINITION OF THE CSC-_ RECORDS MANAGEMENT PROGRAM T 
The CSC Records Management Program is an approved systematic plan to es- 
tablish effective control over the creation, organization, maintenance and use of 
official records by : 
Assuring the adequate documentation and preservation of important poli- 
cies and decisions; and providing for.their maximum usefulness ; 
Eliminating the accumulation of unnecessary files: 
Providing for the improvement and modernization of file and record sys- 
tems; 
Developing uniform schedules for the orderly retirement or disposal of 
non-current and valueless records. 
RESPONSIBILITIES UNDER THE CSO RECORDS MANAGEMENT PROGRAM 
The Bureau of Management Services is responsible for the overall planning, 
development, organization, and coordination of the CSC Records Management 
Program. 
Each bureau director is Sear for caraing out the program within his 
bureau. 
DISTINCTION BETWEEN RECORD MATERIAL AND NON-RECORD MATERIAL 
“Record Material”. includes documentary materials. made or received by the ™ 
Commission in pursuance of Federal law or in connection; with the transaction o 
of public business, and preserved or appropriate for preservation for their evi- ina 
dential or informational value. que 
“Non-Record Material” includes materials that do not serve record purposes ind 
and that were not officially made or received, such as duplicate copies of docu- Di 
ments filed for convenient reference purposes, reading file copies of correspond- 
ence, extra: copies of-printed or processed rocessed material, ‘and worksheets that do not 
represent significant basic steps in the preparation of record copies. , 
AUTHORITY TO ACT ON RECOMMENDATIONS FOR THE DISPOSITION OF COMMISSION re] 
BECORDS. AND FILES. et 
‘ 
All recommendations for the disposition of record and non-record material are Of 
submitted to the Bureau of Management Services. fil 
Within the Commission, the Director, Bureau of Management Services, ap- pr 
proves schedules covering disposition of non-record material, and record material, | 
except basic records pertaining to the internal administration of the Commission tei 


which results in a new policy and records of matters over which the full Com- 
mission has jurisdiction, 


GENERAL INFORMATION REGARDING DISPOSAL OF RECORDS 


All records produced, received, and maintained in the course of operations of 

any agency of the Federal Government are the property of the United States, and 

= ordinarily be disposed of only after authorization has been obtained from 
ngress. 

The act of July 7, 1943 (Public Law 115, 78th Congress) as amended, is the 

basic legal authority with respect to disposal of records. of the United States 

Government. Regulations pursuant to this act and the Federal Records Act of 
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1950 are issued by the General Services Administration. They are contained in 
Title 3, Federal Records, Regulations of the General Services Administration. 

To obtain authorization for disposal of records, disposal lists or schedules are 
submitted to the Archivist of the United States. (He is responsible for apprais- 
ing the records and reporting thereon to Congress.) Disposal schedules are 
submitted to obtain continuing authority for the disposal of records that will 
continue to accumulate. Disposal lists are submitted to obtain authority for the 
disposal of non-current records that have already accumulated and will not 
accumulate in the future. All such disposal schedules and lists must be cleared 
with the Office of the Director, Bureau of Management Services. 

After authority for the retention or disposal of records has been approved, this 
authorization is listed in the “CSC Records Control Schedule”, CSC Handbook 
8-814. 


PERSONAL USE OF OFFICIAL DATA 


The following principles govern the personal use of official Government data: 
1. All information received or compiled by the officers, employees, and 
offices of the Federal Government for the use of the Government is official 
government data and is the property of the United States. No Federal 
officer or employee, by virtue of his position, has any property right to this 
type of information even though he may have helped to compile it. 

2. Official government data is intended solely for the performance of 
official business of the Government. Copying or removal of official data or 
documents from the files of the Government or removal of such material or 
of the files from their accustomed places in governmental offices for official 
purposes shall be done only with the specific approval of the head of the 
agency or his specifically designated representative, 

3. No person connected with the Government shall accumulate copies of 
documents containing official data for inclusion in a “personal file’ nor 
shall he take away with him in written form or make personal use of any 
official data acquired by virtue of his government employment. 

4. Several sections of the U.S. Criminal Code prohibits the improper 
use of official files, documents and records by government employees. 
Every Federal official or employee should consider carefully the spirit 
of the law in the event of any question as to his personal use of information 
from governmental files, 


TRANSFER OF RECORDS TO THE NATIONAL ARCHIVES AND TO FEDERAL RECORDS CENTERS 


The “CSC Records Control Schedule” provides for the transfer of certain 
inactive records to the National Archives or Federal Records Centers. Re- 
quests for the transfer of additional inactive records which must be retained 
indefinitely or for a long period of time, should be submitted to the Executive 
Director through the Office of the Director, Bureau of Management Service. 


MICROFILMING 


Standards are established by the General Services Administration for the 

reproduction of records by photographic, microphotographic or other processes. 

ommendations for microfilming Commission records shall be submitted to 
the Chief, Office Services Division. Upon approval of the recommendations, the 
Office Services Division in the central offices will be responsible for micro- 
filming records and disposing of the original records, in accordance with the 
prescribed regulations. 

Records selected for microfilming should be carefully analyzed by compe- 
tent employees.who are entirely familiar with all phases of the Commission’s 
work and with the administrative value of the records to the Commission. 

Section 13 of the act of July 7, 1948 (44 U.S.C. 378) provides as follows: 

“Photographs or microphotographs of any records made in compliance 
with regulations promulgated as provided in section 2 of this act shall 
have the same force and effect as the originals thereof would have and 
shall be treated as originals for the purpose of their admissibility in evi- 
dence. Duly certified or authenticated reproductions of such photographs 
or microphotographs shall be admitted in evidence equally with the original 
photographs or microphotographs.” 
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CHAPTER B5 


Pustic RELATIONS 
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GENERAL PROVISIONS 
OBJECTIVES 


The American people, through their representatives in Congress, have directed 
the Civil Service Commission to recruit the Government’s employees under 
competitive merit-system procedures. 

Public understanding and participation are required for the performance of 
this assignment. Specifically, it is necessary that the public have the facts about 
Government work and conditions of employment in order that: 

(1) We may attract high-quality competitors for jobs in the Federal 
service ; 

(2) No qualified citizen may lose the opportunity to compete for Gov- 
ernment employment because of lack of knowledge ; and 

(3) Good morale and high efficiency may be maintained among Federal 
workers. 

The Commission’s public information program, as directed and operated 
by the Public Information Office, includes the following objectives : 

(1) To assess and analyze the state of public knowledge and public 
attitudes concerning the objectives and activities of the Commission, and 
to ascertain the areas in which strength can be added to the Commission’s 
work by the force of facts. 

(2) On a timely and continuing basis, to obtain and formulate the full, 
effective information which is required to obtain maximum public co- 
operation with the Commission’s job, both in Washington and in the field. 

(3) From a wide range of informational and publicity techniques, to 
select the particular avenues or media best designed to accomplish the 
particular informational objective, in reaching various segments of the 


lic, 

(4) To establish and maintain relationships with representatives of all 
publicity media which will result in their making effective use of the 
Commission’s informational materials. 

(5) To obtain information from other Government agencies about their 
operating programs and their personal needs, which may be used in con- 
nection with recruitment publicity. 


RESPONSIBILITY FOR PUBLIC RELATIONS 


Every employee of the Civil Service Commission is responsible, to a greater or 
less degree, for public relations. Some responsibilities are formally assigned; 
others rest upon all employees by virtue of their employment. 

The Public Information Officer is responsible for maintaining the Commis- 
sion’s working relationships with the press, radio and television, and other 
media of information. He has full charge of the public information program 
and of the staff which carries out that program, subject to the administrative 
direction of the Chairman through the Executive Director. The Public In- 
formation Officer must have direct, quick and easy access to the highest operat- 
ing officials of the Commission and must be familiar with their current thinking 
at all times, for he is their principal spokesman, and his statements must be 
authoritative. 

The Public Information Office is ready at all times to assist in the preparation 
of magazine articles, radio scripts, addresses, and other informational material, 
and to review from the public-relations standpoint manuscripts on civil-service 
subjects prepared for publication by Commission employees or others. The 
Public Information Officer will promptly answer questions regarding the 
propriety of releasing and particular type of information. 
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These formally assigned responsibilities do not prevent or excuse any other 
employee of the Commission from maintaining the best possible relationship 
with the public. 

Every Civil Service Commission employee should remember that he repre- 
sents the Commission, and the Federal civil service, to many people with whom 
he comes in contact both during and outside working hours. It is his responsi- 
bility to give a true picture to help counteract the widespread misconceptions 
and false ideas about the Federal service. To this end, every employee should: 

1. Set an example of devotion to duty and pride in his work. 

2. Keep informed about the Commission’s services to the Government and 
the public and how his job contributes to those services; and speak up in a 
positive, constructive way to give his friends and others outside the Federal 
service the real facts about it. 

3. Discuss matters that seem to require correction or improvement (such 
as inefficient methods, poor morale, ard the like) with the appropriate offi- 
cials within the Commission, not indiscriminately with the general public. 


TELEPHONE CALLS AND VISITORS 


All telephone calls should be answered courteously and helpfully. The words 
“TI don’t know”—unless followed by the words “but I will find out”—should be 
eut from the official vocabulary of employees of the Commission whose work, 
either regularly or occasionally, involves answering inquiries. If an employee 
does not know the answer to a question, he should tell the inquirer that he will 
try to get the information for him. 

These instructions do not mean that an employee who receives an inquiry 
should do some other employee’s work. Nevertheless, if an employee receives 
an inquiry about work which is not connected with his specific duties, he is 
not to close out the inquiry until he has made every possible effort to aid the 
caller. 

In such cases the employee should avoid transferring telephone calls, or sending 
visitors on to other offices, unless he is certain that he is referring them to the 
right place. If he is at all uncertain, it is best to take the caller’s telephone 
number, or ask the visitor to wait a few minutes, while the employee gets the 
desired information or finds out definitely where it can be had. The directory 
“Where To Get Information in the Civil Service Commission” (Form INF-34) 
is a useful guide for central-office employees. Telephone calls, of course, should 
be returned promptly. 

If an employee does not know where the requested information may be 
obtained, or if there is any question about whether it may properly be released, 
he should refer the inquiry to the Public Information Office. 

Inquiries from public media, relative to news items, articles, scripts, etc., are 
to be answered in cooperation with the Public Information Office. 


RESTRICTIONS PERTAINING TO INFORMATION OF CERTAIN TYPES 


In addition to the restrictions set forth below, which relate primarily to release 
of information to the press, similar restrictions in other parts of this Manual 
must also be observed. See the following: 

B3.09, relating to information concerning employees of the Commission; 
B3.12, relating to various types of confidential information ; 
E7.05, relating to investigations and to bar and flag files. 


Where no policy exists 


Officials and employees of the Commission are not to reveal to press repre- 
sentatives opinions or information bearing on matters of policy on which the 
Commission has not acted and on which, therefore, no policy has been established. 
The procedure described under B5,.02, Inquiries from the press, should be followed. 


Names and addresses of applicants and eligibles 


Positions in general.—In the interest of fairness to competitors who may not 
receive appointment, or who may not wish their present employers to know they 
are competing, the names of applicants for civil-service positions and of eligibles 
resulting from examinations are not released by any official or employee of the 
Commission to the public, including Members of Congress'and the press, except 
for the limited information that may be furnished, upon request, in the specific 
types of cases described below. 
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Postmaster and rural carrier 


1. Applicants.—Names and addresses of applicants may be furnished, upon re- 
quest, to the press and to Members of Congress on or after the third day following 
the closing date for filing applications. 

2. Notices of rating.—Notices of rating will be mailed to competitors in post- 
master examinations on the day certification is made to the Post Office Depart- 
ment. 

3. Information to the press.—Names and relative standings (but not numerical 
ratings) of eligibles certified for postmaster and rural carrier positions will be 
released to the press, upon request, on or after the day following the day certifi- 
cates are issued to the Post Office Department. 

4. Information to Members of Congress.—Ratings of competitors and relative 
standings of eligibles may be furnished to Members of Congress, upon request, on 
or after the day following the day certificates are issued to the Post Office 
Department. 

Information on postmaster and rural-carrier examinations may be furnished to 
the press by the Public Information Office only, and all press requests for such 
information shall be referred to that Office. 

At the appropriate time, as indicated above, the employee in charge of certifica- 
tion for these positions notifies the following if they have previously requested 
notification : 

1. Any of the Commissioners ; 
2. Any Member of Congress, unless it is known that one of the Commis- 
sione”s plans to notify him. 


Other information about applicants or eligibles 


Information as to whether a particular applicant who was not certified was 
rated eligible or ineligible may not be released. In those cases where it is evi- 
dent that the applicants not certified were rated ineligible (i.e., where the Com- 
mission is unable to supply a full certificate), the specific reasons for the ineligi- 
ble ratings may not be revealed. 


Disagreements 


Disagreements between Government. officials or between Government agen- 
cies, and other controversial matters, are not to be publicly aired (see B3.11). 
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Press RELATIONS 


MAINTAINING GOOD PRESS RELATIONS 


The Commission wishes the public to be well informed with respect to the Com- 
mission’s functions, its objectves, its programs, and some of its major problems. 
The Commission can accomplish more if the public understands these things. 

The principal medium through which the public learns about the work of the 
Commission is the daily press. The Commission endeavors, therefore, to main- 
tain good relations with the press, believing that it is in the public interest and 
in the Commission’s interest to do so. Regional directors should, make personal 
contact. with editors of newsapers in the area, as far as possible, in the interest 
of developing effective relations on Commission informational activities in the 
region. this ; 

The fact that there are necessarily certain restrictions to be observed (see 
B5.01, Restrictions pertaining to information of certain types) is not to be 
interpreted to mean that the Commission’s general ‘press relations policy is a 
restrictive policy. 

INQUIRIES FROM ‘THE PRESS 


The most effective way of maintaining good relations with the press is to make 
information readily available to the press: Officials of the Commission will co- 
operate courteously with newspaper representatives and will endeavor to furnish 
information requested, except when it is not in the public interest todo so. In 
such cases, the reasons should be explained. 

It is a mistake to suppose that refusal to give any information in response to 
a press inquiry means that nothing will be printed. Such refusal does not prevent 
the appearance in the press of news stories which, from the Commission’s point 
of view, are unfavorable and damaging. The stories are printed nevertheless— 
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but without the facts and figures, which, if we had seized upon the opportunity 
to furnish information, might have mitigated, or canceled out, the portions which 
are harmful to our public relations. 

Whenever possible, we should endeavor to provide more than the bare in- 
formation requested, and use each inquiry as an opportunity for making an 
affirmative contribution to public understanding. 


Central office 


News coverage of the Commission’s activities will be maintained aggressively. 
News developments within the Commission should reach the news media first 
through releases of the Public Information Office. Additional details requested 
should be provided by the Public Informatiun Office to reporters desiring them. 

It is anticipated that such a program will result in few direct requests by 
newsgatherers to operating officials. Best results can be obtained if operating 
officials receiving direct requests prior to formulation of an official release will 
immediately call in the Public Information Officer to help get together the full 
story. Spot news requests will be given immediate handling by the Public In- 
formation Officer, and call-backs will be made to the reporter if any unavoid- 
able delay is encountered. 

In cases where an official, drawing upon his experience and common sense for 
guidance in determining what information it is proper to furnish, answers a 
direct press inquiry, he shall then at the first opportunity fully inform the Public 
Information Officer regarding the matter. 

This will assist the Public Information Officer in deciding whether a general 
press release is in order. 


Regional offices 


Regional directors are responsible for the conduct of informational activities 
in their respective regions. Subject to the restrictions set forth in B5.01, they 
are authorized to furnish information regarding regional activities—for exam- 
ple, background about the Commission’s history, examinations; and established 
procedures. Regional directors are authorized to prepare an appropriate reply 
to erroneous or misleading statements reported by the press concerning the Com- 
mission’s work. 


PRESS RELEASES 
Central office 


Preparation, clearance, and distribution of press releases.—In the central office, 
press releases originate in, or are cleared in, the Public Information Office. 
The Public Information Officer is responsible for conformity of press releases 
with Commission poliey, and will clear them for accuracy with the appropri- 
ate subject-matter divisions. 

Press releases are distributed to Washington newspapers, to Washington cor- 
respondents of certain other newspapers, to press associations, to radio and 
television newscasters, and to officials of the Commission, both in the central 
office and in regional offices. (For information concerning thé distribution of 
press releases relating to examination announcements which are distributed by 
the ere Unit of the Examining and Placement Division, see CSC Hand- 
book X~108.) 


Types of press releases.—Press releases are of these general types: 


(1) “Spot news” releases about developments that shouldbe part of the 
day’s news, such as: 


(a) New regulations and policies affecting Federal personnel ad- 
ministration ; 


(b) Inauguration of new programs of special interest to Federal em- 
ployees and the general public; 

(c) Submission to the Congress of recommended legislation ; 

(d) Signing of Executive orders recommended by the Commission ; 

(e) Payroll and personnel statistics; and 

(f) Examination announcements. 
(2) guenone concerned not so much with telling “what happened today” 

as with: 

(a) Explaining the operation of a procédure; 

(b) Giving progress reports on a long-range program; and 

(c) Summing up the results of such a program. 
(3) Releases describing accomplishments, and improvements in methods, 


in the field of Federal personnel administration, especially where the work 
of the Commission is directly involved. 
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Departmental circulars.—When departmental circulars contain information of 
public interest, press releases based on them are prepared and issued by the 
Public Information Office, sometimes with copies of the circulars themselves. 

The Instruction and Manuals Staff notifies the Public Information Office 
promptly of the approval of a departmental circular. The Public Information 
Officer then determines whether a press release shall be issued. Whenever 
practicable, the release is issued under an advance date so that press repre- 
sentatives may have time to obtain from the Public Information Officer any 
supplementary information they may desire, and to write their news stories. 
(See also B5.03, Departmental Circulars. ) 

Cooperation with the Public Information Office—Officials and employees of 
the Commission will give full cooperation to the Public Information Office in 
the gathering and preparation of press-release material. Where there is doubt 
as to the appropriateness of releasing certain information, the information (to- 
gether with background material, such as memorandums and files) may be given 
to the Public Information Officer subject to the condition that certain clearances 
be obtained; but elaborate, time-consuming clearance procedures shall be 
avoided. 


Regional offices 


Regional directors will keep the central office informed of significant happen- 
ings and accomplishments in the regions that might be used as the basis of 
central-office press releases, or that might be referred to in such releases. 

The Public Information Officer desires, for example, reports concerning news- 
worthy instances of the placement of veterans and of physically handicapped 
persons, of the placement of women in positions not ordinarily filled by women, 
and of accomplishment on the part of individual employees in the Federal com- 
petitive service when the accomplishment is of such interest or value as to 
warrant recognition beyond the local area. 

Preparation, clearance, and distribution of press releases.—Regional directors 
establish procedures for preparing, clearing, and distributing press releases re- 
lating to matters of regional jurisdiction or interest. In their discretion, they 
may refer a release to the Public Information Officer, central office, for advice 
as to the desirability of furnishing it to the press. 


NEWSPAPER AND MAGAZINE CLIPPINGS 


Field boards of examiners 

Routing.—Members of Boards of U.S. Civil Service Examiners in the regions 
clip newspaper and magazine items relating to civil-service matters and mail 
them as indicated in Handbook X-117. 

Where boards fail to follow the proper routing procedure, and clippings are 
received in the wrong office, the employee receiving them will forward them to 
the proper office: 

Clippings received in the central office which have to do with regional 
examinations are forwarded to the appropriate regional office, and 

Clippings received in regional offices which relate to examinations an- 
nounced by the central office, and other clippings in which the Commission 
might be interested, are forwarded to the central office. 

Items desired.—The Commission wishes to receive not only items which re- 
sult from its press releases, but also editorial comment, magazine articles, and 
items of any kind which pertain to the Commission’s work or to the Federal 
civil service. 

CSC Form 2369.—Regional offices keep boards supplied with CSC Form 2369, 
the printed slip used in transmititng clippings. These slips in the hands of 
board members serve as a reminder to watch for items which should be clipped 
and forwarded. 

Importance of promptness.—Clippings should be transmitted promptly. One 
reason for promptness is that it may be found advisable in some cases to correct 
misstatements. A correction loses its effectiveness if it is not made soon after 
the misstatement appears. 

Local board inspections.—Persons who inspect boards should impress upon 
board members the importance of watching newspapers and magazines and 
transmitting, reguarly and promptly, clippings relating to Federal civil-service 
matters. The Commission.does not expect board members to incur additional 
personal expense in performing this service. 
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Regional offices 
Regional office employees should watch for civil-service items in the publica- 


tions they read and, when significant ones are noted, call them to the attention 
of regional directors, who will forward clippings to the central office. 


ASSEMBLED EXAMINATIONS 


For restrictions on permitting representatives of the press, including photog- 
raphers, to be present at assembled examinations, see Civil Service Handbook 
X-116 (section on Conduct of Examinations: Visitors). 
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PUBLICATIONS AND OTHER INFORMATIONAL ACTIVITIES 


COORDINATION WITH PUBLIC INFORMATION PROGRAM 


It is important that requests made to operating officials of the Commission 
for participation in public information activities, such as radio and television 
programs, public speeches, or magazine articles, be called to the attention of the 
Public Information Officer, in order to insure that the Commission. presents a 
consistent story to the public. 


Editorial assistance 


Editorial assistance is rendered to the staff and operating divisions of the 
central office by the Public Information Office. This. assistance may take the 
form of reviewing technical articles, speeches, or radio scripts, prepared by 
specialists within the Commission, or operating documents of the Commission, 
particularly for clarity, effectiveness, and conformance with Commission policy. 


Speeches and feature articles 


Personnel of the Public Information Office will look up suitable facts or figures 
or collect appropriate examples or illustrative anecdotes to bring out the points 
best suited to a particular audience. Where it is desirable that a complete speech 
text be available, the Public Information Office will compose such a text, in- 
corporating the ideas which the speaker wishes to emphasize. Similar effort will 
be devoted to the preparation of magazine articles or other feature articles, as 
indicated by needs of the program. 


Visual and speech aids 


The Public Information Office prepares informational and recruiting material 
for use by central- and regional-office officials of the Commission, such as slide 
lectures, chart-talk presentations, strip and action film for use on television, 
and exhibit materials, and also provides drawings or photographic illustrations 
to accompany newspaper or magazine articles and to illustrate pamphlets or 
other publications of the Commission. 


BOOKS, ARTICLES, AND MONOGRAPHS 


The Commission is anxious to have professional workers in the field of 
Federal personnel administration regard the Commission as one of the outstand- 
ing sources of information in the field. Members of the Commission's staff are 
urged to write articles for publication in technical and professional journals 
and, in the case of subject matter of general interest, in periodicals read by the 
general public. In addition, every possible encouragement consistent with the 
Commission’s financial resources will be given to the official publication over the 
author’s name of monographs in this field. 


Clearance 


Approval must be obtained from the Public Information Officer before any 
employee of the Commission may publish or have published any book, article, 
or pamphlet relating in any way to the Commission’s work or to any phase of 
Federal personnel administration. 

This requirement, however, is not intended to act as a restraint on the publish- 
ing by Commission employees of worth-while material on civil-service subjects. 
Its purpose is: 

(1) To prevent the issuance of inaccurate information, and 
(2) To prevent official connection with the Commission from being used to 
influence the public to purchase commercial publications. 
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Anyone who has in mind a writing project which he believes would, contribute 
to the understanding or appreciation of some phase of Federal personnel adminis- 
tration, or would aid in the solution of problems in that field, should submit the 
manuscript, or an outline of the proposed manuscript, through the channels indi- 
cated below. It will be given careful consideration. 

Central office-—-The manuscript is submitted to the Public Information 
Officer by the chief of the division in which it originates. It is submitted 
in duplicate, and one copy is retained in the Public Information Office. 

Regional ofices.—Manuscripts originating in regional and branch regional 
offices are submitted to the regional director, who determines whether they 
should be submitted to the Public Information Office. In general, it is not 
necessary to submit to the Public Information Office statements which pertain 
solely to matters of regional jurisdiction or interest, recruiting statements, 
and statements based on material which has already been published by the 
Commission, 


Reprints of articles 


Division chiefs and regional directors are required to obtain clearance from 
the Public Information Officer before ordering reprints of articles by them or 
their employees which have been published in magazines. The Public Informa- 
tion Officer also determines whether the number of reprints ordered is adequate 
for use throughout the Commission. 


DEPARTMENTAL CIRCULARS 


All departmental circulars shall be sent to the Public Information Office for 
editorial review before they are submitted to the Executive Director. (See 
B10.01.) 


OTHER PUBLICATIONS OF THE COMMISSION 
Informational publications 


The term “informational publications” refers to pamphlets and forms issued 
by the Commission for the purpose of disseminating information to the public. 
It does not refer to forms used in obtaining information (such as vouchers and 
application forms), press releases, magazine articles, or examination announce- 
ments. 

Definition of “pamphlet” —A pamphlet is defined as a publication of more 
than two pages which has these characteristics : 

1. It is a continuous unit (i.e., it cannot be divided into:independent 
components, as is possible in the case of a form consisting of unrelated 
paragraphs to be checked). 

2. Its purpose is to convey information to the general public (as in 
the case of a general-information pamphlet), or to some large group, 
ie as Rypeeerel employees. (as in the case of “Your Retirement 

ystem” 

3. It may be distributed without restriction, except for such restric- 
tions as may be necessary in. the interest of economy. 

4. It is suitable for listing in the Government Printing Office monthly 
catalog of Government publications. 

For examples of pamphlets, see A3.02. 

Clearance.—The procedure for clearance of informational publications in the 
Public Information Office is described in Handbook S-808. 

Reporting proposed new, publications.—Before work is begun in any division 
of the central office on a new informational publication, the Public Information 
Officer should be informed regarding the proposed project so that, if similar or 
identical projects are reported by two or more divisions, duplication of — 
may be avoided. 


Employee bulletins 


Central office.—The Public Information Office is ckabealinacin for writing and 
issuing, approximately twice a month, an employee bulletin for all Commission 
employees in Washington. The purpose of the bulletin is to keep employees 
informed regarding new procedures; to acquaint them with Commission ‘ac- 

oo aay eampaigns and drives; and to improve. morale, work habits, 
an ciency 

Regional offices—The following standards should be adhered to in the prege- 
ration and issuance of employee bulletins in regional offices: 

1. Employee bulletins may be issued once a month or less frequently. 
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2. They shall ordinarily contain not more than 6 pages (3 sheets), shall 
have no blank pages, and shall have no separate cover pages. 

3. Drawings shall be small; full-page illustrations are not to be used on the 
cover or elsewhere. 

4. Humorous items, cartoons, and similar features are not to be included 
unless they have some constructive relation to the Commission’s work. 

5. No item is to be included which, if it were to come to the attention of 
pensane outside the Commission, would tend to bring criticism upon the Com- 
mission. 

6. The following types of material are to be emphasized: 

a. Instructional and informational items which otherwise would have 
to be distributed by office memoranda. 

b. Informational items concerning activities of the Commission. 

c. Items designed to improve work habits, efficiency, and morale. 

d. Items concerning achievements and activities of regional employees. 

e. Information concerning charitable drives. 

7. Distribution of these employee bulletins is left to the discretion of the 
regional director. 


SPEECHES 
Determining whether to give speeches 


In determining whether to respond to invitations to speak on matters relat- 
ing to the Commission’s work, central-office and regional officials should be 
guided by the following instructions: 

(1) When questions of policy or expenditure of funds, or controversial 
subjects (especially communism), are involved in the proposed speech, the 
question whether a speech should be made is referred to the Public In- 
formation Officer who, when necessary, refers it with recommendations 
to the Executive Director. 

(2) When such questions and subjects are not involved, officials have 
wide latitude to speak, and are urged to take advantage of opportunities 
to do so (see B5.01, Participation in Meetings); under these conditions, 
the question whether an invitation to speak should be accepted need not 
be referred to the Public Information Officer. However, notice should be 


given as provided under “Coordination With Public Information Program”, 
above. 


Clearance of text of proposed speeches 


Speeches which require clearance—Drafts of proposed speeches in which 
questions of policy or expenditure of funds, or controversial subjects (especially 
communism), are involved are cleared with the Public Information Officer, cen- 
tral office. With respect to communism, this regulation does not apply to routine 
procedural discussions of the Federal Employees Loyalty Program, but does 
apply to any speeches in which communism is the principal theme. 

Scripts of proposed speeches submitted to the Public Information Officer for 
clearance will receive immediate attention. If sent from regional offices, they 
will be returned by air mail if necessary, or clearance to whatever»extent is 
possible will be given by teletype if times does not permit return of the scripts 
before speeches are to be made. 

Speeches which do not require clearance—Drafts of proposed speeches in 
which questions of policy or expenditure of funds, or controversial subjects, 
are not involved need not be cleared in the Public Information Office. However, 
the Public Information Office stands ready to review, from a public-relations 
standpoint and from the standpoint of accuracy and effectiveness of presenta- 
tion, the draft of any speech which an official of the Commission may wish to 
give. 


RADIO AND TELEVISION 


Every opportunity must be taken and opportunities created as appropriate for 
utilizing the discussion-type program, and the spot announcement, to carry for- 
ward the mission of bringing the public the facts about Federal employment. 
Materials prepared by the Public Information Office for radio-television presen- 
tation will have a strong recruitment emphasis and will be pointed toward 
overcoming obstacles which may be interfering with the Commission’s aim of 
obtaining the best avaliable employees for Federal jobs. Scripts and spot an- 


nouncements will be required to conform to professional standards for radio 
writing. 
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Scripts of all radio or television programs developed in other central-office 
divisions are to be submitted to the Public Information Officer for review and 
clearance. 

Scripts of programs originating in regional and branch regional offices should, 
if time permits, be submitted in advance to the Public Information Officer. 


STATISTICAL INFORMATION 
General 


The Chief, Federal Employment Statistics Staff, Administrative Services, is 
responsible for the handling of all informational requests of a statistical nature. 
All requests received by the Commission for information or employment data of 
a statistical nature are forwarded to him; all reports, speeches, news releases, 
special articles, circulars and correspondence which involve statistical data on 
Federal employment, turnover, and related subjects are cleared with him; and 
all questionnaires and requests on Government agencies to supply personnel 


figures and statistical information are referred to him for clearance and authori- 
zation. 


Loyalty statistics 


Statements giving statistical information on the Federal Employees Loyalty 
Program are cleared with the Federal Bureau of Investigation in every instance 
in which such statements contain mention of the FBI. This instruction applies 
to press releases and to all other public issuances of the Commission. The Ex- 
ecutive Secretary, Loyalty Review Board, has been designated to obtain clear- 


ance from the FBI on loyalty statistics in which the FBI is mentioned, before 
they are made public. 
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Poustio RELATIONS ACTIVITIES oF MemBers OF Boarps or U.S. Crvi. SERVICE 
EXAMINERS 


BOARDS UNDER THE JURISDICTION OF REGIONAL OFFICES 
Public speaking 


The Commission encourages the making of public speeches on the work of the 
Commission, and on the value of the merit system, by board members who are 
qualified to speak in public on these subjects. 

Board members who are known to be so qualified should be informed by 
regional directors that the Commission would be glad to have them take ad- 
vantage of every opportunity to give radio talks on the subject of civil service, 
or to speak on the subject at schools and at meetings of clubs and business and 
civic organizations. 

Approval of regional director—Board members are required to obtain the 
approval of the regional director before making public speeches on civil-service 
matters, and to submit to him for prior approval the material which they pro- 
pose to use. 

When board members request permission to speak in public, regional di- 
rectors are authorized to decide on routine cases, particularly where the time 
limit is short. Any cases regarding which they are in doubt should be referred 
to the central office. 


Preparation of articles 


Board members are also encouraged to take advantage of opportunities to 
write articles on civil service subjects—for publication in their local papers or 
in other suitable media—provided they are capable of writing accurately and 
well on these subjects. 

Approval of regional director—Drafts of proposed articles, like drafts of 
proposed addresses, are submitted to the regional director for his prior approval. 
Articles as which regional directors are in doubt should be referred to the 
central o \ 


Assistance by regional directors 
Upon request, regional directors will furnish board members with material 
which will assist them in writing articles or in preparing speeches, provided they 


believe the board members are qualified to write or to speak on the Commission’s 
work, 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 193 


Assistance by Public Information Office 


If regional directors are unable to supply information of the type desired by 
board members, they may refer the matter to the Public Information Officer. 
If he is able to supply the information, he will send it to the regional director 
or direct to the board member, whichever the regional director requests. 


BOARDS UNDER THE JURISDICTION OF THE CENTRAL OFFICE 


Board members who serve on boards under the jurisdiction of the central 
office should obtain approval of speeches or articles on civil service subjects 
from the Public Information Officer, through the Chief, Examining and Place- 
ment Division. 


INFORMATION REGARDING CrviL Service ScHOOLS 


COMPLAINTS AND INQUIRIES 


The Commission desires to be informed of unfair methods and deceptive acts 
and practices of so-called civil service schools and their agents in order that: 

It may publicize the facts regarding the status of such schools and the 
exaggerated claims made by some of them, and 

It may refer violations of the Federal Trade Commission Act regarding 
unfair methods, deceptive acts and practices to the Federal Trade Commis- 
sion for appropriate action, and violations of Federal criminal statutes to the 
Department of Justice for prosecution. 

The Commission cooperates with the Federal Trade Commission by furnishing 
complaints and authorizing its officials to appear as expert witnesses and testify 
on technical civil service matters in connection with Federal Trade Commission 
proceedings. 

Regional offices 

Regions refer to the central office, attention, Chief Law Officer, all complaints 
regarding civil service schools and their agents. 

Regions should not assume that because the name of a school is new, the 
school is not an offender in the matter of business practices. It may be an 
old school operating under a new name. 

Reports of complaints should not be limited to cases where there is written 
evidence of misrepresentation. Complaints of oral misrepresentation should 
also be reported. 

Regions should also send to the central office, attention Chief Law Officer, any 
misleading or exaggerated or deceptive “civil service” advertisements, including 
promotional literature, which come to their attention. A statement should be 
included as to what features of the advertisement or literature are considered to 
constitute deceptive acts and practices as referred to in the Federal Trade Com- 
mission Act. The soliciting of promotional literature from civil service schools 
by Commission or board personnel should not be encouraged; but if received, such 
material should be duly considered. 


Regions should not inquire into or investigate complaints in the absence of 
specific authority. 


Inquiries of a general nature 


Inquiries about civil service schools which are general in nature and do not 


involve complaint need not be referred to the central office. CSC Form 2814 is 
used in answering such inquiries. 


DISPLAY OF CIVIL SERVICE SCHOOL POSTER 


Boards of U.S. civil service examiners should display prominently on their 
bulletin boards the civil service school poster (CSC Form 325). 


REQUESTS FROM CIVIL SERVICE SCHOOLS 


The names of civil service schools or their representatives are not placed on 
mailing lists to receive examination announcements or other recruiting material. 
If requests that a name be placed on a mailing list have the appearance of being 
from a civil service school, even though no specific mention is made of such a 
school, inquiry is made as to the use to which the material requested will be 

























194 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 






placed, Upon request the Law Office will advise Regions whether the Commis- 
sion has any information that a particular organization is in fact a civil service 
school. 

Civil service schools and their representatives are furnished copies of current 
examination announcements requested specifically by title. They are not fur- 
nished * * * lists of current announcements unless such material is available 
for distribution te all individuals who request it. 


Business schools 


The question of whether a school is a regular business school or a civil service 
school cannot be determined by the name. Many civil service schools avoid using 
names that include such terms as “civil service” or “public service.” Difficulty 
also arises from the fact that some business schools, especially new ones, give 
civil service courses and, inadvertently or otherwise, make unwarranted state- 
ments about civil service opportunities. 

In ease of doubt as to the policies of a business school from which the Com- 
mission receives a request for examination announcements, the school is required 
to furnish samples of its advertising. When cases of improper advertising. by 
business schools already on the mailing list come to the Commission’s attention, 
the schools are cautioned. 


REQUESTS FOR COLLECTIONS OF ANNOUNCEMENTS 






































Requests for a collection of civil service examination announcements from 
civil service schools or persons who are planning to establish “civil service 
schools” or “civil service bulletins” are not honored. Regions will reply to such 
requests by explaining that it is not the practice of the Commission to furnish 
collections of examination announcements to be used in connection with civil 
service coaching courses. As previously stated, copies of current examination 
announcements requested specifically by title are furnished to civil service schools 
and their representatives. 

When requests for considerable quantities of examination announcements are 
received repeatedly from the same source, appropriate inquiry should be made, 
in order that it may be determined whether the announcements are being sought 
by agents for distribution among civil service schools. 

It has been determined that the Telephone Answering Service, which has 
representatives in many large cities, serves as the agent of at least one well 
known civil service school. - Requests from this firm should be treated in the 
same manner as requests from civil service schools. 
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SAFEGUARDING CLASSIFIED DEFENSE INFORMATION 





GENERAL 
Purpose and scope 


Executive Order 10501 issued November 5, 1953, which was effective Decem- 
ber 15, 1953, on “Safeguarding Official Information In The Interests Of The 
Defense Of The United States,” established policies and procedures for the 
classification and protection of official information and material. affecting the 
national defense. This Dxecutive Order revoked Executive Order 10290 of Sep- 
tember 24, 1951. 

Executive Order 10501 limits the authority to classify by eliminating one of 
the old categories of classified material (“Restricted”) and by providing for a 
continuing review of classified information for downgrading and declassification. 
It makes the requirements of the defense interests of the United States the test 
as to whether, and how, information may be classified. The order abolishes the 
authority of twenty-eight agencies to place official information or material 
under defense classification and limits such authority of seventeen other agencies 
by restricting it to the heads of such agencies without power to delegate. The 
stated purpose of the order is to attain in it the proper balance between the 
need to protect information important to the defense of the United States and 
the need for citizens of this democracy to know what their government is doing. 

Executive Order 10501 and the President’s Memorandum for the Heads of all 
Departments and Agencies of the Government dated November 5, 1953, which 
designates the classification authority of the agencies, are included in this 
Chapter beginning on page B11.021.01. 
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This section contains the Commission’s instructions, policies, and procedures 
for safeguarding classified defense information, including the security of com- 
munications relating to such matters. It also contains instructions for declas- 
sifying or reclassifying information formerly classified as security information 
under Executive Order 10290. See page B11.02.7. 


Responsibility 


Every Commission employee shall be directly responsible for familiarizing 
himself with and adhering to all regulations and instructions applicable to him 
that are issued for the protection of classified defense information. 

Bureau directors and staff officials in the central office and regional directors 
are responsible for assuring that their employees have this Chapter available 
to them for review and for reference at all times. These officials are responsible 
for maintaining necessary records to show that their employees have been 
advised of their responsibilities under these instructions and of the availability 
of such instructions for review and reference. 

Additional responsibilities of a specific nature are set forth hereinafter under 
the subject matter for which the employees concerned are responsible. 


SECURITY VIOLATIONS 


Disciplinary action for failure to observe security regulations 


Violations of, or failure to observe, the security regulations shall be considered 
cause for such disciplinary action as is warranted in individual cases and may 
include dismissal. 

A. Title 18, Section 793, of the United States Code, provides in part as follows: 

“(d) Whoever, lawfully having possession of, access to, control over, or 
being entrusted with any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, 
appliance, or note relating to the national defense, or information relating 
to the national defense which information the possessor has reason to believe 
could be used to the injury of the United States or to the advantage of any 
foreign nation, willfully communicates, delivers, transmits or causes to be 
communicated, delivered, or transmitted or attempts to communicate, deliver, 
transmit or cause to be communicated, delivered or transmitted the same- 
to any person not entitled to receive it, or willfully retains the same and 
fails to deliver it on demand to the officer Or employee of the United States 
entitled to receive it; or 

“(e) Whoever having unauthorized possession of, access to or control 
over any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, instrument, appliance, 
or note relating to the national defense, or information relating to the 
national defense which information the possessor has reason to believe 
could be used to the injury of the United States or to the advantage of any 
foreign nation, willfully communicates, delivers, transmits or causes to be 
communicated, delivered, or transmitted, or attempts to communicate, de- 
liver, transmit or cause to be communicated, delivered, or transmitted the 
same to any person not entitled to receive it, or willfully retains the same 
and fails to deliver it to the officer or employee of the United States. entitled 
to receive it ; or 

“(f) Whoever, being entrusted with or having lawful ‘possession or con- 
trol of any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, instrument, appliance, 
note, or information, relating to the national defense, (1) through gross 
negligence permits the same to be removed from its proper place of custody 
or delivered to anyone in violation of his trust, or to be lost, stolen, ab- 
stracted, or destroyed or (2) having knowledge that the same has been 
illegally removed from its proper place of custody or delivered to anyone in 
violation of his trust, or lost, or stolen, abstracted, or destroyed, and fails 
to make prompt report of such loss, theft, abstraction, or destruction to his 
superior officer— 

‘Shall be fined not more than $10,000 or imprisoned not more than ten 
years, or both’.” 

B. Other provisions of law, including Sections 793, 794, 798, and 952 of Title 
18 of the United States Code contain additional prohibitions on gathering and 





196 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


delivering certain information relating to the national defense and the national 
security. 
CLASSIFICATION OF INFORMATION 


Categories of classified defense information 


The Executive Order provides that there shall be three categories of classi- 
fied defense information, which in descending order of importance shall carry one 
of the following designations: Top Secret, Secret, or Confidential. These cate- 
gories are defined in Section 1 of the Order. No other designation shall be used 
to classify defense information, including military information, as requiring 
protection in the interests of national defense, except as expressly provided by 
statute. 


Authority to originate classifications 


Authority for original classification of information or material as “Top Secret” 
in the Commission is limited to the Commissioners, the Executive Director, and 
the Security Officer. Authority for original classification of information or ma- 
terial as “Secret” in the Commission is limited to the foregoing officials, the 
Director of the Bureau of Departmental Operations, the Director of the Bureau 
of Field Operations, the Chief of the Investigations Division, Bureau of De- 
partmental Operations, and the Chief of the Security Appraisal Office. Author- 
ity for original classification of information or material as “Confidential” in 
the Commission is limited to the foregoing officials and the regional directors, 


Authority to assign conforming classifications 


Any employee whose duties require knowledge and possession of classified 
defense information or material and who is cleared for access to such informa- 
tion or material, may assign conforming classifications, in the category for which 
he is cleared, to documents or files which incorporate material or information 
that has been originally classified by the Commission officials named above or 
by another agency, except “Top Secret” classifications. “Top Secret” conform- 
ing classifications may be assigned only by Top Secret Control Officers (see page 
B1i1.02.18) or officials who have authority to originate classifications of “Top 


Special rules for classification . 

Section 3 of the Dxecutive Order contains special rules governing the classifi- 
cation of defense information. These rules will be observed by all Commission 
officials who are authorized to originate classifications or to assign conforming 
Classifications. Unnecessary classification and over-classification shall be scru- 
pulously avoided. 


Notice to security officer of original classification 


Whenever a classification in any category is originated in the Commission, 
Prompt notice in writing of such cl cation must be sent to the Security 
Officer. This is necessary so that the review of classified material required by 
Section 4 of the Order can be controlled. This notice will include the date of 
classification, the classification assigned, the nature of the information or mate- 
rial (such as “Investigation Report”), the name of the case involved, if any, 
and the location of the information or material, including the location of all 
copies. This notice is not necessary in regard to conforming classifications. 


Other instructions on classification 


Reports of investigation conducted by the Commission ordinarily will not be 
classified under Executive Order 10501, but such reports will continue to be 
handled and maintained in confidence. If, however, such investigative files 
contain information received from another agency or source which has been 
classified under Dxecutive Order 10501, the file will be classified to conform with 
the most highly classified information contained in the file. Likewise, if classi- 
fied defense information is received as a result of any of the Commission’s opera- 
tions, such as inspections, classification surveys, and post audits, the Commis- 
sion’s reports containing such information will be classified to conform with the 
most highly classified information contained in the reports. Investigative or 
other files which contain official information of such a nature that the unau- 
thorized disclosure would or could harm, tend to impair, or otherwise threaten 


the defense of the nation, regardless of source, will be originally classified in 
al 


accordance with instructions in the Executive Order. 
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When a Commission employee receives unclassified. information from any 
source which he believes should be given a-classification in accordance with 
the Executive Order, he will immediately bring this information through super- 
visory channels to the attention of the appropriate classifying authority. 

If information or material originates or is received in a regional office which 
would appear to justify a higher classification than “Confidential,” it will be 
referred to the Security Officer, who will determine the correct classification. 
Such information will be safeguarded in accordance with the defense classifica- 
tion deemed appropriate by the referring official. 

If classified defense information, or an extract or summary therefrom, is 
combined with official information of the Commission, the resulting document or 
file will be classified in accordance with the provisions of Section 3 of the 
Executive Order. 

Nondefense information 

Information shall not be classified under these instructions unless it requires 
protective safeguarding in the interest of the defense of the United States. The 
use of any one of the three defense classifications prescribed by the Order shall 
be strictly limited to defense information. 

Nothing in the provisions of the Executive Order shall apply to information 
not requiring the special procedural safeguards provided by these instructions in 
the interests of the defense of the nation. Therefore, the instructions in this 
chapter do not supersede or alter in any way the Commission’s general instruc- 
tions which provide that information acquired by employees in the course of their 
official duties is to be treated confidentially and not divulged except in the per- 
formance of official duties or in accordance with established procedures. Speci- 
fic instructions in this respect are contained in section .03 of this Chapter and 
in the following listed parts of this Manual: 


Type of Data Location of Instructions 
1. Reports of investigation, bar and flag and other investiga- 


4. Information about employees of the Commission 
5. Other Official Commission files or pending actions_ 


DECLASSIFICATION, DOWNGRADING, OR UPGRADING 
Authority 


Authority to declassify or downgrade information or material classified as 
“Top Secret,” or to upgrade information to “Top Secret” is limited to officials of 
the Commission who are authorized to originate classifications of “Top Secret.” 
Authority to declassify or downgrade information classified as “Secret,” or to 
upgrade isformation to “Secret” is limited to officials who are authorized to 
originate classifications of “Secret.” Any official who is authorized to originate 
classifications of “Confidential” is authorized to declassify information classified 
as “Confidential.” 


Special rules 


The declassification, downgrading and upgrading of classified defense informa- 
tion will be accordance with the provisions of Section 4 of the Executive Order, 
which contains special rules to be observed with respect.to such changes. 


Designation of reviewing officials 

The Security Officer in the central office and the regional directors are 
designated as reviewing officials. These officials are responsible for a continuing 
review of material on which the classification was originated in the Commission. 
Such review is for the purpose of declassifying or downgrading classified infor- 
mation whenever national defense consideration permits. They also receive 
requests for such review. Whenever such a request is received in the Com- 
ans it. will be referred to the Security Officer or the appropriate regional 

rec r. 


Procedure for review 


Whenever it is necessary in the course of their official duties to review (other 
than the review required by their instructions) information or material on 
which a defense classification was originated in the Commission, bureau directors 
and staff officials in the central office and regional directors will give considera- 
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tion to declassifying or downgrading such information. If the official concerned 
eoncludes that the information or material should be declassified or downgraded, 
he will take such action if he has the authority to do so.. If he does not have 
such authority, he will refer the file to the Security Officer along with his 
recommendation as to the action to be taken and his reasons for the recom- 
mendation. The Security Officer may declassify or downgrade the information 
or refer it to the Executive Director with his recommendation as to the action 
to be taken. 

Requests for review of information or material on which ‘a classification of 
“Confidential” was originated by a regional director may be processed and decided 
by a regional director. Requests for review of other information or material 
on which a classification was originated in the Commission will be referred to the 
Security Officer. 

The Security Officer will initiate at least annually a review of information or 
material on which the classification originated in the Commission in order 
to ascertain that all such information is reviewed in accordance with the pro- 
visions of the Executive Order. 


Notice to Security Oficer 


Whenever an authorized official declassifies, downgrades or upgrades informa- 
tion or material on which the classification was originated in the Commission, 
prompt notice in writing must be sent to the Security Officer. This notice will 
include the date of the action, the specific nature of the action, a description 
of the information or material, and the location of the information or material, 
including the location of all copies. 


Automatic declassification of transmittal letters 


Letters transmitting classified defense material, when such letters do not 
contain classified defense information, should contain the fcllowing statement: 
“This letter may be declassified when the attachments (or enclosures) are 
removed.” It is not necessary to notify the Security Officer of actions taken 
under this instruction. 


INFORMATION 





FORMERLY CLASSIFIED UNDER E. 0. 10290 


Classified by another agency 


Information or material in the possession of the Commission that was classi- 
fied as Security Information under Executive Order 10290 by an agency other 
than the Commission will be considered as classified under Executive Order 10501 
and will be maintained, handled and transmitted , accordingly, except for in- 
formation or material that was classified as “Restricted-Security Information”. 
In marking such material for transmission the words “Security Information” 
will no longer be used. 

Information or material that was classified by another agency as ‘“Restricted- 
Security Information’? under BExecutive Order 10290 will be reviewed to deter- 
mine whether it should be declassified or classified as ‘Confidential’ under 
Executive Order 10501. This review will be made at the time it becomes neces- 
sary to transmit the information or material from the office where it is main- 
tained to another agency. The regional directors are responsible for such review 
in the regional offices. The Chief, Investigations Division, is responsible in 
the central office for such review of material maintained in central office Investi- 
gations Division, and the Chief, Security Appraisal Office, for such review of 
material maintained in his office. The Security Officer is responsible for similar 
review of material maintained in other divisions, bureaus and offices of the 
central office. Bureau Directors and Staff Officials are responsible for sub- 
mitting the material to the Security Officer for review. . 

The special rules in Section 4 of Executive Order 10501 must be observed 
with respect to changes of classification under these instructions. In view of 
the provisions of Executive Order 10501, a classification of “Restricted” cannot 
be retained. 

If the reviewing officer determines that material classified as “Restricted- 
Security Information’ under Executive Order 10290 should be classified as 
“Confidential” under Executive Order 10501, he will so classify it and will notify 
the Security Officer and the originating agency of his action. If he believes 
that the material should be declassified under Executive Order, 10501, he will 
communicate with the originating agency for the purpose of having that agency 
declassify the material. 
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Classification originated by the Commission 

Information or material on which a classification was originated in the Com- 
mission under Executive Order 10290 will be reviewed to determine whether it 
should be declassified or classified under Executive Order 10501. This review will 
be made in accordance with instructions under ‘‘Declassification, Downgrading, 
or Upgrading” hereinbefore. Information or material formerly classified as 
“Restricted-Security Information” will either be declassified or classified as 
“Confidential”. Such action may be taken by officials with authority to classify 
information as “Confidential”. The Security Officer must be notified of all 
actions taken under these instructions as provided hereinbefore, except when 
material formerly classified as “Restricted” is declassified. 


MARKING OF CLASSIFIED MATERIAL 
General 

Section 5 of Executive Order 10501 contains instructions for the marking of 
classified material, including instructions for marking such material when it is 
declassified, downgraded or upgraded. ‘These instructions must be followed 
by all employees who mark classified defense information. 

In marking classified material, do not use in addition to the elassification 
such phrases as “Defense Information” or “E.O. 10501” or “Classified under 
B.O. 19501”. It is sufficient to mark the appropriate classification : “Top Secret” 
or “Secret” or “Confidential”. 

Transmittal letters will be marked with the Classification of the highest 
classified document being transmitted by the letter. 


Rubber stamps 


The rubber stamp used for marking information or material classified ‘Top 
Secret” must be closely controlled by each individual having authority to use it. 
This stamp should not be in the hands of anyone other than the Top Secret 
Control Officer (see page B11.02.13), or the individual he designates to main- 
tain its custody, and officials who have authority to originate classifications of 
“Top Secret’. No other individual should require the use of “Top Secret” 
stamps and only one such stamp should be required by each of these persons. 

Accurate control should be maintained on any other defense information 
stamps to insure that they are placed in the hands of only that limited number 
of persons who require their use. 


REPRODUCTION OF CLASSIFIED MATERIAL 
Limiting of copies 

Copies of all categories of classified material shall be kept at a minimum, as 
the risk that the classified material may fall into unauthorized hands increases 
in proportion to the number of copies in existence. 
Safeguarding reproduction 

The officials directing the printing or reproduction of classified material shall 
cause strict supervision to be exercised over the disposition of the notes, manu- 
scripts, type, plates, stencils, negatives and wastage incident thereto, in a manner 
which will properly safeguard the information being reproduced. For disposal 
of nonrecord material, see page B11.02.15. 


Reproduction of top secret material 

Top Secret defense material may be reproduced only for the most compelling 
reasons. If such reproduction becomes necessary, the head of the bureau or 
office concerned must request the Executive Director to authorize the reproduc- 
tion. Such requests must be submitted through the Security Office, and must 
give the reasons fully and in detail that reproduction is necessary. When 
authorization is received and the necessary copies made, the material will be 
forwarded to the Security Officer for recording and distribution. 


CUSTODY AND SAFEKEEPING OF CLASSIFIED MATERIAL 


‘Section 6 of Executive Order 10501 contains instructions for the custody and 
safekeeping of classified defense information or material. These instructions 
must be followed by all employees who handle classified defense information. 
Classified defense information originating in another agency or source will be 
safeguarded in accordance with the classification assigned by the originating 
source. 
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Storage of classified material 


The instructions in Section 6 specify certain facilities for the storage of 
classified information or material but provide that the head of a department or 
agency may approve comparably secure facilities, Therefore, if any bureau 
or office or regional office does not have the facilities specified in the order and 
is unable to obtain such facilities, the matter should be brought to the attention 
of the Security Officer for the purpose of obtaining approval of comparably 
secure facilities. A full and detailed description of facilities available to the 
bureau or office concerned should be furnished to the Security Officer. 


Loss or subjection to compromise 


It is the responsibility of any Commission employee who has knowledge of 
the loss or possible subjection to compromise of classified defense information 
promptly to report the circumstances in the central office to the Security Officer 
or the Regional Director in the regions. Examples of situations where classified 
defense information is considered to have been subjected to compromise is when 


such information is seen by, heard by, or in the possession of unauthorized 
individuals. 


Responsibilities 


Section 7 of the Executive Order provides that knowledge or possession of 
classified defense information shall be permitted only to persons whose official 
duties require such access in the interest of promoting national defense and 
only if they have been determined to be trustworthy. The position of every 
person who has access to classified defense information is included among those 
considered sensitive under Dxecutive Order 10450, and full field investigations 
must be conducted on such persons (see section .01 of this Chapter). 

Favorable action by the Security Officer under Executive Order 10450 does 
not clear an employee for access to classified defense information under Execu- 
tive Order 10501. It is necessary that a determination be made under Executive 
Order 10501 for access to classified defense information. 

The Security Officer in the central office and the regional directors in their 
respective regions are responsible for determining the trustworthiness of em- 
ployees for access to classified defense information, except that the Security 
Officer will make such determinations in cases involving Regional Directors 
and in cases of regional employees who have been furnished an interrogatory 
or statement of charges under Executive Order 10450. In specific cases on 
other regional office employees, the regional directors may request advice from 
the Security Officer. 

Bureau Directors and staff officials in the central office are responsible for 
ascertaining that personnel under their supervision who have access to classi- 
fied defense information have been cleared under Executive Order 10501 by the 
Security Officer and for request such clearance when it is needed. 


Standards 


The standard for the granting of clearance for access to classified defense 
information shall be that, on all the available information, the granting of 
such clearance is clearly consistent with the interests of national security. 

The criteria for the application of the standard are the activities and asso- 
ciations listed in Section 3(b) of the Commission’s Regulations under Executive 
Order 10450 (see page B11,011.02) and the activities and associations listed 
below. These activities and associations, which may be the basis for denial 
of clearance, are of varying degrees of seriousness. Therefore, the ultimate 
determination of whether clearance should be granted must be overall common- 
sense one, based on all available information. 

(1) Participation in the activities of an organization established as a 
front for an organization referred to in Section 8(b) (5) of the Commission’s 
Regulations under Executive Order 10450, when his personal view were 
sympathetic to the subversive purposes of such organization. 

(2) Participation in the activities of an organization with knowledge that 
it had been infiltrated by members of subversive groups under circum- 
stances indicating that the individual was apart of or sympathetic to the 
infiltrating element or sympathetic to its purposes. 

(3) Participation in the activities of an organization referred to in Sec- 
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tion 8(b) (5) of the Commission’s Regulations under Executive Order 10450, 
in a capacity where he should reasonably have had knowledge of the sub- 
versive aims or purposes of the organizations. 

(4) ‘Sympathetic interest in totalitarian, Fascist, Communist, or similar 
subversive moments. 

(5) Sympathetic association with a member or members of an organiza- 
tion referred to in Section 3(b)'(5) of the Commission’s Regulations under 
Executive Order 10450. (Ordinarily this will not include chance or oc- 
casional meetings, nor contact limited to normal business or official relations. ) 

(6) Currently maintaining a close continuing association with a person 
who has engaged in activities or associations of the type referred to in 
paragraphs (1) through (4) above and in Section 3(b) (2) through (8) of 
the Commission’s Regulations under Executive Order 10450. A close con- 
tinuing association may be deemed to exist if the individual lives at the 
same premises as, frequently visits, or frequently communicates with such 
person 


(7) Close continuing association of the type described in paragraph (6) 
above, even though later separated by distance, if the circumstances indicate 
that renewal of the association is probable. 

(8) Acts of a reckless, irresponsible or wanton nature which indicate 
such poor judgment and instability as to suggest that the individual might 
disclose security information to unauthorized persons or otherwise assist 
such persons, whether deliberately or inadvertently, in activities inimical 
to the security of the United States. 

(9) The presence of a spouse, parent, brother, sister or offspring in a 
nation whose interests may be inimical to the interests of the United States, 
or in satellites or occupied areas of such a nation, under circumstances per- 
mitting coercion or pressure to be brought on the individual through such 
relatives, 

Procedures 


Bureau directors and staff officials should anticipate their needs with respect 
to clearance of personnel for access to classified defense information, especially 
in regard to personnel who will visit other agencies in the performance of their 
official duties and requests for clearance should be made to the Security Officer 
well in advance of the time the clearances will be needed. Requests for clearance 
must indicate the category of defense information, i.e., confidential, secret, or top 
secret, for which clearance is desired. Requests should not be made for clear- 
ance for access to a higher category than is n 

The Security Officer in the central office and the regional directors will main- 
tain under lock a confidential card record of all clearances that they grant to 
employees for access to classified defense information. This card record must 
show the name and position of the employee, the organizational unit in which 
he is employed, the date of clearance, the reason clearance is necessary, the 
highest category of defense information to which access is granted, the informa- 
tion on which clearance is based (date and type of investigation, name of investi- 
gative agency), and a certification signed by the official who granted the 
clearance. 

The Security Officer will notify bureau directors and staff officials in writing 
of clearance of their employees, and upon request he will notify appropriate 
officials of other agencies of clearances granted Commission employees when 
such information is needed by other agencies. Denials of clearance will be 
maintained in the confidential files of employees. 

Ordinarily the Commission will not issue certificates of clearance to individual 
employees. However, regional directors will be notified in writing of their 
personal clearances, and information may be furnished orally to persons having 
official need of such assurance of clearance. 

In addition, identification credentials may be noted on the reverse side to 
reflect clearance for employees who visit other agencies where they are re- 
quested to show evidence of their clearance. In the central office, bureau direc- 
tors and staff officials should submit requests for noting credentials to reflect 
such clearances to the Security Officer. The credentials should accompany the 
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requests. In the regional offices, clearances may be noted on the reverse side 
of credentials by regional directors in the following manner: 
This is to certify that has been cleared for access 
(Name of employee) 
to defense information classified under Executive Order 10501 to and 
including the 


(Regional Director) 


ACCOUNTABILITY, DISSEMINATION AND TRANSMISSION 
General 


Section 7 of Executive Order 10501 provides.that proper control of dissemi- 
nation of classified defense information shall be maintained at all times, including 
good accountability records of classified defense information documents. ‘Section 
8 contains instructions for the preparation and transmission of classified defense 
material outside of a department or agency. The instructions in these sections 
must be followed by all employees who handled classified information. 

Classified defense information may be disseminated only to individuals who 
have been properly cleared to handle defense information at the assigned classi- 
fication. Classified defense information shall not be discussed with or in the 
presence of unauthorized persons, and the latter shall not be permitted to inspect 
or have access to such information. 

Commission employees receiving classified defense information in sealed inner 
envelopes will not open them until they assure themselves that they are cleared 
to receive defense information of the classification shown on the envelope. In 
ease of doubt, they will consult their supervisors. They may not open such an 
envelope until an assurance of clearance has been received. 


Designation of top secret controt officers 


The Security Officer in the central office and the regional directors are desig- 
nated as Top Secret Control Officers in the Commission. They will receive, 
maintain accountability registers of, and dispatch all “Top Secret” material. 


Authority to disseminate classified material 


Officials within the Commission who are authorized to disseminate classified 
information or material are as follows: 
1. Top Secret: Top Secret Control Officers. 
2. Secret: 

a. Central Office: Top Secret Control Officer, Commissioners, Execu- 
tive Director, Staff Officials who report to the Executive Director or 
the Commission, Bureau of Directors, and Division Chiefs. In addition, 
the Chief, Investigations Division, may designate other employees to 
release information to authorized persons cleared to receive it, in ac- 
cordance with the Commission’s release of information policy and 
Executive Order 10501. 

b. Regional Offices: Regional Directors and their designated rep- 
resentatives. 

3. Confidential: All officials in 1 and 2 above and representatives desig- 
nated by division chiefs or staff officials. 
Before designating any person to disseminate classified information, regional 
directors, division chiefs, and staff officials must ascertain that such persons 
have been cleared under Executive Order 10501 for access to such information. 


l'op secret material 


Bach Top Secret Control Officer must, by use’ of the Top Secret Control 
Register (CSC Form 323), maintain a complete log of all documents or files con- 
taining “Top Secret” information in the office (central or regional) under his 
jurisdiction. He will receipt for all such documents or files received, will pre- 
pare receipts (CSC Form 324—Receipt for Classified Security Information) 
and prepare for transmittal all documents and files of this nature leaving the 
Office (central or regional) under his jurisdiction. All transfers, however tem- 
porary in nature, of such documents and files to persons outside the jurisdic- 
tion of his office (central or regional) will be through the Top Secret Control 
Office. If, for purposes of control, the Top Secret Control Officer desired, he 
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may require receipts from employees of the office under his jurisdiction whe are 
required to work with “Top Secret’ documents or files..: Records of the Top 
Secret Control Officer shall be such as to indicate the location of all documents 
and files bearing ‘“‘Top Secret” classifications as long as responsibility for such 
documents, and files remains with his office. Im transmitting Top Secret: in- 
formation or material to other departments and agencies, Top Secret Control 
Officers must be certain that the information or material is sent only to Top 
Secret Control Officers in the department or agency concerned. 

If at any time it is necessary to transmit Top Secret information or material 
between bureaus, divisions, or staff offices in the central office, the Top Secret 
Control Officer must be notified immediately in writing of such transfer, and the 
transmitting official mast ascertain that the receiving official has been cleared 
under Hxecutive Order 10501 for access to Top Secret information. 

Top Secret information or material should not be received in any mail room 
of the Commission. If, however, such material is received initially in a mail 
reom or by any Commission employee other than a Top Secret Control Officer, 
the inner envelope will not be opened. It will be replaced in an outer envelope, 
sealed and delivered at once personally to the Top Secret Control Officer. If 
Top Secret material is obtained at an agency by a’ Commission employee dur- 
ing the performance of his official duties and brought to the Commission, it 
must immediately be referred to:the Top Secret Control Officer so that it can be 
registered. 

Top Secret information or material may be transmitted only by one of the 
means provided in Section 8(b) of Executive Order 10501 and must be covered 
by receipt (CSC Form 324). The receipt form carries the necessary instruc- 
tions for its completion and use of the three copies. Necessary entries covering 
the movement of Top Secret information will be made in the Top Secret Control 
Register even though such movement must be covered by a receipt. Once Top 
Secret information has been received and assigned a CSC Register ‘Number, all 
movements of the material, while under the jurisdiction of the Top Secret Con- 
trol Officer, will be under the Register Number initially assigned, will be recorded 
in the Register on the page corresponding with that Register Number, and the 
receipts will bear the initial Register Number. If the receipt form is used to 
transmit material classified other than Top Secret, it will not carry a CSO 
Register Number, nor will the movement of material so classified be recorded in 
the Top Secret Control Register. 

Supplies of CSC Forms 323 and 324, when needed, should be requisitioned 
from the Commission’s Office Services Division. 


Secret and confidential material 


A dated and signed receipt shall be obtained for all Secret and Confidential 
material transmitted outside the Commission. The receipt shall identify the 
addressor, addressee, and the document, but shall contain no classified informa- 
tion. When it is necessary to mail such material to another agency or between 
offices of the Commission, it will be sent by registered mail. Instructions for 
eeoertae such material for transmission are contained in Section 8(a) of the 

er. 

When secret material is transmitted between bureaus, divisions, and staff 
offices of the Commission, a receipt will be obtained, but it is not necessary to 
obtain a receipt for confidential material. Both secret and confidential mate- 
rial will be prepared for such transmission in the same manner as for transmis- 
sion outside of the Commission. Secret material will be transmitted within the 
central office or regional offices of the Commission by special. messenger. Con- 
fidential material may be transmitted within the central office of the Commis- 
sion by means of the regular messenger service. 

All receipts and copies of transmittal letters must be retained in a file that 
will be the accountability records required by Section 7 of the Order. 

When an envelope received in any mail room of the Commission contains an 
inner envelope marked with secret or confidential defense information classi- 
fications, the inner envelope will not be opened by the mail clerk. The mail clerk 
will give the inner envelope unopened to the mail room supervisor. The mail 
room supervisor will not open such envelope. If the inner envelope is addressed 
to a particular individual, the mail room supervisor will replace it in an outer 
envelope which must be sealed, addressed, and transmitted to that individual. 
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If the inner envelope is addressed only to the Commission or to a regional office, 
the mail room supervisor will replace it in an outer envelope which will be 
sealed, addressed to the regional director or his designated representative, or 
in the central office to the Security Officer, and transmitted to that individual. 
In no case will the outer envelope show the defense information classification. 


DISPOSAL AND DESTRUCTION 


Section 9 or the Executive Order contains rules with respect to the destruc 
tion of classified material. This section provides for the destruction of non- 
record classified material, which consists of extra copies and duplicates includ-. 
ing shorthand notes, preliminary drafts, used carbon paper, and other material 
of similar temporary nature. The destruction of non-record Top Secret mate 
rial is the responsibility of the Top Secret Control Officer. Any such material. 
must be transmitted to him promptly for this purpose. 

The destruction of secret and confidential non-record material in the regional 
Offices is the responsibility of the regional directors, who may designate rep- 
resentatives in their offices who will destroy such material in accordance with. 
the requirements of Section 9. CSC Form 380, Report of Disposal, will be used 
as the accountability record required by Section 9. In the central office, the- 
Foreman of Laborers, Office Services Division, has been designated to destroy 
secret and confidential non-record material. 

Such material should be retained until a considerable amount is accumulated 
before it is destroyed. This material should be given the same protection as. 
the highest classified document among the material. When a large volume of 
such material accumulates in the central office, employees who are responsible- 
for it should communicate with the Foreman of Laborers, who will pick it up 
and take it to an incinerator or macerator for destruction. CSC Form 380, 
Report of Disposal, will be used as the accountability record required by Sec- 
tion 9. Those offices which have this type of material for destruction infre- 
quently may forward it to the Security Officer for disposal. 

Destruction of material under these instructions is limited to nonrecord 
defense information classified under Executive Order 10501. It is not applicable- 
te unclassified material. 


ORIENTATION AND INSPECTION 


Pursuant to the provisions of Section 10 of Executive Order 10501, regional 
directors are designated to coordinate and supervise the activities applicable 
to their regions under the order. In the central office bureau directors, divi- 
sion chiefs, and staff officials are designated to coordinate and: supervise the 
activities applicable to their bureaus, divisions, or offices. These officials are 
responsible for assuring that employees concerned with classified defense in- 
formation are advised of their responsibility for exercising. vigilance and care 
in complying with the provisions of the order and for assuring that all employees. 
have available for their use copies of this Chapter. 

The Security Officer is authorized on behalf of the Chairman to establish an 
adequate and active inspection program to the end that the provisions of the- 
order are administered effectively. 


REVIEW WITHIN THE COMMISSION 


The Security Officer is designated to conduct a continuing review of the 
implementation of Dxecutive Order 10501 within the Commission to insure that- 
no information is withheld under the Order which the people of the United 
States have a right to know, and to insure that classified defense information. 
is properly safeguarded in conformity with the order. 
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APPENDIX TO SECTION B11.02 
Executive Orper 105017 


MEMOBANDUM FOR THE HEADS OF ALL DEPARTMENTS AND AGENCIES OF THE 
GOVERN MENT 


The following departments and agencies of the executive branch and their 
constituent agencies shall be subject to the limitations specified in section 2 of 
the Executive order entitled “Safeguarding Official Information in the Interests 
of the Defense of the United States” : 
A. Original classification authority eliminated : 
. American Battle Monuments Commission 
Arlington Memorial Amphitheater Commission 
Commission of Fine Arts 
Committee on Purchases of Blind-Made Products 
Committee for Reciprocity Information 
Commodity Exchange Commission 
Export-Import Bank of Washington 
Federal Deposit Insurance Corporation 
. Federal Mediation and Conciliation Service 
. Federal Reserve System 
Federal Trade Commission 
. Housing and Home Finance Agency 
. Indian Claims Commission 
. Interstate Commerce Commission 
. Missouri Basin Survey Commission 
. National Capital Housing Authority 
. National Capital Park and Planning Commission 
. National Forest Reservation Commission 
. National Labor Relations Board 
. National Mediation Board 
. Railroad Retirement Board 
Securities and Exchange Commission 
. Selective Service System 
Smithsonian Institution 
United States Tariff Commission 
Veterans Administration 
Veterans Education Appeals Board 
. War Claims Commission 
B. Original Classification Authority Limited to Head of Agency: 
Civil Aeronautics Board 
Defense Transportation Administration 
Department of Agriculture 
Department of Health, Education and Welfare 
Department of the Interior 
Department of Labor 
Federal Communications Commission 
. Federal Power Commission 
. National Science Foundation 
. National Security Training Commission 
. Panama Canal Company 
Post Office Department 
. Reconstruction Finance Corporation 
. Renegotiation Board 
. Small Business Administration 
. Subversive Activities Control Board 
. Tennessee Valley Authority 
of departments and agencies not named herein shall limit the 
exercise of classification authority in accordance with section 2(c) of the order. 


Dwicut D. EIs—ENHOWER. 


=" 
SOMO OR Co RO 


23 
24. 
25. 
26. 
27. 
28 


OTIS Oye bo ps 


THe Wuire Hovse, 
’ November 5, 1953 


1 Reprinted at p. 667, this volume. 
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ML 1123 B11.03.01 
7/10/54 
SAFEGUARDING UNCLASSIFIED MATERIAL 


After the issuance of Executive Order 10501 (see Section .02 of this chapter), 

the Department of Justice advised the Commission that Section 1(c) of the order 

prohibits the use of the classification “Confidential” for other than defense in- 

formation or material the unauthorized disclosure of which could be prejudicial 

ee the defense interests of the United States, except as may be expressly provided 
y statute. 

In view of this advice, the Commission no longer uses the label “Confidential,” 
standing alone, except to mark information or material classified as Confidential 
under Executive Order 10501. This instruction does not prohibit use of the word 
“confidential” in its usual sense as part of a statement or sentence in the text 
of a letter or memorandum. However, it may not be used as part of the heading 
of a letter or memorandum such as “Personal and Confidential.” 

Correspondence and material which are not classified under Executive Order 
10501 but which are highly confidential are transmitted by the Commission under 
the label “For U.S. Government Use Only.” The agencies were informed of this 
procedure in Departmental Circular 745 dated March 5, 1954. On medical mate- 
rial the term ‘““Medical—Private” is used. 

On correspondence within the Commission the term “For ___-_-_.______--_- 
(title of official) Only” may be used. On correspondence other than form letters 
within or going out of the Commission other appropriate terms, such as “Per- 
sonal,” may be used in the discretion of the originating office, provided the word 
“confidential” is not included as part of the descriptive heading or label. 

Information and material bearing the labels authorized herein must be main- 
tained in confidence and protected from unauthorized disclosure, but they do not 
require the same safeguurds that are required for information and material 
classified as Confidential under Executive Order 10501. 

Envelopes bearing the labels authorized herein ordinarily will not be opened 
in the mail room or by any person except the addressee, unless certain employees 
in the mail room or other employees are authorized to open mail containing such 
material 


ML 1063 C6.05.01 
1/30/53 

ADMINISTRATIVE RESPONSIBILITIES 
MAINTAINING LISTS OF MEDICAL EXAMINERS 


Chapter M1 of the Federal Personnel Manual tells what examiners may execute 
reports of medical examinations secured under the Commission’s regulations. 
The medical officers of the Commission are responsible for maintaining currently 
certain lists of authorized examiners for their own activities and also for pro- 
viding assistance to agencies in carrying out their responsibilities in this con- 
nection. 

The Medical Division of the central office maintains—. 

Lists of designated Federal medical examiners for the Washington, D.C., 
metropolitan area ; 

A card record of designated Federal medical examiners throughout the 
country (information on these is furnished: by phone) ; and. 

Records of Federal medical facilities throughout the country employing 
full-time Federal medical officers, 

Regional medical officers maintain: 

Lists of designated Federal medical examiners throughout the area under 
the jurisdiction of the region; and 

A list of Federal medical facilities in the same area employing full-time 
Federal medical examiners. 

Care is exercised, in order to avoid confusion and the furnishing of misleading 
information to agencies, to make sure that Federal medical facilities and/or 
salaried Federal medical officers are not included on the same lists with. desig- 
nated examiners in private practice who conduct examinations on a fee basis. 

When names of designated Federal medical examiners are furnished to 
agencies for general medical examinations, the names of specialists in such 
branches of medicine as neuropsychiatry, opthalmology, etc., are not included. 
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The Federal Personnel Manual includes in the definition of designated Federal 
medical examiners any physician in private practice designated as a fee-paid 
medical examiner for the Veterans Administration. In some States the Veterans 
Administration has arranged by contract or agreement with medical societies 
or physicians’ service organizations to recognize the professional services of 
member physicians in the examination and treatment of veterans. In view of 
the difficulties in connection with maintaining such bulky lists in a current 
condition, it is not necessary to put the names of individual physicians included 
in such groups on lists of designated Federal medical. examiners. 

When lists of designated Federal medical examiners are distributed to agencies 
the list should clearly indicate the criteria for listing given in Chapter M1 of 
the Federal Personnel Manual. In no case should these lists be circulated in a 
manner which would imply that the examiners have been approved by the Civil 
Service Commission. 


DISPOSITION AND USE OF MEDICAL CERTIFICATE AND RELATED CONFIDENTIAL 
MATERIAL 

Disposition 

Handbook M-601 contains instructions for the disposition of medical cer- 
tificates and related confidential material secured in connection with competitive 
examinations. Chapter M1 of the Federal Personnel Manual contains instruc- 
tions to agencies on the disposition of medical certificates they secure. 

Medical certificates, and related confidential medical reports secured by medical 
officers of the Commission, in connection with determinations other than those 
concerned with competitive examinations are retained'in separate locked confi- 
dential medical files in the custody of the regional medical officer or the central 
office Medical Division, rather than with the regular file om the case. Medical 
evidence secured by an agency but referred to a medical officer of the Commission 
for action is returned to the agency, except that reports on individuals with a 
history of tuberculosis (CSC Form 4434) are retained in the medical confidential 
files, central or regional office. 


FURNISHING INFORMATION FROM MEDICAL CERTIFICATES AND RELATED 
CONFIDENTIAL MATERIAL 


Offices which may disclose information 


The Commission office which has custody of a medical certificate or related 
confidential material may disclose information therefrom in aceérdance with 
the instructions below, except that authority for disclosure of information shall 
not be delegated to boards of U.S. Civil Service examiners, whether or not a 
medical member has been delegated specific authority to act for the Commission 
in other matters. The disclosure of medical information is a matter which calls 
for well-considered judgment. Any requests for such information involving 
unusual circumstances or giving rise to any doubt shall be referred to the Medical 
Division of the central office. When there is a question as to whether the 
disclosure of any part of any official record of the Commission may be injurious 
to the health of the individual involved the regional medical officer or the 
Medical Division in the central office should be consulted. 


Type of information which may be disclosed 


Medical information not secured in confidence may be disclosed under the 
circumstances given below. Information furnished to the Commission as “fully 
confidential” shall not be given out. Instead the inquirer shall be referred to 
the source of the information. 

Veterans Administration medical surveys.—The Veterans Administration 
medical survey forms the basis of a veteran’s claim for benefits and has, along 
with other records of veterans, been declared by law to: be confidential. The 
responsibility for the disclosure of information contained in medical surveys is 
by the same law vested in the Veterans Administration under stipulated condi- 
Sos é er 30, World War Veterans Act of June 7, 1924, as amended; 43 

at. ; 

The conditions of the statute do not, however, preclude the furnishing of 
information CoNFIDENTIALLY to Members of Congress. In acting upon appeals 
of veterans, the Board of Appeals and Review of the central office follows the 
practice, when necessary, of communicating to Members of Congress the infor- 
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mation contained in Veterans Administration medical surveys, with a statement 
on the following order: 

“The report of medical survey furnished by the Veterans Administration 
in this case is confidential but the information contained therein may be 
divulged to you.” 

Authority to following this procedure in handling appeals is also extended to 
regional offices. 

Medical information from Department of Defense——Information on file in 
the Department of Defense concerning the physical condition of discharged mem- 
bers of the armed forces is fully confidential and will not be released for use 
in connection with employment. 

Calls for these records should not be made. In some cases the central office 
or the regional offices may have on file information concerning the physical 
condition at the time of discharge of a veteran of the armed forces. Such infor- 
mation is to be regarded as fully confidential and no information obtained from 
the Department of Defense may be communicated to the veteran, even though 
he is partially or wholly aware of the condition which caused his discharge. 

Medical information from hospitals.—Medical information may also be received 
from State or local hospitals, private institutions, ete. Information from State 
hospitals is always to be treated as fully confidential, and the disclosure of 
information from other sources is to be governed by the conditions under which 
the Commission received the information. 


Extent of disclosure 


Exact or photostatic copies of medical certificates are usually furnished in 
confidence to other Federal agencies upon request. They shall not be furnished 
to other inquirers, or to the applicant or employee himself, except under unusual 
circumstances. The usual information to be furnished, where it has been admin- 
istratively decided to make a disclosure, is a statement of the defects found, 
or in some cases, a statement that no defects were found on inspection of the 
certificate. The selection of medical facts to be disclosed will be made by a medi- 
eal officer of the Commission. 

For the protection of the examining physician, his name shall not be disclosed 
without his consent. This is particularly important in the case of Federal medi- 
eal officers acting in their official capacity and not employed by the applicant. 
Giving information to applicant or employee 

An applicant or employee (or his authorized agent) may be informed of the 
reasons for the action taken on his medical certificate only to the extent necessary 
to enable him to correct defects or to seek medical advice or treatment, unless 
the information is of such a nature as to make it inadvisable te tell him, as 
in the case of mental disability or other serious disease. In conditions such as 
¢ancer, the individual is simply advised to consult his physician. Occasions may 
arise when information which should not be given to the applicant may, upon 
his authorization, be given in confidence to his attending physician or to a 
hospital as an aid in diagnosis or treatment. If the applicant or employee is 
already aware of the contents of the medical certificate, it is of course not 
regarded as confidential as far as he or his authorized agent is concerned. 


Giving information to Federal agencies 


Information officially requested by a Federal agency, other than the employing 
agency, such as the Bureau of Dmployees’ Compensation or the Veterans Admin- 
istration, may be furnished as confidential except “fully confidential” information. 

In contacts with the employing agency, information should be confined to mate- 
rial of which the appointing or personnel officer has knowledge or which he 
can secure in the usual manner. The appointing officer shall not be furnished 
with confidential information which by its very nature will prejudice him against 
the employee. 


Giving information in response to legal summons or subpoena ; 
Requests in the form of legal summons or subpoena shall be referred with 

the file to the Office of the Chief Law Officer. . The general procedure for handling 

legal summons or subpoenas is given on page B3.11,02 under the heading “Fur- 

nishing Records on Court Order”. 

Furnishing information to individuals or organizations not concerned - 


Information derived from a medical certificate shall not be disclosed to indi- 
viduals or organizations not concerned, unless the applicant or employee gives 
his consent in writing. 
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ML 1192 
2/11/57 B4.05.01 


RatTiIne COMPETITIVE EXAMINATIONS 
AUTHORITY AND RESPONSIBILITY 


The Commission's authority for rating is inherent in section 2, clause 2, para- 
graphs 1 and 2 of the Civil Service Act directing that the civil service rules 
shall provide for open competitive examinations for testing the relative capac- 
ity of applicants, and that classified positions should be filled according to the 
grades attained in such examinations. The Veterans’ Preference Act of 1944 
(58 Stat. 387) contains certain specific provisions to be observed in rating, 
thereby lending emphasis to this responsibility. These provisions of law are 
given effect in section 2.1 of the Civil Service Rules and sections 2.101, 2.103(b), 
and 2.106 of the Regulations. 


UNOFFICIAL DISCLOSURES OF RATINGS PROHIBITED 


Examination ratings are strictly confidential and may be disclosed by Com- 
mission employees only when necessary in the performance of official duties. 
Until the official notice of rating has been mailed, no competitor is informed 
of his rating, nor is any information given a Commission employee concerning 
any rating which he or his relatives or friends may have attained. No informa- 
tion regarding a competitor’s rating may be disclosed at any time to any one 
outside the Commission, other than appointing officers and the competitor (or 
his duly authorized representative). 





DEPARTMENT OF COMMERCE 


Tue Secretary or CoMMERCE, 
July 18, 1958. 


Hon. Tuomas C, Henninos, Jr., 

Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 

US. Senate, Washington, D.C. 

Dear Mr. Cuarrman: In developing material for our reply to the 
questions in your letter of June 26, 1958, we found that we answered 
somewhat the same questions in 1955 in response to a questionnaire 
sent to us by the House Committee on Government Operations. In 
view of this, we are sending you herewith a copy of that portion of 
our letter to the House committee which is pertinent to the questions 
you put. 

We should like to emphasize that, in spite of what may appear to 
be a large number of congressional enactments and other directives 
limiting our right to make certain information freely available, in 
most areas of our operations information is fully available without 
restriction to all who ask, whether the general public, the press, or 
Congress. The instances in which this Department is required to 
refuse particular information are negligible when considered along- 
side the vast amount of information which is disseminated in the 
course of our day-to-day work. 

In addition to the letter sent to us, you addressed the same in- 
are to various of the bureaus and agencies of this Department. 

ur reply is intended for the Department of Commerce, including 
all its constituent agencies. This would include the National Bureau 
of Standards, Weather Bureau, Civil Aeronautics Administration, 
Bureau of Public Roads, Bureau of the Census, and any other of 
our mpewnn and agencies to which your inquiry may have been di- 
rected. 

We trust the foregoing will be sufficient for your purposes. 

Sincerely yours, 
Srnciair WEEKS, 
Secretary of Commerce. 


ENCLOSURES 


Ocroper 10, 1955. 

Hon. Jonn E. Moss, 
Chairman, Government Information Subcommittee, 
Committee on Government O perations, 
House of Representatives, Washington, D.C. 

My Dear Mr. Cuarrman: This is in reply to your letter of August 
8 with which you enclosed a questionnaire inquiring into the informa- 
tional practices of this and other Government departments and agen- 
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cies. This letter sets out the answers to your questions, with exhibits 
as required, such answers being numbered to correspond with the like- 
numbered questions in the questionnaire. 


I. GENERAL 


1. One of the principal functions of the Department of Com- 
merce is to serve the Nation through the collection, analysis, and dis- 
semination of facts, statistics, censuses, charts, surveys, scientific data, 
and other information on foreign and domestic commerce, transporta- 
tion facilities, industries, scientific and technological fields, and other 
areas affecting the economy, safety, and the daily lives of the Amer- 
ican people. 

The lfc representative list of Department of Commerce 
agencies makes evident how large a share of Department ao is 
concentrated on the gathering and presentation of information: Bu- 
reau of the Census, Weather Bureau, Office of Business Economics, 
Office of Technical Services, Office of Area Development, National 
Bureau of Standards, Bureau of Foreign Commerce, Coast and Geo- 
detic Survey, Patent Office, Business and Defense Services Admin- 
istration, Bureau of Public Roads, Maritime Administration, and 
Civil Aeronautics Administration. These number among the great- 
est fact-collecting and fact-disseminating institutions of the Nation. 

The Department carries on a positive open-door policy through 
which information about Department policies, programs, and serv- 
ices is made freely available to the Congress, the press, and the pub- 
lic. The Department is diligent to keep the Nation apprised of its 
activities. 

The prime purpose of the Department’s vast accumulation of timely 
knowledge is to have it used directly by the public, the Government, 
and by various media that utilize the source material for the needs of 
particular segments of our society. 

To make its reservoir of information readily available, the Depart- 
ment maintains an organized system for its release that includes co- 
operation with the Congress, information distribution outlets, man 
categories of publications, units to answer queries received by mail, 
telephone, and personal contact, and official statements, articles, and 
speeches. It also services a wide variety of trade and technical media. 
It provides access to Department specialists qualified by knowledge 
and authority to impart requested information. 

On the other hand, while the Department’s major function is to 
prepare data and information for public distribution, in certain areas 
the release of information is prevented by laws and regulations deal- 
ing with national security or by other applicable statutes and regula- 
tions designed to protect the proper interests of members of the pub- 
lic and to insure orderly and candid staff deliberations within the 
executive department. It is the determination of the Department to 
maintain these areas at the minimum level as indicated in the answers 
to particular questions set forth below. 

The Department’s position is that, except only wherein its release 
endangers the public interest as aforesaid, government information 
is made freely available. It holds that the American people havea 
right to know the facts about their government and government has 
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a paramount responsibility to tell them the facts. . A democracy can- 
not survive without freedom of speech and freedom of the press. 
Government’s duty is to foster and promote these inalienable righis. 

In general, there are three categories or types of information pos- 
sessed by the Department that are not fully available to the press 
and other information media serving the general public, the Con 
other Federal agencies, business, trade, and other groups with an 
economic interest in the information, research specialists, scientists, 
public affairs organizations, and similar groups or individuals. These 
categories are as follows: 


(a) National defense security information 
Information pertaining to current defense and long-range indus- 
trial mobilization plans, and other materials relating to national de- 


fense which are required by law or Executive order to carry a security 
classification. 
(5) Information made confidential by law 

Information and statistics pertaining to individuals or individual 
establishments provided to government for an or guidance, 
such as individual census records, applications for patents and other 
material the release of which is prohibited by law. 

(c) Other information to which access is limited by law or regulation 
in the national interest 

This includes communications pertaining to the internal manage- 
ment of the Department such as preliminary or uncompleted drafts and 
recommendations of subordinates, and to interdepartmental communi- 
cations and advices in the executive branch. For example, in the 
defense mobilization area, the Department of Commerce has been 
delegated no responsibility for final action, and information on such 
matters would normally be released by the executive agency directly 
concerned with any final action. Likewise, certain restricted material 
in official personnel folders, such as investigative reports, is protected 
in the public interest. Certain Bureau of the Budget circulars also 
prescribe procedures for orderly clearance, prior to publication, of 
reports on legislation to be submitted to the Congress. Advisory 
materials and information solicited and received by the Department in 
confidence are not made public. The soundness of these principles has 
long been recognized, and little difficulty is encountered in their 
application. 

It should be emphasized that the foregoing categories do not apply 
in all instances to all of the individuals and groups named in the 
question. For example, classified information generally would be 
made available to personnel in other Federal agencies who need to 
know the information and who have the aon degree of security 
clearance. In general, it should be pointed out that information in 
all of the above categories in many instances would be provided to the 

in the executive sessions of committees in aid of develop- 
ment of legislation, while it would not be appropriate for, general 
publication. 

2. The authorities for denying or limiting access to information in 
the above-listed categories, a great many of which stem from congres- 
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sional enactment, are cited below. Copies of applicable departmental 
issuances and other documents are attached to this report as exhibits; 
and the statutes listed below, not attached as exhibits, are quoted in 
appendix A hereto. 

(a) National defense security information 

Atomic Energy Act of 1946 (60 Stat. rae) as amended by the Atomic 
Energy Act of 1954 (68 Stat. 940, 42 U.S.C. 2d rare 2161 et seq.) 
which relates to the control of restricted data in the fie 
energy. 

Executive Order 10501 of November 5, 1953 (18 F.R. 7049) (ex- 
hibit 1), provides for the classification, handling, transmittal, destruc- 
tion, etc., of official information requiring protection in the interests 
of national defense, 

18 U.S.C. 793 makes gathering, transmitting, or losing of defense 
information, under specified circumstances, a crime. 

18 U.S.C. 794 makes gathering or delivering defense information to 
the detriment of the United States a crime. 

18 U.S.C. 798 (act of October 31, 1951) makes unauthorized dis- 
closure of cryptographic information a crime. 

18 U.S.C, 798 (act of June 30, 1953) continues 18 U.S.C. 794 in effect 
for the duration of the emergency proclaimed by the President on 
December 16, 1950, or until such earlier date as the Congress may 
establish by concurrent resolution, and provides that | praca ap- 
eure during time of war shall apply to acts committed during such 
period. 

Department. of Commerce Handbook of Security Regulations (ex- 
hibit 2) prescribes the procedures under which officers and employees 
of this Department are to administer security matters. 

Department of Commerce Administrative Order No. 207-2 (exhibit 
3) establishes the Handbook of Security Regulations as having the 
force and effect of an administrative order. 

Department of Commerce Administrative Circular No. 219 (exhibit 
4) prescribes procedures to be followed by officers and employees of 
the Department in handling certain classified information. 

(6) Information made confidential by law 

13 U.S.C. 8 ee for furnishing census information to governors 
of States and Territories, courts of record, and individuals for certain 
pu , but provides that no information so furnished may be used 
to the detriment of the persons to whom such information relates, 

18 U.S.C. 9 provides that, except as provided in 13 U.S.C. 8, and 
except census of Government information customarily provided in 
public records, census information (1) may be used only for the statis- 
tical pu for which supplied; (2) may not be published so as to 
identify data furnished by any individual or establishment; (3) may 
be examined (as individual reports) by no one other than a sworn 
employee of the Department. 

18 U.S.C. 1902 prohibits unauthorized disclosure of crop informa- 
tion or speculation on such crop prior to its release, of information 
thereon by officers, employees, or agents of the United States possessing 
such information. 

18 U.S.C. 1905 a unauthorized disclosure by officers or 
employees of the United States of confidential information of per- 
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sons or establishments secured by such officers or employees in the 
course of their employment or official duties. 

5 U.S.C. 139b provides that if information obtained in confidence 
by one Federal agency is released to another Federal agency, all pro- 
visions of law relating to the information apply equally to officers 
and employees of the second agency. It also provides that infor- 
mation may be released to the second agency only if (1) it is released 
as statistical totals or summaries, (2) it has not been declared to be 
confidential by the collecting agency or inferior authority, (3) the 
person supplying the information consents to the release, or (4) the 
second agency has authority to collect the information supported 
by penal provisions. against persons failing to supply it. 

15 U.S.C. 176a provides that statistical information furnished in 
confidence to the Bureau of Foreign and Domestic Commerce (Re- 
organization Plan 5 of 1950 vests functions of this agency in the 
Secretary of Commerce) shall be held in confidence and used only 
for the pur for which supplied and that no person except sworn 
employees shall examine individual returns nor shall the statistical 
publication be in such a manner as to reveal identity of individuals 
furnishing such data. 

35 U.S.C. 122 provides that patent applications shall be held in 
confidence. 

Census Administrative Manual, chapter C2-1 and G-1 ora 5); 
Census Enumerators Reference Manual, section 57 (exhibit 6) ; and 
36 Opinion Attorney General 362 (exhibit 7) explain and interpret 
the law relating to confidentiality of census information. 

President’s Proclamation 2876, March 18, 1950, (15 F.R. 1629 
(exhibit 8), specifically states that information gathered in the 17t 
decennial census will not be used to the detriment of individual per- 
sons or establishments. 

50 U.S.C. App. 2026(c) provides that confidential information 
or information submitted in confidence obtained under the Export 
Control Act (50 U.S.C. App. 2021 et. seq.) shall not be released unless 
the head of the Department or ageney concerned determines that. its 
withholding would be contrary to the public interest. 

50 U.S.C. App. 2155(e) provides that confidential information or 
information submitted in confidence obtained under: provisions of 
50 U.S.C. App. 2155 (providing for investigations, etc., to carry out 
the purposes of the Defense Production Act, 50.U.S.C. App. 2061 
et seq.) shall not be published or disclosed unless the President deter- 
— that withholding thereof is contrary to the interest of national 
defense. 

50 U.S.C. App. 2160(e) makes the use by officers and employees of 
the United States of confidential information for speculation on com- 
modity exchanges or its transmission of such information to others 
for their use in such speculation a crime. 

49 U.S.C. 425 provides for regulations, .ete., necessary to carry out 
the provisions of. the Civil Aeronautics Act of 1936 (49 U.S.C. 401 


et seq.). 

49 U.S.C. 674 provides that any information filed or obtained pur- 
suant to the pepmaions of the Civil Aeronautics Act of 1936 may not 
be released if any person makes written objection théreto and release 





of the information would adversely affect the interests of such person » 
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and release is not required in the interest of the public; also provides 
for withholding publication of records containing secret information 
affecting national defense. 

26 U.S.C. 7213a prohibits unauthorized disclosure of certain infor- 
mation relating to income, profits, loss, etc., contained in tax returns. 

26 U.S.C. 7213b prohibits unauthorized disclosure by any officer or 
employee of the United States of operations, style of work, or appa- 
ratus of any manufacturer or producer visited by him in the discharge 
of his official duties. 

Executive Order 10480 of August 14, 1953 (18 F.R. 4939), sec- 
tion 603 (exhibit 9) provides for furnishing to officers of the Govern- 
ment delegated or assigned functions under the Defense Production 
Act of 1950 such information relating to defense production or pro- 
curement as may be required to perform those functions. 


(c) Other information to which access is limited by law or regulation 
in the national interest 


5 U.S.C. 22 authorizes the head of each. department to prescribe 
regulations governing his department (including specifically “* * * 
custody, use, and preservation of the records, papers, and property 
appertaining to it.”). 

5 U.S.C. 1002 provides that reporting, publication, and inspection 
requirements of the Administrative Procedure Act do not apply to any 
function of the United States requiring secrecy in the public interest or 
any matter relating solely to internal management of an agency; to 
withholding from public inspection final opinions or orders required 
for good cause to be held confidential and not cited as precedents; to 


not making available to persons properly and directly concerned in- 


formation held confidential for good cause found. 

President’s directive of March 13, 1948 (13 F.R. 1359) (exhibit 10) 
directs that: all reports, records, and files relating to loyalty of em- 
ployees.or prospective employees shall be maintained in confidence, 
and that subpenas, etc., therefor from outside the executive branch 
shall be respectfully declined. 

Executive Order 10450 (exhibit.1L) relates to the security program 
under Public Law 733. 

President’s letter of April 3, 1952, to the Secretary of State (exhibit 
12) on policies relating to administration of the loyalty and security 
program. 

Bureau of the Budget Circulars A-10 (exhibit 18) and A-11 (ex- 
hibit 14) prescribe rules for preparation, dissemination, etc., of annual 
budget requests of the various departments. 

Bureau of the Budget Circular A-19 (exhibit 15). prohibits trans- 
mittal by the executive branch to the Congress of legislative proposals 
endorsed by agencies .of the executive branch until coordinated and 
found by the Bureau of Budget not-im conflict. with the program of, 
the President. Also prescribes procedure for clearance of reports on 
legislation to be submitted to the Congress. 

United States Civil Service Commission Federal Personnel Manual, 
pp. R1-35 and R1-36 (TS 476) (exhibit 16) relates to safeguarding 
restricted material in the official personnel folders. 

The Patent Office Committee on Enrollment observes rule 7 of the 
Rules of the Committee on Admission and Grievances for admission 
of attorneys to practice before the United States District Court for the 
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District of Columbia. (In Cupples v. Marzall, 101 Fed. Supp. 579, 
the Patent Office was sustained in its refusal to disclose details of per- 
formance on an applicant who failed to qualify for registration.) 

President’s letter to the Secretary of Defense dated May 17, 1954. 
(exhibit 17), directs employees of Department of Defense not to reveal 
conversation or communication within the executive branch ; together 
with the opinion of the Attorney General attached thereto, and addi- 
tional opinions of the Attorneys General and other precedents cited 
therein extending back to the time of President Washi n. 

Department of Commerce Administrative Circular No. 83 (exhibit 
18) provides for classification of certain documents as “administra- 
tively restricted.” 

The Constitution of the United States, particularly with reference 
to the doctrine of the separation of powers. 

3. The terms authorized for use in classifying restricted information 
in the Department of Commerce are: (1) “Top secret,” “secret,” and 
“confidential” (national security terms) ; (2) “confidential” (by law) ; 
and (3) “administratively restricted,” under which fall the subclassi- 
fications “official use only,” “limited official use,” and “for official dis- 
tribution.” 

(a) The terms “top secret,” “secret,” and “confidential” are defined 
in Executive Order 10501, November 5, 1958 (see exhibit 1), and apply 
to official documents requiring protection in the interest of national 
defense. “Confidential” (by law) applies to information that has 
been restricted by specific legislation passed by the Congress. “Admin- 
istratively restricted” applies to matters relating solely to the internal 
management of the Department, information given in confidence which 
requires its confidence be maintained in the public interest, and infor- 
mation that cannot be released because its disclosure is prohibited by 
Presidential directives, Executive orders, or directives of regulatory 
agencies. “Official use only,” “limited official use,” and “for official 
distribution,” generally are used as eee restrictions; e. E 
to prevent the prerelease of contents of publicaticns that are currently 
being printed. 

National security information is not available to anyone except to 
Members of the Congress and other Federal agencies on an official 
need-to-know basis and, in the case of personnel of Federal agenci 
with the appropriate degree of security clearance. In the case o 


classified information requested by Members of the Congress, such 
information is withheld if intended for public dissemination to con- 
stituents or others. 

The disclosure to anyone of information “confidential” (by law) is 
prohibited, except as provided by statute. 


ene, restricted” material is not available to anyone 
except Members of the Con and other Federal agencies on an 
official need-to-know basis.” * * * 





COUNCIL OF ECONOMIC ADVISERS 


July 3, 1958. 
Hon. Tuomas C. Henntinos, Jr. 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Hennines: We have your letter of June 26, 1958, 
in which you inquire about the types of information and records in the 
possession of the Council of Economic Advisers that are not available 
to members of the public or press on request, and the basis of what au- 
thority such information is withheld. 

The information and records in the possession of the Council are 


the type contained in the annual Economic Report of the President 
and in the monthly economic indicators. As may be seen from the 
enclosed ope of these publications, the information included is com- 


piled by other public and private agencies and the Council has no di- 
rect. control over the compilation or initial release of the information, 
Please let us know if you desire any additional information. 
Sincerely yours, 


Raymonp J. SAULNIER. 
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DEPARTMENT OF DEFENSE 


ASSISTANT SECRETARY OF DEFENSE, 
Washington, D.C., July 18, 1958. 
Note for Senator THomas C. Hennrnes, Jr. 

The attached represents basic Department directives and related 
material. There are, of course, other more detailed Defense directives, 
and in addition Army, Navy, and Air Force regulations in most cases 
which implement these basic Department of Defense policies and 
procedures, in more detail to fit the respective organizational and 
operational structures of the respective military departments. 

The committee request of June 26, 1958 was so broadly worded that 
it was difficult to determine exactly what its needs were. It was as- 
sumed that the attached material would, at least, meet the initial needs 
and that any further requirements could be made known by the staff. 


Murray Snyper. 
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ATTACHMENTS TO DEPARTMENT OF DEFENSE REPLY 
DIRECTIVES 


. 5122.5 (dated August 17, 1957). “Responsibilities of the Assistant 
Secretary of Defense (Public Affairs) 

. 5122.2 (dated August 17, 1957). “Responsibilities of the Office of 
Assistant Secretary of Defense (Public Affairs)—Functions of the 
Office of Security Review” 

. 5122.3 (dated February 17, 1954). ‘Function of Pictorial Branch and 
Cooperation Policies’’ 

. 5230.9 (dated August 17, 1957). ‘‘Clearance of Department of Defense 
Public Information” 

. 5200.1 (dated July 8, 1957). “Safeguarding Official Information in the 
Interests of the Defense of the United States” 

. 5200.6 (dated March 22, 1957). “Policy Governing the Custody, Use 
and Preservation of Department of Defense Official Information 
Which Requires Protection in the Public Interest” 

. 5105.12 (dated March 22, 1957). ‘‘Functions of the Office of Declassi- 
fication Policy”’ 

. 5145.2 (dated March 22, 1957). ‘“‘Unauthorized Disclosure of Classified 
Defense Information”’ 

. 5400.4 (dated March 22, 1957). “Provision of Information to Con- 
gress” 

. 5230.4 (dated November 26, 1952). ‘Release of Information on Atomic 
Energy, Guided Missiles and New Weapons” 

. 5230.12 (dated March 27, 1956). ““Release to the Public of Informa- 


tion on Guided Missiles, Military Aircraft, Associated Powerplants, 
Components and/or Accessories” 

. 5230.3 (dated January 18, 1952). “Information Releases by Manu- 
facturers”’ 


MEMORANDUMS AND REPORTS 


. Memorandum dated October 25, 1957 from Assistant Secretary of 
Defense (Public Affairs) to Director of Information Services (Air 
Force) re Press information on Missile Test Firings, Cape Canaveral, 


. Memorandum dated March 3, 1958 from Assistant Secretary of Defense 
(Publie Affairs) to Secretaries of the Military Departments, re Press 
coverage of Firings at Missile Test Center, Cape Canaveral, Florida__ 
. Report to the Secretary of Defense by the Committee on Classified 
nformation, dated November 8, 1956 (Coolidge Report) 

. Part I of DOD Implementation of Recommendations of Coolidge 
Committee on Classified Information, March 1957 

. Part II of DOD Implementation of Recommendations of Coolidge 
Committee on Classified Information, July 1957 

. Secretary McElroy’s memorandum of June 11, 1958 re Public Affairs 
Activities of the Department of Defense 



























DEPARTMENT OF DEFENSE DIRECTIVES 


August 17, 1957 
Number 5122.5 
DEPARTMENT OF DereNsE DIRECTIVE 


Sumierts Responsibilities of the Assistant Secretary of Defense (Public Affairs) 
erences : 
(a) DoD Directive 5122.5, “Responsibilities of the Assistant Secretary of 
arenes (Legislative and Public Affairs)” July 30, 1954 (cancelled 
erein ) 
(b) P Directive 5105.12, “Functions of the Office of Declassification 
olicy” 


I. PURPOSE 


To state the responsibilities of the Assistant Secretary of Defense (Public 
Affairs), in the light of the recent reorganization within the Department separat- 
ing responsibility for Public Affairs activities from that for Legislative activities. 


Il, CANCELLATION 
Reference (a) is hereby cancelled. 
III. BASIC FUNCTIONS 


The basic functions of the Office of Public Affairs are to assist the Department 
of Defense in fulfilling its obligation to keep the public informed as to its activi- 


ties to the maximum extent consistent with national security; to assure prompt 
and accurate response to inquiries concerning such activities; to facilitate public 
understanding of the aims, activities and needs of the Defense Department; and 
to provide liaison and cooperation with information media representatives and 
national and civic organizations with respect to matters pertaining to the 
Defense Department. 


IV. RESPONSIBILITIES 


To carry out the foregoing functions, the Assistant Secretary of Defense for 
Public Affairs, in addition to such responsibilities as may hereafter be assigned, 
shall: 

A. Act as the principal advisor to the Secretary of Defense, his Deputy, the 
Assistant Secretaries of Defense, the Secretaries of the military departments 
and their staffs on public information and public relations aspects of Department 
of Defense policies, plans and programs. 

B. Establish and assure the implementation of all Public Affairs policies and 
procedures of the Department of Defense, and assure the integration of all 
Department of Defense Public Affairs plans, programs and related activities. 

C. Provide for the review from a security standpoint under the provisions of 
Executive Order 10501, of all material originated within the Department of 
Defense, including testimony before Congressional Committees, or by its con- 
tractors for public release or for publication by departmental personnel as 
individuals, and of material submitted by sources outside the Department for 
such review. 

D. Provide for the review of official speeches, press releases, and other infor- 
mation originated within the Department of Defense for public release, or similar 
material submitted for review by other Executive agencies of the Government, 
for conflict with established policies or programs of the Department of Defense or 
of the national Government. 

B. Supervise the implementation of the overall Department of Defense Declassi- 
fication Program established under Reference (b). 

F. Act as the sole agency at the seat of Government for all elements of the 
Department of Defense, for the release of official information for publication 
through any form of information media. 
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G. Maintain liaison with and assist all information media with respect to 
matters relating to the activities of the Department of Defense. 

H. Hstablish the criteria for, and be the approving authority for all credentials 
and permits required by United States news gathering media representatives 
traveling in or outside the United States in connection with coverage of official 
Department of Defense activities. 

I. Maintain liaison with and and assist national and civic organizations with 
matters relating to the activities of the Department of Defense. 

J. Establish policies for and monitor military participation in public exhibi- 
tions, demonstrations and ceremonies, whether local, national or international. 

K. Provide for the receipt and evaluation of requests for speakers received by 
all agencies of the Department of Defense, and when appropriate, assist in ar- 
ranging for the participation of qualified personnel. 

L. Provide assistance, upon request, to personnel of the Department fm con- 
nection with the preparation of informational material, ete. 

M. Represent the Department of Defense with respect to formulation or imple- 
mentation of Government-wide plans, policies and programs concerning public 
information and public relations activities, including mobilization planning. 

N. Provide appropriate guidance and assistance to all elements of the Depart- 
ment to assure fulfillment of the Department's affirmative obligation to keep the 
public adequately informed as to its activities. 


V. COORDINATION 


A. The Office of the Assistant Secretary of Defense (Public Affairs) shall be the 
sole agency of the Department of Defense for coordination of all matters covered 
by the foregoing with other departments and agencies of the Government, as 
appropriate. 

B. In carrying out his responsibilities, the Assistant Secretary of Defense for 
Public Affairs, as appropriate, shall consult and obtain the views of the Secre- 
taries of the military departments, other Assistant Secretaries of Defense and 
the General Counsel, DoD on matters connected with their responsibilities, 

C. A Public Affairs Coordinating Council is hereby established. It shall con- 
sist of the Deputy Assistant Secretary of Defense for Public Affairs as Chair- 


man, and, unless otherwise designated by the Secretaries of the military depart- 
ments, the Chiefs of Information of the Army, Navy, Air Force, and Marine 
Corps. This Council shall be an advisory group to the Assistant Secretary of 
Defense (Public Affairs) and to the Secretaries of the military departments. It 
shall meet at the call of the Chairman, who shall, also, when requested to do so by 


the Secretary of a military department, call a meeting of the Council whenever 
practicable. 


VI. REPORTS 


The Assistant Secretary of Defense (Public Affairs) is hereby delegated the 
authority to obtain such reports and information from the military departments 
as are necessary to carry out his responsibilities. Such information and reports 


shall be obtained through request to the Secretaries of the military departments 
or their designees. 


VII. USE OF FACILITIES OF MILITARY DEPARTMENTS 


In the performance of the functions of the Assistant Secretary of Defense 
(Public Affairs) as defined in this directive, the appropriate facilities of the 
military departments will be used to every practicable extent. 


VItl, EFFECTIVE DATE 


This directive is effective immediately. 
C, EB. Wrs0n, 
Secretary of Defense. 
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August 17, 1957 
Number 5122.2 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Responsibilities of the Office of Assistant Secretary of Defense (Public 

Affairs)—Functions of the Office of Security Review. 

References: 

(a) DoD Directive 5200.1, “Safeguarding Official Information in the Inter- 
ests of the Defense of the United States” 

(b) DoD Directive 5122.2, “Functions of the Security Review Branch”, July 
27, 1951 (cancelled herein) 

(c) ASD(L&PA) memorandum, “Coordination of Informational Material 
for Public Release”, May 31, 1955 (cancelled herein) 

(d) DoD Directive C-5230.3 

(e) DoD Directive C-5230.1 

(f) DoD Directive S-5400.1 

(g) DoD Directive 5230.9, “Clearance of DoD Public Information” 

(h) DoD Directive 5230.12, “Release to the Public of Information on Guided 
Missiles, Military Aircraft, Associated Powerplants, Components 
and/or Accessories” 

(i) DoD Directive 5145.2, “Unauthorized Disclosure of Classified Defense 
Information” 

(j) DoD Directive 5400.4, “Provision of Information to the Congress” 

(k) DoD Directive 5230.2, “Activation, Training and Movement of Units” 

(1) DoD Directive 5230.3, “Information Releases by Manufacturers” 

(m) DoD Directive 5230.4, “Release of Information on Atomic Energy, 
Guided Missiles and New Weapons” 

(i) DoD Directive 5230.5, “Information Releases by Colleges and Universi- 
ties Holding Defense Contracts” 

(0) DoD Directive 5230.10, “Phased Release Program for Aircraft Gas 
Turbine Engines for Commercial Operation” 


(p) eee 5105.12, “Functions of the Office of Declassification 
olicy” 


(q) DoD Directive S-5400.2 


I. PURPOSE 


To set forth the responsibilities and functions of the Office of Security Re- 
view, Office of the Assistant Secretary of Defense (Public Affairs). 







Il. CANCELLATION 
References (b) and (c) are cancelled. 


Itl, RESPONSIBILITIES AND FUNCTIONS 


A. The Office of Security Review of the Office of the Assistant Secretary of 
Defense (PA) is the sole agency within the Department of Defense responsible 
for the’ security clearance of information and material, from Department of 
Defense or outside sources intended for dissemination through any media of 
public information, from the standpoint of whether or not publication would 
be inimical to the interests of national defense under the provisions of Executive 
Order 10501 (See reference (a) ). 

i The Office of Security Review shall be responsible for the following 

ctions: 

1. Recommend the issuance of appropriate guidances governing the se- 
curity clearance for release of information by all agencies of the Depart- 
ment of Defense. 

2. Review for security under the provisions of Executive Order 10501, all 
material submitted in accordance with existing regulations of the Depart- 
ment of Defense by its components, and all material submitted for such 
purpose by sources outside the Department of Defense. 

3. Review material originated within the Department of Defense for 
official public release, or similar material submitted for review by other 
Executive agencies of the Government, for conflict with established policies 
or programs of the Department of Defense or of the national Government. 

4. With respect to the foregoing reviews, coordinate, as appropriate, with 
the military departments and staff agencies of OSD, and act as the gen- 
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eral clearance agency for the Department of Defense with other agencies 
of the Government, including coordinating with State Department, the 
Atomic Energy Commission, and the White House, as necessary, in accord- 
ance with directives from the Secretary of Defense, including references 
(d), (e) and (f), both as to material originating within the Department 
and that submitted from outside sources for security review. 

5. When review determines that release or publication of particular infor- 
mation would be objectionable from the standpoint of securing national 
defense, advice of such determination to the person who made the request 
or submitted the material for review, should include a brief explanation of 
the basic reasons for such determination to the extent permitted by security 
considerations. Where full disclosure of the reasons underlying such deter- 
mination cannot be made without such disclosure itself violating security, 
the person concerned should be advised to that effect. 

6. Review for security Congressional testimony submitted in accordance 
with Department of Defense directives. 

7. Maintain liaison with components of the Department of Defense and 
other appropriate Federal agencies on security matters pertaining to public 
information and, when appropriate, coordinate with such components and 
agencies items of security review business of primary concern to them. 

8. Review, to the extent practicable, material published in the press, 
magazines, etc., for possible breaches of security and otherwise evaluate 
the effectiveness of the Security Review Program. 

9. When appropriate, call to the attention of proper authority apparent 
violations of security coming to the attention of the Office of Security 
Review. 

10. Upon the imposition of national censorship: 

(a) Coordinate with Office of National Censorship in the develop- 
ment of a press censorship code. 

(b) Advise the Office of National Censorship as to the military secu- 
rity impiications of specific items for publication. 

(c) Monitor the Department of Defense press releases in accordance 
with the national press censorship code. 


Iv. IMPLEMENTATION 


Copies of all implementing or revised regulations or instructions shall be fur- 
nished to the Assistant Secretary of Defense (Public Affairs). 


Vv. EFFECTIVE DATE 


This directive is effective immediately. 
C. E. Wixrson, Secretary of Defense. 


February 17, 1954 
Number 5122.3 
DEPARTMENT OF DEFENSE INSTRUCTION 


Subject: Function of Pictorial Branch and Cooperation Policies. 

References: (a) Secretary of Defense Memorandum dated March 17, 1949, no 
subject but referring to operation on a consolidated basis of 
certain public information activities. 

Enclosure: (1) Appendix—Policy for Extending Cooperation of the Department 
of Defense on Commercial Production of Motion Pictures, 
Including those for Television. 


I. PURPOSE 


The purpose of this instruction is to establish policies and procedures to gov- 
ern cooperation with the pictorial media and the production and the release of 
still photographs and motion pictures to the public. 


It. APPLICABILITY 


This instruction is applicable to the Office of Public Information, Office of the 
Assistant Secretary of Defense (Legislative & Public Affairs) and to the mili- 
tary departments. Hereinafter when Department of Defense is mentioned, the 
term will be all inclusive in incorporating the military departments. 
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Ii, POLICY 


A. The following shall be general policies of the Department of Defense con- 
cerning the cooperation with the pictorial media and the production and the 
release of still photographs and motion pictures to the public: 

1. The Pictorial Branch, Office of Public Information, Office of the As- 
sistant Secretary of Defense (Legislative & Public Affairs) has responsi- 
bility for initiation, formulation, direction, implementation and operation 
oe pictorial information policies and programs for the Department of 

ense. 

2. The Pictorial Branch, OPI, is the sole releasing authority for the De- 
partment of Defense for pictorial material of national interest. 

8. No date or time for any pictorial release will be established without 
approval of the Pictorial Branch, OPI. 

4. No cooperation will be extended to the pictorial media without approval 
of Pictorial Branch, OPI. 

5. No production of a motion picture designed for public release will be 
initiated without approval of Pictorial Branch, OPI. 

6. The Pictorial Branch, OPI, plans, produces, and monitors still and mo- 
tion picture material in the following categories: 

a. Still photographs 
b. Newsreel and television films 
ce. Motion picture productions, 

B. It is recognized that in certain circumstances, exceptions to paragraphs 2 
and 4 above are desirable to properly service the media. The military depart- 
ments are authorized to extend cooperation and make still photographic re 
leases as follows: 

1. Photographic subjects of a purely local nature 

2. Spot news subjects (any event or incident that takes place without any 
prior planning or knowledge). 


IV. ACTION REQUIRED 


It is desired that copies of military departmental regulations implementing the 
above policies be forwarded to the Office of the Assistant Secretary of Defense 
(Legislative & Public Affairs). This supersedes Consolidated Memorandum No. 
5 dated 2 May 1949. 


Vv. EFFECTIVE DATE 


This instruction is effective immediately. 


Frep A. SEATON, 
Assistant Secretary of Defense (Legislative and Public Affairs). 


APPENDIX 


Poticy ror EXTENDING COOPERATION OF THE DEPARTMENT OF DEFENSE ON COMMER- 
CIAL PRODUCTION OF MorTION PicTURES, INCLUDING THOSE FOR TELEVISION 


1. Need for policy 


To achieve uniformity of policy and to enable the producers of motion pictures 
to know the qualifications and limitations for obtaining the cooperation of the 
Department of Defense on the commercial production of motion pictures of full 
length features or short subjects, whether designed for theatrical, non-profit, 
educational, institutional, promotional or television release. 


2. Authority 


The Pictorial Branch, Office of Public Information, Office of the Assistant Sec- 
retary of Defense( Legislative & Public Affairs) is the sole authority for the 
approval of cooperation on the part of the components of the Department of De- 
fense. Components of the Department of Defense will not be committed by OPI 
to cooperation on any project without proper concurrences and coordination. 
Conversely, the components of the Department of Defense will not make any com- 


ee or express any opinions until proper concurrences and coordination 
with OPI. 
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8. Stipulations for extending cooperation 


Motion pictures are considered an excellent media for sustaining public under- 
standing of the Department of Defense. Official cooperation will be considered 
when: 

a. The motion picture company or individual owns, optional c> otherwise, has 
legal authority to discuss the property concerned. Official Department of De- 
fense opinion will not be given on any story property to a company or individual 
who is not able to show authorization from the author for such a presentation. 

b. The motion picture company or individual has a recognized distribution 
channel. In the case of television film productions, the company or individual has 
a recognized distribution channel or can satisfactorily indicate financial capabil- 
ity to produce the film and in the opinion of the Pictorial Branch, OPI does not 
intend to merely commercialize on Department of Defense opinions and/or com- 
mitments without undertaking the production of the motion picture involved. 

e. It is believed the finished film— 

(1) Benefits the Department of Defense and is in the best interest of 
national defense and the public good. 

(2) Adheres to the general policy of the Department of Defense regarding 
operations, morale and discipline of its components and complies with 
standards of dignity and propriety. 

(3) Portrays accurately and authentically military operations, historical 
incidents, persons or places, depicting a true interpretation of military life 
and/or has educational and public relations values from a Department of 
Defense viewpoint. 

d. The production of the picture is deemed impracticable without Department 
of Defense cooperation and will include only such assistance which is impossible 
to obtain from commercial sources without prohibitive expenditures of money to 
the producers. 

e. Cooperation will be at no additional cost to the Government. 

f. There will not be any loss of opportunity for employment of civilians nor 
competition with civilian enterprise on the part of the Department of Defense. 

g. The picture does not involve the use of Department of Defense personnel or 
materiel to depict personnel or action of other nations except in extraordinary 
circumstances. 

h. Military personnel will not perform services in excess of the requirements of 
ordinary duty except on a voluntary basis. 

i. Cooperation will not interfere with the Department of Defense programs nor 
disrupt training or operations. 

j. All legal clearances and rights involved or necessary will be obtained by the 
producing company or individual producer. 

k. All damages, losses and personal liability will be the responsibility of the 
producing company or individual producer. 

1. The producing company or individual producer agrees to incorporate in the 
film titles, courtesy credits to the Department of Defense and/or its components 
when such acknowledgement is deemed desirable by the Pictorial Branch, OPI. 
The determination will be made only with the concurrence of the components 
concerned. 

m. The producing company or individual agrees to utilize the motion picture 
footage shot with Department of Defense cooperation and/or the official service 
footage released for a specific project only in that project unless express 
permission is obtained from the Pictorial Branch, OPI. 

n. The producing company or individual agrees to submit to the Pictorial 
Branch, OPI, print of the completed or rough edited version of the motion picture 
involved for review prior to multiple printing and public release unless otherwise 
determined. The Pictorial Branch, OPI, is the sole authority for expressing the 
Department of Defense opinion. 

o. The producing company or individual agrees to make changes necessary to 
eorrect scenes which violate policy or contain information detrimental to the best 
interest of the Department of Defense and that these portions of the completed 
picture will not be exhibited. 

p. The producing company or individual agrees that the Department of De- 
fense can acquire prints of the completed motion picture involved at no cost to 
the Government if feasible or at a cost not to exceed processing and printing 
when it has been determined that the picture is of value to the Information and 
Education and/or training program of the Department of Defense. Such prints 
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will be exhibited only within the Services to Department of Defense personnel at 
such stipulated official screenings and under no circumstances whatsoever that 
can be construed as competitive with commercial exhibition. 


4. Categories of cooperation 


a. Full cooperation—This category includes assistance in the preparation 
and/or revision of a script pertaining to Department of Defense aspects; loan of 
materiel in any considerable amount; use of personnel ; clearances for visits and 
photography at installations or occupied areas; use of unedited, unclassified 
official motion picture footage; assignment of technical advisors and similar aid. 
Full cooperation will be extended only when the completed picture will serve the 
Department of Defense an informational and/or recruiting purpose. 

b. Limited cooperation.—This category includes suggestions on script revisions 
pertaining to the Department of Defense aspects; utilization of moderate 
amounts of official unedited, unclassified motion picture footage and a minimum 
amount of physical cooperation. Limited cooperation will be extended when the 
completed picture necessarily does not serve an informational or recruiting 


purpose but otherwise is considered in the best interests of the Department of 
Defense and the public good. 


5. Procedure for obtaining cooperation 


A statement be submitted to the Pictorial Branch, OPI, of intent to produce 
and distribute for public consumption, a feature or short subject motion picture 
based on some specific activity of the Department of Defense including the idea, 
background, tentative title, anticipated production date, distribution plan, antici- 
pated requirements for cooperation and a story outline, treatment or script, if 
available. Other information as may be required, in accordance with paragraph 
3, should be included. 

6. Assignment of priorities 


a. Authority.—The Pictorial Branch, OPI is the sole authority for the assign- 
ment of priorities for Department of Defense cooperation with a motion picture 
company and/or individual for the production of a film. 

b.. Jssuance.—A priority will be given in writing upon receipt and acceptance 
of the information contained in paragraph 5 above. The Department of De 
fense will keep such information in confidence until the company or individual 
has made a public release pertaining to the project. 

e. Time and Scope.—A priority will be given in a specific field or subject for 
a reasonable period of time. Requests for cooperation on projects with similar 
or conflicting ideas and backgrounds will not be considered until the holder of 
the first priority has done one of the following: 

(1) Completed a script, requested and obtained cooperation and com- 
pleted its picture either distributing the film or having it ready for distri- 
bution. The latter denotes completion of printing requirements. 

(2) Notified the Pictorial Branch, OPI that work on the project has been 
permanently or temporarily dropped. 

(3) Failed to submit story outline, treatment or script to the Pictorial 
Branch, OPI within a reasonable length of time (for practical purposes 
considered to be three months), thus indicating that the project is an in- 
active one. Applications of all others who indicated interest in this specific 
field or subject will be considered for cooperation according to the dates of 
original statement. 

(4) Cancelled distribution arrangements contained in original statement 
of intent. If the distribution factor remains undecided for a period ex- 
ceeding thirty (30) days, the Pictorial Branch, OPI may cancel the 
priority. 

d. Ezplanation.—It is understood that no similarity will be considered to 
exist in broad fields such as aircraft carrier operations, air action or infantry 
action. <A similarity will be considered to exist when the subject is focused on 
carrier action in Korean waters or carrier action in the Pacific during WW Ii; 
aviation cadet training or bomber or fighter action in Korea; infantry patrol 
action or infantry action in the Battle of the Bulge, etc. 

e. Relation between theatrical and television film categories.—Priorities given 
in one category will not be binding in the other category. Bach project having 
a bearing on one in the other category will be considered individually by the 
Pictorial Branch, OPI, and a decision rendered in cooperation with the com- 
ponent of the Department of Defense concerned, based on an analysis of the 
detrimental aspects of each project on the other. 
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7. Actual cooperation 


a. Preliminary.—Prior to the submittal of a script, assistance may be rendered 
in story research, including release of unclassified material, visits to installa- 
tions (at no cost to the Government), arranging of interviews, logistical plan- 
ning, and based on adequate assurances of an acceptable script, release of un- 
classified, unedited footage and in certain cases, authorization for background 
location photography. 

b. Submittal of script—Four (4) copies of the completed script will be sub- 
mitted to the Pictorial Branch, OPI, along with the specific requirements for 
physical cooperation and an anticipated production schedule. The Pictorial 
Branch, OPI, is the sole authority for approving scripts, determination to be 
made in cooperation with the component of the Department of Defense con- 
cerned. 

ce. Production cooperation.—Upon approval of the script, the component of the 
Department of Defense concerned will endeavor to arrange for the desired 
assistance within the stipulations of this policy. 

Frep A. SEATON, 
Assistant Secretary of Defense (Legislative and Public Affairs). 


August 17, 1957 
Number 5230.9 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Clearance of Department of Defense Public Information 
References: 

(a) DOD Directive 5230.9, “Clearance of DOD Public Information”, March 
29, 1955 (canceled herein) 

(b) DOD Directive 5200.1, “Safeguarding Official Information in the Inter- 
ests of the Defense of the United States” 

(ec) DOD Directive 5200.6, “Policy Governing the Custody, Use and Pres- 
ervation of DOD Official Information Which Requires Protection in 
the Public Interests” 

I. PURPOSE 


This directive prescribes guidelines for the clearance of official speeches, press 
releases, photographic material and other information originated within the 
Department of Defense or any of its agencies for public release. It also pre- 
scribes a uniform policy and procedure for the review of manuscripts con- 


cerning military matters prepared by military personnel and civilian employees, 
as individuals for publication. 


Il. CANCELLATION 
Reference (a) is hereby canceled. 


Til, GENERAL PRINCIPLES GUIDING THE RELEASE OF INFORMATION 


The people of the United States are properly interested in the Department of 
Defense and the steps it is taking to protect the national security. The Depart- 
ment of Defense has an obligation to inform the public with respect to the 
Department’s activities and to provide the public with accurate, factual and 
other proper information regarding the Army, Navy, Air Force, and Marine 
Corps. Public access shall be limited only by restrictions imposed in the 
national interest pursuant to law in order to safeguard information requiring 
protection in the interest of national defense (see Reference (b) or the Atomic 
Energy Act, as amended) and certain other information, the publication of 
which, would be against the public interest. (see Reference (c) ). 

Information provided should be timely and presented to the public through 
the usual news media (press, magazines, journals, radio, television, etc.) in a 


manner consistent with the ethics and procedures normally followed in dealing 
with such media. 


oo 


IV. SECURITY AND POLICY REVIEW 


A. Defense information originated by the Department of Defense or any of 
its agencies for official release to the public through news media by military 
or civilian personnel of the Department of Defense, such as official speeches, 
press releases, and photographic material, shall be submitted to the Secretary 
of Defense through the Assistant Secretary of Defense (Public Affairs) or 
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other designees for review and clearance; speeches not less than five days 
before delivery date, other material as early as practicable. 

B. Military and civilian personnel shall not make any commitment to furnish 
official manuscripts to any outside publication unless prior clearance is obtained 
from the appropriate Secretary of a military department, and the Secretary of 
Defense or their designees. All such official manuscripts on military matters 
written by military and civilian personnel for outside publication shall be sub- 
mitted for review and clearance by the appropriate Secretary of a military 
department and the Secretary of Defense or their designees before submission 
to the publisher or editor. 

C. Material originating within the Department of Defense shall not be 
cleared for publie release until it is reviewed for violations of security and for 
conflict with established policies or programs of the Department of Defense, or 
those of the national Government, since such material may have national or 
international significance. Nothing in this directive shall be deemed to author- 
ize the refusal to clear material, otherwise releasable, because its release might 
tend to reveal administrative error or inefficiency. 


V. WRITING FOR PUBLICATION BY DEFENSE PERSONNEL, AS INDIVIDUALS 


Personnel of the Department of Defense, military and civilian, who write for 
outside publication not in connection with their official duties on any subject 
or in any form shall ascertain that such activity will not interfere or conflict in 
any way with their regularly assigned duties. Such activity will not be con- 
ducted during normal working hours, or accomplished with the use of Depart- 
ment of Defense facilities, or personnel. Such writers will be on an exact 
parity with outside professional writers with respect to accessibility and use 
of technical or other information for manuscripts or articles written for pub- 
lieation. Articles by such personnel, dealing with military matters, will be 
submitted to the Office of Security Review, OASD(PA), for review and clear- 
ance to avoid any possible violation of military security. 
August 17, 1957 
5230.9 
VI. IMPLEMENTATION 


It is requested that the Secretaries of the military departments issue such 
supplementary guidelines implementing this directive as they consider necessary 
or appropriate to accomplish the purposes hereof. It is recognized that certain 
types of information—for example, information released by local commands not 
having overriding national defense policy implications—cannot be cleared in 
full compliance with the requirements of this directive. To provide adequate 
leeway in such cases it is appropriate for the Secretary of any military depart- 
ment to submit to the Secretary of Defense for approval, through the Assistant 
Secretary of Defense (Public Affairs) supplemental general instructions govern- 
ing the clearance of such matters. 


VII. RESPONSIBILITY 


All personnel of the Department of Defense shall assume personal responsibility 
for compliance with the provisions of this directive. 


VII. EFFECTIVE DATE 


This directive is effective immediately. 
C. E. Witson, Secretary of Defense. 


July 8, 1957 
Number 5200.1 


DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Safeguarding Official Information in the Interests of the Defense of the 
_.__ United States _ - 


References : 
(a) Department of Defense Directive 5200.1, subject: Safeguarding Official 
Information in the Interest of the Defense of the United States, dated 

November 19, 1953. (Canceled herein) 
(b) Department of Defense Directive 5200.2, subject : Classification of Aerial 
Photograph, dated November 5,1951. (Canceled herein) 
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(c) Department of Defense Directive 5200.3, subject: Department of De- 
fense Policy for Assignment of: Classification Categories to Official 
Defense Information, dated December 21, 1953, as amended by ASD 
(M&P) Memo, Subject: Classification of Compiled Data, dated May 
4, 1954, and as further amended on April 9, 1957. (Canceled herein) 

(ad) Department of Defense Directive 5200.4, subject: Department of De- 
fense Policy and Procedure Governing Use of Code Words, dated April 
16,1954. (Canceled herein) 

(e) Department of Defense Directive 5200.7, subject: Policy Governing the 
Transmission and Safe Keeping of Defense Information Classified 
“Confidential—Modified Handling Authorized”, dated July 15, 1954. 
(Canceled herein) 

(f) Department of Defense Directive 5210.1, subject: Photographing or 
Sketching Vital Installations or Equipment During FBI Investigations, 
dated March 12,1952. (Canceled herein) 

(g) Department of Defense Directive 5210.6, subject: Control of Classified 
Documents within the Department of Defense, dated December 6, 
1953. (Canceled herein) 

(h) Secretary of Defense Memorandum dated May 4, 1950, subject: Classi- 
fication of Maps, Charts, Aeronautical Publications and Other Docu- 
ments Pertaining to Military Installations. (Canceled herein) 

(i) Secretary of Defense Memorandum dated October 29, 1952, subject: 
Unwarranted Dissemination of Classified Material. (Canceled herein) 

(j) Secretary of Defense Memorandum dated March 26, 1953, subject: 
Improvement of Security Procedures Within the Department of 
Defense. (Canceled herein) 

(k) Secretary of Defense Memorandum dated March 26, 1953, subject: Secu- 
rity Violations in the Department of Defense. (Canceled herein) 

(1) Secretary of Defense Memorandum dated. March 5, 1954, relating to 
designation of those Office of Secretary of Defense officials authorized 
to assign the Top Secret Classification ; as amended on July 12, 1954, 
December 27, 1954, and December 7, 1955. (Canceled herein) 

(m) Department of Defense Directive 5200.6, subject: Policy Governing 
the Custody, Use and Preservation of Department of Defense Official 
Information Which Requires Protection in the Public Interest, dated 
March 22, 1957. 

(n) Department of Defense Directive 5145.2, subject: Unauthorized Dis- 
closures of Classified Defense Information, dated March 22, 1957. 

(0) Department of Defense Directive 5400.4, subject: Provision of Informa- 
tion to the Congress, dated March 22, 1957. 

(p) Department of Defense Directive 5210.2, subject: Access to and Dis- 
semination of Restricted Data, dated May 6, 1957. 

Enclosure: (1) Instructions for the Safeguarding of Classified Defense. Infor- 
mation in the Department of Defense, 

Part 1. Definitions. . 

Part 2. Classification of Defense Information. 

Part 3. Classification of Defense Information in connection with Combat 

or Combat-Related Operations. 

Part 4. Control of Classified Defense Information. 

Part 5. re of Classified Information Received from International 

urces, 

Part 6. Security of Classified Communications Information. 

Part 7. Protection of Restricted Data (Atomic Energy Information). 

Part 8. Classification of Photography. 

Appendix : 

(1) Executive Order 10501. 

(2) Department of Defense—Government Printing Office Security Agree- 
ment 

(3). Audit Activities of the General Accounting Offices 

(4) Policy and Procedures Governing the Use of Code Words 


I. PURPOSE 


To implement within the Department of Defense the provisions of Executive 
Order 10501, dated. November 5, 1953:(See Appendix (1) of the attached In- 
structions). In implementing this Executive Order, all concerned must recog- 
nize that it is essential that the citizens of the United States be informed con- 
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cerning the activities of their Government. Accordingly, unnecessary classifi- 
eation and overclassification shall be scrupulously avoided. These objectives 
are not deemed inconsistent with the need for protection of certain official in- 
formation affecting the national defense against unauthorized disclosure in 
order to preserve the ability of the United States to protect and defend itself 
against all hostile or destructive action by covert or overt means, including 
espionage as well as military action. In the attainment of these objectives this 
directive is designed : 

A. To achieve uniformity within the Department of Defense in the assign- 
ment of the classification categories Top Secret, Secret and Confidential ‘to offi- 
cial defense information by establishing standard definitions and procedures in 
consonance with Executive Order 10501. 

B. To prescribe the circumstances for use of certain special markings for 
classified information which is not releasable to foreign nationals, or which 
relates to atomic energy. 

C. Pursuant to authority contained in Section 14 of Executive Order 10501, 
to prescribe regulations for the transmission and safekeeping of defense infor- 
mation classified Confidential disseminated in connection with certain combat 
or combat-related operations, and to identify this type of information by estab- 
lishing the term “Confidential—Modified Handling Authorized”’. 

D. To insure positive control of important classified documents, particularly 
those in the Top Secret and Secret category. 


It, CANCELLATION 


The substance of reference (a) through (1) has either been included in the 
attached Instructions or has been superseded by revised policy. References (a) 
through (1) are therefore cancelled. 




















; 
Ill. CLASSIFICATION CATEGORIES 


A. As defined in Section 1 of Executive Order 10501, the only three authorized 
categories of classified information are Top Secret, Secret and Confidential. 
Certain types of Confidential defense information which pertain to combat or 
combat-related operations may be designated “Confidential—Modified Handling 
Authorized” pursuant to the authority of Section 14 of Executive Order 10501. 
“The Policy for the use of this term is set forth in Part 3 of the attached In- 
structions. 

B. The term “Security Information” which was required prior to the issuance 
of Executive Order 10501 will not be used as an integral part of the three classi- 
fication categories. 





IV. PROCEDURES PERTAINING TO “RESTRICTED—SECURITY INFORMATION” 


’ he’ category of “Restricted—Security Information” used prior to the is- 
suance of Executive Order 10501 was eliminated from the classification system 
by that Executive Order. All Department of Defense information and material 
classified “Restricted—Security Information”, except as provided in Parts 5 and 
‘6 of the attached Instructions, are declassified. In those specific instances 
where upgrading to “Confidential” is absolutely essential to protect informa- 
tion affecting the national defense, the definition of “Confidential” set forth 
‘in Section 1(¢c) of Executive Order 10501 will be strictly complied with. In- 
asmuch as material so marked may still be encountered in the review of record 
material this policy is continued in effect. 

















V. IMPLEMENTATION 


All directives, regulations, manuals, letters, bulletins, circulars, or memo- 
randa published or issued by the Services and agencies concerned pertaining 
to this subject, which stipulate policies or procedures not consistent with the 
provisions of Executive Order 10501, and its implementation herein, will be 
revised, amended, or republished to conform with the provisions thereof. 





VI. EFFECTIVE DATE 


This directive is effective immediately. 
C. E. Wiutson, Secretary of Defense: 


Encl. 1 
5200.1 July 8, 57 
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INSTRUCTIONS FOR THE SAFEGUARDING OF CLASSIFIED DEFENSE 
INFORMATION IN THE DEPARTMENT OF DEFENSD 


Part 1. DEFINITIONS 


I. For the purpose of this Directive, the following definitions apply: 

A. Classification categories.—Official information which requires protection 
in the interests of national defense shall be limited to three categories of classifi- 
cation, which in descending order of importance shall carry one of the following 
designations: Top Secret, Secret, or Confidential (including Confidential—Modi- 
fied Handling Authorized; see Part 3 of these Instructions). No other designa- 
tion shall be used to classify defense information, including military information, 
as requiring protection in the interests of national defense, except as expressly 
provided by statute. 

B. Classification guide.—An instruction indicating the classification that may 
be assigned to subjects within a specific area of Defense activity. 

C. Combat or combati-related operations——Combat or combat-related opera- 
tions, actual or simulated, relate to military planning, operations, training, com- 
munications, intelligence and the logistical support thereof. 

D. Compartmentalization (circulation control) —The rules and regulations 
established by responsible authority to insure that access to classified informa- 
tion will be granted only to trustworthy persons who require such information 
in performance of their official duties and classified information is restricted to 
specific physical confines when feasible. 

BH. Document.—As used herein means any recorded information regardless 
< ee physical form or characteristics, and includes but is not limited to the 

ollowing : 
, 1. Written material whether handwritten, printed, or typed ; 
2. All printed, drawn or engraved material ; 
38. All sound or voice recordings ; 
‘ All printed photographs and exposed or printed film, still or moving; 
an 
5. All reproductions of the foregoing by whatever process. 

F. Formerly restricted data.—Atomic Energy information that has been re- 
moved from the Restricted Data category for military use that can be protected 
as defense information, but that cannot be released to any nation or regional 
defense organization except as provided under Section 142d, Atomic Energy 
Act, 1954, as amended. 

G. Material—As used herein means any document, product or substance on 
or in which information may be recorded or embodied. 

H. Munitions of war—Any and all items required for war inclusive of food as 
well as all other supplies and equipment, but exclusive of manpower, are classi- 
fied as munitions of war. 

I. Original classsication authority.—Original classification authority is that 
authority required to classify independently any type of material; this con- 
trasts with derivative classification authority, which is the authority to classify 
material created as a result of, in connection with, or in response to other 
material dealing with the same subject which already bears a classification. 

J. Restricted data (atomic information).—Pursuant to the provisions of the 
Atomie Energy Act of 1954, as amended, the term “Restricted Data” is defined 
as all data concerning (1) design, manufacture or utilization of atomic weapons; 
(2) the production of special nuclear material; or (3) the use of special nuclear 
materfial in production of energy, but shall not include data declassified or 
removed from the Restricted Data category which the Atomic Energy Commis- 
sion from time to time determines may be published without undue risk to the 
common defense and security. 

K. Technical information—That which applies to data concerning muni- 
tions and equipment, engineering performance, instructions on maintenance and 
operation and any descriptive matter or components thereof. This includes 
means of operation, manufacture, use, techniques and processes, Information 
pertaining to the various sciences which may be employed directly or indirectely 
in warfare are also so classed. Data of a strategic or tactical nature is specifi- 
cally excluded from the meaning of this term. 
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Part 2, CLASSIFICATION OF DEFENSE INFORMATION 
L SCOPE 


A. It is to be emphasized that the designations “Top Secret”, “Secret”, 
“Confidential” (including “Confidential—Modified Handling Authorized”), may 
only be used in safeguarding official information which requires protection in 
the interests of national defense. Official information not affecting the national 
defense, which pursuant to statutory or constitutional authurity may be deemed 
to require protection in the public interest for other reasons, shall be handled 
in accordance with reference (m). 

B. Nothing in this Directive shall be deemed to authorize the withholding of 
information, otherwise releasable, because its release might tend to reveal ad- 
ministrative error, or inefficiency, or might be embarrassing. 






Il, OVEECLASSIFICATION AND UNNECESSARY CLASSIFICATION 


A. It is essential that the general public be kept informed as to the programs 
and policies of the Department of Defense to the maximum extent permitted 
by considerations of national security. To accomplish this, unnecessary classi- 
fication or overclassification must be scrupulously avoided. 

B. The Secretaries of the Military Departments, the Chairman JCS, and the 
Assistant Secretary of Defense (MP & R) will take appropriate steps to insure 
that all personnel of the Department of Defense, both military and civilian, 
are made aware of the importance of avoiding unnecessary classification or over- 
classification. Responsible authorities at the time of signature or approval 
of any document will carefully review its content in light of the category 
definition of the classification affixed and in all cases in which security ¢on- 
siderations fail to support fully this classification direct the assignment of a 
lower classification. 


































Ill. APPLICATION OF POLICY 
A. Classification guides 


Classification guides shall be used to achieve uniformity in the application of 
this policy. In every practicable instance, classification guides pertaining to 
each area of operation, planning, technical development, or research shall be 
developed and maintained in current status. The examples of classification 
categories set forth in Section IV below shall be the basic guidance in the 
preparation of these guides. 


B. Advance security planning 


Advance security planning is an essential part of any plan, program, or 
project wherein security is a major factor. To the extent feasible, the respon- 
sible official charged with developing any broad plan, program, or project in 
which Top Secret or Secret material is involved will insure that arrangements 
for giving due consideration to security aspects are incorporated therein from 
the beginning. The basic study or project will include appropriate security 
guidance, which may be included in a special annex, covering such points as: 

1. Issuance of guides for the assignment of classification categories to 
various portions of the project, as appropriate. 

2. Requirements for specific special security control measures, including 
stipulations as to the special precautions to be observed and giving the 
maximum amount of guidance to achieve compartmentalization. 

8. Planning for phased downgrading, declassification, and public release 
of information concerning the project when practicable. 


IV. CLASSIFICATION CATEGORIES 













A. Top secret 


Executive Order 10501 specifies that the use of the classification Top Secret 
shall be limited to defense information or material which requires the highest 
degree of protection. The Top Secret classification shall be applied only to that 
information or material the defense aspect of which is paramount, and the 
unauthorized disclosure of which could result in exceptionally grave damage to 
the Nation, such as: 

1. Leading to a definite break in diplomatic relations affecting the de- 
fense of the United States, an armed attack against the United States or 
its Allies, a war, or 
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2. The compromise of military or defense plans, or intelligence opera- 
tions, or scientific or technological developments vital to the national 
defense. 

Examples of the type of material described in subparagraphs 1 and 2 above 
might include the following: 

a. A strategic plan documenting the overall conduct of a war. 

b. War planning documents which contain worldwide: 

(1) Planning data and assumptions. 

(2) Wartime planning factors for the use of nuclear weapons. 

(3) Intelligence estimates of enemy capabilities. 

(4) Force composition and deployment, and 

(5) Real estate requirements and utilization by geographical area which 
are time phased for a period of months. 

e. An operations plan either for a single operation or a series of connected 
operations containing any of the factors in subparagraph b above and with sortie 
rates or target data. 

d. A document containing any of the considerations in subparagraph b above 
directly related to a Top Secret war planning document, the unauthorized dis- 
closure of which standing alone could result in actual compromise of a particular 
Top Secret plan. (This does not necessarily include proposed budgets, current 
peacetime deployment of units or munitions, or peacetime manpower and organ- 
ization programs for future years. Normally such information is too general in 
nature to reveal Top Secret plans. ) 

e. Intelligence documents that contain completed intelligence of such scope 
that it reveals a major intelligence production effort on the part of the United 
States and which would permit an evaluation by unauthorized recipients of the 
success attained by, or the capabilities of, the United States intelligence services: 
(Normally, a broad and complete intelligence annex or a sumwary of similar 
importance. Not a report or a digest of reported items of information, except as 
covered in subparagraph f below.) 

f. A plan or policy for conducting intelligence or other special operations and 
information revealing a particular intelligence operation or other special opera- 
tion, provided that the compromise of such plan, policy, or particular operation 
could result in exceptionally grave damage to the Nation—not just to individuals 
or groups of individuals. Intelligence operations may include certain specifically 
designated and controlled collection projects. 

g. Critical information concerning radically new and extremely important 
equipment (munitions of war), such as nuclear weapons, atomic weapons stock- 
pile data, and any other munitions of comparable importance the scientific or 
technological development aspects of which are vital to the national defense. 
(The DOD-AEC Classification Guide distributed by the Atomic Energy Com- 
mission, applies to Restricted Data, and also indicates the proper defense classi- 
fication for the same information.) 


B. Secret 


Executive Order 10501 specifies that the use of the classification Secret shall 
be limited to defense information or material the unauthorized disclosure of 
which could result in serious damage to the Nation, such as: 

1. Jeopardizing the international relations of the United States. 

2. Endangering the effectiveness of a program or policy of vital import- 
ance to the national defense. 

3. Compromising important military or defense plans, scientific or techno- 
logical developments important to national defense. 

4. Revealing important intelligence operations. 

5. Examples of the type of material described in subparagraphs 1 through 
4 above might be the following: 

a. A war plan or a complete plan for a future operation of war not 
included under Top Secret, and documents showing the disposition of 
our forces the unauthorized disclosure of which, standing alone, could 
result in actual compromise of such Secret plans. 

b. Defense or other military plans not included under Top Secret or 
subparagraph a, above, including certain development and procure- 
nee plans and programs, but not necessarily including all emergency 
plans. 

ec. Specific information which, standing alone, reveals the military 
capabilities or state of preparedness of the Armed Forces, but not in- 
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cluding information the unauthorized disclosure of which could result 
in compromise of a Top Secret plan. 

d. Information that reveals the strength of our forces engaged in 
hostilities; quantities or nature of their equipment; or the identity or 
composition of units in an active theater of operations or other geo- 
graphic area where our forces are engaged in hostilities, except that 
mailing addresses may include organization designations. (During 
periods of peace, information revealing the strength, identity, com- 
position, or location of units normally does not require classification 
as Secret.) 

e. Intelligence and other information, the value of which depends 
upon concealing the fact that the United States possesses it. 

f. Particulars of scientific or research projects which incorporate 
new technological developments or techniques having direct military 
application of vital importance to the national defense. 

g. Specific details or data relating to new material or important 
modifications of material which reveal significant military advances 
or new technological developments having direct military application 
of vital importance to the national defense. 

h. Communications security devices and cryptographic material that 
reveals information of vital importance to the national defense. 

i. Information of vital importance to the national defense concern- 
ing specific quantities of war reserves. 


©. Confidential 


Executive Order 10501 specifies that the use of the classification Confidential 
shall be limited to defense information or material the unauthorized disclosuré 
of which could be prejudicial to the defense interests of the Nation. The same 
limitation applies to the use of Confidential—Modified Handling Authorized as 
described in these Instructions. Examples of the type of material described 
might include the following : 

1. Operational and battle reports which contain information of value 
to the enemy. 

2. Intelligence reports. 

8. Military radio frequency and call sign allocations of scieti signincanics 
or those which are changed frequently for security reasons. 

4. Devices and material relating to communications security. 

5. Information which indicates strength of our ground, air and naval 
forces in United States and overseas areas, identity or composition of units, 
or quantity of specific items of equipment pertaining thereto. (During 
periods of peace, a defense classification is not necessarily required, unless 
such information reflects the overall strength figures or quantities of weapons 
whose characteristics are themselves classified, or additional factors neces- 
sitate security protection. ) 

6. Documents and manuals containing technical information used for 

‘training, maintenance and inspection of classified munitions of war. 

7. Operational and tactical doctrine. 

8. Research, development, production, and procurement of munitions. of 
war. 

9. Mobilization plans. 

10. Personnel security investigations and other investigations which 
require protection against unauthorized disclosure.* 

11. Matters and documents of a personal and disciplinary nature; the 
disclosure of which could be prejudicial to discipline and morale of the 
Armed. Forces.* 

12. Documents used in connection with procurement, selection and. pro- 
motions of military personnel, the disclosure of which could violate the 
integrity of the competitive system.’ 


1 While in all of the above cases, the eee of Confidential must be justified, parti- 
cular care must be exercised with re graphs 10, 11 and 12 above to make 
certain that such matters are assigned to the PConfidential category only if in fact the 

nauthorized disclosure of such information could be prejudicial to the defense interests of 

e nation. If such information is not strictly defense information but nevertheless 
requires we it will be safeguarded by the application of the provisions of 
reference (m). 
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D. Classification of subject or title 


Where reference to, or the contents of, the subject or title of a classified 
document originating in the DOD is determined to be classified, the classification 
of such subject or title shall ‘be indicated by the appropriate classification 
designation in parenthesis; where such reference and content is determined to 
be unclassified, that fact will be indicated in parenthesis. For these purposes, 
the initials “T.S.”, “S”, “CO” or “U” may be used where appropriate. 

BE. Classification of compilations of defense information 

Separate sections, chapters, or similar components of documents not perma- 
nently bound may bear different classifications or not be classified. However, 
compilations of items of defense information shall be classified in accordance 
with the definitions set forth in paragraphs A, B, and C above, even though the 


individual classified items may separately bear a lower classification than that 
warranted by the aggregate. 


F. Special procedure for safeguarding certain documents from disclosure to 
foreign nationals 


1. a. Classified defense information: 


Whenever an originator or recipient of classified documents determines 
that information is contained therein which should be withheld from for- 
eign nationals and the anticipated distributions, transmission or handling 
by the addressee will make it liable to inadvertent disclosure to foreign na- 
tionals, he will attach a special handling notice to it. The notice may be 
included in the document if the originator knows that the information is 
not releasable to any foreign government. It should read: 


SPECIAL HANDLING REQUIRED NOT BELEASABLE TO FOREIGN NATIONALS * 


The information contained in the attached document will not be disclosed 
to foreign nationals without express approval of the __-_____-... (Director 
of Intelligence of Command concerned). Approval shall refer specifically 
to this document or to specific information contained therein. 


b. Atomic energy information: 


In accordance with the provisions of subsection 142d. of the Atomic Energy 
Act of 1954, as amended, the Atomic Energy Commission may from time to 
time remove from the Restricted Data category:such data as the Commission 
and the Department of Defense jointly determine relates primarily to the 
military utilization of atomic weapons and‘ which the.Commission and the 
Department of Defense jointly determine can be adequately safeguarded as 
defense information. The'Act also provides, however, that no such data so 
removed from the Restricted Data category shall be transmitted or otherwise 
made available to any nation or regional defense organization, while such 
data remains defense information, except pursuant to an agreement for co- 
operation entered. into in accordance with subsection 144b, of said Act. 
Therefore, information so removed from the Restricted Data category and 
safeguarded as defense information in addition to bearing the appropriate 
ene ee designation pursuant to this Directive, shall be marked as 

ollows: 


FORMERLY RESTRICTED DATA 


(Handle as Restricted Data in Foreign Dissemination, Section 144b, Atomic 
Energy Act of 1954) 


2. General restrictions : Under no drcummeianiods, however, will classified bots. 
ments not having a special handling notice attached be released or disclosed to 
foreign nationals without proper authorization in accordance with policies pre- 
scribed within the military departments and other agencies of the Department of 
Defense. Special handling notices will be used solely for the purpose of indicat- 
ing to holders and other handling personnel that the documents involved have al- 
ready been reviewed by the office of origin or other responsible authority, and 
that disclosure to foreign nationals is not authorized. 





1The abbreviated term “NOFORN” is authorized for use in leu of the above Special 
Handling notice when the use of this notice is impractical. 
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Part 3. CLASSIFICATION OF DEFENSE INFORMATION IN CONNECTION WitTH CoMBAT 
oR COMBAT-RELATED OPERATIONS 


I. BACKGROUND 


A considerable volume of defense information classified Confidential concerns 
military operations related to planning, operations, training, communications, 
and the logistical support thereof. This information is connected with combat 
or combat-related operations, and requires the means for transmission and safe- 
keeping compatible with the necessary dissemination and use required for the 
proper and effective accomplishment of the mission of the Department of De- 
fense. The procedures for transmission and safekeeping of Confidential defense 
information as set forth in BDxecutive Order 10501 need modification to meet 
the above requirement. Section 14 of the Executive Order recognizes the possible 
necessity for modification and authorizes the Secretary of Defense to prescribe 
such regulations as he may consider necessary. 


Ii. POLICY 


A. Pursuant to Section 14 of Executive Order 10501, in combat or combat-re- 
lated operations, actual or simulated, the commander of the unit concerned will 
insure that all classified materials are given the maximum security possible 
under the circumstances. Classified materials will not be taken farther forward 
in combat areas than is absolutely necessary. 

B. The provisions of Executive Order 10501 regarding the transmission and 
safekeeping of defense information classified Confidential are modified in accord- 
ance with the following: 


1. Scope 


a. Designation.—Confidential defense information as described in subpara- 
graph b below shall be identified by the term “Confidential—Modified Handling 
Authorized.” 


b. Applicability.—Information so designated is that (1) which pertains to com- 
bat or combat-related operations, actual or simulated, and (2) which will be ade- 
quately protected by the procedures for transmission and safekeeping set forth 
os subparagraph 2, below. Examples of such information might include the 

owing : 

(1) Training, Field and Technical Manuals and related material. 

(2) Photographs, negatives, photostats, diagrams or material. 

(3) Defense procurement plans, including procurement contracts and re- 
lated matters. 

(4) Communications material and messages. 

(5) Certain documents regarding engineering plans and design details, 
computation, method of processing or assembling, which are essential to the 
functioning or use of an article of material. 

(6) Military maps and aerial photography, and related material, which 
require wide dissemination for military purposes, 

(7) Information received from foreign nations under existing interna- 
tional exchange of information agreements and policies, and classified “Re- 
stricted” by them. 


2. Procedures 


a. Transmission (E.O. 10501, Sec. 8(d) modified accordingly )—Documents and 
material designated Confidential—-Modified Handling Authorized will normally 
be transmitted by ordinary mail within the United States, but without pre- 
cluding a more secure means if desired. Outside the Continental United States, 
Confidential—-Modified Handling Authorized defense material will be transmitted 
by ordinary first class mail which is under the. control of the United States and 
Canadian governments, or transmitted by unaccompanied State Department air 
er surface pouch under diplomatic seal. Such documents and material will be 

sealed, enclosed, or wrapped in a manner and with such materials as 
will insure arrival at destination in good condition. Wrappings or envelopes 
will bear no markings indicative of the classification or identification of its 
contents. The above does not preclude a more secure means if desired. 

b. Safekeeping (B.O. 10501, See 6(b) modified accordingly ).—-Documents and 
material designated Confidential—Modified Handling Authorized will normally 
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be stored in the same manner as other Confidential material. When this is not 
feasible, such documents and material will be stored in a container equipped 
with a reasonable secure locking device or in any other manner determined by 
proper authority which will afford adequate protection, This does not preclude 
& more secure means of storage if desired. 


Part 4, CoNnTROL oF CLASSIFIED DEFENSE INFORMATION 


I. POLICY 
A. Responsibility 


The loss of control over highly classified planning and operational documents 
can prevent a clear determination of the degree of security being obtained or 
of the extent of possible compromise of classified plans and intentions. The 
conditions contributing mostly to this possible loss of control appears to be 
(1) over-classification, (2) too wide dissemination, and (3) loss of account- 
ability. To prevent such conditions the Secretaries of the Military Depart- 
ments and heads of other Department of Defense activities shall prescribe in 
affirmative and unequivocal language to all personnel under their jurisdiction 
the mandatory requirements of this directive as it applies to 

1. Rules for proper classification, 

2. Necessity for declassification and downgrading, as appropriate, 
3. Dissemination, and 

4. Safekeeping. 


B. Disciplinary action 


1. Particular emphasis shall be placed upon the consequences of unauthorized 
disclosure of classified information. Instructions shall provide for continuity 
of investigative jurisdiction and review pursuant to reference (a) to insure 
prompt and appropriate disciplinary action regardless of rank or position. 
Even where it is impossible to identify the specific individual source of an 
unauthorized disclosure of classified information, disciplinary action is not nec- 
essarily precluded. Where the source can be traced to a specific command or 
office, the commander or official in charge shall be held responsible for any 
derelictions or ineffectiveness in the discharge of his responsibilities in such 
manner as may be warranted in the circumstances. 

2. Similar emphasis shall be placed on the necessity of preventing over- 
classification and to adherence to departmental policies on review of classified 
material for downgrading and declassification. 


It. PROCEDURES 
A: Authority to classify 


1. Except as stated herein, original classification authority for assignment 
of the Top Secret classification may not be delegated, and shall be limited to— 

a. The Secretary and Deputy Secretary of Defense. 

b. The Secretaries, Under Secretaries and Assistant Secretaries of the 
Military Departments. - 

ec. The Chairman and Members of Joint Chiefs of Staff (including the 
Commandant of the Marine Corps) and the directors of its subordinate 
agencies including the commanders of commands established by the Joint 
Chiefs of Staff. 

d. The Assistant Secretaries of Defense and the General Counsel, OSD. 

e. The Assistants to the Secretary of Defense and the Chairman, Military 
Liaison Committee. 

f. The Directors of Research and Development Programs, including the 
Chiefs of the Technical Services or Bureaus, the Chief, Armed Forces Spe- 
cial Weapons Project, his deputies and commanders of AFSWP commands 
or facilities, as designated by the Service Secretaries concerned or by the 
Assistant Secretary of Defense (Research and Engineering). 

g. The Chiefs of the Military Services and the Chiefs of their Head- 
quarters Staff elements responsible for the development of strategic and 
operational plans that meet the requirements for Top Secret classification, 
as designated by the Secretary concerned. 

h. The Commanders of major field and fleet commands or forces (includ- 
ing the Commandant of the Coast Guard when acting as part of the Navy, 
the Commanders of Naval Sea Frontiers and Commandants of Naval Dis- 
tricts) as designated by the Service Secretary concerned. 
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2. Derivative classification authority for assignment of Top Secret classifica- 
tion shall be granted by those officials designated in paragraph 1 above to sub- 
ordinate commanders or heads of subordinate echelons only in those instances 
where the use of the Top Secret classification is required to respond to a com- 
munication that necessitates a Top Secret response. 

3. The original classification authority for assignment of the Secret classi- 
fication shall, in addition to those officials designated in paragraph 1 above, 
be limited to— 

a. Directors or chiefs of headquarters staff divisions of the military de- 
partments, major field commanders and heads of their staff sections, and 
commanders of major subordinate elements designated by the major field 
commanders. 

b. Directors of Offices in the Office of the Secretary of Defense and of 
Offices under the jurisdiction of the Secretaries of the Military Departments. 

ce. Chiefs of technical Services or Bureaus and designated heads of their 
major headquarters staff sections. 

d. Heads of independent agencies not falling within the scope of @ 
through c above, as designated by the Secretary concerned. 

. Heads of major subordinate elements of commands established by the 
JCS. 

In designating subordinate echelons, such designations will be limited to those 
persons whose functional requirements clearly demonstrate a real necessity for 
them to exercise original classification authority for Secret. 

4. The original classification authority for assignment of the Confidential 
classification, including Confidential-Modified Handling Authorized may be dele- 
gated by those officials designated in subparagraphs 1 and 3 above, who will limit 
the exercise of this authority as severely as is consistent with the orderly and 
expeditious transaction of official business. 


B. Preparation 


At the time of issuance (signature) of any document which qualifies for 
aeeenenant to the Top Secret or Secret category, the signature authority will 

re: 

1. That all preliminary drafts, stenographic notes and working papers used 
during the preparation of the documeht, which are not required for retention, 
are destroyed in accordance with appropriate regulations. 

2. That all formal papers of a classified nature relating to the coordination of 
the document or other aspects of its preparation which require retention are 
itemized, assembled into a single file, and forwarded for custody to the official 
files of the preparing agency. 


C. Reproduction 


At the time of issuance (signature) of any document which qualifies for 
assignment to the Top Secret category, the signature authority will insure that 
each copy of the document is serially numbered for accounting purposes-and 
contains a notation, substantially in one of the following forms: 

1. Reproduction of this document in whole or in part is prohibited except 
with permission of the issuing office, or higher authority. 

2. Reproduction of paragraph(s) of this document is prohibited 
except with permission of the issuing office, or higher authority. 


D. Accountability 


In addition to the maintenance of Top Secret control ledgers and classified 
document logs within offices, each originator or holder of a Top Secret document 
will keep a record, by document title, name and date, of all individuals, includ- 
ing stenographic and clerical personnel, who are afforded access to information 
contained in the document. Upon dispatch or transfer of the document from 
control of an office, these records will be filed locally for a period of one year or 
such longer period as deemed necessary by appropriate authority. Account- 
ability of Secret and Confidential documents will be maintained in such manner as 
prescribed by the Secretaries of the Military Departments, Chairman, JCS and 
the Assistant Secretary of Defense (MP&R). 


Ill. DISSEMINATION 
A. General 


1. The dissemination of classified defense information will be limited strictly 
to those persons whose official duties require knowledge or possession thereof. 
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Responsibility for determining whether a person's official duties require that he 
possess or have access to any element or item of classified defense information 
and whether he is authorized to receive it rests upon each individual who has 
possession, knowledge, or command control of the information involved and not 
upon the prospective recipient. These principles are equally applicable if the 
prespective recipient is an organizational entity, including commands, other 
Federal agencies, a foreign government, or an individual. 

2. Properly classified Top Secret information, whenever severable from lower 
classified portion, will be accorded separate distribution on a considerably more 
selective and limited basis than the balance of the document. 

8. All individuals having knowledge of Department of Defense information 
classified as Top Secret will be identifiable at all times. If dissemination is 
approved to activities outside the Department of Defense or to a foreign govern- 
ment, the recipients of Top Secret documents will be similarly identifiable. In 
addition, the office of issuance of the Top Secret document will be informed of 
this outside dissemination. 

4. Debrieting of civilians leaving Department of Defense employment, or 
leaving the employment of Department of Defense contractors having classified 
contracts, must incorporate positive instructions against unlawful disclosures 
of classified information. Similar positive procedures are required in the cases 
of military personnel retiring and separating from the Service. 


B. To Congress 


Dissemination of classified defense information to Congress, its committees, 
members, and staff representatives shall be in accordance with reference (0), 


C. To the Government Printing O fice 


In order to efficiently utilize the most appropriate government facilities for 
large scale reproduction of Department of Defense printed materials, arrange- 
ments have been made with the Government Printing Office whereby material of 
all classifications may be processed by that facility. The specific conditions 
under which classified defense information is disseminated to the Government 
Printing Office are set forth in the Department of Defense-Government Print- 
ing Office Security Agreement, Appendix (2). 


D. To representatives of the General Accounting Office 


Representatives of the General Accounting Office shall be granted access to 
classified defense information originated by and in possession of organizations 
of the Department of Defense when such information is relevant to the per- 
formance of the statutory responsibilities of that office as outlined in Depart- 
ment of Defense Directive 7650.1. 

1. Certification of the Degree of Security Clearance Granted and the basis 
for such Clearance by One of the Officials Listed in Appendix (3). Officials of 
the General Accounting Office as designated in Appenix 3, are authorized to 
certify security clearances of General Accounting Office representatives. Cer- 
tifications will be made by these officials pursuant to arrangements with the 
Department of Defense and the military department concerned. The General 
Accounting Office has adopted Department of Defense standards for granting 
personnel security clearances. 

2. Identification of General Accounting Office Personnel by Credential. Cards 
or Personal Recognition. The official credential cards issued by the General 
Accounting Office to its personnel are acceptable for identification purposes. 

3. Additional safeguards. a. The Comptroller General has agreed to hold. each 
individual of the General Accounting Office to whom classified information is 
disclosed personally responsible for its proper safeguarding. 

b. The Comptroller General has agreed to establish a system for insuring the 
proper safeguarding of classified matter received, at least equal to that prescribed 
in Executive Order 10501, and has agreed to obtain prior approval from the 
cognizant military department or other Department of Defense agency having 
cognizance in the matter under consideration before dissemination outside the 
General Accounting Office. 


Part 5. PROTECTING OF INFORMATION RECEIVED FROM INTERNATIONAL SouRCES 


I. GENERAL PROCEDURES 


Section 3(e) of Executive Order 10501 requires that defense information of a 
classified nature furnished to the U.S. by a foreign government or international 
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organization shall be assigned a classification which will assure a degree of pro- 
tection equivalent to or greater than that required by the government or interna- 
tional organization which furnished the information. The detailed procedures 
for the protection of information received from international sources are set forth 
in other directives relating to the specific source of the information concerned. 


II. USE OF “CONFIDENTIAL-MODIFIED HANDLING AUTHORIZED” 


Information received from NATO, SEATO, or the Baghdad Pact Organiza- 
tion or friendly foreign nations and classified “Restricted” by them shall be 
designated Confidential—Modified Handling Authorized in accordance with Part 
3 of these Instructions. 


Part 6. Securiry or CLAsSsIFIeD COMMUNICATIONS INFORMATION 


I, GENERAL POLICY 


Classified communications information shall be safeguarded in accordance 
with the provisions of other directives relating to specific measures beyond that 
required for routine protection of classified material. 


II. CRYPTOGRAPHIC SECURITY OF “RESTRICTED—SECURITY INFORMATION” 


In order to preserve and maintain cryptographic security as required by Title 
Pe: Mens Section 798, as added by Subsection 24(a) Act of 31 October 1951 (65 

tat. . 

A. All material directly related to cryptographic systems which was previ- 
ously classified Restricted—Security Information is upgraded to Confidential. In 
this regard, where the provisions of Part 3 of these Instruction qualify, the 
term ‘“‘Confidential—Modified Handling Authorized” may be used. 

B. All messages previously classified Restricted—Security Information are up- 
graded to Confidential or Confidential—Modified Handling Authorized. Such 
messages shall be reviewed and, where possible, shall be declassified after appro- 
priate processing. 

III. CODE WORDS 


A. In order to insure maximum security concerning intentions and to safe- 
guard information pertaining to classified military plans or operations, certain 
words selected from those listed in JANAP 299 may be given a classified mean- 
ing by proper authority. 

B. The instructions contained in Appendix (4) regarding the use of code words 
will be the policy applicable within the Department of Defense. 


Part 7, Protection or Restrictep Data (Atomic ENERGY INFORMATION) 
I. SAFEGUARDING 


The Department of Defense and the Atomic Energy Commission have mutu- 
ally agreed that— 

A. The Department of Defense will assume responsibility for the safe- 
guarding of Restricted Data in accordance with the requirements of E.O. 
10501 and the Atomic Energy Act of 1954, as amended, and for further 
dissemination of it to employees of the Department and its contractor or- 
ganizations after it has been initially furnished to them. 

B. The Department of Defense will assume responsibility for insuring 
that Restricted Data made available pursuant to regulations implementing 
the provisions of Section 143, Atomic Energy Act of 1954, as amended, will 
not be disseminated outside of the Department and its contractor organiza- 
tions as set forth in the Armed Forces Industrial Security Regulation 
except to persons cleared by the Atomic Energy Commission, or to any 
nations or regional defense organizations except pursuant to agreements for 
cooperation, entered into in accordance with the Atomic Bnergy Act of 1954. 


II. DISSEMINATION OF RESTRICTED DATA BY DEPARTMENT OF DEFENSE 


A. The procedures, regulations and eligibility requirements relating to the 
dissemination of Restricted Data are set forth in reference (p). 
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B. It should be noted that while classified atomic information may be removed 
from the Restricted Data category, unless declassified upon removal therefrom, 
it must still be protected as classified defense information, and specially marked 
and restricted in its dissemination in accordance with Part 2, Section IV, F, 1, b 
of these Instructions. Such information relates primarily to the military utili- 


zation of atomic weapons and can be identified by reference to current AEC-— 
DOD Classification Guides. 


Parr 8. CLASSIFICATION OF PHOTOGRAPHY 


I. CLASSIFICATION OF AERIAL PHOTOGRAPHY 
A. Scope 


1. As used herein, aerial photography is divided into three types— 
a. Pnotography of the United States, its territories and possessions. 
b. Photography of leased bases, U.S. controlled bases, and occupied terri- 
tory. 
ce. Photography of other foreign areas. 
2. Photography which is considered to be “intelligence information” will be 
classified in accordance with the general requirement for protecting such infor- 
mation and the means of acquisition thereof. 


B. Policy 


1. Except as provided in subparagraph 2 below only those aerial photographs 
of the type described in Ala which reveal classified features of military equip- 
ment or any other classified object or item or activities requiring security pro- 
tection, will be classified. In adopting this policy, consideration has been given 
to the lack of ability to control aerial photography of areas because of commer- 
cial and civilian flying, the requirement by nonmilitary agencies and individuals 
for much of the photography now classified, and the fact that protection is 
sought primarily for activities conducted upon or in areas rather than for the 
areas themselves. Photographs requiring classification under the provisions of 
this policy will be assigned the least restrictive classification consistent with the 
proper protection of the information revealed. 

2. Aerial photographs of the type described in Ala may be classified by the 
Military Department having jurisdiction whenever the photography warrants 
security protection. For this purpose, each Military Department will deter- 
mine and specify those areas of interests within which it will require security 
review. Aerial photography made within areas so specified will be submitted to 
the Service concerned, and will be reviewed and classified according to content 
as provided for in 1 above. Pending review and final classification by the 
Service concerned, all photographs taken in the area will bear an interim classi- 
is to be assigned by the Department designating the area as one requir- 

review. 

3. Aerial photographs of the type described in Alb will be classified by the 
Department responsible for its procurement, only as indicated below : 

a. As provided for-in 1 and 2 above. 

b. When a governmental agreement under which such photography is pro- 
eured requires security protection of the product thereof. 

ce. When it is necessary to protect the source of the photography or to 
protect the fact that the photography exists and is in the possession of the 
United States. 


4. Aerial photographs of the type described in Alc above will be classified as 
indicated below : 

a. When a governmental agreement under which such photography is 
procured requires security protection of the product thereof, or 

b. When it is necessary to protect the source of the photography or to pro- 
oe the fact that the photography exists and is in possession of the United 

tates. 

e. Photography of foreign territory taken during war time shall be con- 
sidered as intelligence information. 

5. The determination of the extent of control necessary to maintain the se- 
curity sought by the classification of aerial. photography within areas, as de- 
scribed in subparagraphs 2 and 3a above, shall rest with the Department con- 
cerned. In making its determination, the Department shall consider the follow- 
ing factors: 

a. The existence of Legislative Acts, Executive Orders or Department of 
Defense Directives prohibiting photography of the area concerned. 
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b. All other means of effecting control over aerial photography of the 
area, and the desirability of employing such means, including, but not 
limited to— 

(1) Concealment. 
(2) Notice to public regarding prohibited areas. 
(3) Coordinated military defense of the area. 

e. The ability of a potential enemy to obtain from other sources the in- 
formation sought to be protected by the imposition of classification. 

6. Whenever classification is improsed on aerial photography within Areas as 
provided in 2 and 3a above, the Chief of Staff, U.S. Air Force will be furnished 
a description of the areas and the interim classification assigned, for inclusion 
in the consolidated map and list provided for in paragraph F below. 


C. Authority to classify 


_ Authority to classify aerial photography lies with the Department having 
primary interest in the information revealed in the photographs, coordinating, 
as necessary, with any other Department having an interest therein. The aw 
thority to classify aerial photography may be delegated, as desired by the De- 
partments. Regarding or declassification may be accomplished only by the 
U.S. Agency or Military Department responsible for its original classification, or 
higher authority. 


D. Classification 


Except for photography classified in accordance with governmental agree- 
ments or as prescribed in paragraph A2 above and in paragraph H below, the 
degree of classification assigned to any aerial photography requiring security 
protection will be in accordance with policy prescribed herein and the current 
Department of Defense definitions of security classification categories. 


E. Use of concealment 


It is considered that more effective protection can be afforded activities or 
material which require protection by means of concealment in addition to the 
application of security classification as prescribed in this policy. Therefore, 
Departments concerned will take all steps necessary and practical to insure 
the maximum concealment from aerial observation of those activities and ma- 
terial which should be protected. 


F. Map and list of classified areas 


1. The Department of the Air Force will maintain a consolidated list and map 
for the information and guidance of departments and agencies concerned show- 
ing approved areas requiring security review of aerial photography furnished 
in accordance with paragraph B6 above, and classified areas referred to in 
paragraph H below. 

2. Revision to such consolidated list and map will be published by the Chief 
of Staff, U.S. Air Force, as changes are made therein. 


G. Aerial photography of installations or areas under the control of other U.S. 
governmental agencies 


Aerial photography of the installations or areas under the control of other 
U.S. governmental agencies classification of which is required by the agency 
having jurisdiction, will be classified in accordance with the classification desig- 
nated by such agency. Downgrading or declassification, as warranted, may be 
accomplished only after approval of the agency responsible for the installation 
or area. A list of all such areas or installations, the exact area covered, agency 
responsible, and when appropriate, classification of photography of such areas 
will be included in the consolidated list provided in paragraph F above. 


Il. PHOTOGRAPHING OR SKETCHING VITAL INSTALLATIONS OR EQUIPMENT DURIN 
FBI INVESTIGATIONS 
A. Background 


1, Section 795 of Title 18, United States Code, provides that photographs or 
sketches of vital military and naval installations or equipment shall not be made 
except with the express permission of the Commanding Officer or higher au- 
thority. Executive Order 10104, issued by the President on 1 February 1950 
defines certain vital military and naval installations and equipment as requiring 
protection against the general dissemination of information relative thereto. 
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2. It is possible that occasions could arise wherein the urgency or particular 
factors of an FBI investigation, which urgency or factors could not be previ- 
ously anticipated, prevents the obtaining of the authority and permission con- 
templated by Section 795 or Title 18, United States Code. 


B. Policy 


Where the urgency or particular factors of an FBI investigation, which 
urgency or factors could not be previously anticipated, prevents the obtaining 
of the authority and permission contemplated by Section 795 of Title 18, United 
States Code, such photographs or sketches of vital military and naval installa- 
tions and equipment as are required for that investigation may be made by the 
FBI Agents involved in such investigations. Such photographs and sketches 
must, however, be submitted at the earliest appropriate time to the Commanding 
Officer or higher authority for review in accordance with Section 795 of Title 
18, United States Code. 

App. (1), Encl. 1 

§200.1 July 8,57 

App. (2), Enel. 1 

5200.1 July 8,57 


EXECUTIVE Orprer No. 10501, NovemsBer 5, 1953, SareauaRpING OrricraL INFoR- 
MATION IN THE INTERESTS OF THE DEFENSE OF THE UNITED STATES 


(Reprinted at page 667, this volume.) 


DEPARTMENT OF DEFENSE—GOVERNMENT PRINTING OFFICE 


AGREEMENT 


This Agreement between the Department of Defense and the Government 
Printing Office governs the security measures employed by the Government 
Printing Office, including all facilities thereof, for insuring the safeguarding of 
classified information released to it by Department of Defense activities for 
reproduction. 

It is essential that certain security measures be taken by the Public Printer 
to assure the Department of Defense that classified information released to the 
Government Printing Office by the Department of Defense and its activities is 
being safeguarded in accordance with the provisions of Executive Order 10501, 
“Safeguarding Official Information in the Interests of the Defense of the United 
States” and Executive Order 10450, “Security Requirements for Government 
Employment.” Accordingly, the following employment practices and operating 
procedures for handling such classified information by the Public Printer are 
hereby agreed to: 



























SECTION I 
General requirements 

The Public Printer shall: 

a. Be responsible for safeguarding all Department of Defense classified 
information released to him and shall determine which of his employees require 
possession of, or access to, the information, and shall not supply or disclose such 
information to any unauthorized person. No classified information shall be 
disseminated outside the Government Printing Office without authority of the 
Department of Defense activity whose information is involved ; 

b. Determine the trustworthiness of employees in accordance with Executive 
Order 10450 as amended and issue appropriate clearances prior to permitting 
access to classified information. Further, such employees will have access to 
material on a “need-to-know” basis and only to the extent of their clearances. 
He shall maintain a current record of all employees who have access to classi- 
fied information, indicating the degree of clearance and the date clearance was 


granted ; 

e. Provide suitable physical protective measures for safeguarding classified 
information in accordance with Executive Order 10501. These physical security 
controls shall include but not be limited to receiving, handling, transmission, 
storage, area controls and visitor control procedures ; 
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d. Not contract with industry for the reproduction of Department of Defense 
classified information except as specifically approved by the activity whose 
classified information is involved ; and 

e. Distribute and transmit Department of Defense classified information in 
accordance with specific instructions provided by the activity whose information 
is involved. 

SECTION IT 
Inspections 


The Department of Defense, upon appropriate coordination with the Public 
Printer shall have the right to inspect at reasonable intervals the procedures, 
methods, and facilities utilized in complying with the requirements of the 
provisions of this Agreement. 

SECTION III 
Prior agreements 

This Agreement supersedes all other agreements, understandings and rep- 
resentations with respect to the safeguarding of classified information entered 
into between the Public Printer and the Department of Defense (including the 
three military departments). This shall not include agreements, understanding 
and representation contained in contracts for the furnishing of supplies and 
services to the Department of Defense heretofore entered into between the Public 
Printer and activities of the Department of Defense. 


SECTION IV 
Security costs 

This Agreement does not obligate the Department of Defense funds, and the 
Department of Defense shall not be liable for any costs or claims of the Govern- 
ment Printing Office arising out of this Agreement or instructions issued 
hereunder. 

In witness whereof, the parties hereto have executed this Agreement as of 
June 26, 1956. 

The United States of America. 

See notations A and B below. 

By /s/ Freperick W. Baumann, Jr. 
Government Printing Office. 
By /s/ JeRoME D. FENTON, 
Department of Defense. 

This agreement is executed with the understanding that: 

A. The first paragraph does not include our GPO-Department of State Service 
Office, which is under the contro] securitywise of the Atomic Energy Commission 
and the Central Intelligence Agency ; 

B. Section IV, “Security Costs”, does not release the Department of Defense 
from obligations of surcharges placed against each job for the special handling 
required of security work. 

/8/ F.W.B., 


June 26, 1956. 
App. (3), Encl. 1 
5200.1 Jul 8, 57° 


1 Revised Jul 9, 1958. 
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LIST OF GENERAL ACCOUNTING OFFICE OFFICIALS AUTHORIZED TO CERTIFY SECURITY 
CLEARANCES 


Accounting and auditing organizations: 
Directors 
Deputy Directors 
Associate Directors 
Assistant Directors 
Regional Managers 
Boston, Mass. 
New York, N.Y. 
Philadelphia, Pa. 
Richmond, Va. 
Atlanta, Ga. 
Detroit, Mich. 
Cleveland, Ohio 
Cincinnati, Ohio 
Chicago, Ill. 
St. Louis, Mo. 
New Orleans, La. 
St. Paul, Minn. 
Kansas City, Mo. 
Dallas, Tex. 
Denver, Colo. 
Seattle, Wash. 
Portiand, Oreg. 
San Francisco, Calif. 
Los Angeles, Calif. 
Director, European Branch 
Director, Far East Branch 
Other GAO Organizations: 
Director, Claims Division 
Director, Division of Personnel or the Acting Director in the absence of the 
Director) 
Director, Transportation Division. 
App. (4), Encl. 1 
5200.1 July 8, 57 


PoLicy AND PROCEDURE GOVERNING USE oF CopE Worps 


1, Purpose 


The purpose of these instructions is to prescribe policy and procedure con- 
cerning the use of code words within the Department of Defense. 


2. Definitions 


a. Code words.—A “code word” is a word selected from those listed in JANAP 
299 and assigned a classified meaning by proper authority to insure maximum 
security concerning intentions and to safeguard information pertaining to 
military plans or operations classified as Confidential or higher. 

b. Inactive code word.—An “inactive code word” is a classified code word 
which has been placed in use but which is subsequently replaced by another 
code word having the same meaning. 

ce. Obsolete code word.—aA classified word assigned to a plan or operation 
which has been discontinued, or completed, and not replaced by a similar plan 
or operation, whenever the meaning for security reasons cannot be declassitied. 

d. Cancelled code word.—A declassified code word assigned to a plan or opera- 
tion which has been discontinued or completed and which no longer requires a 
minimum security classification of Confidential. 

e. Nickname.—A name consisting of two separate words, neither of which 
appear in JANAP 299 and neither of which will be a word similar to such words 
as project, exercise, operation, etc., used to designate an unclassified meaning 
and employed for administrative convenience, for morale or public relations 
purposes. 
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f. Using agency.—The agency to which a code word is allocated for use and 
which assigns to the word a classified meaning. 
8. Aliocation of code words 

a. The Secretary, Joint Intelligence group, is responsible for the allocation of 
code words or blocks of code words from JANAP 299 to agencies of the Depart- 
ment of Defense. 

b. Agencies of the Department of Defense will request from the Secretary, 
Joint Intelligence Group, such allocation of code words as they require. Recipi- 
ent agencies may reissue code words within their organization in accordance 
with agency policies and procedures, subject to applicable rules set forth herein. 


4. Assignment of Classified Meanings to Code Words 


a. All code words placed in use within the Department of Defense will be 
selected from JANAP 299. 

b. The agency responsible for the development of a plan or execution of an 
operation will be responsible for determining whether to assign a code word and 
a classified meaning in connection therewith. 

e. Agencies contemplating making use of code words are cautioned against 
employing such words except to provide for maximum security on a continuing 
basis. Code words will be placed in use for the following purposes only : 

(1) To designate a classified military plan or operation. 

(2) To designate geographic locations in conjunction with plans or 
operations referred to in (1) above; and 

(3) To conceal intentions in discussions and messages or other docu- 
ments pertaining to plans, operations, or geographic locations referred 
to in (1) and (2) above. 

d. The agency placing a code word in use will assign to that word a specific 
meaning classified Top Secret, Secret, or Confidential, commensurate with 
military security requirements. Code words will not be used to cover unclassi- 
fied meanings. 

e. The classified meaning of a code word will be limited to information indi- 
eating the nature of a specified plan or operation or the relationship thereto of 
geographic locations. The assigned meaning need not in all cases be classified 
as high as the classification assigned to the plan or operation as a whole. 

f. Code words should be selected by each using agency in such manner that 
the word used does not suggest the nature of its meaning. 

g. A eode word should not be used repeatedly for similar purposes; i.e. if the 
initial phase of an operation is designated “Meaning”, succeeding phases should 
not be designated “Meaning II’ and “Meaning III,” but should have different 
code words. 

h. Each agency will establish its own policies and procedures for the’ con- 
trol and initial assignment of classified meanings to code words subject to 
applicable rules set forth herein. 


5. Notification of assignment and dissemination of code words and meanings 


a. Upon assignment of a classified meaning to a code word, the using agency 
will promptly notify the Secretary, Joint Intelligence Group, of the fact of 
assignment, indicating the word and its classification, and the dissemination 
required when appropriate. Similar notification will be made when any changes 
occur, such as the substitution of a new word for one previously placed in use. 
Dissemination of the code word and its meaning to other agencies of the De- 
partment of Defense will be made by the Secretary, Joint Intelligence Group, 
at the request of the using agency. 

b. The using agency is responsible for the dissemination to activities within 
its jurisdiction of code words and their meanings. It is also responsible for 
determining the dissemination to be made to other agencies, but such dissemina- 
tion will be made through the Secretary, Joint Intelligence Group, whenever 
time permits. Using agencies will promptly advise the Secretary, Joint Intelli- 
gence Group, of the fact whenever it discloses directly to an organization or 
office of another agency a code word and the meaning thereof. 

e. Each agency having a planning, administrative or operational responsi- 
bility to fulfill in connection with a classified meaning received from another 
agency will be responsible for disseminating the classified meaning and the 
related code word to activities under its jurisdiction as it deems essential, 
commensurate with security requirements, but will not initially furnish ‘the 
meaning to any other agency without the approval of the original using agency. 


Beas geese. 
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d. An agency receiving a classified meaning and its: related code: word from 
another agency for information and record purposes and having no responsibility 
for action in connection therewith will make no internal dissemination of the 
meaning outside the office responsible for maintaining records of code words for 
the receiving agency unless authorized by the original using agency. 

e. When a meaning has not been furnished an agency for a code word con- 
tained in documents or messages received, and the agency considers that it 
requires knowledge of the meaning, this information may be requested from the 
— maintaining records of code words within the agency, submitting reasons 

or. 

f. When a word which has been assigned a special meaning is furnished by 
a governmental agency outside the Department of Defense for use and dis- 
semination within the Department of Defense, recipients will be advised that 
the word originated outside the Department of Defense and is not subject to 
Department of Defense policy regarding the use of code words. However, such 
a word shall be safeguarded in accordance with the classification assigned 
thereto by the originating agency. 


6. Classification, downgrading and declassification 


a. During the development of a plan or the planning of an operation by the 
headquarters of the using agency, the code word and its meaning will have 
the same classification. When dissemination of the plan to other agencies or to 
subordinate echelons of the using agency is required, the using agency may down- 
grade the primary code word and such code words as are assigned to geo- 
graphic locations in conjunction therewith below the classification assigned 
to their meanings in order to facilitate additional planning, implementation and 
execution by such other agencies or echelons. Code words in use or obsolete 
code words will not be downgraded below Confidential, will retain their clas- 
sification and be safeguarded accordingly until the classification of their re- 
lated meanings is cancelled. 

b. A code word which is replaced by another code word due to the compromise 
or suspected compromise of the security of information connecting it with its 
assigned meaning, or for any other reason, will be carried as an “inactive code 
word” on the records of all agencies concerned and will retain its classification 
until its original related meaning has been declassified. 

e. When a plan or operation is discontinued or completed, and is not replaced 
by a similar plan or operation but the meaning cannot for security reasons be 
declassified, the code word assigned thereto will be declared obsolete. 

d. In every case whenever a code word in current use is employed, or an in- 
active or obsolete code word is referred to in written documents, the security 
classification of the code word will be placed in parentheses immediately follow- 
ing the code word, i.e., “Label (Confidential)”’. 

e. When the meaning of a code word no longer requires a classification, the 
using agency will cancel the classification of both the meaning and the code 
word, including inactive and obsolete code words. 

f. Immediately upon changing the classification of the code word or its mean- 
ing or cancelling the classification of a code word and its meaning, the using 
agency will notify the Secretary, Joint Intelligence Group, and all activities con- 
cerned within its own jurisdiction. The Secretary, Joint Intelligence Group, 
will inform all other agencies concerned of the action taken. 


7. Security practices 


a. Each agency will take positive action to insure that personnel under its 
jurisdiction who receive knowledge of code words or the meanings of code 
words are informed of security measures necessary for their protection. 

b. During discussions involving details of a classified plan or operation which 
reveal a classified meaning, the use of the related code word will be avoided un- 
less all personnel present or within hearing also require knowledge of the code 
word. Likewise, whenever a code word is used during discussions, disclosure 
of information indicating the related meaning will be avoided unless all person- 
nel present or within hearing also require knowledge of the meaning. 

ce. The meaning of a code word will be used in a message or other document 
together with the code word only when it is absolutely essential to do so. 
Codes words may be used in correspondence or other documents forwarded to 
addressees who may or may not have knowledge of the meaning, but in all cases 
the code word will be employed in a document for purposes of concealment 
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only. If the context of a document contains, for example, detailed instructions 
or similar information which indicates the purpose or nature of the related 
meaning, the assigned code word should not be used. 

d.-In-handling correspondence pertaining to code words and their meanings, 
eare should be used to avoid bringing the code words and their meanings to- 
gether. They should be handled in separate card files, catalogs, indexes, or lists, 
enveloped separately and dispatched at different times so that they do not travel 
through mail or courier channels together. 

e. A document containing a code word in use will be classified Confidential 
or higher in accordance with the highest classification assigned to information 
contained therein on the same basis as any other document which requires se- 
eurity protection. In no event, however, will the classification of the document 
be lower than the classification of the code word. 

f. In view of the classification assigned thereto, code words will not be used 
for addresses, return addresses, shipping designators, file indicators, call signs, 
identification signals, or for other similar purposes. 

g. The use of an inactive or obsolete code word for the purpose of referring 
to the classified meaning originally assigned to it is prohibited. Documents, 
including correspondence, containing a code word need not be revised or 
amended, but after receiving notice that the status of a code word has been 
changed to “inactivate” or “obsolete”, offices will promptly discontinue use of 
the word. Correspondence between offices concerned with the substitution of 
new words for old code words will be specific as to the inactive status of the old 
word. 

h. The use of a declassified code word, standing alone, to represent or to sub- 
stitute for its original meaning is prohibited. After declassification of a code 
word, reference to such word may be made in documents pertaining to the related 
plan or operation provided the text shows clearly that the word is no longer in 
use to represent a classified meaning. 

i. A permanent record of all code words placed in use will be maintained by 
the Secretary, Joint Intelligence Group. A code word which has been placed in 
use and subsequently declassified will be reallocated to a using agency only at the 
discretion of the Secretary, Joint Intelligence Group, at such time as he may 
consider that such reallocation and the assignment of a new meaning will not 
result in administrative confusion or loss of security concerning the new 
meaning. 


8. Compromise 


a. Whenever the security of information connecting a code word in use with its 
classified meaning is compromised, the using agency will substitute a new code 
word for the old one immediately and change the status of the old word to 
“inactive”. 

b. Using agencies may also substitute new code words for code words in use, 
changing the status of the latter to “inactive”, at their discretion whenever 
compromise of the security of information connecting the current code word with 
its meaning is suspected or anticipated due to excessive dissemination or for any 
other reason. 

e. Reports submitted to the Secretary, Joint Intelligence Group, showing the 
substitution of new code words for old code words will contain a statement ex- 
plaining the reason for the substitution. For this purpose, the following terms 
may be used, whichever may be appropriate: “compromised”, “compromise sus- 
pected”, “excessive dissemination”. 

d. The agency having knowledge of the compromise or suspected compromise 
of classified information pertaining to code words by personnel under its juris- 
diction, or having reason to believe that its personnel were involved in connec- 
tion therewith will make an investigation of the circumstances, fix responsibility 
for the compromise and take such corrective action as may be necessary. 
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March 22, 1957 


Number 5200.6 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Policy Governing the Custody, Use and Preservation of Depart- 
ment of Defense Official Information Which Requires Protection in 
the Publie Interest 

References: 

(a) Revised Statutes, Sec. 161 (5 U.S.C. 22) 

(b) See.'3 of the Act of June 11, 1946 (60 Stat. 238; 5 U.S.C. 1002) 

(¢) See. 1 of the Act of June 25, 1948 (62 Stat. 791; 18 U.S.C. 1905) 

(d) DOD Directive 5015.1 dated July 31, 1952, subject: “Release and Au- 
thentication of Copies of Official Records’ 

(e) DOD Directive 5200.1, dated November 19, 1958, subject: “Safeguarding 
Official Information in the Interests of the Defense of the United 
States” 

(f) DOD Directive 5200.6; dated June 1, 1954, subject: “Policy Governin 
the Custody, Use and Preservation of Department of Defense Offici 
Information Not Within the Purview of Hxecutive Order No. 10501” 

(g) DOD Directive 5200.7, dated July 15, 1954, subject: “Policy Governing 
the Transmission for Safekeeping of Defense Information Classified 
‘Confidential—Modified Handling Authorized’.” 

(h) DOD Directive 5145.2, dated March 22, 1957, subject: “Unauthorized 
Disclosure of Classified Defense Information” 

(i) DOD Directive 7230.3, dated February 14, 1956, subject: “Schedule of 

Fees and Charges for Copying, Certification, and Search of Records.” 


I. PURPOSE 


A. To assure the proper custody, preservation and use of official information 
which in the public interest should not be given general circulation. (The 
requirements for classification of official information in the interests of national 
defense, pursuant to Executive Order 10501 and the Atomic Energy Act, as 
amended, are set forth in reference (e) and other directives. This Directive 
does not deal with the protection which must be given to information because 
it is classified in the interests of national defense.) 

B. To authorize the optional use of the term “For Official Use Only” within 
the Department of Defense for identifying and marking this type of official 
information. 

©. To avoid improper withholding of information by assuring that any with- 
holding is approved by authorities who are competent to determine whether or not 
release of the particular information would be against the public interest. 






Il. CANCELLATION 
Reference (f) is hereby cancelled. 


Itt, AUTHORITY 


Statutory authority for this directive includes— 

A. Reference (a) which permits the head of a department to issue regula- 

tions, not inconsistent with law, governing the custody, preservation and 
use of the records of his department. 

B. Reference (b) which provides generally that, except for (1) any 
function of the United States requiring secrecy in the public interest or (2) 
any matter relating solely to the internal management of an agency, matters 
of official record of an agency of the Government shall be made available 
to persons properly and directly concerned except information “held confi- 
dential for good cause found.” 

C. Reference (c) which provides penalties for any disclosure not author- 
ized by law of information obtained by a Government department concerning 
the trade secrets or confidential statistical data of any person or corporation. 




















Iv. POLICY 


A. It is the fundamental policy of the Department of Defense to make the 
maximum information available to.the public as to its operations and activities. 
This policy is subject to the necessary exception that the proper, efficient and 
41075—60——_17 
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effective operation of government requires that there shall not be made public 
certain types of information relating to such matters as pending litigation, main- 
tenance of discipline, conduct of investigations, relations with foreign govern- 
ments, and information which is merely preliminary or advisory within the 
Department. Certain other considerations, such as non-violation of confidence 
as to the nature or source of information or the protection of individuals against 
unsubstantiated allegations, may require that other types of information also 
not be made public. 

B. Matters of official record, with the exception of information held confidential 
for good cause found, are made available to persons properly and directly con- 
cerned pursuant to regulations published in accordance with reference (b). For 
example, procedures for obtaining official records of the Office of the Secretary of 
Defense are set forth in reference (d). Fees are charged for services rendered 
to the public relating to copying, certification and search of records, as specified 
in reference (i). 

C. Subject to the provisions of Section VI hereof, information which under 
the above statements of policy should not be given general circulation includes 
without limitation the following: 

1. Records and information which pertain to individuals such as personnel 
records, medical records, and investigative reports, and proceedings pertain- 
ing to the conduct of, or manner of performance of, duties by military per- 
sonnel and civilian employees, the release of which might unjustly discredit 
or injure innocent persons or disclose personnel information received in 
confidence. 

2. Information as to the identity of confidential informants and informa- 
tion furnished by them in confidence. 

8. Information received in confidence from private individuals, firms, or 
organizations in connection with bids, proposals, trade secrets, inventions 
and discoveries, and reports of a financial, technical or scientific nature. 

4. Information which is, or may reasonably be expected to be, connected 
with any pending or anticipated litigation before Federal and State courts 
or regulatory bodies. 

5. Advance information on proposed plans to procure, lease or otherwise 
acquire or dispose of materials, real estate, facilities, or functions, which 
would provide undue or discriminatory advantage to private or personal 
interests. 

6. Preliminary documents relating to proposed plans or policy develop- 
ment when premature disclosure would adversely affect morale, efficiency 
or discipline. 

7. Examination questions and answers to be used in training courses or 
in a determination of qualifications of candidates for employment, entrance 
to duty and advancement or promotion. 

8. Conversations or communications between members of the Department 
of Defense, or between such members and representatives of other agencies 
of the Executive Branch, which are merely advisory or preliminary in 
nature and which do not represent any final official action and any docu- 
ments or reproductions concerning such advice. 

9. Information received from other Government agencies for official use 
of the Department of Defense, any further dissemination of which is con- 
trolled by the agency which provided the information. 

10. Information furnished in confidence by foreign nations to the United 
States, the dissemination of which is limited by the nation which provided 
such information. 


Vv. IDENTIFICATION AND MARKING 


A. In order to assure uniformity within the Department of Defense for identi- 
fying and marking information which is deseribed in Section I\ C. above, the 
optional use of the term “For Official Use Only” is authorized. No other term 
may be used to designate such information. Where the term is marked on 
material, to the fullest extent practicable there shall also be indicated a specified 
event or date after which the term will no longer apply to such information. In 
all cases the term will be removed promptly when the need for protecting the 
information so marked, no longer exists. 

B. Information requiring protection in the public interest must be safeguarded 
irrespective of whether or not the information is physically identified by, and 
marked with, the term “For Official Use Only.” 
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C. Particular care must be taken to emphasize that the classifications au- 
thorized in references (e) and (g) shall not be used for the information covered 
solely by this Directive. Conversely, the term “For Official Use Only” as author- 
ized herein shall not be used for information classified under references (e) 
or (g). 

VI. RELEASE 


A. Requests for official information which fall within the terms of this direc- 
tive will be denied on the basis of this Directive only upon a determination by a 
responsible authority that the release requested will be contrary to law or other- 
wise against tlhe public interest as herein stated. 

B. Arbitrary and unreasonable withholding of information must be avoided. 

C. Nothing in this Directive shall be deemed to authorized the withholding of 
information, otherwise releasable, because its release might tend to reveal ad- 
ministrative error or inefliciency, or might be embarrassing. 


VII. IMPLEMENTATION 


A. The Secretaries of the military departments, the Chairman of the Joint 
Chiefs of Staff and the Assistant Secretary of Defense (PA) will insure that 
adequate regulations are issued to implement the policies stated herein. Copies 
of such implementing regulations will be furnished to this office through the 
Assistant Secretary of Defense (PA). 

B. ‘the Secretaries of the military departments, the Chairman of the Joint 
Chiefs Staif and the Assistant Secretary of Defense (M.P. & R.) will take appro- 
priate steps to insure that all personnel of the Department of Defense, both mili- 
tary and civilian, are made aware of the importance of protecting information 
against unauthorized disclosure in accordance with this Directive; that appro 
priate measures for the physical safeguarding of such information are put into 
effect; and that appropriate disciplinary action will be taken by responsible 
superiors with respect to any unauthorized disclosures of such information on 
the part of departmental personnel. 

C. To the extent required for proper enforcement of this Directive: 

1. The Secretaries of the military departments shall initiate prompt in- 
vestigation within their respective Departments of any unauthorized dis- 
closure of information requiring protection under this Directive. In any 
case coming to his attention, the General Counsel, Department of Defense, 
shall have authority to request the intitiation of an investigation and to 
request information from the Secretaries of the military departments with 
respect to the intitation, progress and results of the investigation, including 
actions taken. The General Counsel shall follow such investigations on 
behalf of the Secretary of Defense and shall report to the Secretary of 
Defense with respect to those deemed of importance to his office. 

2. The Assistant Secretaries of Defense and the Chairman of the Joint 
Chiefs of Staff shall promptly notify the General Counsel of any case in- 
volving an unauthorized disclosure of information requiring protection 
under this Directive which warrants investigation. 

3. The General Counsel, Department of Defense, shall have authority to 
assist in or direct, as appropriate, the investigation of any such case in any 
activity of the Department of Defense in the Washington area which is 
not within the command or jurisdiction of any military department, in the 
same manner as provided in reference (h). Responsibility and procedures 
with respect to an investigation of any unauthorized disclosure of such in- 
formation in any unified or specified command, or within the organization of 
the Joint Chiefs of Staff, shall be those specified in reference (h) for in- 
vestigations of unauthorized disclosures of classified defense information. 


VILL. EFFECTIVE DATE 


This Directive is effective immediately. 
C. BE. WILSon, Secretary of Defense. 
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March 22, 1957 
Number 5105.12 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Functions of the Office of Declassification Policy. 
References : 
(a) Department of Defense Directive 5200.1, dated 19 November 1953, 
subject: “Safeguarding Official Information in the Interests of the 
Defense of the United States.” 
(b) DOD Directive 5122.2, “Functions of the Security Review Branch.” 


I. PURPOSE 


A. To establish the Office of Director of Declassification Policy. 

B. To further implement the provisions of Section 4 of Executive Order 
10501 dated 5 November 1953, which was promulgated to the Department of 
Defense through reference (a), in order to— 

1. Eliminate duplication of effort to the maximum extent practicable and 
to promote efficiency and economy in the area of downgrading and declassi- 
fication of classified material; 

2. Provide for the coordinated development within the Department of 
Defense of plans, policies and programs for all aspects of downgrading and 
declassification of classified material ; 

3. Assure compliance with policies and programs in the area of down- 
grading and declassification of classified material which have been, or may 
be, developed and promulgated ; 

4. Provide the constituent departments and agencies of the Department 
of Defense with a central source of policy guidance, advice and assistance 
on downgrading and declassification matters in general. 


Il, BACKGROUND 


A. Section 4 of Executive Order 10501 states in part: “Heads of Departments 
or agencies originating classified material shall designate persons to be respon- 
sible for continuing review of such classified material for the purpose of 
declassifying or downgrading it whenever national defense considerations per- 
mit, and for receiving requests for such review from all sources. Formal: pro- 
eedures shall be established to provide specific means for prompt review of 
classified material and its declassification or downgrading in order to preserve 
the effectiveness and integrity of the classification system and to eliminate 
accumulation of classified material which no longer requires protection in the 
defense interest * * *.” 

B. Recent examination of the implementation of Section 4 of Executive 
Order 10501 within the Department of Defense indicates the need for greater 
emphasis on carrying out the policies set forth in that Section. In the course 
of this examination it has been noted that— 

1. The backlog of classified information created during and since World 
War II has not been substantially diminished, and classified material of 
pre-World War II origin still exists in the retired files of the Department. 

2. The provisions of Section 4a of the Executive Order which require, 
when possible, that a date for automatic declassification be set at the time 
of classification have not been as widely used as intended. 

8. The effort involved in reviewing, coordinating, and declassifying docu- 
ments, and notifying the original recipients is at present a most complicated 
one, which places heavy burdens on the time of scientific, processional, and 
other critically needed personnel, and requires a formidable amount of 
administrative detail, labor and expense. 

C. The existence of the conditions noted above can hamper the achievement 
of the true purpose and intent of the security classification system on the 
one hand, and on the other can impede information from being made available 
to the public. 


Ill. ESTABLISHMENT OF OFFICE OF DECLASSIFICATION POLICY 


To insure the fullest implementation of Section 4 of Executive Order 10501, 
the Office of Declassification Policy is established in the Office of the Assistant 
Secretary of Defense (Public Affairs). The Director of Declassification Policy, 
hereinafter referred to as the Director, shall be responsible under the direction 
of the Assistant Secretary of Defense (Public Affairs) for originating, di- 
recting, and monitoring an active declassification program within the Depart- 
ment of Defense in cooperation with its constituent departments and agencies. 
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IV. TERMS OF REFERENCE 


A. Responsibilities. The Director shall be responsible under the direction 
of the Assistant Secretary of Defense (Public Affairs) for the following: 

1. Formulation, interpretation, and dissemination of policy with regard 
to uniform standards and procedures for downgrading and declassifying 
classified material. 

2. Promulgating and monitoring the implementation of an active down- 
grading and declassification program applicable to all constituent depart- 
ments and agencies of the Department of Defense, pursuant to the provi- 
sions of Section 4 of Executive Order 10501. 

38. Arbitrating issues as to the downgrading and declassification program 
on which the constituent departments or agencies of the Department of 
Defense are not in agreement. 

4, Developing and interpreting policies involving the downgrading or 
declassification of classified material which may be of joint concern to the 
Department of Defense, and 

a. Other departments or agencies of the Executive Branch; 

b. The Congress, including its Committees, individual Members, and 
staff representatives ; 

ce. Foreign Governments with which the Department of Defense, pur- 
suant to established policy, has exchanged classified defense informa- 
tion ; 

d. International Collective Defense Organizations with which the 
Department of Defense, pursuant to collective security agreements, 
has exchanged classified defense information ; 

e. Industrial firms and organizations and educational institutions 
concerned with the execution of defense contracts which involve access 
to and generation of classified material. 

B. Reports. The Director shall report at semi-annual intervals to the Assis- 
tant Secretary of Defense (Public Affairs) as to the status, progress, efficiency, 
and effectiveness of the program established pursuant to this Directive. To 
this end, he shall obtain such reports from any department, agency or activity 
of the Department of Defense as he may require. 


Vv. IMPLEMENTATION 


A. In order that the purposes of this Directive achieve maximum implemen- 
tation it is necessary that all Departments, agencies, and activities of the 
Department of Defense render full cooperation and assistance to the Director as 
may be necessary. 

‘B. Nothing in this Directive shall be construed as modifying the authority 
and responsibility of the Office of Security Review with respect to the review 
for military security of material for public release, pursuant to reference (b). 


VI. EFFECTIVE DATE 


This Directive is effective immediately. 
C. BE. Witson, Secretary of Defense. 


March 22, 1957 


Number 5145.2 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Unauthorized Disclosure of Classified Defense Information 
References : 
(a) Secretary of Defense Memorandum, relating to Security Violations in 
the Department of Defense, dated 26 March 1953. 
(b) Secretary of Defense Confidential Memorandum, relating to Disclosures 
of Classified Security Information to the Press, dated 17 March 1952. 
(ec) Department of Defense Directive 5122.2, dated July 27, 1951, subject: 
Functions of the Security Review Branch. 


I. PURPOSE 


To improve security enforcement by defining responsibility for prompt investi- 
gation of unauthorized disclosures of classified defense information, and by 
insuring prompt corrective action including appropriate discipline of personnel 
responsible for such disclosures. 
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Ir. CANCELLATION 
References (a) and (b) are cancelled. 


III. DELEGATION 


The General Counsel of the Department of Defense, hereinafter referred to 
as the “General Counsel”, is designated as the representative of the Secretary 
of Defense (1) to follow on behalf of the Secretary of Defense the investigation 
of certain unauthorized disclosures of classified defense information which are 
the sole responsibility of the military departments, and (2) to insure prompt 
and vigorous investigation of unauthorized disclosures of such information in 
other defense activities. 

IV. INVESTIGATIONS 


A. Investigation of defense activities not within the command or jurisdiction of 
any of the military departments 


1. The General Counsel shall have primary responsibility for initiating and 
directing the investigation of any unauthorized disclosures of classified defense 
information in any activity of the Defense Department which is not within the 
command or jurisdiction of any of the military departments except as indicated 
in subparagraph 4 below. 

2. In the performance of these duties the General Counsel may— 

a. conduct an investigation by any appropriate method, consistent with 
procedures set forth in this Directive ; 

b. interrogate any civilian or military personnel of the Department of 
Defense and examine any pertinent documents in any Defense activity not 
within the command or jurisdiction of any of the military departments. 

3. In the performance of these duties the General Counsel shall advise the 
director or chief of the cognizant Defense office or activity with regard to the 
personnel to be questioned and the documents to be examined in the course of 
the investigation. 

4. a. Investigation of unauthorized disclosures of classified defense informa- 
tion in any unified or specified command shall be the responsibility of the execu- 
tive agent for such command. The General Counsel shall notify the Chairman 
of the Joint Chiefs of Staff of any request made regarding such commands and 
shall otherwise be governed by the provisions of this Directive relating to the 
Secretary of the Army, Navy, and the Air Force in his dealings with such 
commands. 

b. Any investigation by the General Counsel of unauthorized disclosures of 
classified defense information within the organization of the Joint Chiefs of Staff 
shall be conducted only with the coneurrence of the Chairman, Joint Chiefs. of 
Staff, who is responsible for insuring the prompt initiation of investigations of 
unauthorized disclosures of classified information within that organization. 


B. Investigations of defense activities within the command or jurisdiction of one 
of the military departments 


1, The Secretary of each military department is responsible for insuring the 
prompt initiation of investigations of unauthorized disclosures of classified de- 
fense information within his department. 

2. The General Counsel shall have the authority with respect to the investiga- 
tion of unauthorized disclosures of classified defense information in any defense 
activity under the command or jurisdiction of any one of the three military 
departments to: 

a. request the prompt initiation of an investigation by the Secretary of the 
military department concerned, 

b. request information of the Secretaries of the military departments with 
respect to the progress and results of any such investigation initiated pursu- 
ant to this directive or otherwise. 

3. When such action would in his opinion assist such an investigation, the 
General Counsel after consultation with the Secretary of the military depart- 
ment concerned, may request him to convene a court of inquiry. In exceptional 
circumstances the General Counsel may request that the court of inquiry be 
composed of representatives of more than one military department. In any such 
case the General Counsel shall request the Secretaries of the military departments 
from which such personnel would be drawn to furnish the personnel necessary 
to such a court of inquiry. 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 255 


C. Investigations of defense activities not provided for by IV.A or IV.B above 


1. When any investigation initiated by one of the military departments pursu- 
ant to IV.B above requires the interrogation of personnel or examination of 
records under the command or jurisdiction of another military department or of 
a defense activity not within the jurisdiction of any military department, the 
Secretary of the military department conducting the investigation shall notify 
the Secretary of the military department concerned or the General Counsel, as 
appropriate, so that arrangements can be made for such investigation as may be 
required. 

2. When any investigation initiated by the General Counsel, pursuant to IV.A 
above requires the interrogation of personnel or examination of records in activi- 
ties under the command or jurisdiction of one of the military departments: 

a. the General Counsel may request the Secretary of the military depart- 
ment concerned to initiate such investigation as may be required; or 

b. the General Counsel, when in his opinion such participation will facili- 
tate the investigation, may, after consultation with the Secretary of the 
military department concerned, request him to arrange for participation by 
the General Counsel and personnel working on the investigation under his 
direction in the interrogation of personnel and examination of records under 
the jurisdiction of the military department. 

3. The General Counsel shall have authority to coordinate the initiation and 
conduct of any investigation which in his opinion should be initiated or con- 
ducted simultaneously in more than one military department, or simultaneously 
in one military department and in a defense activity not within the jurisdiction 
of any military department. 


D. Investigations of defense contractor activities within the security cognizance 
of the military departments 
The General Counsel shall have the authority to request action and information 
with respect to the investigation of any unauthorized disclosure of classified de- 
fense information which may involve a defense contractor activity within the 


security cognizance of one of the military departments in the manner provided 
in Section 1V.B. 


BE. Investigative assistance 


1. In the conduct of any investigation under Section IV hereof, the General 
Counsel shall request such assistance as he may require from the Secretaries of 
the military departments. This assistance may. include the temporary assign- 
ments of personnel trained in investigative techniques to the Office of General 
Counsel to serve under the direction of the General Counsel with respect to a 
particular investigation. 

2. In connection with any investigation which he conducts or in which he 
participates pursuant to,Section IV hereof, the General Counsel (1) may re- 
quest the advice of the Department of Justice; (2) with the concurrence of the 
Secretary of the Army, the Navy, or the Air Force or the Chairman of the 
Joint Chiefs of Staff, as appropriate, may request the investigative assistance 
of the Department of Justice; and (3) may refer a case to the Attorney Gen- 
eral for consideration as to possible prosecution. If referral to the Attorney 
General appears to be appropriate in a case involving personnel under the 
command or jurisdiction of one of the military departments, the General Coun- 
sel after consultation with the Secretary of the department concerned may 
request him to forward the case to the Attorney General for consideration as to 
possible prosecution. 


V. DISCIPLINE 


A. The General Counsel shall insure that the results of any investigation 
which he conducts or in which he participates are reported to the proper author- 
ities for such disciplinary or corrective action as may be warranted. 

B. The General Counsel shall have authority to ascertain what disciplinary 
or corrective action has been taken in any case involving an unauthorized dis- 
closure of classified defense information and shall report to the Secretary of 
Defense with respect to such matters. 


VI. REPORTING UNAUTHORIZED DISCLOSURES OF CLASSIFIED DEFENSE INFORMATION 


A. Under existing regulations it is the duty of every person under the juris- 
diction of the military departments to report unauthorized disclosures of classi- 
fied defense information through command channels for appropriate action 
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B. All personnel of any defense activity not within the command or jurisdic 
tion of one of the military departments shall report any information with respect 
to unauthorized disclosures of classified defense information, as follows: 

1. Whenever the person or persons who have information concerning an 
unauthorized disclosure of classified defense information believe that it may be 
possible by immediate action to limit the further dissemination of such classi- 
fied defense information so as to avoid or reduce the chance of damage to national 
mye caer interests, they shall immediately report through channels to the General 

unsel. 

2. Information concerning all other cases involving unauthorized disclosures 
of classified defense information shall be reported through channels to the 
cognizant office for appropriate action as follows: 

a. Cases involving derelictions of administrative security including the 
misplacing of classified documents, shall be reported to the Staff Director, 
Security Services Division, Office of Assistant Secretary of Defense (MP&R). 

b. News items or other disclosures in the public realm which are believed 
to contain classified information shall be reported to the Office of Security 
Review, Office of Assistant Secretary of Defense (PA). 

e. Cases in which the appropriate action office is in doubt, shall be re- 
ported to the General Counsel for action. 

C. The Office of Security Review shall make a preliminary analysis to con- 
firm the classification of information disclosures reported by Department of 
Defense personnel pursuant to sub-paragraph B. 2. above and of information 
disclosures noted during the review of material published in the United States 
conducted pursuant to reference (c). In any case in which classification of the 
information is confirmed, the Office of Security Review shall refer the case 
promptly to the General Counsel or otherwise as he may direct, for appropriate 
action. 

VII. IMPLEMENTING INSTRUCTIONS 


A. Copies of implementing instructions issued by a military department 
affecting that department alone shall be furnished upon issuance to the General 
Counsel. 

B. Any implementing instructions which relate to an investigation in more 
than one military department, an investigation in a defense activity not within 
the jurisdiction of any military department, or an investigation affecting civilian 
industrial activities under the security cognizance of one of the military depart- 
ments, shall be coordinated prior to issuance with the General Counsel. 


VIII. EFFECTIVE DATE 


This directive is effective upon issuance. 
C. B. Wits0n, Secretary of Defense. 


March 22, 1957 


Number 54004 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Provision of Information to the Congress 
Reference: 
(a) DOD Directive 5200.1, Safeguarding Official Information on the Inter- 
ests of the Defense of the United States, dated November 19, 1953 
(b) DOD Directive 5200.6, Policy Governing the Custody, Use and Preser- 
vation of Department of Defense Official Information Not Within 
the Purview of Executive Order 10501, dated June 1, 1954 
(c) DOD Directive 5545.1, Congressional Hearings dated August 10, 1951 
(ad) DOD Instruction 5210.13, Security Review of Congressional Testimony, 
dated February 7. 1955 
(e) DOD Directive 5122.4, Responsibilities of the Assistant Secretary of 
Defense (Legislative and Public Affairs), dated July 30, 1954 
(f) Title 5, U. S. Code, Section 1002 
(g) DOD Directive 5015.1, Release and Authentication of Copies of Official 
Records, dated July 31, 1952 
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I. PURPOSE 


It is the purpose of this Directive to facilitate the furnishing of information 
to the Congress by stating the Department of Defense policies and procedures 
with respect to making information, both classified and unclassified, available 
to the Congress. 

II, CANCELLATION 


References (c) and (d) are hereby cancelled. 


Ill. POLICY 


A. It is essential to the proper functioning of our Government that the 
Congress receive adequate information as to the programs and operations of 
the Department of Defense. 

B. It is the policy of the Department of De*ense to make the maximum in- 
formation promptly available to Congressional Committees and their staffs and 
fe the utmost cooperation is to be given to the Commission and staffs of the 

gress. 
Cc. It is the policy of the Department of Defense that no information shall 
be withheld from the Congress except in accordance with these regulations. 


IV. PUBLIC ACCESS 


It is the fundamental policy of the Department of Defense to make the 
maximum information available to the public as to its operations and activities. 
This policy is subject to the necessary limitations relating to (1) classification 
of official information in the interests of national defense pursuant to Execu- 
tive Order 10501 and the Atomic Energy Act, as amended, as reflected in refer- 
ence (a), and (2) restrictions on official information which in the public 
interest should not be given general circulation, as reflected in reference (b). 
Subject to these limitations, matters of official record are made available to 
persons properly and directly concerned pursuant to regulations published in 
accordance with reference (f). For example, procedures for obtaining official 
records of the Office of Secretary of Defense are set forth in reference (g). 
Most information not available to the public is made available to the Congress, 
in confidence, in order to enable it to perform its functions. 


Vv. FURNISHING INFORMATION TO CONGRESSIONAL COMMITTEES 


A. Department of Defense witnesses testifying before Congressional Commit- 
tees, or handling requests for information from the Legislative Branch, should 
bear in mind the above described Directives with respect to the need to protect 
certain types of information against public disclosure. Testimony as to infor- 
mation requiring protection under the above references shall only be given in 
closed Session. If information requiring protection is submitted in writing, it 
must be appropriately classified or otherwise marked. If the information is 
submitted orally, the Committee should be advised of the need for protecting 
the information from public disclosure. 

B. In the rare case where the same considerations which preclude making 
information public, raise a question as to whether particular information re- 
quested may be furnished to a member or Committee of the Congress, even in 
confidence, no final refusal to furnish such information shall be made until such 
cases have been submitted to the Secretary of the Military Department concerned 
or to the Secretary of Defense. In most cases, however, it may be possible to 
satisfy the request through some alternate means acceptable to the Member or 
Committee and to the Department, thus rendering unnecessary any such submis- 
sion. In the event this is not possible, and pending resolution of the question, the 
person testifying or responsible for replying to the request shall respectfully 
decline to furnish the information pursuant to the instructions in this Directive. 
The Assistant to the Secretary of Defense (Legislative Affairs) shall be kept 
informed with respect to any such submission to the Secretary of Defense. 


VI. SECURITY REVIEW 


To assure military security transcripts of testimony given by Department of 
Defense witnesses in closed sessions of Congressional Committees, when received 
for review, shall be referred to the witness for proofreading and shall be reviewed 
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by the Office of Security Review for clearance prior to publication. Requests 
to Congressional Committees for deletion of material from transcripts prior to 
publication should be accompanied by an explanation of the reasons for such 
request. Written statements and charts prepared in advance for open session 
delivery shall be submitted for review as far as possible in advance of scheduled 
presentation, except as to general types of material as to which the Office of 
Security Review has indicated in advance that no such submission is required. 
All Department of Defense agencies are requested to provide immediate and 


full guidance and assistance in clearance of material when called upon by the 
Office of Security Review. 


VII. CONGRESSIONAL BEQUESTS FOR INFORMATION TO BE FURNISHED CONSTITUENTS 


Replies to requests for information to be furnished constituents shall be 
furnished promptly. They shall be tested for release or limitations on dis- 
semination in the same manner as if the constituent himself had directly re- 
quested the information. If it develops the information cannot be released 
to the constituent, the Member of Congress requesting the information should 
be promptly advised that the information requested cannot be made available for 
the constituent and the basic reasons inhibiting such release. 


VIII. HANDLING ON CONGRESSIONAL REQUESTS 


A. All written Congressional requests for information shall be acknowledged 
within 48 hours. Whenever possible, the complete replies shall be provided 
within 10 working days of the receipt of the request. If the nature of the infor- 
mation requested renders a complete reply within 10 days impossible, the person 
requesting the information shall be advised, within the 10 days, via an interim 
reply, of a date by which the information will be supplied unless the fixing of 
such date within that period is not possible. (The requirements above shall not 
apply to requests for comments upon proposed or pending legislation which shall 
be handled in accordance with existing legislative procedures.) 

B. In cases where it is believed necessary in order to enable the Department 
to promptly and adequately respond to Congressional requests, the inquirer 
should be requested to specify in writing, insofar as possible, the particular 
information or documents desired. 

C. Procedure of Congressional Committees with respect to preparation and 
delivery of prepared statements will be complied with to the maximum extent 
possible. 

D. By reference (e) the Assistant to the Secretary of Defense (Legislative Af- 
fairs) is charged with the over-all responsibility for assuring the implementation 
of policies and procedures governing legislative investigation of activities of 
the Department of Defense, including liaison wth Congress in. connection there- 
with and keeping appropriate Department personnel currently informed on the 
status of such investigations except for matters affecting budgets, appropriations, 
and other related financial matters. Accordingly, copies of all. communications 
to and from the Congress with respect to any such investigations by Congressional 
Committees shall be furnished to the Assistant te the Secretary of Defense 
(Legislative Affairs). 


Ix. IMPLEMENTATION 


Copies of implementing or revised regulations or instructions shall be fur- 
nished to the Assistant Secretary of Defense (Public Affairs) and the Assist- 
ant to the Secretary of Defense (Legislative Affairs). 


ee 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 259 













X. EFFECTIVE DATE 
This Directive is effective immediately. 
Cc. E. Witson, Secretary of Defense. 


26 November 1952 
Number 5230.4 








DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: RELEASE OF INFORMATION ON ATOMIC ENERGY, GUIDED MISSILES AND NEW 
WEAPONS 
I. PURPOSE 


It is the purpose of this directive to set forth instructions governing the 
clearance for public release of information concerning the following: Military 
applications of the atomic energy program which are of primary interest to 
the Department of Defense; guided missiles, and the existence, characteristics 
or capabilities of these or other new weapons or equipment, modifications or 
improvements to existing weapons or equipment, or techniques which result 
in improvement of military performance, knowledge of which may be of value 
to enemies and potential enemies of the United States or endanger the national 
security. 

It, AUTHORITY 
' 


This directive is issued under authority granted by Department of Defense 
Directives Number 5134.1 dated 27 July 1951, Number C—5230.3 dated 21 May 
1952 and Number S-5400.2 dated 22 September 1952. 


Ill. APPLICABILITY 


The provisions of this directive apply to all agencies of the Department of 
Defense, including field as well as departmental offices. 


Iv. POLICY 


It is the policy of the Department of Defense to keep the public informed 
of military applications of atomic energy, guided missiles and new weapons to 
the maximum extent consistent with national security. To insure uniform 
application of security standards and policies to the release of information on 
these subjects, the Office of Public Information, Office of the of 
Defense (OPI) will be the sole releasing agency within the Department of 
Defense for all public information concerning or relating to these weapons. OPI 
will be responsible for preparing and coordinating policy with respect to, and 
providing policy and security clearance on all such information wherever 
released. Clearance of information relating to nuclear weapons will be coordi- 
nated in accordance with provisions of DOD Directive C-5230.1. 


V. PROCEDURE 


The following instructions will govern the original release of information 
concerning subjects covered by this Directive: 

A. Prior to the first release by the Department of Defense or any com- 
ponent thereof, of any information relating to the subjects listed in 1 through 
3 below, such information will be cleared by the Office of Public Information, 
Department of Defense. 

1. Military application of atomic or nuclear power. 
2. The performance or capabilities of new or modified weapons, in- 
cluding guided missiles. 
‘ Bsa or modified equipment or techniques that are related to 1 or 
above, 

B. Before a news media representative or private writer is authorized 
to make the initial visit to a military installation for the purpose of obtaining 
information for public release concerning subjects covered by this Directive, 
such visit will be approved by the Military Department. concerned and by 
the Office of Public Information. Request for such authorization should 
be directed to OPI. News announcements of new weapons may be of such 
national importance that Defense sponsored press tours and demonstrations 
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may become necessary. The exact time and date of the press tour as well 
as the time and date on which the information may be released will be 
decided by the Director, OPI, in advance of the tour so as to assure maximum 
dissemination of the information with a minimum of elapsed time between 
the tour itself and the release to the public of the material. Approved 
visits will be governed by the following: 

1. Only information known to be unclassified (to include hitherto 
classified information which has been downgraded to unclassified by 
all interested agencies) will be disclosed. Classified information will 
not be revealed on an off-the-record basis as background material. 

2. Cooperation will be given to news media representatives on the 
condition that final material will be submitted to the Security Review 
Branch, OPI, for security review prior to submission to a publisher or 
other public information media. A minimum of one week should be 
allowed for clearance. Material should be submitted in quadruplicate to 
facilitate clearance with the various interested agencies. 

C. Instructions for release of information by a contractor or manufacturer, 
and visits by public information media representatives to industrial plants 
engaged in production of new weapons and equipment or modification 
thereof, are governed by instructions contained in this Directive and De- 
partment of Defense Directive Number 5230.3 dated 18 January 1952 
(Public Information Security Guidance Number 16). 


vI 


This Directive will be given the widest possible dissemination. 
Rosert W. Lovett, Secretary of Defense. 


March 27, 1956 * 


Number 5230.12 
(Public Information Security Guidance No, 19) 


DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Release to the Public of Information on Guided Missiles, Military Air- 
craft, Associated Powerplants, Components and/or Accessories 
Reference: (a) Department of Defense Directive 5230.9, dated March 29, 1955, 
subject: “Clearance of Department of Defense Public Infor- 
mation” 
Enclosures : 
(1). Appendix—Release Schedule for Military Aircraft 
(2) Appendix—Release Schedule for Military Engines 
(3) Appendix—Release Schedule for Guided Missiles 


I. PURPOSE 


This directive provides public information security guidance governing the 
review of all information concerning guided missiles, military aircraft, asso- 
ciated powerplants, components and/or accessories prior to its release to the 
public. Itis applicable to— 

A. Allagencies and offices of the Department of Defense. 
B. All contractors or subcontractors who receive Department of Defense 


contracts, letters of intent, or supplemental agreements for development 
or production. 


Il. POLICIES GUIDING THE RELEASE OF PUBLIC INFORMATION 


A. The premature release to the public of information pertaining to guided 
missiles, military aircraft, associated powerplants, components and/or acces- 
sories may constitute a grave threat to national security. It is necessary to 
safeguard this information and establish uniform action within the Department 
of Defense consistent with the principles of reference (a). 

B. The provisions of this directive do not abrogate the authority and re- 
sponsibility of the Secretaries of the Military Departments regarding the secu- 
rity classification and declassification of projects under their cognizance. 


1 Revised July 8, 1957. 
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€. Authority is hereby delegated to the Director, Office of Securi Tr Pe eview, 
Office of the Assistant Secretary of Defense (Legislative and Public rs) for 
final clearance for release to the public of information described hérein 

D. The placement of military aircraft, guided missiles, associated ‘power- 
plants, components and/or accessories into the appropriate phases of develop- 
ment and production (see attached appendices) will remain the responsibility 
of the Secretaries of the Military Departments. 

E. It is recognized that, instances will arise which, because of their sensitivity 
or other overriding factor, cannot be readily resolved within the guidance con- 
tained herein. Each such case will be considered by the Office of the Secretary 
of Defense and resolved on its own merit. Any decision in such a case will not 
be considered as establishing a precedent. 


Ill. PROCEDURES AND APPLICATION 


A. The appendices are guides only to the releasability of information to the 
public. and will not be considered as authority for automatic release. Informa- 
tion previously authorized for public release by the Office of the Secretary of 
Defense may be released or re-released to the public without further approval. 
However, prior unofficial publication of the types of information described herein 
does not constitute authority for official release. If the information pertains to 
classified contracts or projects, the contractor shall be guided by Paragraph 6N 
of Industrial Security Manual for Safeguarding Classified Information. 

B. Organizations and personnel to whom this directive is applicable will sub- 
mit proposed public releases in accordance with existing directive issuances, 

C. The attached aircraft appendices will not apply to rotary wing, training, 
liaison, search and rescue, glider-type, or research aircraft. Proposed public 
release of information on these aircraft will be considered individually when 
submitted for review. 

D. Information pertaining to military aircraft, guided missiles, powerplants, 
components and/or accessories which have been cancelled, discontinued, com- 
pleted or are beyond the phases outlined in the attached appendices will be con- 
sidered for public release on an individual basis. 


IV. FEASIBILITY OF PROTECTION 


The objective of the Classification System is to safeguard information requir- 
ing protection in the interests of national defense. However, in some instances, 
the development, production or testing of classified military equipment will, of 
necessity, expose the product to public view to the extent that particular infor- 
mation (such as the external configuration of an aircraft) may no longer be pro- 
tected, and hence, should be declassified. The decision in such cases as to declas- 
sification of the equipment or information to the extent actually necessary for, 
or as a result of, development, production or testing, must be approved in advance 
by the Office of Security Review, Office of the Assistant Secretary of Defense 
(PA). Advance security planning of programs concerning the development, 
production and testing of such classified equipment should provide for all feasible 
steps, including advance selection of suitable locations enabling maximum con- 
cealment and control, calculated to preserve the ability to protect all classified 
information relating to such equipment for as long as public disclosure could be 
prejudicial to the defense interests of the Nation. 


V. IMPLEMENTATION 


The Secretaries of the Military Departments will issue instructions to imple- 
ment this directive. Implementing directives should reemphasize the necessity 
for subcontractors to coordinate with prime contractors on matters pertaining 
to release of information on subjects covered by this directive. 


VI. EFFECTIVE DATE 


This Directive is effective as of this date. In accordance with Section VII, 
DOD Directive 5025.1, dated January 31, 1956, three copies of the proposed imple- 
mentation of the Directive on Release of Information will be forwarded, within 
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30 days, to the Assistant Secretary of Defense (PA), for review and approval 
prior to their issuance by the Military Departments. 
C. E. Wiison. 
Mar. 27, 56 (Encl 1) 
5230.12 
APPENDIX 


RELEASE SCHEDULE FOR MILITARY AIRCRAFT 


PHASES OF DEVELOPMENT AND PRODUCTION * 


1. Preliminary design and studies and Phase I contracts through mockup. 

2. Phase II contracts from mockup until factory roll-out of first production 
aireraft. 

3. Factory roll-out of first production aircraft until combat or training units 
receive first production aircraft. 

4. After operational or training units are receiving production aircraft. 





Category I aircraft of new design | Category II improvements of 
existing aircraft 
Items of information 

















a. Model designation and manufac- 
turer and powerplant model and 
manufacturer._.-...-..... jertnn~- NR R R R 

b. General engineering principles 
and aerodynamic design informa- 

Ti SR ES a ASE <eonnh aaa NR NR NR 

c, Physieal characteristics which in- 

clude external photographs, draw- 
ings, dimensions, models and 
en i ia dee locch 

. Performance in generalities- -__.-_- 

. Exact performance and character- 





NR NR R 
NR NR R R 


ca 


eu ennn keene ee NR NR NR 
f. Internal photographs and draw- 
ings __ .| NR NR NR NR! 


g. Armament details which cannot 
be ascertained from external in- 
pees 5.2 ssa ost ce Sell NR NR NR NR 





1 Certain internal photographs, drawings, and dimensions that do not reveal significant details may be 
considered for release. 


2Production aircraft refers to the first aircraft of an unbroken series produced for 
inventory in accordance with an established production schedule. 
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5230.12 


RELEASE SCHEDULE FOR MIliITaRy ENGINES 
PHASES OF DEVELOPMENT AND PRODUCTION 


1. During design, drafting of specifications and data. 
2. Date of completion of first engine for initial full scale testing. 
3. Date of acceptance of 50-hour qualification test or equivalent. 
4. Date of acceptance of 150-hour qualification test or equivalent. 
















Category I, engines of design | Category II, modified version of 
we existing 7 with military value 


a ee 







a. Model designation, type and 


N 
f. Engineering design information....| NR 


1 Certain internal | photoaragh, drawings, and dimensions that do not reveal significant details may be 
considered for releas 
Mar 27, 56 (Encl 3) 
5230.12 


RELEASE SCHEDULE FOR GUIDED MISSILES 
PHASES OF DEVELOPMENT AND PRODUCTION’ 
1. Preliminary design and studies and Phase I contracts through mockup. 
2. Phase II contracts from mockup through Research and Development 
Models and R&D operation, includes prototype and technical evaluation. 


1 Production guided missile refers to the first ided missile of an ees series 
produced for inventory in aecordance with an established production schedul 
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3. From start of production through service acceptance of the first production 
model :and through equipping and using units, including logistics activities 
in support thereof. 


Category I missiles of |Category II model im- 











new design provements of existing 
Items of information missiles 
1 2 3 1 2 3 
a. Model designation and manufacturer _- -| NR NR R NR NR R 
b. Production schedules and capabilities, number of 
missiles per contract, unit cost per missile, de- ' 
cans nemennivoen NR NR NR NR NR. ,.j NR i] 
e. General engineering principles and aerodynamics ; { 
ee Se isa des on ech ec cna n eden NR NR NR NR NR R | 
d. Performance in generalities................-...-... NR NR R NR NR R i 
e. Exact performance... -...-==-.-------<-+--------- NR NR NR NR NR NR 
f. External physical characteristics of missiles and ; 
launchers which include photos, drawings, 
dimensions and miniature models_-__........--.- NR NR R NR NR 
F- Internal photos, drawings, and dimensions........| NR NR NR! | NR NR NR? 
. Powerplant ? manufacturing and dt REE NR R NR NR 
i. Powerplant model_. vines Saar NR R NR NR R 
. Armament details, including fuzing_. .| NR NR NR NR NR NR 
* Bypaie detats of control, guidance, launching, and | NR NR NR NR NR NR 
propulsion 
1. Design studies__._. .| NR NR NR NR NR NR 
m. Ggeeret propulsion and launching system informa- | NR NR R NR NR | R 


1 Certain internal photographs, drawings, and dimensions that do not reveal significant details may be 
considered for release. 
2 The term “‘powerplant’’ includes any method of motivation such as air breathing, solid or liquid propel- 


lant, engine motor, etc. 
18 January 1952 
Number 5230.3 
(Public Information Security Guidance No. 16) 


) 


DEPARTMENT OF DEFENSE DIRECTIVE 
Title: Public Information. 


Subtitle: Security Review, Clearance. i 
Number: 5230.3. 
INFORMATION RELEASES BY MANUFACTURERS | 
I. PURPOSE 


It is the purpose of this directive to provide public information security guid- | 
ance governing the public release of information by manufacturers holding Army, 
Navy or Air Force contracts. 


It. AUTHORITY 


This directive is issued under authority granted in Directive 20.20—-1, 27 July 
1951, and is in conformity with Directive 250.17-2, 5 January 1952. 


Ill, DIRECTIVE SUPERSEDED ' 


This directive supersedes Direcitve 700.05-3, 25 September 1951 (Public Infor- 
mation Security Guidance No. 15). 


IV. APPLICABILITY 





This directive is applicable to all agencies of th Department of Defense and 
the Departments of the Army, Navy and Air Force and to manufacturers who 
receive from the Departments of the Army, Navy and Air Force awards of classi- 
fied or unclassified contracts, letters of intent or supplemental agreements for 
production of military equipment or supplies. Necessary dissemination of this 
directive by the Departments of the Army, Navy and Air Force is requested. 
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Vv. RELEASABLE AND NON-RELEASABLE INFORMATION 


A. Manufacturers who receive from the Departments of the Army, Navy, and 
Air Force awards of classified or unclassified contracts, letters of intent or sup- 
plemental agreements for production of military equipment or supplies or for 
increaséd production of materials now being produced may release to the public 
information of the following general nature concerning any individual contract 
without further specific clearance by the Department of Defense: 

1. A statement that a contract (or letter of intent) has been received. 

2. Type of item in general terms (i.e., aircraft of standard types, tanks, 
trncks, ammunition, clothing, etc.), provided that the designation of the 

‘item or equipment itself is not classified. 

3. In the case of unclassified negotiated or formally advertised contracts, 
releases may include the name of the purchasing office, a brief description 
of the commodity or service, quantity, and dollar amount of the contract. ~ 

4. A statement that workers in certain fields are required. Number of 
additional personnel needed by the plant may be announced. 

5. Subject to restrictions listed in this Guidance, a contractor may adver- 
tise for bids from prospective subcontractors for component parts or services 
in those cases where the subsequent contract itself will be unclassified. 

6. Information previously officially approved for release. 

B. Contractors will not release to the public information of the following nature 
concerning such contracts, unless specifically approved and cleared by the Secu- 
rity Review Branch, Office of Public Information, Office of the Secretary of 
Defense : 

if Production schedules, future planning on production schedules, or rates 
of delivery. 

2. Information on sources of supply, quantities and qualities of strategic 
or critical supplies and movements, assembly or storage of supplies or mate- 
riel. ' 

3. Information on sabotage attempts or plant security measures. 

4. Information on any research and/or development contracts. 

5. Information, including any photograph, sketch or plan concerning first 
models of weapons or equipment, outstanding production achievements, or 
performance of weapons or equipment. 

6. Information on material for shipment to allied governments under 
MDAP, NATO, ete. 

7. Movement of military aircraft. (This restriction is applicable to all 
cases, including those where actual movement order is This 
action is to reduce unauthorized disclosure of. aircraft deliveries, modifica- 
tion and conversion programs. 

8. rn of naval vessels, unless approved by the responsible com- 
mander. 

9. Classified information. 

C. A subcontractor or branch plant involved in military production programs 
— also release information subject to paragraphs A & B above, provided he 

oes not: : 

1. Indicate he is the sole supplier. 

2. Indicate the percentage of the prime contractor’s requirements he 
provides in terms of quantity or dollar value. 

3. Reveal rates of production or deliveries. 

D. Manufacturers outside the Continental United States may, after initial 
public release by the Secretary of Defense, release to the public information 
subject to the provisions of this guidance. For initial release the contracting 
agency should forward pertinent information regarding the contract, together 
with the manufacturer’s proposed release, through the Departments of the Army, 
Navy, or Air Force, as the case may be, to the Secretary of Defense. The Office 
of Public Information will make the original release if appropriate. 

BP. In order that manufacturers holding classified contracts may make state of 
business reports to stockholders, stock exchange, etc., the total company-wide 
dollar value of backlog may be released provided : 

1. That only the Department of Defense total is used and not broken 
down by individual military service or item. 

= That the release does not reveal the quantity or volume of individual 
orders. 


8. That the report is not made for periods of less than three months. 


41075—60——13 
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F. In case of doubt as to the releasability of information, contractors, factories, 
subcontractors, etc., may contact the Security Review Branch for advice, or may 
refer to.the contracting agency. 
_Kor.the Assistant to the Secretary for Public Information : 


JosrrH S. EpGERTON, 
Lt. Colonel, USAF, Chief, Security Review Branch, Office of Public Information. 


ASSISTANT SECRETARY OF DEFENSB, 
Washington, D.C., October 25, 1957. 
Memorandum for Director, Office of Information Services, USAF. 
Subject: Press Information on Missile Test Firings at Cape Canaveral, Florida. 

The following supersedes memorandum of April 25, 1957 pertaining to release 
of information on missile test firings at Cape Canaveral : 

Liaison will be maintained between the Commanding General, Missile Test 
Center, Cape Canaveral, Florida and the Office of the Assistant Secretary of 
Defense (Public Affairs) to assure a continuous flow of information concerning 
test schedules and expeditious reports to the press and public of non-security 
information, following missile test firings. 

The military Service responsible for a missile test, in advance of usual detailed 
report to the Department of Defense on such test, will transmit to the Assistant 
Secretary of Defense (Public Affairs) a flash summary report of test results for 
approval for public announcement. Such announcements will be made simul- 
taneously by the Department of Defense at the Pentagon and at Cape Canaveral. 

The following classified information is not releasable: 

. Warhead design details ; weight and yield. 
. Detailed technical data of flight tests. 
. Details of specific ballistic missile weapons systems. 
. Test schedules. 
. State of progress of development program. 
. Certain performance characteristics : 
a. Accuracy. 
b. Precise information on such things as range, velocity at re-entry, 
trajectory, time of flight and fuze. 
ce. Thrust levels or equivalent horsepower generated. 
7. Type of guidance. 
8. Operational readiness dates. 

The Department of Defense will be consulted by the Missile Test Center con- 
cerning the reply to any inquiry not covered by this memorandum. 

(Signed) Murray Snyper. 
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DEPARTMENT OF DEFENSE PRESS RELEASE 


—No. 180-58 
-Hold for release until 6:00PM (EST) Saturday,-March 1, 1958 


The following memorandum was issued today by Assistant Secretary of 
Defense Murray Snyder, to be effective on Monday, March 3, 1958: 


Memorandum for Secretaries of Army, Navy, and Air Force 
Subject: Procedure for Press Coverage of Firings at the Missile Test Center, 
Cape Canaveral, Florida: 


1. Members of the press covering the Missile Test Center will be notified by 
the Commanding General sufficiently in advance, for planning purposes only, of 
proposed firings which will be open to press coverage from special facilities 
within the Missile Test Center. These firings include IGY satellite vehicles and, 
generally, those military missiles the external configurations of which have been 
declassified. 

It is understood that this notification is not to be considered as official notice 
that such a firing will actually take place, since all such schedules are subject 
to postponement or cancellation due to weather and other factors. The purpose 
of the notification is to allow members of the press to make adequate prepara- 
tions for covering the shoot.” 

2. A special observation site equipped with adequate communications will be 
provided within the Test Center from which the press may observe these firings. 
Members of the press corps covering the Center will be brought to this observa- 
tion site at least one hour before proposed firing time. 

On nonmilitary shoots, such as the IGY satellite vehicles, technical informa- 
tion. concerning preparation for the shoot will be made available to the press at 
the site on a hold-for-release basis. The hold-for-release is necessary because of 
the extreme flexibility of test firing schedules. Premature publication of the 
details of pre-firing activities could result in serious confusion and tend to 
mislead the American people. The hold-for-release, however, will be automati- 
cally terminated at the time the missile is actually fired or the firing preparations 
are postponed. 

Similar information will be provided on the same basis on military launch- 
ings, to the extent permitted by security. 

3. Firings, as determined by the Commanding General, Missile Test Center, 
which would reveal classified information, will not be open to press coverage as 
outlined in these procedures. Advance notification concerning these shoots will 
not be made. 

4. Official announcements confirming that a firing has taken place will be 
made by the Missile Test Center, and the Department of Defense. 

5. Information on the results of IGY satellite vehicle firings, including an- 
nouncement as to whether or not an orbit has been obtained, will be made in 
Washington, D.C. Results of missile tests, to the extent permitted by military 
security, will be announced at the Missile Test Center as soon as the necessary 
information is available. 

6. Both still and motion picture photographers will be given the same access 
and information as reporters under these ures. 

7. These procedures do not preclude the Commanding General, Missile Test 
Center, from dealing with spot problems not covered by the foregoing in such a 
manner as to assure maximum and timely access to unclassified information in 
a manner consistent with the ethics and practices which normally prevail. 


MuRBRAY SNYDER. 
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REPORT TO THE SECRETARY OF DEFENSE BY THE COM- 
MITTEE ON CLASSIFIED INFORMATION, NOVEMBER 8, 
1956 
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To the Secretary of Defense: 


The Committee on Classified Information which you appointed on August 13, 
1956, and charged with the duties set forth in a letter of that date to its Chairman 
(a copy of which is attached as Tab A), submits the following report. 


I. DIFFICULTY OF THE PROBLEMS 


It is an understatement to say that the problems you have confided to us are 
not easy. They are of long standing and have not yielded satisfactorily to real 
attempts to solve them in the past. Your Committee therefore has norm under no 
illusion that a simple corrective formula could be found. 


II, SCOPE OF ACTIVITY 


We have conferred with personnel in your office and in the military departments 
who are primarily concerned with information security, with the civilian and 
military heads of the military departments, with the Chairman of the Joint 
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Chiefs of Staff, with represeritatives of other government agencies whom we 
thought might prove helpful, with representatives of the press, and with certain 
other individuals totaling in all approximately fifty persons. We found without 
exception an attitude of complete cooperation and helpfulness. 


Ill. BASIS FOR CLASSIFICATION 


At the risk of stating a platitude, this country is far different from a dictator- 
ship, and the impact of that difference is strong,on the problem of information 
security. Being a democracy, the government cannot cloak its operations in 
secrecy. Adequate information as to its activities must be given to its citizens 
or the foundations of its democracy will be eaten away. We find that the Depart- 
ment of Defense fully subscribes to. these principles. On the other hand, our 
democracy ean be destroyed in another way, namely, by giving a potential enemy 
such information as will enable him to conquer us by war. A balance must be 
struck between these two conflicting necessities, 

In the Department of Defense there are peculiar factors which make the 
striking of the proper balance difficult. The Department spends roughly two- 
thirds of the national budget. At one time or another it directs the lives of 
millions of our young men and women. And it is charged with planning for the 
survival of the nation in case of war. These considerations center public interest 
on its activities and weight the balance in favor of maximum disclosure. . On the 
other hand, the activities of the Department are of the greatest interest to a 
potential enemy. He can profit from disclosures of its activities to a far 
greater extent than disclosures of the activities of most of the other governmental 
departments. So the other side of the scales is heavily weighted. The result 
is that striking the proper balance is more important and more difficult than is 
the case with most of the other departments of the government. 

The principal document governing the determination of how to attain the 
proper balance is Executive Order 10501 (attached as Tab B). This Order 
recognizes the principles outlined above by prescribing a dual objective (1) to 
give the public full information up to the point beyond which national security 
will be damaged, and (2) to protect information beyond that point. This pro- 
tection is given by controlling the cireulation of sensitive information so that 
recipients will be confined to persons who have been determined to be trustworthy 
and who have a need to know the information in order to perform their duties 
properly. Obviously this entails the establishment of mechanics to identify 
sensitive information so that all will know it should be protected. Further, 
since some items of information are more sensitive than others and so need 
more careful handling, the procedures should grade information aceording to 
its sensitivity. Accordingly, Executive Order 10501 prescribes that sensitive 
information should be classified in three categories—“TOP SECRET,” “SECRET” 
and “CONFIDENTIAL,” and further prescribes the degree of protection 
applicable to each category. 

All this seems to us beyond reasonable criticism as a matter of theory. No 
one has suggested to us a better system, Indeed no one has been able to suggest 
any other comparable system. 


IV. OPERATIONS OF THE CLASSIFICATION SYSTEM 


It is, however, one thing to have a theoretically sound system and quite another 
thing to make it operate well in an enormous organization such as the Department 
of Defense. While we commend the operation of that part of the system which 
deals with enforcing regulations covering the physical safeguarding of classified 
information, we feel that in certain other respects the system is not operating as 
well as it should. The Department of Defense is accusesd of failing to accom- 
plish both of the dual objectives of the system : it withholds too much information 
and too much leaks out. We think both criticisms are justified ; there are both 
overclassification and harmful disclosures. 


A, Overclassification. 


The fundaimental difficulty in the problem of overclassification is that the 
criteria for determining whether information should be classified at all, and if 
80 what degree of classification it should bear, are necessarily general. If the 
damage to the nation which a disclosure of defense information could cause is 
exceptionally grave, the information should be classified as “TOP SHORET” ; if 
serious, “SECRET” is the proper classification, and if the disclosure could be 
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merely prejudicial to the defense interest of the nation, then “CONFIDEN- 
TIAL” should be used. While some examples of the first two categories are 
given as guidelines, they are largely confined to the effect of disclosure on inter- 
national relations and the definitions themselves remain general and therefore 
vague. Two reasonable men of similar background and possessing équal’ kiidw!l- 
edge could well disagree on the application of these criteria to a particular piece 
of information. When it is realized that within the world-wide activities of 
the Department of Defense hundreds of thousands of individuals must be author- 
ized to apply these criteria in at least the Confidential category, it is not surpris- 
ing that the results are often inconsistent. Within certain technical areas guides 
for classification have been provided, and the Air Force has made an attempt to 
supply general guidance in applying the criteria. We commend these efforts, 
but the problem of generality of the criteria is still a major one. 

There are other factors which aggravate the situation. A subordinate may 
well be severely criticized by his seniors for permitting sensitive information 
to be released, whereas he is rarely criticized for over-protecting it. There is 
therefore an understandable tendency to “play safe” and to classify information 
which should not be classified, or to assign too high a category to it. The use 
of even Top Secret has gone far beyond that contemplated in Executive Order 
10501. While the information protected by this overclassification is not as a 
rule important for the public to know, the resulting load impairs the function- 
ing of the system. 

Further, there is a tendency to use the classification system to protect in- 
formation which is not related to the national security. Perhaps the prime 
example is information dealing with administrative matters. We strongly be- 
lieve that, even though the Department of Defense is a governmental agency 
and cannot expect to operate with the privacy of a business organization, there 
are nevertheless certain matters which if made public would reduce the effi- 
ciency of the operations of the Department below the standard which the 
public itself requires. Personnel records is perhaps the most frequently cited 
example of this type of information. An example of equal or perhaps greater 
importance is papers expressing the views of the staff to superiors. If these 
papers are not held private, then the written advice of staff members to their 
superiors may be such as they think will later look well in the public print 
rather than their true opinion. But granted the necessity for protecting these 
administrative matters, such protection is justified on other grounds than the 
national security. Within the Department of Defense it is covered by Directive 
£200.6, (Tab C), which requires among other things that “preliminary docu- 
ments relating to proposed plans or policy development” should not be dis- 
closed “when disclosure would adversely affect morale, efficiency or discipline,” 
and which authorizes the use of the stamp “FOR OFFICIAL USE ONLY.” 
Nevertheless there is a marked tendency to classify this information under 
Executive Order 10501. This constitutes an abuse of the classification system 
established by that Order and tends to destroy public confidence in the system. 

We have heard allegations as to another type of abuse of the classification 
system, namely its use to cover up administrative mistakes. We have found 
no instances of such abuse, and believe that if it exists at all it is of minor 
importance in the problem of overclassification. 

There is, however, another real source of overclassification. It is the attempt 
to do the impossible—to keep as classified information which can no longer be 
withheld. The physical appearance of a test model of a new plane which must 
be rolled out of the manufacturer’s plant adjoining a public highway is an exam- 
ple. General performance data of a new plane which has become widely known 
prior to quantity production is another. Information originally classified and 
subsequently officially revealed and the classification of compilations of unclassi- 
fied data are other examples. 

Still another aspect of overclassification is the use of the system to protect 
information which ordinarily would be released but which is withheld tempo- 
rarily in support of a foreign policy objective. Whether or not this is over- 
classification in the strict sense of the word, it is certainly so regarded by the 
press, and it is disturbing to the system. Granted that standards of what is 
harmful to the national security should vary with the international situation 
and so be generally responsive to foreign policy, the system cannot be operated 
as if steam were being turned on or off in a radiator. Rather the system is like 
a hydroelectric dam where the water can be gradually raised or lowered, but 
not suddenly. There are too many people involved for sudden shifts of policy. 
Confusion, uncertainty and loss of confidence in the system result. 
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Theoretically overclassification can be remedied by declassification. And 
Executive Order 10501 contains admirable provisions rela to declassification. 
These provisions are not, however, working satisfactorily. only a few — 
is declassification keeping up with the creation of current classified Pee it 
and the backlog of classified information created during and au, ps Worl Mt 
remains substantially untouched, in vaults, warehouses and in 
While we do not consider that dissolving this backlog would solhames se a 
major way to the immediate problem of safeguarding current classified infor- 
mation, we do feel concern over the failure to keep up a declassification program 
on a more current basis. The Executive Order requires that where possible 
a date for automatic declassification be set at the time of classification. This 
device is not widely used, largely because of reluctance to rely on forecasting 
future events. Probably it could and should be used more widely. But even so, 
there is a great field where it cannot. be applied.. Current practice is to consult 
the office which originated the classification before declassifying. This entails 
an appreciable amount of paper work. Further, when the document is declassi- 
fied notification must be given to all those who have copies, which often entails 
a formidable task of additional paper work, especially where industry is in- 
volved. With the continuing requirement to reduce administrative personnel 
throughout the Department of Defense, the additional effort and paper work 
necessary to attain adequate declassification has simply not been forthcoming. 
The act of classification is simple and expeditious, declassification is involved 
and tedious. In the battle between the two, the advantages are on the side of 
classification, and declassification has fallen below the effectiveness envisaged 
by Executive Order 10501. 

For all these reasons overclassification has. reached serious proportions. The 
result is not only that the system fails to supply to the public information which 
its proper operation would supply, but the system has become so overloaded 
that proper protection of information which should be protected has suffered. 
The press regards the stamp of classification with feelings which vary from 
indifference to active contempt. Within the Department of Defense itself the 
mass of classified papers has inevitably resulted in a casual attitude toward 
classified information, at least on the part of many. 


B. Unauthorized disclosures. 


The seriousness of unauthorized disclosures, both in number and nature, 
cannot be determined, because only those which come to light are available 
for evaluation. The unknown ones are probably the most vicious in that they 
are likely to include those involving real espionage. We can only hope that 
there are not many of them. It is, however, obvious that the weaker the pro- 
tective system is, the greater the number of unknown compromises will be. 
This of course is a reason for our concern over the factors described in con- 
nection with overclassification which tend to weaken the system. 

As to known unauthorized disclosures, not all are serious. The number and 
nature of those which have been traced to careless violation of the rules for 
physical protection (locking safes, manner of transmission of classified informa- 
tion, etc.) persuade us that the violations of these rules within both the Depart- 
ment of Defense and industry is reasonably under control. Nor do we think 
that unauthorized disclosures ccurring at social gatherings, either through 
carelessness or to enhance someone’s ego, as distinguished from deliberate 
“leaks” considered below, present a serious problem. While it is true that com- 
Pilations of data which are composed of unclassified items may disclose infor- 
mation helpful to a potential enemy, their disclosure in all probability merely 
Se ee tte te atten oat ee 
probiem 

We are, however, concerned with deliberate disclosures of classified informa- 
tion or so-called “leaks.” While in many cases it could be argued that the 
information so disclosed is not really of serious security significance, that is not 
always true, and these leaks evidence a breakdown of the system and indeed 
of discipline itself which, if unchecked, may have most serious consequences. 
There have been a good many instances of this type of unauthorized disclosure 
over a considerable period of time, and the number appears to be increasing. 
Due to the difficulties in identifying the sources of these leaks because of the 
large number of persons who have had access to the information in question, 
it is impossible to describe with certainty the individuals who are responsible 
and the reasons which motivated them. We are, however, left with the strong 
impression that both civilians and military of considerable, position and rank 
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are involved, and that they are generally motivated by a desire to further the 
interests of a particular Service. 

There is no doubt that the traditional differences in point of view of the three 
major Services are accentuated today. The revolutionary developments in new 
weapons since the advent of the atomic bomb have made mandatory a continuing 
review of the over-all concept of national defense, to determine how to spend 
most wisely the money which our economy can afford for national defense in this 
indeterminate period of strained international relations and rapidly developing 
technology. Further, it is not possible to demonstrate that the decisions of these 
difficult problems are right when taken. The decisions involve a balance of cal- 
culated risk, on which reasonable men may differ. Only a war can prove whether 
the decisions are right. Under these circumstances it is understandable that 
different Service will have different concepts and that ardent advocates of a 
particular concept will wish to do everything they can to weight the balance in 
favor of their particular philosophy. The deplorable thing is that they should 
earry their ardor to the point of undermining the system on which the nation 
relies for the protection of its defense secrets and should flout the discipline 
which makes all the Services, their own included, effective. 

In this connection, it is doubtless true that loyalty to a Service has a greater 
appeal to the individual, since it is rooted in years of tradition, then does loyalty 
to the comparatively recently created Department of Defense. Also, when one 
Service has apparently profited by taking its case outside the Department, the 
pressure to obtain a similar advantage for another Service is intensified. But 
in our judgment neither of these considerations is an excuse for excesses which 
damages the whole defense effort. 

Nor is there any excuse on the ground that when there is disagreement among 
the Joint Chiefs of Staff, decision is made by the Secretary of Defense and a few 
non-military advisors. Some members of the press appear to think that this is so. 
On the contrary, the Secretary of Defense can and frequently does obtain the 
advice of the Armed Forces Policy Council, composed of the Secretary of De- 
fense, the Deputy Secretary of Defense, the Secretaries and military Chiefs of 
the three military departments and the Chairman of the Joint Chiefs of Staff. 
If agreement is not: reached in that manner, the matter can be and often is taken 
to the President or presented to the Naional Security Council, chaired by the 
President, where dissenting views can be fully heard. Even after a matter has 
been heard at the National Security Council, appeals can be and sometimes are 
made to the President. In our view the refusal of members of a Service to 
accept decisions reached after such a process is utterly inexcusable. 

From the foregoing we conclude that the two major shortcomings in the 
operation of the classification system are overclassification and deliberate unau- 
thorized disclosures. We further conclude that little, if any, progress can be 
made without a successful attack on these two major shortcomings. 


Vv. FUNDAMENTAL CAUSES OF SHORTCOMINGS 


Preliminary to suggesting remedies to defects in any given situation, it is 
often profitable to inquire into their causes, in an endeavor to identify the 
fundamental ones and so make remedial action simpler and more effective. In 
our view, the trouble in this case does not stem from defects in statutes, executive 
orders, directives or regulations. No change in the statutes or executive orders 
has been suggested to us which would in our judgment contribute significantly 
to improving the situation. The directives and regulations seems to us to be in 
the main well conceived and conscientiously administered by the security offices 
both in the Office of the Secretary of Defense, in the Joint Chiefs of Staff and 
in the military departments. While they may need supplementing to carry out 
some of the recommendations in this report, they are not the cause of the trouble. 
The trouble lies deeper than that. 

We have been told that information security is a state of mind and not a set 
of rules. With this we agree. We further think that a state of mind is part of 
morale, and as such isa facet of discipline, and discipline is a command function. 

Stating the matter less abstractly, a failure to comply with the regulations 
governing information security is a breach of discipline as much as a failure 
to comply with regulations for the proper maintenance of weapons. It is im- 
material whether the failure is inadvertent, as is generally the case in overclassi- 
fication and in some unauthorized disclosures, or is deliberate, as in the case of 
disclosure to further a particular military concept. 
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Generally speaking, it is very difficult in this country to enforce compliance 
with rules if those rules are not widely accepted as both necessary and reason- 
able. The failure of prohibition in the 1920’s is the classic example. While this 
principal has less force in a miiltary establishment than in civilan life, never- 
theless in the activity of military organizations which are not directly related to 
combat, the principle has substantial force. 

In the case of information security, while the need for it is accepted in the 
abstract, the need is not so keenly felt as in many other matters. It is not diffi- 
cult for an infantryman to.appreciate the need for the skillful use of ground cover 
when an enemy is shooting at him; but the intelligence agents of a potential 
enemy work quietly, and it is easy to forget their existence in the press of getting 
things done. We are aware that there are procedures throughout the Depart- 
ment designed to bring home the importance of information security by way 
of indoctrination and the like, and we commend these efforts. We think, how- 
ever, that they are too largely confined to the lower echelons and that their 
effect has worn thin with those of higher rank. 

Nor is the reasonableness of the security rules accepted as fully as it should 
be. On that score overclassification plays an important part. When much is 
classified that should not be classified at all, or is assigned an unduly high 
classification, respect for the system is diminished and the extra effort required 
to adhere faithfully to the security procedures seems unreasonable. 

But the lack of a keen appreciation that security regulations are both 
necessary and reasonable is not the only cause for the existing lack of discipline 
in the field of security information. ‘These are lacks on positive side of 
discipline. Discipline however has a negative side—punishment. Even in this 
country punishment is recognized as an essential element of discipline. And 
we think disciplinary action has not been adequate in the field of security 
information, even after making due allowance for the difficulties generally 
encountered in identifying those responsible for violations. 


VI, BECOMMENDATIONS ON THE TWO MAJOR SHORTCOMINGS 


With the foregoing considerations in mind, we recommend as follows: 


A. Overclassification. 

Recommendation No. 1. We recommend that. a determined attack be 
made on overclassification. We think this should be spearheaded by the 
responsible heads within the Department of Defense, from the Secretary 
of Defense down, registering a keen interest in information security. 

In any organization, particularly a military one, the example of the head of 
the organization has a potent influence on the whole organization. If he is 
interested in a particular subject, his immediate subordinates will be aware of 
it and will make sure that they are interested too.. This interest will fow down 
the chain of command in a surprisingly short time until it permeates the entire 
organization. 

There are many ways by which this keen interest may be evidenced. An 
important one is for the responsible head to make a point of personally checking 
the classification of documents cuming across his desk, sending back with dis- 
pleasure those which have been overclassified. This should be supplemented 
by evidencing a personal interest in the contents of a paragraph dealing with 
information security, which we recommend below be included in each program. 
An examination of the detailed recommendations which follow will suggest 
other ways of registering interest. 

Our second recommendation sets forth other steps which we think should 
be taken to reduce overclassification. We have received a great many sugges- 
tions and recommend the following as having merit : 

Recommendation No. 2a. Extend the use of classification guides now 
existing in several technical fields to other areas, and supplement the regu- 
lations covering general classification by developing guidelines and listing 
typical examples for each category of classification. 

Department of Defense Directive 5230.12 (attached as Tab D) is an admirable 
example of a technical classification guide, except that it could well prescribe 
the appropriate category of classification. On general classification, it should 
prove helpful to list certain categories as requiring a high degree of protection, 
Such as strategic plans, future programs, design details, detailed performance 
data, new developments, operational methods, deployment, information as to 


our own specific weaknesses, and sources of our information regarding a poten- 
tial enemy 
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Recommendation No. 2b. Carry down the line Recommendation No. 1 
made with respect to top officials, that superiors throw back overclassified 
matter received from subordinates. 

At one time there was a requirement for the superior to initial a stamped 
form indicating his approval of the classification assigned, but this became 
routine and we think it would again, and do not recommend its reinstatement. 

Recommendation No. 2c. Cut down the number who are authorized to 
classify information as Top Secret and to receive copies of Top Secret papers. 

Executive Order 10501 contemplates a more specific designation of those 
authorized to use this category than the regulations of the Services now provide. 
This should be corrected, and at the same time a real effort made to limit more 
severely the distribution of copies of Top Secret documents. 

Recommendation No. 2d. Require that each program or order susceptible 
of such treatment contain a special paragraph dealing with information 
security. 

This paragraph should prescribe the degree of classification for the various 
elements of the program, establishing if possible automatic declassification on a 
certain date or happening of a certain event, and should force a deliberate 
decision on the harmful effect on security of an early deadline. 

Recommendation No. 2e. Make wholly clear that the classification system 
is not to be used to protect information not affecting the national security, 
and specifically prohibit its use for administrative matters. 

Recommendation No. 2f. Cease attempts to do the impossible and stop 
classifying information which cannot be held secret. 

This includes information which cannot be withheld because it inevitably 
is known to too many people. It includes the physical appearance and general 
performance data of new weapons when they have become widely known. It 
also includes compiled data composed of unclassified items and information 
which is already public, where official confirmation would not be of substantial 
value to a potential enemy, even though it will require additional machinery 
to keep track of what information has been publicly revealed. 

Recommendation No. 2g. Improve procedures for releasing information 
as to the existence and general nature of differences of opinion between the 
several Services to permit authorized representatives to express Service 
views without disparaging their sister Services, and without, of course, dis- 
closing information which is classified for reasons other than differences in 
military concept between the Services. 

This recommendation really falls under No..2f above, but it is also related to 
“leaks” in that it would tend to reduce the pressure causing them, and it is of 
sufficient importance to justify a recommendation by itself. There is no doubt 
that the existence of the differences of opinion between the Services, and their 
general nature, is widely known. Any attempt to cover up their existence and 
general nature not only creates great pressure to “leak” but creates an un- 
desirable and inaccurate impression in the public mind that the Secretary of 
Defense is trying to cover up grave issues which he cannot solve. That tends 
to shake the confidence of the public in our whole defense set-up. Some of 
the press argue vigorously that the present procedures permitting disclosure of 
the issues are inadequate, that here are issues of great national importance 
on which the rightness of the final decision cannot be demonstrated short of 
war, and for decisions to be wholeheartedly supported the public must be in- 
formed; they should not be decided in secret by a small group, however high 
their rank. Public discussion, they say, will not embarrass the Secretary of 
Defense if he takes the position that the problems: are difficult; that he will 
consider all views and reach a decision only after the most careful considera- 
tion and with the very best advice he can obtain. They argue that under such 
circumstances publicity will help him because he will then receive understanding 
support from the public. If this argument contemplates going further than the 
limited publicity recommended above, we think it goes too far. Decisions on 
military planning involve facts the disclosure of which would be most harmful 
to the security of the nation. It seems to us that those decisions must be left 
in the future, as they have in the past, to the military experts under supervision 
of the civilians made responsible by law, with proper Congressional participa- 
tion. We therefore urge the improved procedures recommended above without 
passing on the merits of the foregoing argument, and on the simple ground that 
it is futile and harmful to try to hide the existence and general nature of 
Service differences. We should like to add that no one with whom we talked 
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has advocated that once a decision is made, the Services be permitted to dis- 
pute those decisions in public. 

Recommendation No. 2h. Avoid changing the scope of classified inferma- 
tion to reflect temporary changes in emphasis in our foreign policy. 

As noted above, this may not be overclassification in the strict sense but 
many of the press think it, is and it creates serious confusion in the already 
difficult task of applying the criteria to determine classification all over the 
world. 

Recommendation No. 2i. Establish within the Office of the Secretary of 
Defense (possibly within the office of the Administrative Secretary) an 
official who would be responsible for establishing, directing and monitoring 
an active declassification program both in the Office of the Secretary of 
Defense and the military departments. 

This official should be divoreed from the direct influence of both security and 
public information officials in order to bring an unbiased, dispassionate and 
realistic judgment to the field of declassification. He should likewise be of 
sufficient experience and knowledge to exercise mature discretion in matters 
affecting national policy vis-a-vis national security. After appropriate study, 
it might prove desirable to establish similar offices with comparable stature and 
mission in the military departments. In coordination with each other, means 
might then be found for simplifying declassification procedures and for elimi- 
nating the necessity of laboriously clearing each declassification action with the 
originating office. Except where inappropriate, notification as to declassification 
action should also be reduced to a simple circularizing process, such as periodical 
bulletins, postcards, etc. We have been advised that the Interdepartmental 
Committee on Internal Security is studying the government-wide problem of 
declassification, and that the Department of Defense is participating in the 
preparation of that Committee’s report. In view of this pending study and of 
the complexity of the problem, we have not conducted a thorough examination 
of the total Department of Defense declassification problem. Nevertheless, we 
have penetrated the matter sufficiently to determine that while at first glance 
this particular problem presents an utter maze of complexities and frustrations, 
more effective steps should be taken toward finding a practical solution to the 
immediate situation. Therefore, it is in the sense of making a start on a 
seemingly insurmountable problem that we recommend consideration of estab- 
lishing the official described above. 

It should be noted that some of the measures proposed in the foregoing rec- 
ommendations (particularly f) may be of some help to a potential enemy, but 
the chances are they would do no more than save him some time and effort. 
On balance we think there is more to be gained than lost in adopting the recom- 
mendations. 

It is obvious that some of the foregoing recommendations will require the 
expenditure of money. For instance, é¢ involving declassification, and f involv- 
ing better machinery for keeping track of information which has already been 
officially released, will require more money. But we think that the compara- 
tively modest additional expense required is well worth while. 

The foregoing recommendations concerning classification do not purport to be 
exhaustive. They represent our selection from all those submitted to us. In 
their implementation it is probable that others equally adapted to attaining the 
desired objectives will suggest themselves. 


B. Deliberate unauthorized disclosure 


We think an important step in preventing deliberate unauthorized disclosure 
of classified information is to eliminate delay in instituting investigations. 

The existing investigatory machinery within the Department of Defense con- 
sists primarily of the machinery of the three military departments. The Office 
of the Secretary of Defense does not have machinery designed to handle a full 
scale investigation. In appropriate cases the Department can and does call 
upon the Federal Bureau of Investigation; but the military departments carry 
the main load. While we are not equipped to make a detailed examination of 
the competence and impartiality of the machinery of the military departments 
it is our distinct impression that their investigators are fully competent and have 
a professional pride in their work which produces impartiality. We see no 
reason to create a new organization of investigators responsible directly to the 
Secretary of Defense. 

We do think, however, that someone directly responsible to the Secretary 
of Defense should be charged with maintaining the closest contact with investi- 
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gations, in order to make sure that they are promptly initiated and vigorously 
pursued, no matter where they lead, and that the information produced by 
investigators reaches the top levels for action, and that appropriate action is 
taken. We further think that, for the purpose of refuting any allegation of 
Service bias if for no other reason, provision should be made for the participa- 
tion of more than one Service in important investigations. 

We have already alluded to the difficulty frequently encountered in identifying 
the source of “leaks.” We are not convinced that this difficulty is insurmount- 
able, and we think some action can and should be taken to overcome it. 

Accordingly we propose as our third recommendation the following actions: 

Recommendation No. 8a. We recommend that the Secretary of Defense 
make one person of stature in his office responsible for seeing that investi- 
gations are initiated with utmost promptness on the occurrence of a “leak,” 
and are vigorously pursued. 

At present the responsibility is divided between the Assistant Secretary of 
Defense (Manpower, Personnel and Reserve) and the General Counsel, with the 
Assistant Secretary of Defense (Legislative and Public Affairs) participating at 
least to the extent of identifying and weighing the seriousness of the “leak.” 
Whether the responsibility should be centered in one of those, or in someone else, 
is a matter of organization on which we do not feel competent to recommend ; but 
whoever is selected, procedures should be established providing for the appro- 
priate participation of the other interested elements of the Secretary’s office. 

Recommendation No. 3b. We further recommend that the Secretary of 
each military department start the investigating machinery of his depart- 
ment going instantly upon the occurrence of an unauthorized disclosure and 
follow the progress of the investigation closely. 

Recommendation No. 8c. In the case of a serious “leak,” we recommend 
that the Secretary or military Chief of each military department convene a 
Court of Inquiry composed in each case of representatives of the three 
military departments. 

Each of the three Courts should be charged with investigation within one of 
the military departments and its progress should be closely followed by the official 
in the Office of the Secretary of Defense described in 3a above. 

Recommendation No. 8d. In case of a “leak” appearing in the press which 
involves the disclosure of information which obviously gravely damages the 
security of the nation, and where the source of the “leak” cannot be iden- 
tified, we recommend that the author be summoned to testify in a grand jury 
investigation in order to discover the source of the “leak.” 

As to disciplinary action itself we have the following recommendations : 

Recommendation No. 4a. When a member of the Department of Defense 
has been identified as the source of a “leak,” stern disciplinary action should 
be taken, and taken with the utmost promptness. 

It seems to us that in the past, disciplinary action has often been too lenient 
and too slow. We think that, however high the motives of the individual may 
seem to himself, he is guilty of a serious offense and should be dealt with 
accordingly. 

Recommendation No. 40. In cases where it is clear, from a “leak” or 
otherwise, that an individual has not accepted a decision reached by the Sec- 
retary of Defense or higher authority, we recommend that prompt and stern 
disciplinary action be taken, whatever the rank of the individual may be. 

Recommendation No. 4c. Commanding officers should be held responsible 
for security derelictions within their commands. 

Even where it has proved impossible to identify the source of a “leak,’’ we 
do not think that all disciplinary action is necessarily defeated. Since the 
advent of organized military forces, dependent for their functioning on a chain 
of command, it has been inherent in the system to hold a commander accountable 
for derelictions or ineffectiveness in the discharge of his responsibilities. In 
war and peace, commanders of all ranks and positions have been relieved and fre- 
quently demoted for failures in various aspects of the art of command. Violations 
of security affecting the national security are as serious as many other derelic- 
tions of command and should be treated as such by administrative action of a 
disciplinary nature. This should apply through the whole hierarchy of command. 

We think the recommendations contained in this Part VI of our report should 
result in substantial progress in overcoming the two major shortcomings of 
overclassification and unauthorized disclosures. 
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VIL. UNAUTHORIZED DISCLOSURES OF ADMINISTRATIVE MATTERS 


So far in this report our.concern has been. primarily with classified informa- 
tion and we have merely noted that certain administrative matters, such as 
the advice of staff members to their superiors, often do not affect the national 
security and that in such case they should be protected under Department of 
Defense Directive 5200.6 and not by the classification system. 

The vast majority of our.people, both military and civilian, aré well indoc- 
trinated in the need for preserving the integrity of information dealing with 
military operations, such as war plans, and to a lesser degree of information 
less obviously relating to the national security. However, in the case of admin- 
istrative matters which do not involve national security, but which nevertheless 
should not be publicly disclosed, there is every indication that such matters do 
not share the same regard. The impression is wide-spread that papers that dr 
not bear a classification stamp (even if stamped “FOR OF FICIAL USE ONLY” 
and regardless of their import) are fit subjects for disclosure and discussion 
both within and outside the Department, even though in view of the provisions 
of Department of Defense Directive 5200.6, that disclosure involves a breach 
of discipline as much as the disclosure of classified information. The reason 
for this may be that responsibility for the administration of this. Directive has 
not been fixed. It has not been assigned to the various security offices and it 
is on the periphery of the responsibilities of the various administrative offices, 

We therefore submit the following as our fifth reeommendation : 

Recommendation No. 5a. Responsibility for protecting administrative 
matters entitled to protection should be definitely fixed. 

Our view is that it should be assigned to the various security offices, since the 
problem of protecting administrative matters is essentially no different than 
protecting classified information, even though the basis for the protection is 
different. Whether or not this is the proper administrative move, the main 
point is to fix responsibility somewhere. 

Recommendation No. 5b. Department of Defense Directive 5200.6 should 
be amended to add to the information protected by paragraph III A 3 f 
information relating to the advice on official matters which personnel of 
the Department of Defense exchange with each other ; and paragraph III B 
should be amended to make the use of the stamp “FOR OFFICIAL USE 
ONLY” compulsory on all future documents entitled to protection under 
Directive 5200.6. 

Recommendation No. 5c. A vigorous program of indoctrination should 
be initiated among all personnel to instill a regard for the safeguarding 
of administrative matters entitled to protection under Directive 5200.6. 

Recommendation No. 5d. In serious cases of unauthorized disclosures of 
these administrative matters, investigations and disciplinary action similar 
to that recommended above in connection with “leaks” of classified informa- 
tion should be undertaken, with the same person in the Office of the Secre- 
tary of Defense being responsible for initiating and following up in- 
vestigations. 


VIII. INDUSTRY 


We think that industry does a satisfactory job in protecting classified 
information, except in one aspect. Indeed some companies do an outstanding 
job. The exception is that in their desire to build up prestige some companies 
give out damaging technical information in their annual reports to stockholders, 
in advertisements, at business conferences and to trade and technical journals. 
This is especially true in connection with the production of new weapons, and 
it applies both to prime and subcontractors. Asa part of our sixth recommenda- 
tion we therefore recommend : 

Recommendation No. 6a. More effective efforts should be made to educate 
the officers of offending companies, followed if necessary by the withdrawal 
of clearance of offending individuals, plus in extreme cases diversion of 
future business. 

We have received compelling evidence of the real harm caused by informa- 
tion published in trade and technical journals. In some eases the data disclosed 
approaches complete specifications and detailed performance data of new planes 
or weapons—matters which are of the greatest help in enabling a potential 
enemy to attain superiority in that vital field by taking advantage of our 
progress or concentrating on counter measures. This information appears to be 
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derived from visits to manufacturing plants and conversations with manufac- 
turer’s personnel. 

Recommendation No. 6b. We recommend that the Department of Defense 
take vigorous measures to stop this type of “leak,” and suggest that 
strengthening amendments to the Industrial Security Manual designed to 
limit to unclassified information the information obtainable from contrac- 
tors and subcontractors by representatives of trade and technical journals 
would be an effective method to accomplish the desired result. 


Ix. CONGRESS 


We have not included as unauthorized disclosures in this report classified 
information given to Congress. While we believe damage to the national se- 
curity can, and sometimes does, come from disclosure of classified information 
furnished Congress, Congress will not, and in our opinion should not, authorize 
the large appropriations necessary to support the national defense effort without 
adequate information. The problem of security is well understood by both 
Congress and the Department of Defense, and procedures are available which, 
if followed by both branches of the government with understanding and good 
will, should produce a reasonably satisfactory degree of information security. 
We urge both branches to continue their efforts to insure that this mutual 
understanding and good will exists at all times. In so doing we think that 
both branches should keep in mind that unfriendly nations can glean a great 
deal of valuable information from the published reports of proceedings before 
Congressional Committees. Granted that these Committees should have a great 
deal of information, it seems to us unnecessary and highly undesirable to publish 
to the world information of great help to a potential enemy. 

Recommendation No. 7. Care should be exercised to see that the pub- 
lished reports of proceedings before Congressional Committees do not con- 
tain classified operation concepts or technical data concerning new weapons 
and installations. 

X. THE PRESS 


We have alluded to the press a number of times in this report. In so doing 
we mean not only the newspapers, but also the wire services, magazines, radio, 
television—in short all non-technical news media. We think we have their point 
of view clearly in mind, insofar as such a diverse and individualistic group 
may be said to have a single point of view. 

It is our conclusion that in spite of the keen competition in the collection of 
news, and in spite of the resulting tendency of some to underrate the aid dis- 
closures can give a potential enemy, or the discomfort disclosures can give our 
allies, or the importance of interim security for information which will ulti- 
mately be released, nevertheless the press is fully as loyal to the nation as any 
other segment of our population. Indeed we have run across instances where 
information of high news value has been voluntarily withheld, only to have 
it “scooped” by someone less scrupulous. It is true that we have also run across 
instances where a member of the press has made it clear that he is disclosing 
the contents of a Top Secret document. We think that is a disservice to the 
United States which is wholly inexcusable, even after making due allowance for 
the existing tendency to overclassify. 

It has been suggested to us that some form of voluntary censorship by the 
press could be organized if a proper approach were made to leaders of the press. 
After careful consideration we do not recommend it. We believe that the com- 
petitive element in news gathering is too strong for any such attempt to be 
successful. We think past experience proves that this may not be done short 
of censorship, and that should war come, whether a major or minor war, censor- 
ship will be readily accepted by the press. 

It has been proposed to us that all information given to the press should 
flow through the Office of Public Information and that the present practice of 
permitting direct access by the press to members of the Department of Defense 
should be discontinued. We do not favor this proposal; we think it is in the 
nature of a partial censorship. We do however believe that the Officer of 
Public Information cannot effectively perform its proper function if it has not 
at least general information as to who has been interviewed by members of the 
press and if it is not available when requested to assist in such interviews. 

We also believe that some members of the press do not fully appreciate the 
marked difference between ordinary peacetime and the present so-called “cold 
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war.” While we are confident that the press can be counted on not to publish 
information which they determine will significantly damage the security of the 
nation, we believe that in making their own determination some of them tend 
to ignore the difference between ordinary peace and today’s international situa- 
tion. In 1948 Dr. Vannevar Bush made an able presentation to the press of the 
problem of information security on technical matters as it existed at that time. 
We think that presentation is equally applicable today, and attach a copy as 
Tab E. 
Accordingly as our eighth recommendation we recommend : 

Recommendation No. 8a. All interviews by the press with members of 
the Department of Defense in the Washington area should be arranged 
through the Office of Public Information and, if so requested by the person 
to be interviewed, a representative of that Office should attend the interview. 

Recommendation No. 8b. A forceful statement outlining the differences 
between ordinary peace and the present situation from the point of view of 
information security should be prepared and given wide distribution to the 
press. 

Recommendation No. 8c. When a request by the press for the release of 
information is denied on the ground that the information is classified, the 
press should be told why it is classified. The bald statement that it is 
classified often creates in their minds the feeling that the refusal is wholly 
arbitrary. Of course in some cases the full background is too sensitive to 
be disclosed. Nevertheless we think more can be done along these lines. 


XI. CONCENTRATION OF IMPLEMENTATION 


It is impossible for us to draw geographical lines delineating those areas in 
which the problems we have discussed are the most acute, and those areas in 
which they are less acute. Nevertheless we are convinced that the Washington 
area contains by far the largest number of problems and that they are by far 
the most acute. It is there that the future of the Services is decided, and there 
that the mass of classified papers is generated, and there that the number of 
officials with overall knowledge is the greatest. 

We therefore submit our ninth recommendation : 

Recommendation No. 9. Implementation of the recommendations of this 
report should be concentrated on the Washington area. 

Not only should this simplify implementation, but if the situation in Wash- 
ington can be improved, we believe improvement in the field would follow almost 
automatically. 

XII. GENERAL CONCLUSIONS 


Our examination leads us to conclude that there is no conscious attempt 
within the Department of Defense to withhold information which under the 
principles set forth at the beginning of this report and public should have; that 
the classification system is sound in concept and, while not operating satisfac- 
torily in some respects, it has been and is essential to the security of the nation ; 
and that further efforts should be made to cure the defects in its operation. 


XIII. SUMMARY OF RECOMMENDATIONS 


For convenience there follows a summary of our recommmendations. 
Recommendation No. 1. Make a determined attack on overclassification, 
spearheaded by the responsible heads within the Department of Defense, from 
the Secretary of Defense down (page 10). 
Recommendation No. 2a. Supply guides to overcome the generality of classifi- 
eation criteria. (page 10) 
Recommendation No. 2b. Broaden Recommendation No. 1 by requiring that 
all superiors reject overclassified material received from subordinates. (page 11) 
Recommendation No. 2c. Cut down the number who are authorized to classify 
information as Top Secret and to receive copies of Top Secret papers. (page 11) 
Recommendation No, 2d. Require that each program or order susceptible of 
take treatment contain a special paragraph dealing with information security. 
page 11) 


Recommendation No. 2e. Make wholly clear that the classification system is 
not to be used to protect information not affecting the national security. (page 
11) 
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Recommendation.No. 2f. Cease attempts to classify information which cannot 
be held secret. (page 1) 

Recommendation No. 29. Improve procedures for releasiig information as to 
the existence and general nature of differences of opinion between the several 
Services to permit authorized representatives to express Service views, without 
disparaging their sister Services, and without, of course, disclosing information 
which is classified for reasons other than differences in militury coneept between 
the Services. (page 12) 

Recommendation No. 2h. Avoid changing scope of classified information to 
reflect. temporary changes in emphasis in our foreign policy. (page 13) 

Recommendation No. 2i. Establish within the Office of the Secretary of De- 
fense an official who will be responsible for establishing and monitoring an active 
declassification program. (page 18) 

Recommendation No. 3a. Designate one official in the Office of the Secretary 
ef Defense as responsible for seeing that investigations of “leaks” are initiated 
with utmost promptness on their occurrence and are vigorously pursued. (page 
15) 

Recommendation No. 8b. Within each military department start investigating 
machinery going instantly upon occurrence of an unauthorized disclosure. (page 
16) 

Recommendation No, 3c. Convene Courts of Inquiry of tri-service composi- 
tion in case of a serious “leak.” (page 16) 

Recommendation No. 3d. In case of a “leak” appearing in the press which 
obviously gravely damages the security of the nation, and where the source of 
the “leak” cannot be identified, summons the author to testify in a grand jury 
investigation in order to discover the source. ‘(page16) © 

ndation No. 4a. Take prompt and stern disciplinary action when 
the source of a “leak” is identified. _ (page 17) 

Recommendation No, 4b. Take prompt and stern disciplinary action when 
an individual has not accepted a decision reached by the Secretary of Defense 
or higher authority. (page 17) 

Recommendation No. 4c. Hold Commanders responsible for security derelic- 
tions within their commands. (page 17) 

Recommendation No. 5a. Fix responsibility for protecting administrative 
matters. (page 18) 

Recommendation No. 5b. Amend Department of Defense Directive 5200.6 to 
include proteetion for information relating to advice on official matters and com- 
pel use of “FOR OFFICIAL USE ONLY” stamp on all future documents en- 
titled to protection under that Directive. (page 18) 

Recommendation No. 5c. Initiate a program of indoctrination among all per- 
sonnel of the Department of Defense to install a proper regard for safeguarding 
of all information protected by Department. of Defense Directive 5200.6. (page 
19) 

Recommendation No. 5d. Take appropriate and prompt investigative and 
disciplinary action in cases of unauthorized disclosure of information on these 
administrative matters. (page 19) 

Recommendation No. 6a. Take steps to develop 2 better understanding in 
certain parts of industry of the hazards to national security resulting from dis- 
closure of certain technical classified information. (page 19) 

Recommendation No. 6b. Take vigorous steps to stop leaks to trade and 
technical journals. (page 20) 

Recommendation No. 7. Exercise care in the publishing of reports of proceed- 
ings before Congressional Committees to eliminate sensitive technical data and 
classified operational concepts. (page 21) 

Recommendation No. 8a. Arrange interviews with Department of Defense 
members through the Office of Public Information, with a representative sitting 
in if requested. (page 22) 

Recommendation No. 8b. Release a forceful statement to the press outlining 
the differences between ordinary peace and the present situation from the point 
of view of information security. (page 22) 

Recommendation No. 8c. Give reasons for classification whenever possible 
when requests for information aredenied. (page 22) 
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Recommendation No. 9. Concentrate implementation of these recommenda- 
tions on the Washington area. (page 23) 
Respectfully submitted. 
CHARLES A. COOLIDGE, 
Chairman. 
Wim M. FEecuTeELer, 
Admiral, USN (Ret.). 
Joun E. HULL, 
General, USA (Ret.). 
Greratp C. THOMAS, 
General, USMC ( Ret.). 
Ipwat H. Epwanrps, 
Lt. Gen., USAF ( Ret.) 
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Tue SECRETARY OF DEFENSE, 
Washington, August 13, 1956. 
Hon. CH aries A. CooLiDeE, 
Department of Defense, 
Washington, D.C. 

Dear Mr. Coormee: As you are aware, I am seriously concerned over the un- 
authorized disclosure of classified military information. I am, therefore, form- 
ing a committee to study the problem and suggest methods and procedures to 
eliminate this threat to the national security. 

I appreciate your willingness to be chairman of the committee. I am asking a 
senior retired officer from each Military Service to serve with you. I will appre 
ciate it if you and your committee will undertake an examination of the follow- 
ing matters‘affecting national security : 

1. A review of present laws, Executive Orders, Department of Defense regula- 
tions and directives pertaining to the classification of information and the safe- 
guarding of classified information, to evaluate the adequacy and effectiveness of 
such documents. 

2. An examination of the organizations and procedures followed within the 
Department of Defense designed to implement the above cited documents, to 
evaluate the adequacy and effectiveness of such organizations and procedures. 

3. An examination of the means available to the Department of Defense to fix 
responsibility for the unauthorized disclosure of classified information, and to 
determine the adequacy and effectiveness of such means in preventing future 
unauthorized disclosures of such information. 

4. An examination of the organizations and procedures in the Department of 
Defense designed to prevent the inadvertent disclosure of classified information 
in any manner. 

I realize that the above problem areas are complex, and I want your committee 
to have adequate opportunity to go into them thoroughly. In view of the extreme 
seriousness of the matter, however, I would appreciate an interim report as soon 
as possible. 

Cc. B. Wirson. 
B 


Executive Order No. 10501 
November 5, 1953 


SarecuaRpine OFFIciaAL INFORMATION IN THE INTERESTS OF THE DEFENSE OF THE 
UnitTep STATES 


WHERBAAS it is essential that the citizens of the United States be informed 
concerning the activities of their government ; and 
WHEREAS the interests of national defense require the preservation of the 
ability of the United States to protect and defend itself against all hostile or 
ve action by covert or overt means, including espionage as well as mili- 
tary action ; and 
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WHDERDPAS it is essential that certain official information affecting the na- 
tional defense be protected uniformly against unauthorized disclosure: 

Now, THEREFORE, by virtue of the authority vested in me by the Constitu- 
tion and statutes, and as President of the United States, and deeming such 
action necessary in the best interests of the national security, it is hereby ordered 
as follows: 


Section 1. CLASSIFICATION CATEGORIES 


Official information which requires protection in the interests of national de- 
fense shall be limited to three categories of classification, which in descending 
order of importance sball carry one of the following designations: Top Secret, 
Secret, or Confidential. No other designation shall be used to classify defense 
information, including military information, as requiring protection in the 
interests of national defense, except as expressly provided by statute. These 
categories are designed as follows: 

(a) Top Secret: Except as may be expressly provided by statute, the use 
of the classification Top Secret shall be authorized, by appropriate authority 
only for defense information or material which requires the highest degree of 
protection. The Top Secret classification shall be applied only to that 
information or material the defense aspect of which is paramount, and the 
unauthorized disclosure of which could result in exceptionally grave damage 
to the Nation such as leading to a definite break in diplomatic ‘relations 
affecting the defense of the United States, an armed attack against the 
United States or its allies, a war, or the compromise of military or defense 
plans, or intelligence operations, or scientific or technological developments 
vital to the national defense. 

(b) Secret: Except as may be expressly provided by statute, the use of 
the classification Secret shall be authorized, by appropriate authority, only 
for defense information or material the unauthorized disclosure of which 
could result in serious damage to the Nation, such as by jeopardizing the 
international relations of the United States, endangering the effectiveness 
of a program or policy of vital importance to the national defense, or com- 
promising important military or defense plans, scientific or technological 
developments important to national defense, or information revealing im- 
portant. intelligence operations. 

(ce) Confidential: Except as may be expressly provided by statute, the use 
of the classification Confidential shall be authorized, by appropriate author- 
ity, only for defense information or material the unauthorized disclosure of 
which could be prejudicial to the defense interests of the nation. 


Section 2. LIMITATION OF AUTHORITY TO CLASSIFY 


The authority to classify defense information or material under this order 
shall be limited in the departments and agencies of the executive branch as here- 
inafter specified. Departments and agencies subject to the specified limitations 
shall be designated by the President: 

(a) In those departments and agencies having no direct responsibility 
for national defense there shall be no authority for original classification 
of information or material under this order. 

(b) In those departments and agencies having partial but not primary re- 
sponsibility for matters pertaining to national defense the authority for 
original classification of information or material under this order shall 
be exercised only by the head of the department or agency, without delega- 
tion, 

(c) In those departments and agencies not affected by the provisions of 
subsection (a) and (b), above, the authority for original classification of 
information or material under this order shall be exercised only by re- 
sponsible officers or employees, who shall be specifically designated for this 
purpose. Heads of such departments and agencies shall limit the delega- 
tion of authority to classify as severely as is consistent with the orderly 
and expeditious transaction of Government business. 


Section 3. CLASSIFICATION 


Persons designated to have authority for original classification of information 
or material which requires protection in the interests of national defense under 
this order shall be held responsible for its proper classification in accordance 
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with the definitions of the three categories in section 1, hereof. Unnecessary 
classification and over-classification shall be scrupulously avoided. The follow- 
ing special rules shall be observed in classification of defense information or 
material : 

(a) Documents in General: Documents shall be classified according to 
their own content and not necessarily according to their relationship to 
other documents. References to classified material which do not reveal 
classified defense information shall not be classified. 

(b) Physically Connected Documents: The classification of a file or group 
of physically connected documents shall be at least as high as that of the 
most highly classified document therein. Documents separated from the 
file or group shall be handled in accordance with their individual defense 
classification. 

(c) Multiple Classification: A document, product, or substance shall bear 
a classification at least as high as that of its highest classified component. 
The document, product, or substance shall bear only one over-all classifica- 
tion, notwithstanding that pages, paragraphs, sections, or components 
thereof bear different classifications. 

(d) Transmittal Letters: A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure. 

(e) Information Originated by a@ Foreign Government or Organization: 
Defense information of a classified nature furnished to the United States 
by a foreign government or international organization shall be assigned a 
classification which will assure a degree of protection equivalent to or 
greater than that required by the government or international organiza- 
tion which furnished the information, 


Section 4. DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of departments or agencies originating classified material shall desig- 
nate persons to be responsible for continuing review of such classified material 
for the purpose of declassifying or downgrading it whenever national defense 
considerations permit, and for receiving requests for such review from all 
sources. Formal procedures shall be established to provide specific means for 
prompt review of classified material and its declassification or downgrading in 
order to preserve the effectiveness and integrity of the classification system 
and to eliminate accumulation of classified material which no longer requires 
protection in the defense interest. The following special rules shall be ob- 
served with respect to changes of classification of defense material: 

(a) Automatic Changes: To the fullest extent practicable, the classify- 
ing authority shall indicate on the material (except telegrams) at.the time 
of original classification that after a specified event or date, or upon re- 
moval of classified enclosures, the material will be downgraded or declassi- 
fied. 

(b) Non-Automatic Changes: The persons designated to receive requests 
for review of classified material may downgrade or declassify such ma- 
terial when circumstances no longer warrant its retention in its original 
classification provided the consent of the appropriate classifying authority 
has been obtained. The downgrading or declassification of extracts from or 
paraphrases of classified documents shall also require the consent of the 
appropriate classifying authority unless the agency making such extracts 
knows positively that they warrant a classification lower than that of the 
document from which extracted, or that they are not classified. 

(c) Material Officially Transferred: In the case of material transferred 
by or pursuant to statute or Executive order from one department or 
agency to another for the latter’s use and as part of its official files or 
property, as distinguished from transfers merely for purposes of storage, 
the receiving department or agency shall be deemed te be the classifying 
authority for all purposes under this order, including declassification and 
downgrading. 

(ad) Material Not Officially Transferred: When any department or agency 
has in its possession any classified material which has become five years 
old, and it appears (1) that such material originated in an agency which 
has since become defunct and whose files and other property have not been 
officially transferred to another department or agency within the meaning 
of subsection (c), above, or (2) that it is impossible for the possessing 
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department or agency to identify the originating agency, and (3) a review 
of the material indicates that it should be downgraded or declassified, the 
said possessing department or agency shall have power to declassify or 
downgrade such material. If it appears probable that another department 
or agency may have a substantial interest in whether the classification of 
any particular information should be maintained, the possessing depart- 
ment or agency shall not exercise the power conferred upon it by this sub- 
section, except with the consent of the other department or agency, until 
thirty days after it has notified such other department or agency of the na- 
ture of the material and of its intention to declassify or downgrade the 
same. During such thirty-day period the other department or agency may, 
if it so desires, express its objections to declassifying or downgrading the 
particular material, but the power to make the ultimate decision shall 
reside in the possessing department or agency. 

(e) Classified Telegrams: Such telegrams shall not be referred to, ex- 
tracted from, paraphrased, downgraded, declassified, or disseminated, ex- 
eept in accordance with special regulations issued by the head of the 
originating department or agency. Classified telegrams transmitted over 
cryptographic systems shall be handled in accordance with the regulations 
of the transmitting department or agency. 

(f) Downgrading: If the recipient of classified material believes that it 
has been classified too highly, he may make a request to the reviewing 
official who may downgrade or declassify the material after obtaining the 
consent of the appropriate classifying authority. 

(g) Upgrading: If the recipient of unclassified material believes that it 
should be classified, or if the recipient of classified material believes that 
its classification is not sufficiently protective, it shall be safeguarded in 
accordance with the classification deemed appropriate and a request made 
to the reviewing official, who may classify the material or upgrade the 
classification after obtaining the consent of the appropriate classifying 
authority. 

(h) Notification of Change in Classification: The reviewing official taking 
action to declassify, downgrade, or upgrade classified material shall notify 
all addressees to whom the material was originally transmitted. 


Section 5. MARKING OF CLASSIFIED MATERIAL 
After a determination of the proper defense classification to be.assigned has 


been made in accordance with the provisions of this order, the classified 
material shall be marked as follows: 





(a) Bound Documents: The assigned defense classification on bound 
documents, such as books or pamphlets, the pages of which are perma- 
nently and securely fastened together, shall be conspicuously marked or 
stamped on the outside of the front cover, on the title page, on the first page, 
on the back page and on the outside of the back cover. In each case the 
markings shall be applied to the top and bottom of the page or cover. 

(b) Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other 
similar documents, the pages of which are not permanently and securely 
fastened together, shall be conspicuously marked or stamped at the top 
and bottom of each page, in such manner that the marking will be clearly 
visible when the pages are clipped or stapled together. 

(c) Charts, Maps, and Drawings: Classified charts, maps, and drawings 
shall carry the defense classification marking under the legend, title block, 
or scale in such manner that it will be reproduced on all copies made there- 
from. Such classification shall also be marked at the top and bottom in 
each instance. 

(d) Photographs, Films and Recordings: Classified photographs, films, 
and recordings, and their containers, shall, be conspicuously and appropri- 
ately marked with the assigned defense classification. 

(e) Products or Substances: The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and 
on their containers, if possible, or, if the article or container cannot be 
marked, written notification of such classification shall be furnished to 
recipients of such products or substances. 
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(f) Reproductions: All copies of reproduction of classified material shall 
cee marked or stamped in the same manner as the original 

reof. 

(g) Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a re- 
cipent of such material that it has been examined specifically with a view 
to imposing a defense classification and has been determined not to require 
such classification. 

{h) Change or Removal of Classification: Whenever classified material 
is declassified, downgraded, or upgraded, the material shall be marked or 
stamped in a prominent place to reflect the change in classification, the au- 
thority for the action, the date of action, and the identity of the person or 
unit taking the action. In addition, the old classification marking shall be 
eancelled and the new classification (if any) substituted therefore. Auto- 
matic change in classification shall be indicated by the appropriate classify- 
ing authority through marking or stamping in a prominent place to refiect 
information specified in subsection 4(a) hereof. 

(i) Material Furnished Persons not in the Executive Branch of the Gov- 
ernment: When classified material affecting the national defense is fur- 
nished authorized persons, in or out of Federal service, other than those 
in the executive branch, the following notation, in addition to the assigned 
classification marking, shall whenever practicable be placed on the material, 
on its container, or on the written notification of its assigned classification : 


“This material contains information affecting the national defense 
of the United States within the meaning of the espionage laws, Title 
18, U.S.C., Secs. 793 and 794, and transmission or revelation of which 
in any manner to an unauthorized person is prohibited by law.” 


Use of alternative marking concerning “Restricted Data” as defined by the 
Atomic Energy Act is authorized when appropriate. 


Section 6. CUSTODY AND SAFEKBEPING 


The possession or use of classified defense information or material shall be 
limited to locations where facilities for secure storage or protection thereof are 
available by means of which unauthorized persons are prevented from gaining 
access thereto. Whenever such information or material is not under the per- 
sonal supervision of its custodian, whether during or outside of working hours, 
the following physical or mechanical means shall be taken to protect it: 

(a) Storage of Top Secret Material: Top Secret defense material shall 
be protected in storage by the most secure facilities possible. Normally 
it will be stored in a safe or a safe-type steel file container having a three- 
position, dial-type, combination lock, and being of such weight, size, con- 
struction, or installation as to minimize the possibility of surreptitious 
entry, physical theft, damage by fire, or tampering. The head of a depart- 
ment or agency may approve other storage facilities for this material which 
offer comparable or better proetction, such as an alarmed area, a vault, 
a secure vault-type room, or an area under close surveillance of an armed 
guard. 

(b) Secret and Confidential Material: These categories of defense ma- 
terial may be stored in a manner authorized for Top Secret material, or 
in metal file cabinees equipped with steel lockbar and an approved three- 
combination dial-type padlock from which the manufacturer’s identification 
numbers have been obliterated, or in comparably secure facilities approved 
by the head of the department or agency. 

(c) Other Classified Material: Heads of departments and agencies shall 
prescribe such protective facilities as may be necessary in their depart- 
ments or agencies for material originating under statutory provisions 
requiring protection of certain information. 

(d) Changes of Lock Combinations: Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security 
clearance, whenever such equipment is placed in use after procurement 
from the manufacturer or other sources, whenever a person knowing the 
combination is transferred from the office to which the equipment is as- 
signed, or whenever the combination has been subjected to compromise, 
and at least once every year. Knowledge of combinations shall be limited 
to the minimum number of persons necessary for operating purposes. 








286 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 





ords of combinations shall be classified no lower than the highest category 
of classified defense material authorized for storage in the safekeeping 
equipment concerned. 

(e) Custodian’s Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and account- 
ability for such material at all times and particularly for securely locking 
classified material in approved safekeeping equipment whenever it is not 
in use or under direct supervision of authorized employees. Custodians 
shall follow procedures which insure that unauthorized persons do not gain 
access to classified defense information or material by sight or sound, and 
classified information shall not be discussed with or in the presence of 
unauthorized persons. 

(f) Telephone Conversations: Defense information classified in the three 
categories under the provisions of this order shall not be revealed in tele- 
phone conversations, except as may be authorized under section 8 hereof 
with respect to the transmission of Secret and Confidential material over 
certain military communications circuits. 

(g) Loss or Subjection to Compromise: Any person in the executive 
branch who has knowledge of the loss or possible subjection to compromise 
of classified defense information shall promptly report the circumstances 
to a designated official of his agency, and the latter shall take appropriate 
action forthwith, including advice to the originating department or agency. 


Section 7. ACCOUNTABILITY AND DISSEMINATION 


Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require such access in the interest of pro- 
moting national defense and only if they have been determined to be trust- 
worthy. Proper control of dissemination of classified defense information shall 
be maintained at all times including good accountability records of classified 
defense information documents, and severe limitation on the number of such 
documents originated as well as the number of copies thereof reproduced. The 
number of copies of classified defense information documents shall be kept to a 
minimum to decrease the risk of compromise of the information contained in 
such documents and the financial burden on the Government in protecting such 
documents. The following special rules shall be observed in connection with ac- 
countability for and dissemination of defense information or material: 

(a) Accountability Procedures: Heads of departments and agencies shall 
prescribe such accountability procedures as are necessary to contro] effec- 
tively the dissemination of classified defense information, with particular 
severe control on material classified Top Secret under this order. Top Secret 
Control Officers shall be designated, as required, to receive, maintain account- 
ability registers of and dispatch Top Secret material. 

(b) Dissemination Outside the Executive Branch: Classified defense infor- 
mation shall not be disseminated outside the executive branch under con- 
ditions and through channels authorized by the head of the disseminating de- 
partment or agency, even though the person or agency to which dissemina- 
tion of such information is proposed to be made may have been solely or 
partly responsible for its production. 

(c) Information Originating in Another Department or Agency: Except 
as otherwise provided by section 102 of the National Security Act of July 
26, 1947, c. 343, 61 Stat. 498, as amended, 50 U.S.C., sec. 403, classified defense 
information originating in another department or agency shall not be dis- 
seminated outside the receiving department or agency without the consent 
of the originating department or agency. Documents and material con- 
taining defense information which are classified Top Secret or Secret shall 
not be reproduced without the consent of the originating department or 


agency. 
Section 8. TRANSMISSION 


For transmission outside of a department or agency, classified defense ma- 
terial of the three categories originated under the provisions of this order shall 
be prepared and transmitted as follows: 

(a) Preparation for Transmission: Such material shall be enclosed in 
opaque inner and outer covers. The inner cover shall be a sealed wrapper 
or envelope plainly marked with the assigned classification and address. The 
outer cover shall be sealed and addressed with no indication of the classi- 
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fication of its contents. A receipt form shall be attached to or enclosed in the 
inner cover, except that Confidential material shall require a receipt only if 
the sender deems it necessary. The receipt form shall identify the addressor, 
addressee, and the document, but shall contain no classified information. It 
shall be signed by the proper recipient and returned to the sender. 

(b) Transmittting Top Secret Material: The transmission of Top Secret 
material shall be effected preferably by direct contact of officials concerned, 
or, alternatively, by specifically designated personnel, by State Department 
diplomatic pouch, by a messenger-courier system especially created for that 
purpose, or by electric means in encrypted form; or in the case of informa- 
tion transmitted by the Federal Bureau of Investigation, suck means of 
transmission may be used as are currently approved by the Director, Federal 
Bureau of Investigation, unless express reservation to the contrary is made 
in exceptional cases by the originating agency. 

(ec) Transmitting Secret Material: Secret material shall be transmitted 
within the continental United States by one of the means established for 
Top Secret material, by an authorized courier, by United States registered 
mail, or by protected commercial express, air or surface. Secret material 
shall be transmitted outside the continental limits of the United States by 
one of the means established for Top Secret material, by commanders or 
masters of vessels of United States registry, or by United States Post Office 
registered mail through Army, Navy, or Air Force postal facilities, provided 
that the material does not at any time pass out of the United States Gov- 
ernment control and does not pass through a foreign postal system. Secret 
material may, however, be transmitted between United States Government 
and/or Canadian Government installations in continental United States, 
Canada, and Alaska by United States and Canadian registered mail with 
registered mail receipt. In an emergency, Secret matérial may also be trans- 
mitted over military communications circuits in accordance with regula- 
tions promulgated for such purpose by the Secretary of Defense. 

(d) Transmitting Confidential Material: Confidential defense material 
shall be transmitted within the United States by one of the means estab- 
lished for higher classifications, by registered mail, or by express or freight 
under specific conditions as may be prescribed by the head of the department 
or agency concerned. Outside the continental United States, Confidential 
defense material shall be transmitted in the same manner as authorized 
for higher classifications. 

(e) Within an Agency: Preparation of classified defense material for 
transmission, and transmission of it, within a department or agency shall 
be governed by regulations, issued by the head of the department or agency, 
insuring a degree of security equivalent to that outlined above for trans- 
mission outside a department or agency. 


Section 9. DISPOSAL AND DESTRUCTION 


Documentary record material made or received by a department or agency in 
connection with transaction of public business and preserved as evidence of the 
organization, functions, policies, operations, decisions, procedures or other activi- 
ties of any department or agency of the Government, or because of the informa- 
tional value of the data contained therein, may be destroyed only in accordance 
with the act of July 7, 1943, c. 192, 57 Stat. 380, as amended, 44 U.S.C, 366-380. 
Non-record classified material, consisting of extra copies and duplicates including 
shorthand notes, preliminary drafts, used carbon paper, and other material of 
similar temporary nature, may be destroyed, under procedures established by the 
head of the department or agency which meet the following requirements, as soon 
as it has served its purpose: 

(a) Methods of Destruction: Classified defense material shall be destroyed 
by burning in the presence of an appropriate official or by other methods au- 
thorized by the head of an agency provided the resulting destruction is 
equally complete. 

(b) Records of Destruction: Appropriate accountability records maintained 
in the department or agency shall reflect the destruction of classified defense 
material. 


Section 10. ORIENTATION AND INSPECTION 
To promote the basic purposes of this order, heads of those departments and 


agencies originating or handling classified defense information shall designate 
experienced persons to coordinate and supervise the activities applicable to their 
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departments or agencies under this order. Persons so designted shall maintain 
active training and orientation programs for employees concerned with classified 
defense information to impress each such employee with his individual responsi- 
bility for exercising vigilance and care in complying with the provisions of this 
order. Such persons shall be authorized on behalf of the heads of the depart- 
ments and agencies to establish adequate and active inspection programs to the 
end that the provisions of this order are administered effectively. 


Section 11. INTERPRETATION OF REGULATIONS BY THE ATTORNEY 
GENERAL 


The Attorney General, upon request of the head of a department or agency or 
his duly designated representative, shall personally or through authorized repre- 
sentatives of the Department of Justice render an interpretation of these regula- 
tions in connection with any problems arising out of their administration. 


Section 12. STATUTORY REQUIREMENTS 


Nothing in this order shall be construed to authorize the dissemination, han- 
dling or transmission of classified information contrary to the provisions of any 
statute. 


Section 13. “RESTRICTED DATA” AS DEFINED IN THE ATOMIC ENERGY 
ACT 


Nothing in this order shall supersede any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended. “Restricted Data” as defined 
by the said act shall be handled, protected, classified, downgraded, and declassi- 
fied in conformity with the provisions of the Atomic Energy Act of 1946, as 
amended, and the regulations of the Atomic Energy Commission. 


Section 14. COMBAT OPERATIONS 


The provisions of this order with regard to dissemination, transmission, or 
safekeeping of classified defense information or material may be so modified in 
connection with combat or combat-related operations as the Secretary of Defense 
may by regulations prescribe. 


Section 15. EXCEPTIONAL CASES 


When, in an exceptional case, a person or agency not authorized to classify 
defense information originates information which is believed to require classi- 
fication, such person or agency shall protect that information in the manner 
prescribed by this order for that category of classified defense information into 
which it is believed to fall, and shall transmit the information forthwith, under 
appropriate safeguards, to the department, agency, or person having both the 
authority to classify information and a direct official interest in the information 
(preferably, that department, agency, or person to which the information would 
be transmitted in the ordinary course of business), with a request that such 
department, agency, or person classify the information. 


Section 16. REVIEW TO INSURE THAT INFORMATION IS NOT 
IMPROPERLY WITHHELD HEREUNDER 


The President shall designate a member of his staff who shall receive, con- 
sider, and take action upon, suggestions or complaints from non-Governmental 
sources relating to the operation of this order. 


Section 17. REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED 
DEFENSE INFORMATION 
The Natinal Security Council shall conduct a continuing review of the imple- 


mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 
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Section 18. REVIEW WITHIN DEPARTMENTS AND AGENCIES 


The head of each department and agency shall designate a member or mem- 
bers of his staff who shall conduct a continuing review of the implementation 
of this order within the department or agency concerned to insure that no infor- 
mation is withheld hereunder which the people of the United States have a right 
to know, and to insure that classified defense information is properly safeguarded 
in conformity herewith. 


Section 19. REVOCATION OF EXECUTIVE ORDER NO. 10290 


Executive Order No. 10290 of September 24, 1951 is revoked as of the effective 
date of this order. 


Section 20. EFFECTIVE DATE 


This order shall become effective on December 15, 1953. 


Dwicut D. HIsen HOWER. 
THE Wuite Hovussg, November 5, 1953. 


1 June 1954 
C Number 5200.6 


DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Policy Governing the Custody, Use and Preservation of Department of 
Defense Official Information Net Within the Purview of Executive 
Order No, 10501 
References: 
(a) Revised Statutes, Sec. 161 (5 U.S.C. 22) 
(b) See. 3 of the Act of June 11, 1946 (60 Stat. es 5 
(c) Sec. 1 of the Act of June 25, 1948 (62 Stat. 791; 18 U. 


U.8.C. 1002) 
8.C. 1905) 


I. PURPOSE 


A. Pursuant to statutory requirements, to assure the proper custody, preser 
vation and use of official information which requires protection in the Satie 
interest, but which is not within the purview of Executive Order No. 10501. 

B. To authorize the use of the term “For Official Use Only” within the Depart- 
ment of Defense for identifying this type of official information. 

C. To avoid arbitrary and unreasonable withholding of such information, but 
to assure that official information not within the purview of Executive Order No. 
10501 is released only by authorities who are competent to determine whether 
release is prejudicial to the public interest, 


Il, BACKGROUND 


A. Records and files of an executive agency of the Government in the absence 
of specific statutory restriction, are generally subject to the right of inspection 
by persons having a legitimate interest in such records and files. The principal 
exception to the general rule concerning the right of inspection provides that the 
use of official records may be subjected to appropriate restrictions when the head 
of the agency deems such restrictions are required in the public interest. 

B. The authority for imposing restrictions on the use of public records is 
derived primarily from reference (a) which permits the head of a department 
to issue regulations, not inconsistent with law, governing the custody, preservation 
and use of the records of his department. Reference (b) provides generally that, 
except for (1) any function of the United States requiring secrecy in the public 
interest or (2) any matter relating solely to the internal management of an 
agency, the records of an agency of the Government shall be made available to 
persons properly and directly concerned, except information “held confidential 
for good cause found.” Reference (c) provides for penalties for disclosure of 
official information which would be in violation of law. 
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Til. POLICY 


A. 1, All documents, material, technical information or any other information 
relating to the operations and activities of the Department of Defense are con- 
sidered official information. 

2. That official information which requires protection in the interests of na- 
tional defense is so protected under the provisions of Dxecutive Order 10501, 
dated November 1953, “Safeguarding Official Information in the Interests of the 
Defense of the United States,” and implementing Department of Defense Direc- 
tives Number 5200.1, dated 19 November 1953, and Number 5200.3, dated 21 
December 1953. 

8. Certain other official information, not within the purview of Executive 
Order 10501, requires protection in accordance with statutory requirements or 
in the public interest. Such information includes, but is not limited to, the 
following: 

a. Records and information which pertain to individuals such as personnel 
records, medical records, and investigative reports, documents, and proceed- 
ings. 

b. Information as to the identity of confidential informants and informa- 
tion furnished by them in confidence. 

ec. Information received in confidence from private individuals, firms, or 
organizations in connection with bids, proposals, “trade secrets,” and reports 
of a financial, technical, or scientific nature. 

d. Information which is, or may reasonably be expected to be, connected 
with any pending or anticipated litigation before Federal and state courts 
or regulatory bodies. 

e. Advance information on proposed plans to procure, lease or otherwise 
acquire or dispose of materials, real estate, facilities, or functions, which 
bt provide undue or discriminatory advantage to private or personal 

terests. 

f. Preliminary documents relating to proposed plans or policy develop- 
ment when premature disclosure would adversely affect morale, efficiency, 
or discipline. 

g. Examination questions and answers to be used in training courses or 
in the determination of qualifications of candidates for employment, en- 
trance to duty and advancement or promotion. 

B. In order to assure uniformity within the Department of Defense for identi- 
fying information such as listed in Section III A 3 above, the term “For Official 
Use Only” is authorized. The use of the term is optional and the conditions 
under which it will be used shall be prescribed by the Secretaries of the Mili- 
tary Departments and the Assistant Secretary of Defense (Manpower and Per- 
sonnel). Information such as described in Section III A 3 above will be afforded 
protection as required, regardless of whether or not the information is identified 
by the term “For Official Use Only.” 

©. Release of official information such as described in Section III A 3 above 
will be authorized only upon a determination by a responsible official that the 
request for such information is based upon a legitimate interest, and that its 
release will not be prejudicial to the public interest or contrary to law. The 
arbitrary and unreasonable withholding of such information will be avoided. 
In this connection, the identifying term “For Official Use Only” will be removed 
promptly when there is no longer a specific justification for protecting such 
information. 


Iv. ACTION 


The Secretaries of the Military Departments and the Assistant Secretary of 
Defense (Manpower and Personnel) will insure that adequate regulations have 
been, or are, issued to implement the policy stated herein with regard to the 
protection and authorized release of the official records and information of their 
respective agencies. 


Vv. IMPLEMENTATION 


It is requested that copies of implementing instructions be furnished this 
office when issued. 


VI. EFFECTIVE DATE 


This Directive is effective immediately. 


R. ANDERSON, 
Acting Secretary of Defense. 
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March 27, 1956 
Number 5230.12 
(Public Information Security Guidance No. 19) 


DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Release to the Public of Information on Guided Missiles, Military 
Aircraft, Associated Powerplants, Components and/or Accessories 
Reference: (a) Department of Defense Directive 5230.9, dated March 29, 1955, 
subject: “Clearance of Department of Defense Public In- 
formation” 
Enclosures : 
(1) Appendix—Release Schedule for Military Aircraft 
(2) Appendix—Release Schedule for Military Engines 
(3) Appendix—Release Schedule for Guided Missiles 


I. PURPOSE 


This directive provides public information security guidance governing the re- 
view of all information concerning guided missiles, military aircraft, associated 
powerplants, components and/or accessories prior to its release to the public. 
It is applicable to: 

A. All agencies and offices of the Department of Defense. 

B. All contractors or subcontractors who receive Department of Defense 
contracts, letters of intent, or supplemental agreements for development of 
production. 


II. POLICIES GUIDING THE RELEASE OF PUBLIC INFORMATION 


A. The premature release to the public of information pertaining to guided 
missiles, military aircraft, associated powerplants, components and/or acces- 
sories may constitute a grave threat to national security. It is necessary to safe- 
guard this information and establish uniform action within the Department of 
Defense consistent with the principles of reference (a). 

B. The provisions of this directive do not abrogate the authority and respon- 
sibility of the Secretaries of the Military Departments regarding the security 
classification and declassification of projects under their cognizance. 

C. Authority is hereby delegated to the Director, Office of Security Review, 
Office of the Assistant Secretary of Defense (Legislative and Public Affairs) for 
final clearance for release to the public of information described herein. 

D. The placement of military aircraft, guided missiles, associated powerplants, 
components and/or accessories in to the appropriate phases of development and 
production (see attached appendices) will remain the responsibility of the Sec- 
retaries of the Military Departments. 

B. It is recognized that instances will arise which, because of their sensitivity 
or other overriding factor, cannot be readily resolved within the guidance con- 
tained herein. Each such case will be considered by the Office of the Secretary 
of Defense and resolved on its own merit. Any decision in such a case will not 
be considered as establishing a precedent. 


III. PROCEDURES AND APPLICATION 


A. The appendices are guides only to the releasability of information to the 
public and will not be considered as authority for automatic release. Informa- 
tion previously authorized for public release by the Office of the Secretary of 
Defense may be released or re-released to the public without further approval. 
However, prior unofficial publication of the types of information described herein 
does not constitute authority for official release. If the information pertains 
to classified contracts or projects, the contractor shall be guided by Paragraph 
6N of Industrial Security Manual for Safeguarding Classified Information, 

B. Organizations and personnel to whom this directive is applicable will sub- 
mit proposed public releases in accordance with existing directive issuances. 

C. The attached aircraft appendices will not apply to rotary wing, training, 
liaison, search and rescue, glider-type, or research aircraft. Proposed public 
release of information on these aircraft will be considered individually when 
submitted for review. 
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D. Information pertaining to military aircraft, guided missiles, powerplants, 
components and/or accessories which have been cancelled, discontinued, com- 
pleted or are beyond the phases outlined in the attached appendices will be 
considered for public release on an individual basis. 


IV. IMPLEMENTATION 


The Secretaries of the Military Departments will issue instructions to imple- 
ment this directive. Implementing directives should re-emphasize the neces- 
sity for subcontractors to coordinate with prime contractors on matters pertain- 
ing to release of information on subjects covered by this directive. 


Vv. EFFECTIVE DATE 


This Directive is effective as of this date. In accordance with Section VII, 
DOD Directive 5025.1, dated January 31, 1956, three copies of the proposed 
implementation of the Directive on Release of Information will be forwarded, 
within 30 days, to the Assistant Secretary of Defense (L&PA), for review and 
approval prior to their issuance by the Military Departments. 


C. E. Wiunson, Secretary of Defense. 


Mar 27, 56 (Enel 1) 
5230.12 
APPENDIX * 


OFFICE OF THE SECRETARY OF DEFENSE 
Washington, D.C. 
[Hold for release Friday, April 16, 1948, 2: 45 p.m., e.s.t.] 


April 16, 1948 
No. 51-48 


REMARKS OF VANNEVAR BusH, CHAIRMAN, RESEARCH AND DEVELOPMENT BOARD, 
AND PRESIDENT, CARNEGIE INSTITUTION OF WASHINGTON, BEFORE AMERICAN 
Socrery or Newsparer Eprrors, STATLER Horet, WASHINGTON, D.C. 


As the second World War reached its end, Mr. Churchill, commenting on the 
possible future action of Russia, declared that “It is a riddle wrapped up in 
a mystery inside of an enigma.” Much the same characterization applies to the 
problem of security of technical military information in a great democratic 
nation such as ours in times of international tension such as these. I do not 
by any means profess to have an answer to this riddle. But the problem as 
a whole is one to which I have given a lot of hard thinking, and I can at least 
put some results of that before you. 

We are all fully aware that aggression is still loose in the world, and that the 
peril of outright armed aggression and consequently of sudden full-scale war is 
as real today as it was ten years ago. We know, too, that the nature of warfare 
has undergone a sweeping and fundamental change in the past decade, so that 
today the well-being of nations, the potentialities of the United Nations as a 
stabilizing force, and the hope of a final and lasting peace depend as never before 
on continuing and successful development of the advanced weapons, the advanced 
techniques, which science and technology have made available to the military 
art. We know full as well that unless we safeguard our own advances in these 
fields, we may expect to fight a possible future war with weapons as good as 
obsolete because the enemy knows both what they are and how to counter them. 
That is, we know that if we are careless, if we are gullible, we not only lose the 
staggering power of surprise, but indeed give that power over to the enemy in 
double terms. 

There is the essence of the problem. The quick, obvious and easy answer of 
course is, “Tell nothing to anyone.” But easy answers don’t make sense general- 
ly, and this one is no exception. There are other factors of very great importance 
to the problem. 

Principal among these is our realization that the bulwark of the democratic 
process is an informed public opinion. The whole history of this country is a 


1 Omitted, see page 260. 
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demonstration that the free exchange of ideas and complete accessibility of in- 
formation are vital to the national welfare. In the narrower and more special- 
ized field of fundamental science, as in public affairs, freedom of information, 
active and alert interchange of ideas, are, we know, equally imperative for growth 
and advancement. Itis no mere matter of custom and tradition—it is a practical 
fact of experience—that sound administration of a representative republic 
depends on the education of the electorate through the ample supply of informa- 
tion through publication, and that vigorous and dynamic scientific activity simi- 
larly depends upon the crossfertilization of trained minds through uninhibited 
and generous interchange of ideas. 

The riddle wrapped up in a mystery inside of an enigma, then, is the prob- 
lem of reconciling the preservation of the values inherent in the practice of 
full and free dissemination of fact with the common-sense requirement that 
we do not put into a potential enemy’s hands information which will help him 
to kill our young men, devastate our cities, and overthrow our Nation. The 
problem is that of distinguishing between information which rightly and prop- 
erly belongs to every man and information which for the safety and security 
of every man must be protected. Im terms of the military research and de- 
velopment with which we are immediately concerned, the problem is that of 
defining in the process from research through development to procurement the 
point where the law of diminishing returns begins to operate on publication. 
That is the point where the possible peril to the total national safety because 
of the publication of a piece of information is greater than any possible gain 
from such publication. 

In evaluating facts to determine this point, we have constantly to bear in 
mind that the art of the spy is to put a half-dozen seeniingly innocent facts 
together and from them to draw conclusions which may be fatal to our inter- 
ests. You will recall a newspaper’s account of the Battle of Midway, which 
included the order of battle of the Japanese fleet. That information added 
nothing to the value of the story to any ordinary reader, but made it damningly 
plain to any enemy agent who gaw it that the United States was in possession 
of the Japanese code. By some dispensation, our enemies did not make use of 
the fact to institute new codes. Had they done so, and had they as a result 
been able to conceal their further plans from us, the welfare of the United 
States would indeed have been jeopardized. The fact of our possession of their 
code was secret information and should have been so regarded by all of us. 
The fact that it was not is a reminder that all too easily, through over-confidence, 
bad judgment, or occasionally and worst of all, out and out irresponsibility, this 
matter of security can be misjudged as a mere battle of wits between publicists 
on the one hand and military men on the other. This is a dangerous and dam- 
nable misconception. The battle of wits is between the United States and a 
potential future enemy, and there can be no question, to my mind, of where 
that fact means the allegiance of all of us belongs, or of the requirements 
which it imposes on us, 

In that battle of wits, we do well to pay full heed to certain of the long 
proved principles of actual warfare. Among those of the very highest im- 
portance is that of defense in depth, and this applies very decidedly in the 
matter of protecting information essential to security. The field commander 
who safeguarded vital bases only by garrisoning them, whose supply depots 
were protected only by a corporal’s guard, with no outposts, would not last 
twenty-four hours in modern warfare. So it is in the research and development 
whose purpose is to provide advanced and powerful weapons to our armed 
forces. Here, if we either do not seek out the critical point of which I have 
spoken, or ignore it when it is determined, but go ahead with the development 
and wait to impose secrecy until the finished weapon has been produced, we 
are being exactly as misguided and stupid. It is not enough thus to protect 
merely the last vital boundary, to protect a vital base merely by garrisoning 
it. There must be first, second, third—sometimes even more—lines of defense 
around vital developments as well as around vital bases. We can compete 
in the open with any totalitarian wep and give them ecards and spades as 
far as fundamental science—the foundation on which development rests— 
is concerned. It would be difficult for us so to compete if we followed the 
totalitarian model and regimented ourselves in this regard. But in the appli- 
cations which grow through development out of fundamental science, it is a 
different matter. The critical point may well be reached far earlier in the 
process than we are accustomed to think, and for the safety of the republic we 
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must be alert to it and ready at once to erect the defenses of protection and 
security which it demands. . 

Sometimes in discussions of this problem of determining the delicate point 
where common sense and the common good demand that information become 
protected, you will hear it argued that no secret can be kept very long anyhow. 
This argument flies in the face of the facts. For example, consider the technique 
of pulse detection of submarines—Asdic as it used to be called. The United 
States put a lot of effort into that technique, and developed it to a high point of 
effectiveness over a considerable period of years. There was no leak such as 
that in the Japanese code affair. The Nazis therefore went in complete ignor- 
ance of the entire development, and as a result for a long time lost U boats. 
The truth of the matter is that this is the primary reason why their submarine 
campaign did not at once get off to a heavy start in the early part of the war. 
As we all know, when it finally did go into high gear, it dealt us losses that could 
well have been decisive but for the fact that our shipbuilding effort by then had 
had opportunity to go into still higher gear. It took time for that to happen, 
and the secrecy which had surrounded Asdic—the secret which had been kept 
and well kept—gave the United States and its Allies the time demanded. 

Another and greater secret, extending over a long period and involving a 
large number of people, is involyed in the development of the atomic bomb. Do 
not misunderstand me here as suggesting that there is a so-called secret of the 
bomb—a single set of two or three facts that could be put down on a slip of 
paper and would enable anyone who wanted to go ahead and build bombs. 
What I am referring to is a different sort of thing—the fact that we had under 
way in this country in the midst of a terrible war the development of a new, 
titantically powerful weapon and were diverting scarce and vital materials and 
manpower to completing it. Knowledge of this would unquestionably have 
affected the war plans, the strategy, the choice of weapons and techniques, of 
all our enemies. A leak here might well have had fatal consequences. There 
was no leak. 

Those are demonstrations that the thing can be done. They show that the 
critical point can be determined, however it may vary as between different kinds 
of projects, and that once it has been determined, Americans can cooperate in 
maintaining the kind of control essential to the common defense. Today, we 
have few real secrets, but they are ones which we must protect, and to protect 
them under the democratic way, we must cooperate freely and honestly with 
one another. I am sure this can be done, because it is being done today and 
because the information in question is reasonably easy of definition. Absolute 
secrecy about the very existence of experimental projects may be undesirable 
as well as impossible. But on the contrary, there may be very good reason for 
protecting the fact that we are engaged in experimentation of a particular sort, 
that is, for not letting a potential enemy know a particular fashion in which we 
are marshaling part of our strength. Technical details, of course, must be 
guarded all along the way, but we cannot dismiss the problem with that, Of 
very great importance indeed to the national welfare is information about the 
success or nonsuccess, the efficiency, the effectiveness, of results. It is absurd 
to tell a possible enemy that a certain weapon development is successful, for 
thus we specify to him the counter effort which he should take. It is equally 
absurd to tell him that some other undertaking has failed, for thus we advise 
him not to try it and so we help him to make better preparations against us. 

The National Military Hstablishment is taking definite steps for the better 
handling of its aspect of the whole problem—which means really safeguarding 
the responsible publicist against pitfalls into which he might stumble because 
of irresponsibility on the part of others, as much as it means insuring that the 
heavy assignment of the Establishment to assure the defense of the nation is 
fully and properly met. 

I am sure that as we go on, joint effort can be counted on when crtical points 
are reached and protective action is needed. The freedom of the press is in- 
volved here, yes, and rightly so. The press of the democratic world today 
is the only press which has freedom, freedom to publish, and, be it remembered, 
freedom not to publish when in its considered judgment—in the considered 
judgment of sincere and responsible men, the greater good is served by follow- 


ing common-sense requirements to protect information that might be of aid and 
comfort to the enemy. 
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Department of Defense Implementation of Recommendations of 
Coolidge Committee on Classified Information 


(Part 1) 
March 1957 


THe SECRETARY OF DEFENSE, 
Washington, March 22, 1957. 


Memorandum for the Secretaries of the Military Departments 
Assistant Secretaries of Defense 
General Counsel 
Assistants to the Secretary of Defense 
Chairman, Joint Chiefs of Staff 
Subject : Implementation of Coolidge Committee Report. 

On August 18, 1956, I appointed the Committee on Classified Information, with 
Mr. Charles A. Coolidge as chairman, to study the problem of unauthorize disclo- 
sure Of classified military information and to suggest methods and procedures for 
eliminating this threat to the national security. 

On November 8, 1956, the Coolidge Committee submitted its report setting 
forth some 28 recommendations. Some of these deal with related problems 
concerning the public information programs of the Department of Defense. 

On November 12, 1956, I designated a committee consisting of the General 
Counsel, Department of Defense, as chairman, the Assistant Secretary of 
Defense (MP&R), and the Assistant Secretary of Defense (L&PA) to review 
these recommendations with the Secretaries of the Military Departments and 
to prepare for my approval appropriate implementing instructions or directives 
which would carry out all recommendations found to be constructive and helpful. 

The committee as now constituted* has now reported to me with respect to 
16 of the 28 Coolidge Committee recommendations. After considering their 
report, I am herewith attaching my comments and pertinent new or revised 
directives with respect to this initial group of Coolidge Committee recommenda- 
tions and other matters which are properly subject to concurrent comment or 
action. 

These comments and related directives are set forth in Enclosures 1 through 
10, as listed in the Index below. 

It is my desire by this memorandum to emphasize to you the extreme impor- 
tance with which I regard this matter. It is requested that you take appropriate 
steps to assure that all personnel under your respective jurisdictions are 
familiar with these actions. 

My comments and actions with respect to the balance of the Coolidge Report 
recommendations will follow at the earliest practicable date. 

C. B. Wirson, 
Secretary of Defense. 


1 The General Counsel, Department of Defense ; the Acti 


ng Assistant Secretary of Defense 
(MP&R) ; and the Deputy Assistant Secretary of Defense (PA). 
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Subject or title of related directive 


Bacoomet and Directive on “Functions of the Office of Declassification 
olicy”’. 

Enclosures and Directive on “‘ Unauthorized Disclosure of Classified De- 
fense Information”’. 

Enclosures and Directive on “Policy Governing the Custody, Use and 
Preservation of Department of Defense Official Information Which 
Requires Protection in the Public Interest”. 

Enclosures and Directive on ‘‘ Provision of Information to the Congress’. 

Enclosures 5 through 10: 

Comment on changes in scope of classification which reflect tempo- 
rary changes in emphasis in our foreign policy, 

Comment on grand jury co mma of Seeathdiid disclosures of 
elassified defense informat 

Comment on the role of the Office of Public Information in interviews 
with the press. 

Comment on the importance of information security in view of pres- 
ent international situation. 

Comment on the need to explain when a request for classified infor- 
mation is refused. 

Comment on implementation of the Coolidge committee recommenda- 
tions in the Washington area. 


ENCLOSURE 1 


Coolidge Committee Recommendation Discussed : 

Recommendation No. 2i: “Establish within the Office of the Secretary of 
Defense (possibly within the Office of Administrative Secretary) an official 
who would be responsible for establishing, directing, and monitoring an 
active declassification program both in the Office of the Secretary of De 
fense and the military departments.” 

This recommendation has been adopted by the issuance of attached DOD Di- 
rective No. 5105.12 establishing the Office of the Director of Declassification 
Policy within the Office of the Assistant Secretary of Defense (Public Affairs). 

This directive bestows upon a single official the specific responsibility for 
promulgating and monitoring an active downgrading and declassification 
program. 

Such a program should help to more fully carry out the requirements of 
Section 4 of Executive Order 10501 of declassifying material which no longer 
requires protection in the interests of national defense. This program will con- 
centrate on improving procedures for the periodic review of information which 
is classified hereafter, as well as on reducing to the maximum extent possible the 
existing accumulation of classified information. 

The functions performed by this office will thus help to insure that no in- 
formation is withheld under Executive Order 10501 which the people of the 
United States have a right to know. It is hoped that this program will greatly 
enhance respect for the classification system and for the protection which it 
provides for official information which requires safeguarding in the interest of 
national defense. 

March 22, 1957 
Number 5105.12 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Functions of the Office of Declassification Policy 
References : 

(a) Department of Defense Directive 5200.1, dated 19 November 1958, sub- 
ject: “Safeguarding Official Information in the Interests of the De- 
fense of the United States”. 

(b) DOD Directive 5122.2, “Functions of the Security Review Branch.” 
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I. PURPOSE 


A. To establish the Office of Director of Declassification Policy. 

B. To further implement the provisions of Section 4 of Executive Order 
10501 dated 5 November 1953, which was promulgated to the Department of 
Defense through reference (a), in order to: 

1. Eliminate duplication of effort to the maximum extent practicable and 
to promote efficiency and economy in the area of downgrading and declas- 
sification of classified material : 

2. Provide for the coordinated development within the Department of 
Defense of plans, policies, and programs for all aspects of downgrading and 
declassification of classified material ; 

3. Assure compliance with policies and programs in the area of down- 
grading and declassification of classified material which have been, or may 
be, developed and promulgated ; 

4. Provide the constituent departments and agencies of the Department 
of Defense with a central source of policy guidance, advice and assistance 
on downgrading and declassification matters in general. 


Il. BACKGROUND 


A. Section 4 of Executive Order 10501 states in part: “Heads of Departments 
or agencies originating classified material shall designate persons to be respon- 
sible for continuing review of such classified material for the purpose of de- 
classifying or downgrading it whenever national defense considerations permit, 
and for receiving requests for such review from all sources Formal procedures 
shall be established to provide specific means for prompt review of classified 
material and its declassification or downgrading in order to preserve the effec- 
tiveness and integrity of the classification system and to eliminate accumulation 
of classified material which no longer requires protection in the defense in- 
terest. *s¢ 2. 

B. Recent examination of the implementation of Section 4 of Executive Order 
10501 within the Department of Defense indicates the need for greater emphasis 
on carrying out the policies set forth in that Section. In the course of this ex- 
amination it has been noted that: 

1. The backlog of classified information created during and since World 
War II has not been substantially diminished, and classified material of 
pre-World War II origin still exists in the retired files of the Department. 

2. The provisions of Section 4a of the Executive Order which require, 
when possible, that a date for automatic declassification be set at the time 
of classification have not been as widely used as intended. 

83. The effort involved in reviewing, coordinating, and declassifying docu- 
ments, and notifying the original recipients is at present a most complicated 
one, which places heavy burdens on the time of scientific, professional, and 
other critically needed personnel, and requires a formidable amount of ad- 
ministrative detail, labor and expense. 

©. The existence of the conditions noted above can hamper the achievement 
of the true purpose and intent of the security classification system on the one 
hand, and on the other can impede information from being made available to the 
public. 


Il. ESTABLISHMENT OF OFFICE OF DECLASSIFICATION POLICY 


To insure the fullest implementation of Section 4 of Executive Order 10501, 
the Office of Declassification Policy is established in the Office of the Assistant 
Secretary of Defense (Public Affairs). The Director of Declassification Policy, 
hereinafter referred to as the Director, shall be responsible under the direction 
of the Assistant Secretary of Defense (Public Affairs) for originating, direct- 
ing, and monitoring an active declassification program within the Department 
of Defense in cooperation with its constituent departments and agencies. 


IV. TERMS OF REFERENCE 


A. Responsibilities. The Director shall be responsible under the direction of 
the Assistant Secretary of Defense (Public Affairs) for the following: 
1. Formulation, interpretation, and dissemination of policy with regard to 
uniform standards and procedures for downgrading and declassifying classi- 
fied material. 
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2. Promulgating and monitoring the implementation of an active down- 
grading and declassification program applicable to all constituent depart- 
ments and agencies of the Department of Defense, pursuant to the provi- 
sions of Section 4 of Executive Order 10501. 

3. Arbitrating issues as to the downgrading and declassification program 
on which the constituent departments or agencies of the Department of De- 
fense are not in agreement. 

4. Developing and interpreting policies involving the downgrading or de- 
classification of classified material which may be of joint concern to the 
Department of Defense, and 

a. Other departments or agencies of the Executive Branch; 

b. The Congress, including its Committees, individual Members, and 
staff representatives ; 

ec. Foreign Governments with which the Department of Defense, 
pursuant to established policy, has exchanged classified defense 
information ; 

d. International Collective Defense Organizations with which the 
Department of Defense, pursuant to collective security agreements, has 
exchanged classified defense information ; 

e. Industrial firms and organizations and educational institutions 
concerned with the execution of defense contracts which involve access 
to and generation of classified material. 

B. Reports. The Director shall report at semi-annual intervals to the Assist- 
ant Secretary of Defense (Public Affairs) as to the status, progress, efficiency, 
and effectiveness of the program established pursuant to this Directive. To 
this end, he shall obtain such reports from any department, agency or activity 
of the Department of Defense as he may require. 


V. IMPLEMENTATION 


A. In order that the purposes of this Directive achieve maximum implementa- 
tion it is necessary that all Departments, agencies, and activities of the Depart- 
ment of Defense render full cooperation and assistance to the Director as may 
be necessary. 

B. Nothing in this Directive shall be construed as modifying the authority and 
responsibility of the Office of Security Review with respect to the review for 
military security of material for public release, pursuant to reference (b). 


VI. EFFECTIVE DATE 


This Directive is effective immediately. 
C. E. Wirson, Secretary of Defense. 


ENCLOSURE 2 


Coolidge Committee Recommendations Discussed : 

Recommendation No. 3a; “We recommend that the Secretary of Defense 
make one person of stature in his office responsible for seeing that investi- 
gations are initiated with utmost promptness on the occurrence of a ‘leak’, 
and are vigorously pursued.” 

Recommendation No. 3b: “We further recommend that the Secretary of 
each military department start the investigating machinery of his depart- 
ment going instantly upon the occurrence of an unauthorized disclosure 
and follow the progress of the investigation closely.” 

Recommendation No. 8c: “In the case of a serious leak, we recommend 
that the Secretary or military Chief of each military department convene 
a Court of Inquiry composed in each case of representatives of the three 
military departments.” 

Recommendation No. 4a: “When a member of the Department of Defense 
has been identified as the source of a leak, stern disciplinary action should 
be taken, and taken with the utmost promptness.” 

These recommendations suggest actions addressed to the matter of enforcement 
of the laws and regulations prohibiting unauthorized disclosure of classified 
defense information by civilian or military personnel of the Department of 
Defense. 

The military departments have regulations prescribing the prompt investi- 
gation of any unauthorized disclosure of classified defense information, as well 
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as regulations requiring prompt corrective action and appropriate disciplinary 
action in connection with such incidents. 

These regulations are, of course, effective only as to matters within the 
respective jurisdictions of the military departments. No comparable estab- 
lished system has existed with respect to defense activities not within the juris- 
diction of the military departments, such as the organizations subordinate to 
Joint Chiefs of Staff and activities within the Office of the Secretary of Defense. 

The attached DOD Directive No. 5145.2 will fill this need by making the 
General Counsel, Department of Defense, responsible for the initiation of the 
investigation of any unauthorized disclosure of information in defense activities 
not within the jurisdiction of any of the military departments. In the case of 
the Joint Chiefs of Staff organization, the General Counsel’s function will be a 
helpful supplement to the obligation of the Chairman of the Joint Chiefs of 
Staff in this regard. The directive also makes the General Counsel responsible 
for assisting, where warranted, in coordinating investigations which touch on 
activities under the jurisdiction of two or more of the military departments; 
and for keeping me informed on all such investigations, with emphasis on those 
deemed of particular interest to my office. The assignment of these functions to 
the General Counsel will serve to implement Recommendation 3(a). 

Regulations of the military departments also require their personnel to 
promptly report unauthorized disclosures of classified defense information. The 
attached directive now establishes reporting procedures for personnel serving in 
defense activities not within the jurisdiction of any military department. Of 
particular significance is the provision which requires such personnel to report 
immediately to the General Counsel information as to any such unauthorized 
disclosure when they believe, by prompt action, further dissemination of such 
classified information can be limited so as to avoid or reduce the chance of 
damage to national defense interests. 

The use of a court of inquiry as suggested in Recommendation 3(c) and as 
authorized by the Code of Military Justice might be appropriate in some particu- 
larly serious case. The directive accordingly authorizes the General Counsel 
to request the convening of such a court, and in exceptional circumstances to 
request that such court be composed of representatives of more than one of the 
military departments. 

Needless to say, the authority conferred on the General Counsel is in no way 
intended to relieve the Secretary of each military department of the existing 
responsibility for effective investigation and appropriate discipline of unauthor- 
ized disclosures of classified defense information under his jurisdiction. 

The personal attention, as needed, of the Secretary of each military depart- 
ment in these matters will insure the prompt action sought in Recommendations 
3(b) and 4(a). 

March 22, 1957 
Number 5145.2 
DEPARTMENT OF DEFENSE DIRECTIVE 


eee Unauthorized Disclosure of Classified Defense Information 
eterences : 
(a) Secretary of Defense Memorandum, relating to Security Violations in 
the Department of Defense, dated 26 March 1953. 
(b) Secretary of Defense Confidential Memorandum, relating to Disclosures 
of Classified Security Information to the Press, dated 17 March 1952. 
(ec) Department of Defense Directive 5122.2, dated July 27, 1951, subject: 
Functions of the Security Review Branch. 


I. PURPOSE 


To improve security enforcement by defining responsibility for prompt investi- 
gation of unauthorized disclosures of classified defense information, and by in- 


suring prompt corrective action including appropriate discipline of personnel 
responsible for such disclosures. 
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Il. CANCELLATION 
References (a) and (b) are cancelled. 
Ill. DELEGATION 


The General Counsel of the Department of Defense, hereinafter referred to as 
the “General Counsel”, is designated as the representative of the Secretary of 
Defense (1) to follow on behalf of the Secretary of Defense the investigation of 
certain unauthorized disclosures of classified defense information which are the 
sole responsibility of the military departments, and (2) to insure prompt and 
vigorous investigation of unauthorized disclosures of such information in other 
defense activities. 

IV. INVESTIGATIONS 


A. Investigation of defense activities not within the command or jurisdiction 
of any of the military departments 

1. The General Counsel shall have primary responsibility for initiating and 
directing the investigation of any unauthorized disclosures of classified defense 
information in any activity of the Defense Department which is not within the 
command or jurisdiction of any of the military departments except as indi- 
cated in subparagraph 4 below. 

2. In the performance of these duties the General Counsel may: 

a. conduct an investigation by any appropriate method, consistent with 
procedures set forth in this Directive ; 

b. interrogate any civilian or military personnel of the Department of 
Defense and examine any pertinent documents in any Defense activity not 
within the command or jurisdiction of any of the military departments. 

3. In the performance of these duties the General Counsel shall advise the 
director or chief of the cognizant Defense office or activity with regard to the 
personnel to be questioned and the documents to be examined in the course of 
the investigation. 

4. a. Investigation of unauthorized disclosures of classified defense informa- 
tion in any unified or specified command shall be the responsibility ef the 
executive agent for such command. The General Counsel shall notify the Chair- 
man of the Joint Chiefs of Staff of any request made regarding such com- 
mands and shall otherwise be governed by the provisions of this Directive relat- 
ing to the Secretary of the Army, Navy, and the Air Force in his dealings with 
such commands. 

b. Any investigation by the General Counsel of unauthorized disclosures of 
classified defense information within the organization of the Joint Chiefs of 
Staff shall be conducted only with the concurrence of the Chairman, Joint 
Chiefs of Staff, who is responsible for insuring the prompt initiation of investi- 
gations of unauthorized disclosures of classified information within that organi- 
zation. 


B. Investigations of defense activities within the command or jurisdiction of 
one of the military departments 


1. The Secretary of each military department is responsible for insuring the 
prompt initiation of investigations of unauthorized disclosures of classified de- 
fense information within his department. 

2. The General Counsel shall have the authority with respect to the investi- 
gation of unauthorized disclosures of classified defense information in any 
defense activity under the command or jurisdiction of any one of the three 
military departments to: 

a. request the prompt initiation of an investigation by the Secretary of 
the military department concerned, 

b. request information of the Secretaries of the military departments with 
respect to the progress and results of any such investigation initiated pur- 
suant to this directive or otherwise. 

8. When such action would in his opinion assist such an investigation, the 
General Counsel after consultation with the Secretary of the military depart- 
ment concerned, may request him to convene a court of inquiry. In exceptional 
circumstances the General Counsel may request that the court of inquiry. be 
composed of representatives of more than one military department. In any 
such case the General Counsel shall request the Secretaries of the military 
departments from which such personnel would be drawn to furnish the per- 
sonnel necessary to such a court of inquiry. 
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C. Investigations of defense activities not provided for by IV.A or IV.B above 


1. When any investigation initiated by one of the military departments pur- 
suant to IV.B above requires the interrogation of personnel or examination of 
records under the command or jurisdiction of another military department or of 
a defense activity not within the jurisdiction of any military department, the 
Secretary of the military department conducting the investigation shall notify 
the Secretary of the military department concerned or the General Counsel, as 
appropriate, so that arrangements can be made for such investigation as may 
be required. 

2. When any investigation initiated by the General Counsel, pursuant to 
IV.A above requires the interrogation of personnel or examination of records 
in activities under the command or jurisdiction of one of the military’ depart- 
ments: 

a. the General Counsel may request the Secretary of the military de- 
‘partment concerned to initiate such investigation as may be required; 
or 

b. the General Counsel, when in his opinion such participation will facili- 
tate the investigation, may, after consultation with the Secretary of the 
military department concerned, request him to arrange for participation 
by the General Counsel and personnel working on the investigation under 
his direction in the interrogation of personnel and examination of records 
under the jurisdiction of the military department. 

3. The General Counsel shall have authority to coordinate the initiation and 
eonduct of any investigation which in his. opinion should be initiated or con- 
ducted simultaneously in more than one military department, or simultaneously 
‘im one military department and in a defense activity not within the jurisdiction 
of any military department. 


D. Investigations of defense contractor activities within the security cognizance 
of the military departments 


The General Counsel shall have the authority to request action and informa- 
tion with respect to the investigation of any unauthorized disclosure of classi- 
fied defense information which may involve a defense contractor activity within 
the security cognizance of one of the military departments in the manner pro- 
vided in Section IV.B. 


BE. Investigative assistance 


1. In the conduct of any investigation under Section IV hereof, the General 
‘Counsel shall request such assistance as he may require from the Secretaries 
of the military departments. This assistance may include the temporary assign- 
ments of personnel trained in investigative techniques to the Office of General 
Counsel to serve under the direction of the General Counsel with respect to a 
particular investigation. 

2. In connection with any investigation which he conducts or in which he 
participates pursuant to Section IV hereof, the General Counsel (1) may re- 
‘quest the advice of the Department of Justice; (2) with the concurrence of 
the Secretary of the Army, the Navy, or the Air Force or the Chairman of the 
Joint Chiefs of Staff, as appropriate, may request the investigative assistance 
of the Department of Justice; and (3) may refer a case to the Attorney Gen- 
eral for consideration as to possible prosecution. If referral to the Attorney 
General appears to be appropriate in a case involving personnel under the com- 
mand or jurisdiction of one of the military departments, the General Counsel 
after consultation with the Secretary of the department concerned may request 
him to forward the case to the Attorney General for consideration as to pos- 
sible prosecution. 

V. DISCIPLINE 


A. The General Counsel shall insure that the results of any investigation 
which he conducts or in which he participates are reported to the proper au- 
thorities for such disciplinary or corrective action as may be warranted. 

B. The General Counsel shall have authority to ascertain what disciplinary 
or corrective action has been taken in any case involving an unauthorized dis- 
closure of classified defense information and shall report to the Secretary of 
Defense with respect to such matters. 
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VI. REPORTING UNAUTHORIZED DISCLOSURES OF CLASSIFIED DEFENSE INFORMATION 


A. Under existing regulations it is the duty of every person under the juris- 
diction of the military departments to report unauthorized disclosures of clas- 
sified defense information through command channels for appropriate action. 

B. All personnel of any defense activity not within the command or jurisdic- 
tion of one of the military departments shall report any information with respect 
to unauthorized disclosures of classified defense information, as follows: 

1. Whenever the person of persons who have information concerning an 
unauthorized disclosure of classified defense information believe that it may 
be possible by immediate action to limit the further dissemination of such 
classified defense information so as to avoid or reduce the chance of damage 
to national defense interests, they shall immediately report through channels 
to the General Counsel. 

2. Information concerning all other cases involving unauthorized dis- 
closures of classified defense information shall be reported through channels 
to the cognizant office for appropriate action as follows: 

a. Cases involving derelictions of administrative security including the 
misplacing of classified documents, shall be reported to the Staff Direc- 
tor, Security Services Division, Office of Assistant Secretary of Defense 
(MP&R). 

b. News items or other disclosures in the public realm which are 
believed to contain classified information shall be reported to the Office 
of Security Review, Office of Assistant Secretary of Defense (PA). 

ce. Cases in which the appropriate action office is in doubt, shall be 
reported to the General Counsel for action. 

C. The Office of Security Review shall make a preliminary analysis to confirm 
the classification of information disclosures reported by Department of Defense 
personnel pursuant to sub-paragraph B.2. above and of information disclosures 
noted during the review of material published in the United States conducted 
pursuant to reference (c). In any case in which classification of the information 
is confirmed, the Office of Security Review shall refer the case promptly to the 
General Counsel or otherwise as he may direct, for appropriate action. 


VII. IMPLEMENTING INSTRUCTIONS 


A. Copies of implementing instructions issued by a military department affect- 
as oe department alone shall be furnished upon issuance to the General 

unse 

B. Any implementing instructions which relate to an investigation in more 
than one military department, an investigation in a defense activity not within 
the jurisdiction of any military department, or an investigation affecting civilian 
industrial activities under the security cognizance of one of the military depart- 
ments, shall be coordinated prior to issuance with the General Counsel. 


VIII. EFFECTIVE DATE 


This directive is effective upon issuance. 
C. BE. Witson, Secretary of Defense. 


ENCLOSURE 3 


Coolidge Committee Recommendations Discussed : 

Recommendation 5a: “Responsibility for protecting administrative matters 
entitled to protection should be definitely fixed.” 

Recommendation 5b: “Department of Defensive Directive 5200.6 should 
be amended to add to the information protected by paragraph IIIA 3 f 
information relating to the advice on official matters which personnel of 
the Department of Defense exchange with each other; and paragraph IIIB 
should be amended to make the use of the stamp ‘FOR OFFICIAL USE 
ONLY’ compulsory on all future documents entitled to protection under 
Directive 5200.6.” 

Recommendation 5c: “A vigorous program of indoctrination should be 
initiated among all personnel to instill a regard for the safeguarding of 
administrative matters entitled to protection under Directive 5200.6.” 

Recommendation 5d: “In serious cases of unauthorized disclosures of these 
administrative matters, investigations and disciplinary action similar to 
that recommended above in connection with ‘leaks’ of classified information 
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should be undertaken, with the same person in the Office of the Secretary 
of Defense being responsible for initiating and following up investigations.” 

To carry forward the above recommendations, I have issued in revised form 
the attached DOD Directive 5200.6 on “Policy Governing the Custody, Use 
and Preservation of Official Information which requires Protection in the 
Public Interest”. 

As in the case of classified defense and atomic energy information, the respon- 
sibility for protecting the information covered by this Directive rests on all 
personnel of the Department. 

In accordance with Recommendation 5(a) this directive now affirmatively 
provides that such limitations on access to such official information will be 
imposed only upon a determination by a responsible authority that the release 
of such information would be contrary to law or otherwise against the public 
interest. 

The new directive also makes clear that the classifications TOP SECRET, 
SECRET and CONFIDENTIAL (including CONFIDENTIAL-MODIFIED HAN- 
DLING AUTHORIZED) prescribed by Executive Order 10501 shall not be used 
for official information which requires protection solely on the basis of this 
directive, and that the term “Official Use Only” shall not be used for official 
information which requires protection in the interest of national defense under 
Executive Order 10501. ' 

To cover the first part of Recommendation 5(b), an additional item, numbered 
“8” has been added to the list of examples of such official information. 

The second suggestion in Recommendation 5(b), that the use of the term 
“For Official Use Only” be made compulsory, has not been adopted. Such 
mandatory use is not deemed essential in order to afford proper protection to the 
majority of such official information, and would tend to impose an undue admin- 
istrative burden not only in connection with the original marking, but in the 
accumulation of material so marked which would require review at some later 
date to determine whether it was still entitled to protection. Accordingly, 
authority for the optional use of the term “For Official Use Only”, and of that 
term only, is continued. 

In aceordance with Recommendation 5(c), the importance of indoctrination 
of personnel has been emphasized in this directive and will continue to be a 
responsibility of command at all levels. 

The investigative and disciplinary action set forth in Recommendation 5(4d) 
is also. a command responsibility. In some cases criminal statutes apply to the 
unauthorized disclosure of such official information. In other cases where no 
criminal statutes apply, the unauthorized disclosure of such information would 
violate the direction of higher authority, and corrective or disciplinary action for 
the proper maintenance of discipline would be appropriate. Existing regulations 
of the military departments prescribe the prompt investigation and appropriate 
discipline of all such cases. The attached directive now accords the General 
Counsel, Deartment of Defense, similar investigative authority with respect to 
activities not within the jurisdiction of the military departments. His authority 
in such cases is coextensive with the authority accorded by DOD Directive No. 
5145.2 with respect to “Unauthorized Disclosures of Classified Defense 
Information”. 

March 22, 1957 


Number 5200.6 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: Policy Governing the Custody, Use and Preservation of Department 
of Defense Official Information Which Requires Protection in the 
Public Interest 
References : 
(a) Revised Statutes, Sec. 161 (5 U.S.C. 22) 
(b) See. 3 of the Act of June 11, 1946 (60 Stat. 238 ; 5 U.S.C. 1002) 
(ec) Sec. 1 of the Act of June 25, 1948 (62 Stat. 791; 18 U.S.C. 1905) 
(d) DOD Directive 5015.1 dated July 31, 1952, subject: “Release and 
Authentication of Copies of Official Records” 
(e) DOD Directive 5200.1, dated November 19, 1953, subject : “Safeguarding 
Official Information in the Interests of the Defense of the United 
States” 
(f) DOD Directive 5200.6, dated June 1,.1954, subject: “Policy Governing 
the Custody, Use and Preservation of Department of Defense Official 
Information Not Within the Purview of Executive Order No. 10501” 
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(zg) DOD Directive 5200.7, dated July 15, 1954, subject: “Policy Governing 
the Transmission for Safekeeping of Defense Information Classified 
‘Confidential—Modified Handling Authorized’ ” 

(h) DOD Directive 5145.2, dated subject: “Unau- 
thorized Disclosure of Classified Defense Information” 

(i) DOD Directive 7230.8, dated February 14, 1956, subject: “Schedule of 
Fees and Charges for Copying, Certification, and Search of Records.” 


I. PURPOSE 


A. To assure the proper custody, preservation and use of official information 
which in the public interest should not be given general circulation... (The 
requirements for classification of official information in the interests of national 
defense, pursuant to Executive Order 10501 and the Atomic Bnergy Act, as 
amended, are set forth in reference (e) and other directives. This Directive does 
not deal with the protection which must be given to information because it is 
classified in the interests of national defense. ) 

B. To authorize the optional use of the term “For Official Use Only” within 
the Department of Defense for identifying and marking this type of official 
information. 

C. To avoid improper withholding of information by assuring that any with- 
holding is approved by authorities who are competent to determine whether 
or not release of the particular information would be against the public interest. 


II. CANCELLATION 
Reference (f) is hereby cancelled. 


Intl. AUTHORITY 


Statutory authority for this directive includes: 

A. Reference (a) which permits the head of a department to issue regula- 
tions, not inconsistent with law, governing the custody, preservation and 
use of the records of his department. 

B. Reference (b) which provides generally that, except for (1) any 
function of the United States requiring secrecy in the public interest or 
(2) any matter relating solely to the internal management of an agency, 
matters of official record of an agency of the Government shall be made 
available to persons properly and directly concerned except information 
“held confidential for good cause found.” 

©. Reference (c) which provides penalties for any disclosure not authorized 
by law of information obtained by a Government department concerning the 
trade secrets or confidential statistical data of any person or corporation. 


IV. POLICY 


A. It is the fundamental policy of the Department of Defense to make the maxi- 
mum information available to the public as to its operations and activities. 
This policy is subject to the necessary exception that the proper, efficient and 
effective operation of government requires that there shall not be made public 
certain types of information relating to such matters as pending litigation, 
muintenance of discipline, conduct of investigations, relations with foreign 
governments, and information which is merely preliminary or advisory within 
the Department. Certain other considerations, such as non-violation of confi- 
dence as to the nature or source of information or the protection of individuals 
against unsubstantiated allegations, may require that other types of informa- 
tion also not be made public. 

B. Matters of official record, with the exception of information held confi- 
dential for good cause found, are made available to persons properly and directly 
concerned pursuant to regulations published in accordance with reference (b). 
For example, procedures for obtaining official records of the Office of the Sec- 
retary of Defense are set forth in reference (d). Fees are charged for services 
rendered to the public relating to copying, certification and search of records, 
as specified in reference (i). 

C. Subject to the provisions of Section VI hereof, information which under 
‘the above statements of policy should not be given general circulation includes 
‘without limitation the following: 
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1. Records and information which pertain to individuals such as per- 
sonnel records, medical records, and investigative reports, and proceedings 
pertaining to the conduct of, or manner of performance of, duties by mili- 
tary personnel and civilian employees, the release of which might un- 
justly discredit or injure innocent persons or disclose personnel informa- 
tion received in confidence. 

2. Information as to the identity of confidential informants and informa- 
tion furnished by them in confidence. 

8. Information received in confidence from private individuals, firms, or 
organizations in connection with bids, proposals, trade secrets, inventions 
and discoveries, and reports of a financial, technical or scientific nature. 

4. Information which is, or may reasonably be expected to be, con- 
nected with any pending or anticipated litigation before Federal and State 
courts or regulatory bodies. 

5. Advance information on proposed plans to procure, lease or other- 
wise acquire or dispose of materials, real estate, facilities, or functions, 
which would provide undue or discriminatory advantage to private or per- 
sonal interests. 

6. Preliminary documents relating to proposed plans or policy develop- 
ment when premature disclosure would adversely affect morale, efficiency 
or discipline. 

7. Examination questions and answers to be used in training courses or 
in a determination of qualifications of candidates for employment, en- 
trance to duty and advancement or promotion. 

8. Conversations or communications between members of the Depart- 
ment of Defense, or between such members and representatives of other 
agencies of the Executive Branch, which are merely advisory or preliminary 
in nature and which do not represent any final official action and any docu- 
ments or reproductions concerning such advice. 

9. Information received from other Government agencies for official use 
of the Department of Defense, any further dissemination of which is con- 
trolled by the agency which provided the information. 

10. Information furnished in confidence by foreign nations to the United 
States, the dissemination of which is limited by the nation which provided 
such information. 

V. IDENTIFICATION AND MARKING 


A. In order to assure uniformity within the Department of Defense for 
identifying and marking information which is described in Section IV.C. above, 
the optional use of the term “For Official Use Only” is authorized. No other 
term may be used to designate such information. Where the term is marked 
on material, to the fullest extent practicable there shall also be indicated a 
specified event or date after which the term will no longer apply to such in- 
formation. In all cases the term will be removed promptly when the need for 
protecting the information so marked, no longer exists. 

B. Information requiring protection in the public interest must be safeguarded 
irrespective of whether or not the information is physically identified by, and 
marked with, the term “For Official Use Only.” 

C. Particular care must be taken to emphasize that the classifications au- 
thorized in references (e) and (g) shall not be used for the information covered 
solely by this Directive. Conversely, the term “For Official Use Only” as au- 
or, _— shall not be used for information classified under references 

e) or (g). 
VI. RELEASE 


A. Requests for official information which fall within the terms of this direc- 
tive will be denied on the basis of this Directive only upon a determination by 
a responsible authority that the release requested will be contrary to law or 
otherwise against the public interest as herein stated. 

B. Arbitrary and unreasonable withholding of information must be avoided. 

C. Nothing in this Directive shall be deemed to authorize the withholding of 
information, otherwise releasable, because its release might tend to reveal 
administrative error or inefficiency, or might be embarrassing. 
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Vil. IMPLEMENTATION 


A. The Secretaries of the military departments, the Chairman of the Joint 
Chiefs of Staff and the Assistant Secretary of Defense (PA) will insure that 
adequate regulations are issued to implement the policies stated herein. Copies 
of such implementing regulations will be furnished to this office through the 
Assistant Secretary of Defense (PA). 

B. The Secretaries of the military departments, the Chairman of the Joint 
Chiefs of Staff and the Assistant Secretary of Defense (MP&R) will take ap- 
propriate steps to insure that all personnel of the Department of Defense, both 
military and civilian, are made aware of the importance of protecting informa- 
tion against unauthorized disclosure in accordance with this Directive; that 
appropriate measures for the physical safeguarding of such information are 
put into effect; and that appropriate disciplinary action will be taken by re- 
sponsible superiors with respect to any unauthorized disclosures of such infor- 
mation on the part of departmental personnel. 

C. To the extent required for proper enforcement of this Directive: 

1. The Secretaries of the military departments shall initiate prompt 
investigation within their respective Departments of any unauthorized dis- 
closure of information requiring protection under this Directive. In any 
case coming to his attention, the General Counsel, Department of Defense, 
shall have authority to request the initiation of an investigation and to re- 
quest information from the Secretaries of the military departments with 
respect to the initiation, progress and results of the investigation, including 
actions taken. The General Counsel shall follow such investigations on be- 
half of the Secretary of Defense and shall report to the Secretary of Defense 
with respect to those deemed of importance to his office. 

2. The Assistant Secretaries of Defense and the Chairman of the Joint 
Chiefs of Staff shall promptly notify the General Counsel of any case in- 
volving an authorized disclosure of information requiring protection under 
this Directive which warrants investigations. 

3. The General Counsel, Department of Defense, shall have authority 
to assist in or direct, as appropriate, the investigation of any such case in 
any activity of the Department of Defense in the Washington area which 
is not within the command or jurisdiction of any military department, in 
the same manner as provided in reference (h). Responsibility and pro- 
cedures with respect to an investigation of any unauthorized disclosure 
of such information in any unified or specified command, or within the 
organization of the Joint Chief of Staff, shall be those specified in ref- 
erence (h) for investigations of unauthorized disclosures of classified 
defense information. 


VIll. EFFECTIVE DATE 


This Directive is effective immediately. 
C. E. Wirson, Secretary of Defense. 


ENCLOSURE 4 


Coolidge Committee Recommendation Discussed : 

Recommendation 7: “Care should be exercised to see that the published 
reports of proceedings before Congressional Committees do not contain 
classified operational concepts or technical data concerning new weapons 
and installations.” 

The Congress is, of course, fully aware of the responsibility it shares for 
safeguarding information furnished to its committees which requires protec- 
tion in the interest of national defense. 

The Department of Defense should at all times be ready to assist Congressional 
committees in the prompt review of testimony received in Executive session to 
identify defense information which should not be published in the interest of 
national security. I have spelled out the Department’s duty in this regard in 
Directive 5400.4 on “Provision of Information to the Congress.” 

This Directive rescinds an existing Departmental Instruction which was 
addressed to the subject of this particular Coolidge Committee Recommendation. 
The new Directive clarifies somewhat but makes no substantial change in this 
regard over the former Instruction. It does, however, deal with additional 
matters concerning the general procedures for providing information to the 
Congress. As to this, the new Directive emphasizes that it is the basic policy 
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of the Department of Defense to make the maximum information promptly 
available to Congressional Committees and their staffs, and to give them the 
utmost cooperation. In order to assist all employees of the Department in fully 
earrying out this objective, the Directive specifically sets forth guidance with 
respect to such matters as testimony before Committees; handling of requests 
on behalf of constituents; deadlines to insure prompt and complete provision 
of information to the Congress; coordination on legislative investigations; and 
security review prior to publication of testimony before Congressional com- 
mittees. 

March 22, 1957 


NUMBER 5400.4 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject : Provision of Information to the Congress 
References : 
(a) DOD Directive 5200.1, Safeguarding Official Information on the In- 
terests of the Defense of the United States, dated November 19, 
1953 
(b) DOD Directive 5200.6, Policy Governing the Custody, Use and Pres- 
ervation of Department of Defense Official Information Not Within 
the Purview of Executive Order 10501, dated June 1, 1954 
(c) DOD Directive 5545.1, Congressional Hearings dated August 10, 1951 
(d) DOD Instruction 5210.13, Security Review of Congressional Testi- 
mony, dated February 7, 1955 
(e) DOD Directive 5122.4, Responsibilities of the Assistant Secretary of 
Defense (Legislative and Public Affairs), dated July 30, 1954 
(f) Title 5, U.S. Code, Section 1002 
(g) DOD Directive 5015.1, Release and Authentication of Copies of Official 
Records, dated July 31, 1952 


I. PURPOSE 


It is the purpose of this Directive to facilitate the furnishing of informa- 
tion to the Congress by stating the Department of Defense policies and pro- 


cedures with respect to making information, both classified and unclassified, 
available to the Congress. 


Il. CANCELLATION 
References (c) and (d) are hereby canceled. 


Tm. POLICY 


A. It is essential to the proper functioning of our Government that the 
Congress receive adequate information as to the programs and operations 
of the Department of Defense. 

B. It is the policy of the Department of Defense to make the maximum 
information promptly available to Congressional Committees and their staffs 
and that the utmost cooperation is to be given to the Committees and staffs of 
the Congress. 

C. It is the policy of the Department of Defense that no information shall be 
withheld from the Congress except in accordance with these regulations. 


IV. PUBLIC ACCESS 


It is the fundamental policy of the Department of Defense to make the 
maximum information available to the public as to its operations and activities. 
This policy is subject to the necessary limitations relating to (1) classification 
of official information in the interests of national defense pursuant to HExecu- 
tive Order 10501 and the Atomic Energy Act, as amended, as reflected in refer- 
ence (a), and (2) restrictions on official information which in the public 
interest should not be given general circulation, as reflected in reference (b). 
Subject to these limitations, matters of official record are made available to 
persons properly and directly concerned pursuant to regulations published 
in accordance with reference (f). For example, procedures for obtaining official 
records of the Office of Secretary of Defense are set forth in reference (g). 
Most information not available to the public is made available to the Con- 
gress, in confidence, in order to enable it to perform its functions. 
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V. FURNISHING INFORMATION TO CONGRESSIONAL COMMITTEES 


A. Department of Defense witnesses testifying before Congressional Commit- 
tees, or handling requests for information from the Legislative Branch, should 
bear in mind the above described Directives with respect to the need to protect 
certain types of information against public disclosure. Testimony as to infor- 
mation requiring protection under the above references shall only be given in 
closed Session. If information requiring protection is submitted in writing, it 
must be appropriately classified or otherwise marked. If the information is 
submitted orally, the Committee should be advised of the need for protecting 
the information from public disclosure. 

B. In the rare case where the same considerations which preclude making 
information public, raise a question as to whether particular information 
requested may be furnished to a member or Committee of the Congress, even in 
confidence, no final refusal to furnish such information shall be made until such 
eases have been submitted to the Secretary of the Military Department con- 
cerned or to the Secretary of Defense. In most cases, however, it may be pos- 
sible to satisfy the request through some alternate means acceptable to the 
Member or Committee and to the Department, thus rendering unnecessary any 
such submission. In the event this is not possible, and pending resolution of 
the question, the person testifying or responsible for replying to the request shall 
respectfully decline to furnish the information pursuant to the instructions in 
this Directive. The Assistant to the Secretary of Defense (Legislative Affairs) 
shall be kept informed with respect to any such submission to the Secretary of 
Defense. 

VI. SECURITY REVIEW 


To assure military security transcripts of testimony given by Department of 
Defense witnesses in closed sessions of Congressional Committees, when received 
for review, shall be referred to the witness for proofreading and shall be reviewed 
by the Office of Security Review for clearance prior to publication. Requests to 
Congressional Committees for deletion of material from transcripts prior to 
publication should be accompanied by an explanation of the reasons for such 
request. Written statements and charts prepared in advance for open session 
delivery shall be submitted for review as far as possible in advance of scheduled 
presentation, except as to general types of material as to which the Office of 
Security Review has indicated in advance that no such submission is required. 
All Department of Defense agencies are requested to provide immediate and full 
guidance and assistance in clearance of material when called upon by the Office 
of Security Review. 


VII. CONGRESSIONAL REQUESTS FOR INFORMATION TO BE FURNISHED CONSTITUENTS 


Replies to requests for information to be furnished constituents shall be fur- 
nished promptly. They shall be tested for release or limitations on dissemina- 
tion in the same manner as if the constituent himself had directly requested the 
information. If it develops the information cannot be released to the constituent, 
the Member of Congress requesting the information should be promptly advised 
that the information requested cannot be made available for the constituent and 
the basic reasons inhibiting such release. 


VIII. HANDLING OF CONGRESSIONAL REQUESTS 


A. All written Congressional requests for information shall be acknowledged 
within 48 hours. Whenever possible, the complete replies shall be provided 
within 10 working days of the receipt of the request. If the nature of the infor- 
mation requested renders a complete reply within 10 days impossible, the person 
requesting the information shall be advised, within the 10 days, via an interim 
reply, of a date by which the information will be supplied unless the fixing of 
such date within that period is not possible. (The requirements above shall not 
apply to requests for comments upon proposed or pending legislation which shall 
be handled in accordance with existing legislative procedures. ) 

B. In cases where it is believed necessary in order to enable the Department 
to promptly and adequate respond to Congressional requests, the inquirer should 


be requested to specify in writing, insofar as possible, the particular information 
or documents desired. 
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©. Procedures of Congressional Committees with respect to preparation and 

delivery of prepared statements will be compiied with to the maximum extent 
ible. 

PD. By reference (e) the Assistant to the Secretary of Defense (Legislative 
Affairs) is charged with the over-all responsibility for assuring the implemen- 
tation of policies and procedures governing legislative investigation of activities 
of the Department of Defense, including liaison with Congress in connection 
therewith and keeping appropriate Department personnel currently informed on 
the status of such investigations except for matters affecting budgets, appro- 
priations, and other related financial matters. Accordingly, copies of all com- 
munieations to and from the Congress with respect to any such investigations 
by Congressional Committees shall be furnished to the Assistant to the Secretary 
of Defense (Legislative Affairs). 


IX. IMPLEMENTATION 


Copies of inplementing or revised regulations or instructions shall be fur- 
nished to the Assistant Secretary of Defense (Public Affairs) and the Assistant 
to the Secretary of Defense (Legislative Affairs). 


X. Errective Date 


This Directive is effective immediately. 
C. E. Witson, Secretary of Defense. 


ENCLOSURE 5 


Coolidge Committee Recommendation Discussed : 

Recommendation 2h: “Avoid changing the scope of classified information 
to reflect temporary changes in emphasis in our foreign policy.” 

In considering this Recommendation I believe that we must first re-examine 
the basic principles involved in such classification. Executive Order 10501, in 
defining the categories of information affecting the national defense which must 
be protected specifically provides: 

Section 1. 

“(a) Top Secret . . . which could result in exceptionally grave damage 
to the Nation, such as leading to a definite break in diplomatic relations 
affecting the defense of the United States...” 

“(b) Secret ... which could result in serious damage to the Nation, such 
as by jeopardizing the international relations of the United States .. .” 
is “(e) Confidential . . . could be prejudicial to the defense interests of the 

ation.” 

Clearly, the dangers to be guarded against, as reflected in this Executive 
Order, are of a most serious nature and of vital importance to the preservation 
of this Nation and the safety of its citizens. 

The primary objective of our foreign policy is, in the last analysis, the pro- 
motion and maintenance of good relations among all nations to enable all to 
live in harmony with one another and to pursue their own peaceful aspirations. 
To help achieve this objective we must in our day-to-day conduct of foreign 
affairs deal with many matters concerning many nations, all involving delicate 
relationships and balances, which if not maintained, cannot only threaten the 
objective but more particularly our own security. 

Our ability to succeed in this objective is, of course, partly dependent on the 
state of our military capability and that capability is, conversely, partly de- 
pendent upon the state of our international relations. The two are interrelated 
and, in the world today, inextricably intertwined. 

Accordingly, the question of determining what information should be publicly 
disclosed as to plans, policies and operations in these two major areas affecting 
our security—and at what point in time—requires an application of judgment in 
the light of all the facts and a weighing of the relative security advantages and 
disadvantages of disclosure. No mathematical formula exists which will do this. 
Those charged with the serious responsibility for the decision as to whether or not 
to classify must accept that responsibility and make the decision with the 
assistance of the best qualified experts available to contribute to the formulation 
of a sound judgment. This is the method we follow and I know of no better way. 

In the light of the foregoing, my thoughts with respects to the specific recom- 
mendation of the Committee are as follows: In the sense that it implies that no 
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material should ever be classified at any time unless such classification is clearly 
warranted, I wholeheartedly agree. In the sense that the phrase “temporary 
changes in emphasis” implies that the scope of classification should be rigidly 
applied once the initial judgment is made, I disagree. Such a conclusion would 
completely overlook the variable nature of the factors on which a classification 
is based, and the corresponding requirement for changes in the scope of classifi- 
cation to adjust to these factors. 

It appears to me that reflection upon the often sudden and fast changing day- 
to-day developments in the field of foreign affairs will demonstrate the imprac- 
ticability of attempting to evolve any pat formula in terms of “temporary” or 
“emphasis” which will automatically determine whether classification is war- 
ranted and, if so, its extent. 


ENCLOSURE 6 


Coolidge Committee Recommendation Discussed : 

Recommendation 3d: “In case of a ‘leak’ appearing in the press which in- 
volves the disclosure of information which obviously gravely damages the 
security of the nation, and where the source of the ‘leak’ cannot be identified, 
we recommend that the author be summoned to testify in a grand jury 
investigation in order to discover the source of the ‘leak’.” 

In accepting the Coolidge Committee Report, I expressed serious reservations 
with respect to the advisability of implementing the foregoing recommendation. 
The new Directive on “Unauthorized Disclosure of Classified Defense Informa- 
tion” set forth under Enclosure 2 makes no direct reference to it. 

Unauthorized disclosures of classified defense information can stem either 
from a deliberate or inadvertent act on the part of some member of the civilian 
or military personnel of the Department of Defense, from defense contractor 
personnel, or from others who have authorized access to the information. Con- 
gress has made certain disclosures a crime. As Secretary of Defense I have a 
responsibility to ascertain that the laws enacted by the Congress are faithfully 
executed. Hence, it is an obligation of the Department in any such case to find 
the source, to eliminate the danger of future disclosures, and to discipline respon- 
sible personnel of the Department or recommend prosecution of such personnel 
and other persons to the Attorney General as the facts warrant. It is hoped that 
the machinery established by the new directive on “Unauthorized Disclosure of 
Classified Defense Information” will help to obtain these results. 

The authority to summon witnesses before a grand jury rests with the Depart- 
ment of Justice, or with a grand jury, which, regardless of the wishes of any 
department of the Government, can summon witnesses in the investigation of a 
crime under Federal law. In both instances the calling of a witness is subject to 
the supervision and safeguards of the court which impanels the jury. In any case 
in which the course of action recommended by the Coolidge Committee might be 
considered, the authority to act would not rest with the Department of Defense, 
but with the Department of Justice or a grand jury, as the case may be. 


EX\NCLOSURE 7 


Coolidge Committee Recommendation Discussed : 

Recommendation 8a: “All interviews by the press with members of the 
Department of Defense in the Washington area should be arranged through 
the Office of Public Information and, if so requested by the person to be 
interviewed, a representative of that Office should attend the interview.” 

The Committee, in so recommending, expressed the view that the Office of 
Public Information (OPI) cannot effectively perform its proper function unless 
it has at least general information as to who has been interviewed by the press, 
particularly if it is unable to assist in such interviews upon request. 

I certainly agree with the Committee’s objective. However, I do not believe 
it should be accomplished by a mandatory requirement. It is the policy of this 
Department that OPI will undertake to arrange interviews upon media request 
and that it will make a representative available to attend the interview if 
os a media or the person to be interviewed feels such attendance would 

pful. 

It appears to me that a requirement that all press interviews must be 
arranged through OPI, could seriously hamper, and delay unnecessarily, the 
flow of information between the Department and the media, because of the 
important time element in the acquisition and dissemination of information— 
particularly to the press, radio and TV—as well as within the Department itself. 
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With respect to attendance at interviews by OPI representatives, I believe the 
present policy, under which they are available to attend at the request either of 
the media or the person to be interviewed, is best. Mandatory attendance, no 
matter how well intentioned, could easily be misconstrued as “monitoring” or 
“censorship” and indicative of a lack of confidence in either the media repre- 
sentative or the person being interviewed. I think such mandatory attendance 
is undersirable and unnecessary. 


ENCLOSURE 8 


Coolidge Committee Recommendation Discussed : 

Recommendation 8b: “A forceful statement outlining the difference be- 
tween ordinary peace and the present situation from the point of view of 
information security should be prepared and given wide distribution to the 
pr ” 

It is believed that this Recommendation and the Coolidge Committee back- 
ground discussion point up the importance under present conditions of exercising 
extreme care in safeguarding military security information. I feel certain that 
the general public, including the information media, are well aware of the need 
for vigilance in this regard, imposed by present international tensions, and 
accordingly, I do not consider that any formal statement reiterating this is 
necessary. 

ENCLOSURE 9 


Coolidge Committee Recommendation Discussed : 

Recommendation 8c: “When a request by the press for the release of infor- 
mation is denied on the ground that the information is classified, the press 
should be told why it is classified. The bald statement that it is classified 
often creates in their minds the feeling that the refusal is wholly arbitrary 
Of course, in some cases the full background is too sensitive to be disclosed. 
Nevertheless, we think more can be done along these lines.” 

I strongly concur in the objective of this recommendation. Properly carried 
out, it should help to remove misunderstanding which often occurs when infor- 
mation is withheld for military security reasons. The existing policy of the 
Department, in this regard, is that where release or publication of particular 
information is determined to be objectionable from the standpoint of military 
security, advice of such determination to the person who made the request or 
submitted the material for review should include a brief explanation of the basic 
reasons for the determination to the extent permitted by military security con- 
siderations. This policy should be adhered to to the maximum extent possible. 
It is recognized, of course, that there will be many situations where full disclosure 
of the reasons underlying the determination cannot be made without such dis- 
closure itself violating security, and in those cases the person concerned should 
at least be advised to that effect. 


ENCLOSURE 10 


Coolidge Committee Recommendation Discussed : 

Recommendation 9: “Implementation of the recommendations of this re- 
port should be concentrated on the Washington area.” 

Since all basic policies and programs of the Department are formulated and 
promulgated in Washington headquarters, and since the overall responsibility 
for execution also rests in Washington headquarters, implementation must be 
initially effected at Washington by the responsible officials of the Department 
and its constituent agencies. 

This is not to imply, however, that these policies are not applicable to field 
activities. On the contrary, success of such programs depends on the fullest 
possible implementation throughout the Department, both here and in the field. 
For this reason I have purposely not limited the application of any of the policies 
issued in implementation of the Coolidge Committee recommendations to the 
Washington area. 
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Department of Defense Implementation of Recommendations of 
Coolidge Committee on Classified Information 


(PART 2) 
JULY 1957 


THE SECRETARY OF DEFENSE, 
Washington, D.C., July 8, 1957. 


MEMORANDUM FOR The Secretaries of the Military Departments 
The Assistant Secretaries of Defense 
The General Counsel 
The Assistants to the Secretary of Defense 
The Chairman, Joint Chiefs of Staff 
Subject: Implementation of Coolidge Committee Report. 


Supplementing my memorandum to you, dated March 22, 1957, I am attaching 
hereto my comments and revised directives with respect to the remaining twelve 
recommendations of the Coolidge Committee on Classified Information. 

As in the case of the implementation of the earlier recommendations dealt 
with, it is requested that you assure that all personnel under your respective 
jurisdictions are familiar with these actions. 

This completes action on the specific Coolidge Committee recommendations, 
as such. However, continuing emphasis must be given to the overall matters 
of maintaining and improving, wherever possible, our policies and procedures, 
with respect to keeping the public informed as to the Department’s activities, 
while at the same time safeguarding information which requires protection. 
Accordingly, it is expected that you will submit from time to time such recom- 
mendations in this regard as you find appropriate. In this connection, it is 
desired that particular attention be given to the recent recommendations of the 
Wright Commission on Government Security, concerning document classifica- 
tion and related information matters, which I have already asked you to study. 

C. E. Witson, 
INDEX 


Subject or title of related directive 


Enclosures and Revised Directive on ‘Safeguarding Official Information 
in the Interests of the Defense of the United States”. 

Enclosures and Amendment to Directive on ‘‘ Release to the Public of 
Information on Guided Missiles, Military Aircraft, Associated Power- 
plants, ore and/or Accessories”. 

res 13 and 14: 
Comment on the release of information as to the existence and general 
nature of differences of opinion aren the several 
Comment on improving safeguarding of classified information in 
possession of industry. 


EXNcLosvure 11 


Coolidge Committee Recommendations Discussed : 

Recommendation No. 1. “We recommend that a determined attack be 
made on overelassification. We think this should be spearheaded by the 
responsible heads within the Department of Defense, from the Secretary of 
Defense down, registering a keen interest in information security.” 

Recommendation No. 2a. “Extend the use of classification guides now 
existing in several technical fields to other areas, and supplement the regu- 
lations covering general classification by developing guidelines and listing 
typical examples for each category of classification.” 

Recommendation No. 2b. “Carry down the line Recommendation. No. 1 
made with respect to top officials, that superiors throw back overclassified 
matter received from subordinates.” 

Recommendation No. 2c. “Cut down the number who are authorized to 
classify information as Top Secret and to receive copies of Top Secret 


papers.” 
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Recommendation No. 2d. “Require that each program or order susceptible 
of such treatment contain a special paragraph dealing with information 
security.” 

Recommendation No. 2e. “Make wholly clear that the classification system 
is not to be used to protect information not affecting the national security, 
and specifically prohibit its use for administrative matters.” 

Recommendation No. 4b. “In cases where it is clear, from a ‘leak’ or 
otherwise, that an individual has not accepted a decision reached by the 
Secretary of Defense or higher authority, we recommend that prompt and 
cE apes action be taken, whatever the rank of the individual 
may ” 

Recommendation No. 4c. “Commanding Officers should be held responsi- 
ble for security derelictions within’ their commands.” 


CONSOLIDATION AND MODERNIZATION OF CLASSIFICATION DIRECTIVES 


All of the above recommendations are of a substantive nature and basically 
have been accepted for incorporation into the security policies relating to the 
safeguarding of classified defense information. Heretofore, these policies have 
existed in a multiplicity of DOD Directives and Memoranda, a situation which 
has made it difficult for all but the professional security official to find <7 
access to such policies. This has increased the complexity of administering this 
program and has hindered operating personnel in keeping abreast of changes 
in security doctrines as they occur. 

To overcome.this deficiency, and at the same time implement the Recommen- 
dations cited above, all DOD policies relating to the safeguarding of classified 
information have been reviewed for accuracy and propriety, brought up to date 
with current Government policy in this area and assembled into one document. 
New text material has been added where appropriate to incorporate the intent 
of the above Recommendations, 

The issuance of a new Directive as ontlined above should be most helpful in 
the security indoctrination of new personnel and in keeping all others current 
with the requirements for safeguarding official defense information. 


wi eit 


DEPARYMENT OF DEFENSE Tiaxorive. 


Subject: Safeguarding Official Information in the Interests of the Defense of 
the United States 
(Omitted: reprinted at page 228) 
App. (3), Encl. 1 
5200.1, July 8, 57 


AupIT ACTIVITIES OF THE GENERAL ACCOUNTING OFFICE 


There appears to be a general need for better understanding on the part of 
many elements of the Department of Defense not directly engaged in financial 
management regarding the role of the General Accounting Office with respect to 
activities of this Department. 

As an agent of the legislative branch of the Government, the Comptroller 
General has from time to time been given extremely broad statutory authority to 
review the activities of executive agencies. Important among the various statutes 
are Sections 312(a) and 318 of the Budget and Accounting Act of 1921, Section 
206 of the Legislative Reorganization Act of 1946, Section 206(c) of the Federal 
Property and Administrative Services Act of 1949, and, most recently, Sections 
111(d) and 117(a) of the Budget and Accounting Procedures Act of 1950. 

Since initiation of the Joint Accounting Program by the Comptroller General, 
the Bureau of the Budget, and the Treasury Department, the Comptroller Gen- 
eral has adopted a progressively greater cooperative and constructive approach 
to the carrying out of his audit responsibilities. The result, in a majority of in- 
stances of inadequacies in accounting and internal control, has been correction 
of the deficiencies through cooperation with the agency staffs rather than mere 
reporting thereof to the Congress. This is a desirable procedure. 
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In carrying out its audit responsibilities, the General Accounting Office is 
departing as rapidly as practicable from the centralized and detailed examina- 
tion of vouchers and is beginning to use a so-called comprehensive audit approach. 
The comprehensive audit is performed as nearly as may be at the site of opera- 
tions. Its scope covers the agency and its activities as a whole and the extent 
of detailed examination work is determined by the adequacy of the management 
eontrol exercised. Thus, an important initial element of this approach is an 
évaluation of the internal or management controls surrounding each activity. 
The survey of management controls will consist of obtaining and evaluating 
information as to the history, purpose, authorities, organization, activities, 
policies and procedures of an agency, together with a review of its operating 
results. Essentially the objectives of this work are to determine (1) What the 
agency is supposed to do and how it does it, and (2) the degree to which the 
agency exercises effective control over its resources and activities. In order to 
test the effectiveness of internal control, it will be necessary to perform various 
audit steps such as reviewing, analyzing, and testing accounting data, property 
records, budgetary statements, and other supporting evidence covering program 
operations, including non-appropriated fund activities which are carried on as a 
direct or quasi-official responsibility of the department concerned. 

The comprehensive audit program is carried out by the Defense Accounting 
and Auditing Division of the General Accounting Office; however, inspections 
and special investigations performed by the Office of Investigations of that 
Office are closely related to the comprehensive audit program. The Comptroller 
General’s over-all objective in the field of accounting systems development also 
is coordinated with the comprehensive audit program and is carried out by the 
Accounting System Division of the General Accounting Office. All of these 
activities can contribute much to improvement of our systems of accounting and 
internal control. 

The Comptroller General recognizes that the primary responsibility for estab- 
lishing and maintaining adequate systems of accounting and internal control 
rests with the agencies themselves. As we within the military establishment 
improve internal controls and extend internal auditing, the General Accounting 
Office anticipates that its activities can be reduced considerably. Even without 
this incentive, the establishment of such controls is required from the stand- 
point of good management practice by the Budget and Accounting Procedures 
Act of 1950, and by the National Security Act, as amended. 

Representatives of the Comptroller General, as indicated in the attached list, 
should be given full cooperation at all levels in the course of their work, and 
reports thereon should receive adequate aid prompt attention. 
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List oF GENERAL ACCOUNTING OFFICE OFFICIALS AUTHORIZED To CERTIFY 
SECURITY CLEARANCES 


Accounting and Auditing Organizations 
Directors 
Deputy Directors 
Associate Directors 
Assistant Directors 
Regional Managers 
Boston, Mass. 
New York, N.Y. 
Philadelphia, Pa. 
Richmond, Va. 
Atlanta, Ga. 
Detroit, Mich. 
Cleveland, Ohio 
Dayton, Ohio 
Chicago, Tl. 
St. Louis, Mo. 
New Orleans, La. 
St. Paul, Minn. 
Kansas City, Mo. 
Dallas, Texas 
Denver, Colo. 
Seattle, Wash. 
Portland, Oreg. 
San Francisco, Calif. 
Los Angeles, Calif. 
Director, Claims Division 
Director, European Branch 
Director, Far East branch 
Director, Division of Personnel (or the Acting Director in the absence of 
the Director ) 
Director, Transportation Division 


App. (4), Encl. 1 
5200.1 July 8, 57 


PoLicY AND PROCEDURE GOVERNING Use or Cope Worps* 


ENCLOSURE 12 


Coolidge Committee Recommendation Discussed : 

Recommendation 2f. “Cease attempts to do the impossible and stop classi- 
fying. information which cannot be held secret.” 

Executive Order 10501 is designed to safeguard equipment and information 
requiring protection in the interests of national defense against coming into 
possession of potential enemies. The classification system established under 
the Executive Order provides means of accomplishing this in connection with 
o physical transmission, handling and storage of such equipment and informa- 

on. 

Clearly, use of the classification system presupposes an ability to control 
access to the particular equipment or information classified. Classification 
without such control is an empty gesture, is futile and only serves to generate 
disrespect for the security program in general. 

The attached amendment to existing Department of Defense Directive 5230.12, 
emphasizes the necessity of considering the element of feasibility of protection 
from the outset, and also provides specific authority for declassification at any 
time when circumstances render continued classification unrealistic in the light 


of general public accessibility to the particular classified equipment or infor- 
mation. 


1 Omitted, reprinted at page 245. 
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DEPARTMENT OF DEFENSE 
DIRECTIVES SYSTEM TRANSMITTAL 


NUMBER DATE | O1STRIBUTION 


5230,12 - Chl July 8, 1957 | 8200 


ATTACHMENTS 


Pages 3 and 4 to DoD Directive 5230,12 


INSTRUCTICNS FOR RECIPIENTS 


The following page changes to DoD Directive 5230,12, "Release to the Public 
of Information on Guided Missiles, Military Aircraft, Associated Powerplants, 
Components and/or Accessories", March 27, 1956, have been duly authorized: 

Remove: Page 3, March 27, 1956 

Insert: Attached Pages 3 and 4 


Amendments appear on Pages 3 and 4, and are indicated by marginal asterisks, 


Tyran 2¢ forbs 
MAURICE W, ROCHE 
Administrative Secretary 


WHEN PRESCRIBED ACTION HAS BEEN TAKEN, THIS TRANSMITTAL SHOULD BE DESTROYED. 
OBSOLETE. 
SD ‘ el 1061 PREVIOUS EDITIONS ARE u 


Mareh 27, 56* 
' '.§280.12 


D. Information pertaining to military aircraft, guided, missiles, powerplants, 
components and/or accessories which have been cancelled, discontinued, com- 
pleted or are beyond the phases outlined in the attached appendices will be 
considered for public release on an individual basis. 


1 Revised July 8, 57. 
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IV. FEASIBILITY OF PROTECTION 


The objective of the Classifiction System is to safeguard information requiring 
protection in the interests of national defense. However, in some instances, 
the development, production or testing of classified military equipment will, of 
necessity, expose the product to public view to the extent that particular 
information (such as the external configuration of an aircraft) may no longer 
be protected, and hence, should be declassified. The decision in such cases as 
to declassification of the equipment or information to the extent actually neces- 
sary for, or as a result of, development, production or testing, must be approved 
in advance by the Office of Security Review, Office of the Assistant Secretary 
of Defense (PA). Advance security planning of programs concerning the 
development, production and testing of such classified equipment should provide 
for all feasible steps, including advance selection of suitable locations enabling 
maximum concealment and control, calculated to preserve the ability to protect 
all classified information relating to such equipment for as long as public 
disclosure could be prejudicial to the defense interests of the Nation. 


Vv. IMPLEMENTATION 


The Secretaries of the Military Departments will issue instructions to imple- 
ment this directive. Implementing directives should reemphasize the neces- 
sity for subcontractors to coordinate with prime contractors on matters pertain- 
ing to release of information on subjects-covered by this directive. 


VI. EFFECTIVE DATE 


This Directive is effective as of this date. In accordance with Section VII, 
DOD Directive 5025.1, dated January 31, 1956, three copies of the proposed 
implementation of the Directive on Release of Information will be forwarded, 
within 30 days, to the Assistant Secretary of Defense (PA), for review and 
approval prior to their issuance by the Military Departments. aw 

C. E. Witson. 


BEyciosure 13 


Coolidge Committee Recommendation Discussed : 

Recommendation 2g: “Improve procedures for releasing information as 
to the existence and general nature of. differences of opinion between the 
several Services to permit. authorized representatives to express Service 
views without disparaging their sister Services, and without, of course, dis- 
closing information which. is classified for reasons other than differences in 
military concept between the Services.” .. 

I agree with the Committee’s conclusion that “it.is futile and harmful to try 
ry wy Pig existence and general nature of Service differences.” They are 
a fact of life. 

Service rivalry is a natural manifestation of a vigorous defense organization ; 
but when—whether in an excess of zeal or out of carelessness—a member of 
one Service disparages a. sister Service or reveals information of a security 
nature, it impairs our defense effort. As never before in our history, our 
survival depends upon Service teamwork. 

I share the Committee’s concern with this problem of disparagement. How- 
ever, I do not think it is possible, through issuance of a directive, to legislate 
good judgment. The Department of Defense places only two restrictions upon 
its military and civilian personnel with regard to public discussion of its plans 
and operation, namely : 

(1) They must not reveal military information or non-military informa- 
tion which is protected in the public’s interest pursuant to Constitutional 
and statutory authorities. 

(2) They must acquit themselves with the same propriety expected of 
employees of any organization, public or private. Once policy has been 
decided upon, Defense personnel are expected to carry it out loyally. 

In my experience, a healthy difference of opinion among people who have a 
common objective is a sound thing. In fact, it would be surprising if, in view 
of the tremendous problems with which we confronted, there were no 

disagreements. 
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The problems created by the current international situation and by our 
rapidly advancing technology require the thorough consideration of all possible 
points of view and alternative courses of action. Any other course might be 
fatal to the security of our country and would be contrary to the traditions to 
which we adhere. 

Our Government is a Government of checks and balances. The President 
eannot do certain things without checking with the Congress. Within the 
Executive Branch, policies are coordinated with all the Departments concerned, 
and decisions are reached after all have had their say. We follow the same 
procedure within the Department of Defense. 

The final decisions will not always completely satisfy everybody concerned. 
In an organization composed of people working for a common purpose, these 
decisions should be accepted in the knowledge that they were reached after full 
consideration of all points of view and a realization that the decisions can be 
reconsidered at any time if new facts are discovered which bear upon the 
problems. 

I believe that ample opportunity exists for the Services to express their 
opinions. Accordingly, I see no need for additional procedures in this matter. 


EXNcLosure 14 


Coolidge Committee Recommendation Discussed : 

Recommendation No. 6a: “More effective efforts should be made to edu- 
cate officers of offending companies, followed, if necessary, by the withdrawal 
of clearance of offending individuals, plus in extreme cases diversion of 
future business.” 

Recommendation No. 6b: “We recommend that the Department of Defense 
take vigorous measures to step this of ‘leak’, and suggest that strength- 
ening amendments to the Industrial Security Manual designed to limit to 
unclassified information the information obtainable from contractors and 
subconstractors by representatives of trade and technical journals would 
be an effective method to accomplish the desired result.” 

I concur in the view that more effective efforts are needed to prevent unauthor- 
ized disclosures of classified information, whether inadvertent or otherwise, by 
Department of Defense contractors. Although there appears to be no finding of 
a deficiency in the Departmental regulations prescribed for the industrial security 
program, the enforcement of contractual obligations for the security of classified 
information and the continuous solicitation of industry’s fullest cooperation and 
the need to assist industry in this matter, must be given greater emphasis. 

Above all, the Department must recognize that the patriotism of our industry 
and its personnel is unquestioned and that we in DOD have the obligation to 
acquaint industry with our needs in the security field and the reasons therefor 
and to assist industry with its problems in this field if we are to enable industry 
to cooperate. It must be recognized that industry and Government have a part- 
nership responsibility with respect to safeguarding defense information. 

The military departments and the appropriate offices of the Office of the Secre- 
tary of Defense should, on a continuing basis, keep these contractors advised of 
this Department’s concern for the unauthorized disclosure of classified defense 
information and its determination to take appropriate action with respect to 
any such disclosures. In this connection, I desire that Department of Defense 
contractors be made acutely aware of the fact that such disclosures, if sufficiently 
serious, are grounds for withdrawal of security clearances of offending individuals 
and, in extreme cases, for denying a company an opportunity to participate in 
future Government contracts, as well as for prosecution. 

For example, all meetings, seminars, instructional curricula, publications, and 
other media by which the DOD performs liaison with its contractors should 
emphasize the importance of protecting the secrets with which its contractors 
are entrusted. The contractor and his subcontractors must be reminded of the 
fact that they are specifically prohibited, without prior approval of the Depart- 
ment of Defense, from including in any advertisement, reports to stockholders or 
other material which is released through any media, any direct or indirect refer- 
ence to contract work being done for the DOD in the development, production, 
or servicing of any classified item. This will include broad categories of produc- 
tion as well as specific end items or components, when the contractor is the sole 
producer of that category. Additionally, to further reduce the potentialities of 
disclosing prohibited information, companies holding classified defense contracts, 
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or performing work on classified items, must understand that they are required 
to control, in the strictest manner, visits to manufacturing plants performing 
clasified work or contracts and conversations with such manufacturer's per- 
sonnel by representatives of the press, trade and technical journals. 

With respect to assuring prompt and effective enforcement of security, it is 
of the gravest importance that when an unauthorized disclosure of classified 
information has been discovered which apparently emanates from an industrial 
source, immediate and vigorous investigative action must be initiated with a 
view toward determining the cause and establishing both company and personal 
responsibility for the breach. The military department which holds the contract 
should initiate prompt investigation of any such breach, and in case another 
military department has security responsibility relating to the contract facility, 
it shall, upon request, assist the contracting Department in such investigation. 
At the conclusion of such an investigation, when warranted, appropriate dis- 
ciplinary measures should be taken against responsible Defense personnel, as 
well as against the contractor involved. And in every case in which a deficiency 
in security procedures has been detected, immediate corrective action should 
also be taken. 

It will be recalled that on 22 March 1957 a Directive was issued relating to 
the responsibilities of the General Counsel, Office of the Secretary of Defense 
for supervision of investigations of unauthorized disclosures of classified infor- 
mation. That Directive should prove of considerable assistance in strengthening 
our administration of the industrial security program. 


DEPARTMENTAL MEMORANDUM 


Tue Secretary or DEFENSE, 
Washington, June 11, 1958. 


Memorandum for The Secretary of the Army 
The Secretary of the Navy 
The Secretary of the Air Force 
Assistant Secretary of Defense (PA) 


SUBJECT : PUBLIC AFFAIRS ACTIVITIES OF THE DEPARTMENT OF DEFENSE 


The President, in his message to the Congress of April 3, 1958, stated : 

“I have directed the Secretary of Defense to review the numbers as well as the 
activities of personnel of the various military departments who engage in legis- 
lative liaison and public affairs activities in the Washington area. I have re- 
quested that the act, without impeding the flow of information to the Congress 
and the public, to strengthen Defense Department supervision over these activities 
and to move such of these personnel and activities as necessary into the Office of 
the Secretary of Defense.” 

The basic purpose of the Public Affairs activities of the Department are sum- 
marized in DOD Directive 5122.5, dated August 17, 1957, which states: 

“The basic functions of the Office of Public Affairs are to assist the Depart- 
ment of Defense in fulfilling its obligation to keep the public informed as to its 
activities to the maximum extent consistent with national security; to assure 
prompt and accurate response to inquiries concerning such activities; to facili- 
tate public understanding of the aims, activities and needs of the Defense De- 
partment ; and to provide liaison and cooperation with information media repre- 
sentatives and national and civic organizations with respect to matters pertaining 
to the Defense Department.” 

This Directive also states that the Office of Public Affairs has the responsi- 
bility to: 

“stablish and assure the implementation of all Publie Affairs policies and 
procedures of the Department of Defense and assure the integration of all De- 
partment of Defense Public Affairs plans, programs and related activities.” 

The Assistant Secretary of Defense for Public Affairs is hereby directed to ini- 
tiate, in consultation with the Secretaries of the Military Departments, appro- 
priate actions to carry out the President’s wishes in the Public Affairs area. 

It is desired that the necessary steps be taken to assure the objectives that 
there be a more effective, orderly, integrated, and efficient Public Affairs operation 
on behalf of the entire Department of Defense, including the Army, Navy, Air 
Foree and Marine Corps; that unnecessary duplication be eliminated; that 
channels of information services between the sources of information and the 
public or media be simplified ; and that the rendering of Public Affairs services 
and the flow of news be expedited. 
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Initially, the following steps shall be taken as soon as practicable: 

1. The Chiefs of Information of the Military Services and their staffs should 
be brought into the closest possible day-to-day operating relationship with each 
other and with the Office of the Secretary of Defense. To assist in this there is 
hereby established, as an advisory group to the Assistant Secretary of Defense 
for Public Affairs, a Joint Information Council consisting of the Assistant 
Secretary of Defense for Public Affairs, as Chairman, the Deputy Assistant 
Secretary, and the Chiefs of Information of the Army, Navy, Air Force and 
Marine Corps. This Council shall meet at the call of the Chairman. Service on 
the Council by representatives of the Military Services shall constitute joint 
service within the criteria provided by the Secretary of Defense in DOD Directive 
1320.4, dated April 25, 1958, setting forth prerequisites for promotion to general 
and flag rank and assignment of such officers. 

2. There shall be established in the office of the Assistant Secretary of De- 
fense for Public Affairs an Office of Plans and Programs to assist in a 
integrated planning and implementation of public affairs activities of the De 
partment of Defense, including the Military Services. The staff of this office 
shall include at least one officer from each of the four Military Services who 
shall be assigned to the Office of the Assistant Secretary of Defense for Public 
Affairs. ; . +) 

8. The Assistant Secretary of Defense for Public Affairs, in consultation with 
the Service Secretaries, shall make a detailed re-examination of public affairs 
activities of the Department and he shall submit to me within sixty days recom- 
mendations for such further organizational changes, including consolidations or 
relocation of functions and personnel, as he deems desirable to improve those 
activities. 

It is essential that in accomplishing the stated objectives there be no impair- 
ment of continued service to the public and the information media. 


Net McE3roy. 





OFFICE OF DEFENSE AND CIVILIAN 
MOBILIZATION 


Juny 22, 1958. 
Hon. Tuomas C. Henntnes, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Hennineos: Your letter of June 26 to Mr. Gordon 
Gray has come to my attention as Mr, Gray’s successor under Reorgani- 
zation Plan No. 1 of 1958. Your letter asks the following questions in 
connection with the current study on the subject of freedom of informa- 
tion by the Constitutional Rights Subcommittee #" "(0 8 Hm 

1. What types of information and records in’ the possession of 
your department or agency are not available to members of the 
public or press upon request ? 

2. On the basis of what authority do you withhold: such infor- 
mation or limit the availability of such records 

Subject to necessary limitations imposed by the cost of extensive 
reproduction and distribution, the only information and records in the 
possession of this ageney which are not available to members of the 
public or press are information and records the disclosure of which 
would be cont to the public interest. .As you know, this general test 
is commonly broken down into several categories. I believe that the 
following is reasonably descriptive of such categories : 

, 1, Information. the disclosure of which would impair the na- 
tional security: This involves information “classified” pursuant 
to Executive Order 10501. A copy of the Executive order is at- 
tached." 

2. Information the disclosure of which would unfairly prejudice 
the rights of private persons. This information is commonly re- 
ferred to as “business confidential” and there are several statutes 
requiring nondisclosure. Examples are 18'U.S.C. 1905, section 
705(e) of the Defense Production Act, and. seetion.6103(a) of the 
Internal Revenue.Code..._. , 

3. Information the disclosure of, which would prejudice. the 
operation of Government. ! This information is sometimes charac- 
terized as “for official use only” and there is enclosed’ a cépy of a 
general administrative order on the subject. A dubatauiial bidy 

ress and public, but the authority for its confidentiality varies 
_ Trom case to case. The common élement if all cases is the’ public 
interest. ‘Some éxamplesare;) . ne Ae 
(2 orking papers and drafts which contribute to, the 
making of a decision but are not part of that decision. 


of precedent exists for keeping this type of information. from the 


1 See p. 667, this volume. 
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(6) Plans for action, such as a procurement program, 
knowledge of which could frustrate the program or result in 
a higher cost to the taxpayer. ‘ 
(c) Advice and opinions exchanged among responsible 
Government officials which do not comprise the taking of 
official action. 
(d) Reports of investigations in criminal, security, and 
certain other types of cases. 

It is apparent that any attempt to differentiate these various types 
of information will involve exceptions and overlaps. For example, 
a report of investigation in a security case may have to be closely held 
in the Government’s interest, which puts it in category 3 above. At the 
same time the same report may carry unsubstantiated allegations the 
publication of which would be prejudicial to the person being investi- 
gated, and this circumstance would bring the report within the limits 
of category 2 above. 

If I can be of any further assistance to the subcommittee I hope you 
will not hesitate to call upon me. 

Sincerely, 
Leo A. Horen. 
(Followimg is the text of the administrative order cited. ) 


GENERAL ADMINISTRATIVE OrpeR-II-—4 


BEXEcurTIvE OFFICE OF THE PRESIDENT, 
Orrice or DreFENSE MOBILIZATION, 
February 10, 1956. 


Subject: Policy Concerning Release of Office of Defense Mobilization Informa- 
tion Not Within the Purview of Executive Order 10501 


Section 1. The purpose of this policy is to assure the proper custody, preser- 
vation and use of official information which requires protection in the public 
interest but which is not within the purview of Executive Order 10501. 

Section 2. Records and files of an executive agency of the Government are 
generally open to inspection by persons having a legitimate interest in such 
records and files. Principal exceptions to the general rule are statutory restric- 
tions and determinations by the head of an agency that restrictions are required 
in the public interest. 

Section 3. The use of the expression “for official use only” to identify docu- 
ments not within the purview of Executive Order 10501, as amended, but requir- 
ing protection pursuant to statute or in the public interest, is proper. Such 
information includes, but is not limited to the following: 


a. Information received in confidence from private individuals, firms, or 
organizations in connection with bids and proposals, such as “trade secrets,” 
business data, and reports of a financial nature. 

b. Reports of investigations which are, or may reasonably be expected to 
be, connected with any litigation or proceedings before Federal or State 
courts or boards. : 

e. Advance information on proposed plans to procure, release or otherwise 
acquire or dispose of materials or facilities, knowledge of which would pro- 
vide undue or discriminatory advantage. 

d. Documents relating to proposed plans, internal management, or policy 
development when disclosure would adversely affect the conduct of Govern- 
ment business. 
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Section 4. Information for official use only, as described above, shall not be 
released without the approval of the Director, whether or not it is marked with 
the words “FOR OFFICIAL USE ONLY.” 

Section 5. Information for official use only, as described above, may be marked 
“FOR OFFICIAL USE ONLY” as a precaution against disclosure whenever 
warranted by the distribution or use of the information. Such marking is not a 
classification and does not increase or reduce the protection which a document 
must be given. 

Section 6. This order is effective immediately. 


Arrnur 8S. Fremmine, Director. 





DISTRICT OF COLUMBIA REDEVELOPMENT 
LAND AGENCY 


Joy 11, 1958. 
Hon. Tuomas C. Henninos, Jr., 

US. Senate, 

Subcommittee on Constitutional Rights, 
Washington, D.C. 

Dear Mr. Henninoes: Your letter regarding the study being con- 
ducted by the Constitutional Rights Subcommittee, addressed to the 
Chairman of the Agency, has been referred to me for reply. The 
following questions were posed in your letter : 

1. What types of information and records in the possession 
of your department or agency are not available to members of 
the public or press upon request ? 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

It might be ae oe to point out that the District of Columbia Re- 
development Land Agency is a Federal agency carrying out the slum 
clearance and urban renewal work in the District of Getanhie pur- 
suant to the District of Columbia Redevelopment Act of 1945, as 
amended, and as such is not a regulatory agency with rulemaki 
on and does not publish rules, orders, regulations, directives, an 
the like. 

The functions of this Agency are carried on primarily through 
contractual relationships with the Housing and Home Finance 
Agency and by lease or sale agreements with prospective redevelopers. 

1 other types of activity of a professional or technical nature per- 
formed for this Agency by private parties are controlled by con- 
tractual agreements. These contracts and agreements are available 
to the public. 

Generally speaking, the only type of information which is not 
available to the public or the press consists of investigative reports, 
e.g., reports concerning noncompliance by an Agency contractor with 
the provisions of his contract, financial statements, or information 
relating to operating techniques of private parties, etc., which is 
specifically prohibited by statute (18 U.S.C. 1905). 

There are also various types of information filed with this Agency 
which are not available to the public by virtue of the provisions of 
Executive orders, directives, or regulations. —— of prohibitory 

rovisions which by their nature include general descriptions of the 
inds of matters which may not be made available to the public are 
as follows: 

1. Executive Order No. 10450 of April 27, 1953 (18 F.R. 2489, 
Apr. 29, 1953; also in Federal Personnel Manual, ch. Z1 195) 

324 
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dealing with security requirements for Government employment, pro- 
vide that reports and other investigative material and information is 
to remain the property of the investigative agencies conducting the 
investigations, but may, subject to consideration of national security, 
be retained by the department or agency concerned; and that such 
reports and other investigative material and information shall be 
maintained in confidence and no access shall be given thereto except 
with the consent of the investigative agency concerned to other de- 
partments and agencies conducting security programs as may be 
required for the efficient conduct. of Government. business. 

2. The Civil Service: Commission, acting under the authority of 
Executive Order No. 10561 of September 13, 1954 (19 F.R. 5963; Fed- 
eral Personnel Manual, ch. Zl 183). has. issued instructions. to 
agencies to control the review of material in personnel folders, includ- 
ing examination papers and other material attached to applications 
and medical documents. See Federal Personnel Manual R. 135-36. 

3. Executive Order No. 10501 of November 5, 1953 (18 F.R. 7049), 
authorizing the classifying of defense information or material by 
specified categories of agencies and in certain ways, provides that 
knowledge or possession of classified defense information shall be 
permitted only to persons whose official duties require such access in 
the interest of promoting national defense and only if they have been 
determined to be trustworthy. It also prohibits the dissemination of 
classified information outside the executive branch except under con- 
ditions or through channels authorized by the head of the disseminat- 
ing agency. 

I might also point out that since the Agency may sue and be sued 
in its own name and acquire real property under the power of eminent 
domain pursuant to the District of Columbia Redevelopment Act of 
1945, as amended, and therefore the Agency is often a party to litiga- 
tion, principally in condemnation proceedings. All documents, 
records, appraisal reports, etc., which the cy May use as evidence 
in support of its case and in the conduct of the trial is not available 
to the public or the press. Of course, the use of depositions, inter- 
rogatories, and subpenas under the general discovery rules as set 
forth in the Federal Rules of Civil Procedure is the proper judicial 
procedure to obtain such information. 

Ordinarily all information and records in the possession of this 
Agency are readily available to the press or the public unless there 
is a specific prohibitory statute or a directive from another Federal 
agency to the contrary. 

Our general policy is to make our activities a matter of public 
information by way of open meetings of our Board of Directors, 
public hearings (as required by our enabling act), public speeches, 
and the like. 

I sincerely hope that this letter will be sufficient for the purposes of 
the study being conducted by your committee and if we can be of 
further assistance please do not hesitate to call upon us. 

Sincerely, 


Jonn R. Searves, Jr., Executive Director. 





EXPORT-IMPORT BANK OF WASHINGTON 


Wasurtneton, D.C., July 14, 1958. 

Hon. Tuomas C. Henninos, Jr., 

Chairman, Committee on the Judiciary, Subcommittee on Constitu- 
tional Rights, U.S. Senate, Washington, D.C. 

Dear Senator Hennes: In the absence of Mr. Samuel C. Waugh, 
President of the Export-Import Bank, I have for reply your letter of 
June 26, 1958, addressed to him inquiring with respect to types of 
information and records in the possession of this agency, which are 
not available to members of the public or press upon request. In 
this connection it is believed appropriate first to explain the opera- 
tions of the Bank and the publicity given thereto. 

The Export-Import Bank Act of 1945, as amended, created the 
Bank as a corporation and an agency of the United States of America 
with the objects and purposes to aid in financmg and to facilitate 
exports and imports and the exchange of commodities between the 
United States or any of its territories or Insular possessions and any 
foreign country or the agencies or nationals thereof. The Bank is 
authorized aitenpowered to do a general banking business except 
that of circulation, under the management of a Board of Directors, 
assisted by corporate officers. The Bank is required to transmit to the 


Congress semiannually a complete and detailed report of its opera- 
tions, which report is a public document. 

The semiannual report to the Congress is made available to the 
public. Simultaneously with the making of a loan the Bank issues a 
press release. Also, the Bank issues monthly reports of its activities 
to interested commercial banks and U.S. firms engaged in foreign 


trade. It issues a ewe policy statement, revised from time to time, 
and a statement of the procedures of the Bank, with res to ex- 
tensions of credits, is published in title 12, chapter IV, of the Federal 
Register. The latest revision, published in volume 22, No. 165, Au- 
gust 24, 1957, contains the following provisions, section 401.3f : 


The Bank will maintain for public inspection during regular hours of busi- 
ness the following information with respect to its operations : 

(1) The name of each person including any government, government agency, 
individual, partnership, corporation, or association in whose favor the Bank has 
authorized financial assistance ; 

(2) The amount of such financial assistance, the undisbursed part of su 
amount, the principal outstanding ; 

(3) The purpose of such financial assistance ; and 

(4) The names of all persons who have been certified to the Bank as author- 
ized to act for or on behalf of the respective recipients of financial assistance 
from the Bank and of all persons listed in certificates required in connection 
with paragraphs (c) (1) (i) and (d) (1) (ii) of this section. 


In the light of the foregoing, and specifically replying to your ques- 
tions, the following is submitted : 
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Q. What types of information and records in the possession of your 
department or agency are not available to members of the public or 
press upon request ? ] 

A. The types of information and records which are not, available 
to the public or the press upon request, fall into three major classifi- 
cations : 

Records, documents, or information furnished ¥ departments or 
other agencies of the Government for use by the Bank and bearing 
security classification of the originating Government agency or de- 

artment. 
: a and documents relating to the internal management of the 
Bank. 

Records, documents, and information relating to ote oe sem for 
loans and the processing thereof including financial and business 
information supplied to the Bank by applicants for loans. 

Q. On the basis of what authority do you withhold such informa- 
tion or limit the availability of such Sa 

A. With respect to the information, documents, and records bear- 
ing security classifications, release by the Bank of this information is 
forbidden under the provisions of section 7 of Executive Order 10501 
issued November 5, 1953,.supplemented by staff memorandum No. 39 
issued by the Bank on December 15, 1953. 

With ; to documents and records related to internal manage- 
ment, the Bank believes it has inherent authority both as an agency 
in the executive branch and as a banking corporation to withhold from 
the public the records and documents relating solely to its internal 
management, procedures, and 1. This protects the indiyid- 
ual employee and promotes efficient administration. 

With respect to records, documents, and information relating to ap- 
pares for loans and processing, the policy of the Bank has always 

en to treat as confidential all such information and records. e 
Bank feels that the purposes for which the Bank has been created as 
indieated above, and the fact that it serves as an agency of the United 
States in a field which affects our international economic relations 
and may affect. political relations abroad, suggest clearly that the pur- 
poses of the act might well be defeated by publication of information 
and documents involved in processing applications for loans, Ap. 
plications may be refused on grounds unrelated to the credit stand- 
ing of the applicant. Applicants, which include U.S. experters as 
well as foreign private firms and governments, are required to submit 
extensive information concerning their business and financial affairs 
for the Bank’s consideration and determination as to whether a credit 
should be extended. The Bank is engaged in the banking business and 
believes that in so doing it must maintain the normal confidential re- 
lationship between a bank and its client, under which an applicant 
feels free to divulge all of his financial and business information in 
confidence that it will not be published. The Bank has not formalized 
this policy in any official regulation but in its direction to its em- 
ployees they are warned against disclosure of such business informa- 
tion of a confidential nature which is furnished for the official use of 
the Bank. Such direction is contained in paragraph 3 of staff memo- 
randum No. 460f August 19, 1954. 
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The Bank believes its position with respect to documents relating 
to internal management, and those relating to applications for loans 
and the processing of such applications, is fully in accord with the 

rovisions of section 3c of the Administrative Procedure Act of 1946 

5 US.C.A., sec. 1002). 

Transmitted herewith are copies of the Executive Order 10501, staff 
memorandum No. 39, revised, staff memorandum No. 46, and copy of 
letter dated February 6, 1958, addressed to the Honorable John E. 
Moss, chairman, Government Information Subcommittee of the Com- 
mittee on Government Operations, in reply to his inquiry on the sub- 
ject of availability for public inspection of loan applications. 

Sincerely yours, 
Lynw U. Srampavucn, 
First Vice President. 

(Following are the pertinent excerpts from the materials sent by 

the Export- Aaport Bank.) 


1. Executive Order 10501 is reprinted at page 667, this document. 
ATTACHMENT 2 


Staff Memorandum No. 39, Revised 


December 15, 1953. 
Subject: Safeguarding Defense Information. 

1, Purpose. . This memorandum replaces Staff Memorandum No, 39 dated April 
29, 1953, and Supplement No. 1 thereto dated April 30, 1953, covering a similar 
subject. Staff Memorandum No. 39, revised, becomes ‘the document embodying 
the regulations for the safeguarding of official information in the interests of 
the defense of the United States. Such regulations shall consist of Executive 
Order 10501 dated November 5, 1953, a copy of which is attached hereto; this 
Staff Memorandum, and any further implementation of the Dxecutive Order 
by a Supplement thereto, which upon issuance will become a part of this 
document. 

2. Responsibilities. In the carrying out of security procedures responsibility 
falls on all personnel generally and on certain personnel in a more particular 
manner, 

a. Individual. BWvery employee of the Bank has an individual responsi- 
bility for safeguarding classified defense information which may be available 
to him. 


a Office and Division Heads. These officials have the additional respon- 
sibility of a continuing review for ascertaining that security procedures 
are properly observed by the personnel comprising their respective offices 
and divisions. 

ce. Security Officer. This official has the responsibility for the overall 
program for the physical security of classified defense information in the 
possession of the Bank, including the establishment of regulations and pro- 
cedures, the training and orientation of employees, the carrying out of 
inspections, and the destruction of obsolete and nonrecord mai 1 al. 

3. Significant Changes. The following items represent changes from past 
practice which are of particular significance to all personnel: 

a. The information category of “Restricted” has been eliminated. There 
are now only the three categories of “Confidential,” “Secret,” and “Top 
Secret” as defined in the Executive Order. (It should be noted, however, 
that material presently on hand, identified as “Restricted Security Infor- 
mation” and having origin in another agency, must continue to be stored 
in a container having a reasonably secure lock until it is (1) eligible for 
destruction, or (2) declassified by the originating agency, or (3) ed 
by such agency.) 

b. The identification of defense material as “Security Information” has 
been eliminated. Particular attention is directed to the fact that the term 
“Confidential,” which will stand alone and which by itself has served other 
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purposes in the past, may now be used only to identify defense information 
as defined in the Executive Order. 

e. The Bank does not now have authority to originate the classification 
of material considered to be defense information. In any instance of 
defense information originating in the Bank, which is considered by the 
author or higher authority to require classification, the material must be 
placed immediately in the hands of the Security Officer who will take steps 
to obtain an appropriate classification. 

4. Dissemination. The Executive Order states, in Section 7, that “Knowledge 
or possession of classified defense information shall be permitted only to persons 
whose official duties require such access in the interest of promoting national 
defense and only if they have been determined to be truthworthy.” Accordingly, 
the incumbents of those positions which have been designated as sensitive posi- 
tions are authorized to have access to classified defense information to the 
extent indicated hereunder. 

a... 07 Adcoticl, Secret, and Top Secret. Access to defense information 
up te: cluding Top Secret may be had by the Managing Director and 
oe aban the Vice President, and Vice President and Treasurer, the Sec- 
retary, the Assistant Secretary, the Security Officer, and, necessarily, the 
secretaries to these officials. In addition, as required for technical consid- 
erations in :particular cases, Top Secret, information may be made known 
to the following: 

The General Counsel 

The Chief, Economics Division 

The Chief, Engineering Division 

The Chief, Examining Division 

The Chief, Private Capital Division 

This presents the necessity of authorized division heads personally 
handling Top Secret, material, using for dictation purposes thereon only 
those secretaries specifically authorized in this paragraph, and storing such 
material in safe-files to which only persons authorized in this paragraph have 
access. 

b. Confidential and Secret. The following tabulation shows, with respect 
to the remaining positions in the Bank, those in which the incumbents are 
authorized to have access to Confidential and Secret defense information. 


(1) Administrative Division : 


Office of the Chief_....-..- rh 


Personnel and Payroll Section_ 
Office Services Section._._._..._ 


Library, Section_____..._.____ 

Mail & Files Section__._....._ 
(2) Accounts Division : 

Office of Division Chief_ 


Loan Accounts Section__.____ 
General Accounts Section_____ 
(3) Economics Division__.._.__.._ 
(4) Engineering Division 
(5). Examining Division___..___.._ 
(6) Legal Division 
(7) Private Capital Division..___.. 


Division Chief, Secretary to Division 
Chief 


None 

Section Chief; Supply and Property 
Control Clerk ; Printing and Publica- 
tions Clerks; ‘Messengers 

None 

All positions 


Division Chief; Assistant Division 
Chief 

None 

None 


All positions 
All positions 
All positions 


5. Top Secret Control. Designated as “Top Secret Control Officers” are the 
Secretary and the Assistant Secretary. It is their responsibility with respect to 
all information classified in this category (a) to receive the material for the 
Bank, (b) to maintain registers which will reflect the routing of the material 
and the return thereof in a reasonable length of time for security storage in their 
safe-files, and (c) to dispatch and make record of material disseminated to 
authorized persons outside the Bank. Designated also as a “Top Secret Control 
Officer” is the Vice President who will assume the above-mentioned responsibili- 
ao only in the event of simultaneous absence of the Secretary and the Assistant 

ecretary. 


41075—60——-22 
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6. Storage of Classified Defense Material. The three categories of classified 
defense material will continue to be stored in safe-type steel files having three- 
position, dial-type, combination locks. 

7. Transmission Within the Bank. Transmission of classified defense informa- 
tion within the Bank will be accomplished in the same manner prescribed in the 
Hxecutive Order (Section 8) for transmission outside an agency, except that 
receipts will not be required. 

8. Violations. Any violations of security regulations or procedures which are 
noticed by personnel of the Bank should be brought to the attention of the Secu- 


rity Officer for remedial action. 
GLEN BE. Eocerton, Managing Director. 
ATTACHMENT 3 


Staff Memorandum No. 46 
Avaeust 31, 1954. 
Subject ; Eximbank Policy Concerning Employee Standards of Conduct 
* » * * * * a 

8. Confidential Business Information. As a result of their official duties, mem- 
bers of the staff will frequently have access to business information of a confiden- 
tial nature. Typically, this might involve expansion plans by companies seeking 
the Bank’s financial assistance. Such information is disclosed for official use 
within the Bank and is made available fer noe other purpose than consideration of 
the loan application or other matters involved. Where'such confidential business 
information might be compromised in résponding to outside inquiries from ap- 
parently authorized or legitimate sources, such as other Government agencies, 
staff members should refer these inquiries to an officer of the Bank who will be in 
a position to determine whether the nature and circumstances of such inquiries 
justify disclosure of the particular information sought. 


ATTACHMENT 4 
Feresrvary 6, 1958. 
Hon. Joun E. Moss, 
Chairman, Government Information Subcommittee of the Committee on Govern- 
ment Operations, House of Representatives, Washington, D.C. 


Dear Mr. Moss: In reply to your inquiry of January 28, 1958, on the subject of 
the availability for public inspection of loan applications filed with federal agen- 
cies and departments, we are pleased to submit the following : 

1. Q@. Is the application for a loan available for inspection by the public? 

A. Applications for loans are not available for inspection by the public. It is the 
purpose of the Export-Import Bank to assist in financing and to facilitate exports 
and imports and the exchange of commodities between the United States 
and other nations. Applicants, which include United States exporters as 
well as foreign private firms and governments, are required to submit extensive 
information concerning their business and financial affairs which are necessary 
for the Bank te determine whether a credit should be extended. Since the Export- 
Import Bank utilizes public funds and is an agency of the United States Govern- 
ment, applications may, in some instances, be refused on grounds which are 
unrelated to the credit standing of the applicant. Both because of the nature of 
the information which is sought and the fact that a denial of the application might 
result in unnecessary injury to the applicant or to relations between the two 
governments, it is deemed inappropriate that such applications should be made 
public. Furthermore, one purpose of applications by United States exporters is to 
obtain financing to assist them in extending credit abroad in a highly competitive 
market. Their overseas competitors would be the only parties benefited by publi- 
cation of applications by United States exporters. 

2. Q. Is the application available for inspection by individual Members of 
Congress? Is it available for inspection by appropriate en eee Congress? 

A. Applications are available to appropriate committees of Congress and to 
individual Congressmen, but it is the position of this Bank that they should be 
available on a restricted basis. By that we mean that confidential information 
concerning the business of the applicant or its financial condition should not be 
made public in such manner as to benefit its competitors or to cause injury to the 
applicant in the event the application is eventually denied. 
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3. Q. Is any distinction made between applications from private citizens or 
organizations and public organizations? 

A. No distinction is made. However, as indicated in the previous answer, 
additional or different reasons may dictate that we maintain the relationship 
of banker and client. 

4. Q. Please explain the legal basis for any restrictions placed on the avail- 
ability of applications. Please send copies of pertinent regulations to the 
Subcommittee. 

A. As indicated above, the purposes for which the Bank was created and the 
fact that it serves as an agency of. the United States in a field which affects 
our international economic relations and may affect our political relations 
abroad, suggests clearly that the purposes of the Act might well be defeated 
by publication of applications. There is no specific provision in the Act relative 
to the matter, but in order to carry out the purposes ofthe Act it is necessary 
to create between the Bank and an applicant the relationship which normally 
exists between banker and client.. The Bank has not formalized such a policy 
in official regulations, but in its direction to its employees they are warned 
against disclosure of business information of a confidential nature which is 
furnished for official use of the Bank and solely in support of the loan applica- 
tion. Such direction is contained in Paragraph 3 of Staff Memorandum No, 46 
of August 19, 1954, copy of which is attached hereto. 

5. Q. Is the fact that a specific loan has been granted made public? If not, 
explain. 

A. Every loan made by the Bank is made public. In the case of loans of major 
importance, the pertinent information is. generally released to the press im- 
mediately. By law, the Export-Import Bank is required to make a semiannual 
report to the Congress. It has been the custom of the Bank to include in its 
reports the current status of every loan or commitment on its books. 

6. '% Is the denial of a specific application for a loan made public? If not, 
why? 

A. The denial of an application for a loan is not made public for the reasons 
explained in reply to Question No. 1 above. 

7. Q. What information is made public justifying and explaining loan 
activities? 

A. The Semiannual Report to the Congress is made available to the public. 
The Bank issues press releases in connection with any loan of general interest 
and issues monthly reports of its activities under the title “Eximbank Reports” 
to interested commercial banks and United States firms engaged in foreign trade. 
A statement of the procedures of the Bank, with respect to extension of credits, 
is published in Title 12, Chapter IV of the Federal Register, the latest revision 
being published in Vol. 22, No. 165, August 24, 1957. From time to time the 
Bank issues a General Policy Statement delineating its lending authority and 
explaining of policies and procedures. Copy of the last Semiannual Report 
and a copy of “Eximbank Reports” are attached hereto. An up-to-date General 


Policy Statement is now in the hands of the printer and will be furnished to 
the Committee as soon as available. 


Sincerely yours, 
Samvuget C. Waveu, President. 














FARM CREDIT ADMINISTRATION 


Juny 7, 1958. 
Hon. Tuomas C. Henntino@s, Jr., 


Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate. 

Dear Senator Hennrnes: This is in answer to your letter of June 
26 regarding the current study of the Constitutional Rights Subcom- 
mittee on the subject of freedom of information. The regulations of 
the Farm Credit Administration dealing with the release of informa- 
tion are included in 6 CFR, part 4, and we are enclosing pages from 
the Federal Register of December 24, 1957, 22 F.R. 10479-10483, in 
which they were first published. The authority under which the regu- 
lations are issued is cited at the beginning of the text in part 4. 

The Farm Credit Administration is ‘en in supervising the 
operations of various credit cooperatives which include 894 national 
farm loan associations, 12 Federal land banks, 497 production credit 
associations, 12 Federal intermediate credit banks, and 13 banks for 
cooperatives. All of these organizations are engaged in making loans 
to their members on a sound business basis. Our restrictions on release 
of information are chiefly designed to prevent the disclosure to the 
general public of confidential information given to the lending insti- 
tutions by farmers and their cooperatives that apply for or receive 
loans from these organizations. Such information given to lenders 
is always considered of a confidential nature. 

If the Farm Credit Administration, and the credit cooperatives 
which it supervises, did not protect the member borrowers of these 
credit cooperatives from disclosure of nal information given in 
confidence, the credit cooperatives would soon find it very difficult to 
get such information and a large share of their member borrowers 
would probably decide they did not want to’use their facilities. On 
the other hand the Farm Credit Administration is extremely con- 
scious of its responsibility. to Congress and the public for reporting 
upon its operations and that of the organizations it supervises. Thus, 
in addition to submitting a complete annual report to elvan detail- 
ing the results of operations for the year, it releases to the press and 
other mass media periodic reports summarizing its operations. In 
fact. we are anxious to provide factual information to any media or 
educational group that will help disseminate information to farmers 
and the public regarding the operations of the farm credit system. 
We want a greater number of farmers who can make use of the farm 
credit system to know of its services. We also want the largest pos- 
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sible number of private investors to become interested in buying the 
system’s securities. The sale of these securities makes the lending 
funds available to the credit cooperatives. 


We are glad to be of service to you and your committee, 
Sincerely, 


Harotp T. Mason, 
Acting Governor. 


(Following are the regulations sent by the Farm Credit Adminis- 
tration :) 


(From the Federal Register, vol. 22, No. 248, December 24, 1957] 
TITLE 6—AGRICULTURAL CREDIT 
CHaprer I—Farm Creprtr ADMINISTRATION 

SUBCHAPTER A—ADMINISTRATIVE PROVISIONS 

Part 4—INFORMATION AND RECORDS 
Part 5—PERSONNEL 
SUBCHAPTER B—FEDERAL FARM LOAN SYSTEM 
Part 11—NationaL Farm Loan Assocrations 


AUTHORITY: §§ 4.1 to 4.10 issued under. re 17, 39 Stat. 375, sec. 2, 42 Stat. 1459, sec. 
4, 46 Stat. 13, sec. 6, 47 Stat. 14, as amended ; 2 U.S.C. 665, 831, 1101; 1141b. 


§4.1 Information regarding the Farm Credit Administration and agencies wn- 
‘der its supervision—(a) PCA and bank personnel. No officer or employee of the 
Farm Credit Administration, of a general agent’s office or of a Federal land 
bank, Federal intermediate credit bank, or bank for cooperatives shall disclose 
information of a type not ordinarily contained in published reports or press 
releases regarding the Farm Credit Administration or any bank or association 
of the Farm Credit System or any borrowers or members thereof, except (1) 
to the extent necessarily involved in the performance of his official duties or 
(2) as authorized by §§ 4.4 to 4.8. Information prepared by Farm Credit Admin- 
istration personnel for newspaper, publishing and. broadeasting companies, and 
a new or revised publications prepared by Farm Credit Administration personnel 
should be cleared with the Research and Information Division. 

(b) Association personnel. No officer or employee of a national farm loan as- 
sociation or production credit association shall disclose information. of a type 
not ordinarily contained in published reports or press releases, regarding such 
association, or any of its members, except (1) to the extent necessarily. involved 
in the performance of his official duties or (2) as authorized by §§ 4.4 te 4.8. 

§4.2 Reports of farm credit examiners, The contents of reports by farm 
credit examiners may not be disclosed without the consent of the Chief Exam- 
iner of the Farm Credit Administration, except to authorized representatives of 
the Farm Credit Administration or the bank or association conecrned ; or agents 
of the Federal Bureau of Investigation, Department of Justice; Office of the 
Chief Inspector, Post Office Department; and the Secret Service and. Internal 
Revenue Service of the Treasury Department, whe request access to such reports: 
for confidential use in connection with the official investigation of matters 
touched upon therein. §= .=«—s—s—_—_—Cc...:«»«(jamtnaac 

$43 Reports of land bank appraisers. The contents of reports by land bank 
appraisers may not be disclosed without the consent of the Chief of Appraisals, 
except (a) to appropriate district and Farm Credit Administration personnel 
and (b) to those mentioned in § 4.5(b). 

$4.4 Liste of borrowers. Eden cd bakbotelin gait doh: be-elanaed: by any 
office or organization of the Farm Credit System, unless such release is approved | 
by the Governor, a deputy governor, or a service director having general super- 
vision over such office or organization concerned. This section is subject to. the 
following exception: Production eredit associations and Federal. intermediate 
credit banks may issue lists of borrowers and loans for the information of buyers, 
warehousemen, and others dealing in: produce or livestock of the type securing 
such loans. 
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§4.5 Information and records regarding borrowers and applicants for loans. 
Officers and employees of the Farm Credit Administration and every bank and 
association of the Farm Credit System, its officers, directors, and employees shall 
hold in strict confidence all information regarding the character, credit standing, 
and property of borrowers and applicants for loans, and shall not exhibit or 
quote the following listed documents; loan applications; supplementary state- 
ments by applicants; letters and statements relative to the character, property, 
and credit standing of borrowers and applicants; recommendations of loan com- 
mittees ; and reports of inspectors, fieldmen, investigators, and appraisers. This 
section is subject to the exceptions set forth below in paragraphs (a) to (i) of 
this section. 

(a) Examiners and other accredited representatives of the Farm Credit Ad- 
ministration and the bank concerned shall have free access to all information, 
records, and files. 

(b) Accredited representatives of the following offices of the United States 
Government, at their request, may be given information pertinent to official 
investigations of individual cases by such offices, and may be permitted to examine 
such portions of the records and files as contain the pertinent information: 
Secret Service and Internal Revenue Service, Treasury Department; Federal 
Bureau of Investigation, Department of Justice; Office of the Chief Inspector, 
Post Office Department; and General Accounting Office. Before information 
is given to any such representative, he shall be required to present his official 
identification card, and to make a written request identifying the individual 
ease on which information is sought and the particular information desired, 
and to certify that such information is pertinent to the official investigation of 
that case and is rquested for confidential use of the investigating office. 

(c) The general agents and the presidents of the banks of the Farm Credit 
System may supply statistical and other impersonal information pertaining to 
groups of borrowers, applicants, and loans, in response to requests from any de- 
partment or independent office of the Government of the United States, with 
the understanding that the information is requested for official use, and that 
it will not be published. Such information may be given in response to requests 
from non-Government sources, but only with the approval of the Governor, a 
deputy governor, or the appropriate service director. 

(ad) Full information concerning individual borrowers may be given for the 
confidential use of any bank or association of the Farm Credit System, or any 
Government agency, in response to inquiries made in contemplation of the ex- 
tension of credit or the collection of loans. To the extent that such information 
relates to the character and personal traits of a borrower, it shall be ascribed 
to reports from unnamed sources believed to be reliable, and shall be accom- 
panied by the statement that no responsibility is assumed for the accuracy of 
such reports. 

(e) Information may be given in confidence to reliable private institutions 
(lending and mercantile) concerning the amount, terms, and payment records 
of loans to individual borrowers, in response to inquiries made in contemplation 
of the extension of credit. 

(f) Credit information concerning any borrower (including a cooperative 
association) may be given when such borrower consents thereto in writing: 
Provided, however, That opinions as to the ability of such borrower to meet his 
obligations and commitments may be given to creditors and prospective creditors 
of such borrower without his consent upon the following conditions: (1) That 
the opinion is to be held in strict confidence by the creditor or prospective cred- 
itor; (2) that the opinion is for the private use of the creditor or prospective 
creditor; and (3) that the opinion be accompanied by a statement that no re- 
sponsibility for its accuracy is assumed. 

(g) The loan application and any supplementary statements signed by a bor- 
rower may be examined and their contents may be proved in court by the bor- 
rower who signed them, or by his accredited representative, or by the successor 
in interest of a deceased borrower. 

(h) An unsuccessful loan applicant, or a person authorized to inquire in his 
behalf, may be informed of impersonal credit factors which caused the rejection 
of his application, but if a loan is denied because of the applicant’s personal 
shortcomings, no explanation may be made which would tend to defame his 
character or betray the confidence of an informant. 

(i) In litigation between a borrower (or his successor in interest) and the 
United States or a bank or association of the Farm Credit System, any competent 
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evidence may be introduced on behalf of either party with respect to any relevant 
statements made orally or in writing by or to the borrower or his successor. 

§4.6 Waiver of restrictions of $4.5. If it appears that justice would be 
served by releasing information in circumstances forbidden by § 4.5, the restric- 
tions of that section may be waived as to a particular case by the Governor, a 
deputy governor, or a service director having general supervision over the office 
or bank of the Farm Credit System concerned. A recommendation for such 
waiver of § 4.5 may be submitted by any bank, association, or office concerned. 
Any such recommendation from a national farm loan association or a production 
credit association shall be submitted through the appropriate Federal land bank 
or Federal intermediate credit bank, with the request that it be considered and 
forwarded to the Farm Credit Administration, if deemed advisable. Each such 
recommendation should be supported by a statement of facts and approved by 
counsel for the forwarding bank. The recommendation should be addressed to 
the General Counsel, Farm Credit Administration. 

§4.7 Officer or employee summoned as witness. If an officer or employee of 
the Farm Credit Administration or of any association or bank of the Farm Credit 
System is summoned as a witness in litigation to which neither the Government 
nor any farm credit agency is a party for the purpose of testifying and/or pro- 
ducing documentary evidence with respect to matters which he is forbidden by 
this part to disclose, he shall arrange, if possible, with counsel who obtained the 
summons, to be excused from testifying. If such an arrangement cannot be 
made, the officer or employee shall appear in response to the summons but, before 
testifying or producing documentary evidence as to information which this part 
requires shall be held in confidence, he shall respectfully advise the Court of 
this part against disclosure of such information and respectfully request of the 
Court that the confidential nature thereof be recognized and safeguarded. After 
so doing, the officer or employee may then testify or produce documentary evi- 
dence as to such information only to the extent and under the conditions directed 
by the Court. Upon receiving any such summons, the officer or employee may 
request advice and assistance from counsel for the agency with which he is con- 
nected and, for this purpose, the officers and employees of national farm loan 
associations and production credit associations shall consult counsel for the 
appropriate Federal land bank or Federal intermediate credit bank. 

§4.8 Information regarding personnel. Lists of employees shall not be 
released by an office or organization of the Farm Credit System without the 
approval of the Governor, a deputy governor, or a service director having general 
supervision over such office or bank concerned. This section is subject to the 
exceptions set forth below in paragraphs (a) to (e) of this section. 

(a) Taxing authorities shall be supplied, on request, with the names, ad- 
dresses, and compensation of officers and employees of the Farm Credit Admin- 
istration and of the officers, agents, and employees of any bank or association or 
Farm Credit Administration employees paid directly by a Federal land bank. 
Requests for similar information shall be forwarded to the Farm Credit 
Administration, Accounting and Budget Division, when they relate to the regis- 
trars, chief reviewing appraisers, examiners, or other employees on the Farm 
Credit Administration payroll. 

(b) A Federal land bank may release lists of the national farm loan associa- 
tions of its district, and their secretary-treasurers; and for use in connection 
with the designation of nominees for the Federal Farm Credit Board or the 
nomination and election of members of a district farm credit board by national 
farm loan associations, a Federal land bank may release lists of the presidents 
and directors of national farm loan associations of its district. 

(c) A Federal intermediate credit bank may release lists of the production 
credit associations of its district, and their secretary-treasurers; and for use 
in connection with the designation of nominees for the Federal Farm Credit 
Board or the nomination and election of members of a district farm credit board 
by production credit associations, a Federal intermediate credit bank may 
release lists of the presidents and directors of production credit associations of 
its district. 

(d) A bank for cooperatives may release lists of cooperative associations. 
which hold stock in the bank or which have subscribed to its guaranty fund, 
and lists of the presidents of such cooperative associations, for use in connection 
with the designation of nominees for the Federal Farm Credit Board or the 
nomination and election of members of a district farm credit board or of the 
board of the Central Bank for Cooperatives. 
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(e) The Farm Credit Administration and banks and associations may release 
employees’ names, addresses, positions, and spouses’ names to reputable con- 
cerns for the purpose of listing in local directories. The release of such in- 
formation should be with the understanding that the concern agrees to use it for 
directory purposes only. It is suggested that employees be permitted to with- 
hold their names if they wish todo so. 

$49 Reserved authority. The provisons of §§ 4.1 to 48 shall not operate 
to limit or restrict the discretionary authority of the Governor of the Farm 
Oredit Administration or any deputy governor to release, or to authorize the 
release of, information by or pertaining to the Farm Credit Administration or 
any bank or association of the Farm Credit System. 

§ 4.10 Official records generally. The Farm Credit. Administration and the 
several banks or associations under its supervision keep confidential the classes 
of records enumerated in §§ 4.2, 4.3, 4.4, 4.5, and 4.8 Information contained in 
other official records in the custody of the Farm Credit Administration or of a 
particular bank or association may be made available to persons directly and 
properly concerned upon written application to the Farm Credit Administration 
or the particular bank or association. Such application must identify the spe- 
cifie information sought and must show how the applicant is concerned there- 
with, Such applications with respect to official records in the custody of the 
Farm Credit Administration may be granted by the Governor or any deputy 
governor or by the director or other division head in charge of the functions to 
which the records relate. Such applications with respect to official records in 
the custody of a particular bank or association may be granted by the chief 
executive officer of the bank or association in accordance with the provisions of 
this part. 

s = * as * ? > 


[SEAL] R. B. Tooret, 
Governor, 
Farm Credit Administration, 


[F. R. Doc. 57-10578; Filed, Dee. 23, 1957 ; 8:47 a.m.] 





FEDERAL COAL MINE SAFETY BOARD OF REVIEW 


Wasurneron, D.C., July 8, 1958. 
Hon.’‘Fuomas C. Hennines, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Hennes: This is in reply to your inquiry of June 
27, 1958. 

1. The following materials, in general, are not available te the pub- 
lic or press upon request : : 

A. Intra-agency memorandums relating to the determination of 
Board matters. 

B. Executive communications which have been designated as 
“privileged.” 

C. Documents relating to personnel security received from, 
and stamped “confidential” by, Government investigative 
agencies. 

D. Personnel records on file with this agency. 

2. The above-mentioned types of material are withheld on the fol- 
lowing respective authority : 

A. Internal information relating to the determination of Board 
matters is deemed confidential to the same extent as internal con- 
siderations of a court in reaching its determinations. However, 
it may be noted that formal papers, transcripts of hearings, ex- 
hibits, and the Board’s ultimate determinations are matters of 
public record and are made available to any interested person. 
(See Board’s statement of organization, sec. 5; and rules of pro- 
cedure, sec, 401.38. ) 

B. Authority for withholding information in a privileged exe- 
cutive communication is contained in the communication itself. 

C. Executive Order 10450, section 9(c). 

D. Federal Personnel Manual, chapters A6—17, M1-28, R1-40, 
and Z1-343, 

Except for the above-mentioned sections of the Board’s statement 
of organization, and rules of procedure, copies enclosed, the Board has 
not issued any statement, etc., dealing with the availability of records 
and information. 

Sincerely yours, 

Epwarp S 
Chairman of the Board. 


STATEMENT OF ORGANIZATION—SEcTION 5 


Hearings and records.—Hearings of the Board, and its official records pertain- 
ing to proceedings under section 207 of the Act are open to the public. The 
findings and orders of the Board will be published promptly after the rendering 


of the same. 
RvuLes or PRocepuRE—SEcTION 401-33 


Hearings and records.—Hearings of the Board, and the official records pertain- 
ing to proceedings under section 207 of the Act, shall be open to the public. 
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FEDERAL COMMUNICATIONS COMMISSION 


JuLy 22, 1958. 
Hon. THomas C. Henninos, Jr., 


Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 


Dear Senator Henninos: This is in reply to your letter.of June 26, 
1958, wherein you request information concerning the types of infor- 
mation and records in possession of the Federal Communications Com- 
mission which are not available to members of the public or press upon 
request. You ask, in addition, for citation to authority relied upon by 
the Commission in limiting the availability of such records.and for 
copies of al] authority cited. 

You will understand, I am sure, that much of the information in the 
possession of the Commission is required by law to be made public and 
is in fact made available to the public through our Office of Reports 
and Information and through publication in the Federal Register. 
Moreover, additional information is freely available to the public upon 
request although it is not. made the subject of a press release or pub- 
lished in the Federal Register. 'The Commission endeavors to supply 
a full answer to all proper inquiries directed to it by members: of the 
public on any subject within its jurisdiction. 

In its day-to-day operation the Commission receives considerable 
correspondence of a general or informal nature. Files containing 
such correspondence are not open for public inspection, nor are they 
available automatically upon request. They can be made available, 
however, under provision of section 0.406(e) of the Commission’s rules 
(47 CFR 0.406(e)). This provision requires a “written request de- 
scribing in detail the documents to be inspected and the reasons there- 
for,” but discretion is retained by the Commission to deny such. re- 

uests. Under section 0.322(a) of the Commission’s rules, the respen- 
sibility to exercise this discretion has been delegated to the General 
Counsel. It is believed that such a procedure is required by the dic- 
tates of orderly administration. 

Staff memorandums come within the same category and are made 
available under provision of section 0.406(e) of the Commission’s 
rules, supra. In this instance, however, there is an additional reason 
for not making such memorandums freely available; staff memo- 
randums are advisory in nature and do not represent Commission 
decisions. It is felt that staff members should be free to debate and 
work out the details of a problem without having their original or 
incomplete thoughts on a matter scrutinized by the public. Final 
decisions by the Commission, resulting from consideration of such 
memorandums, are thought to be the more appropriate papers for 
public inspection. 
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Some mention should also be made of the handling of requests for 
information concerning adjudicatory matters pending before the Com- 
mission. In such cases the Commission has been willing to give infor- 
mation as to the procedural stage to which the proceeding has pro- 
gressed. This matter was explained in the Commission’s letter to you 
of August 1, 1957. 

My discussion thus far has touched only on the general policies of 
the Commission. There are, in addition, specific instances in which 
the Commission is authorized by statute to withhold information from 
the public and in one instance it is required to do so. Where this is 
the case the Commission has adopted rules implementing the statutor 
provisions, and where the facts of the particular case so require, it will 
withhold information from the public. These specific instances in 
which information is withheld are set out, together with their statu- 
— basis, in an attachment to this letter. 

A copy of each authority referred to in the text of this letter or in 
the attachment is enclosed. The Commission’s response to the ques- 
tionnaire of the House Committee on Government Operations may also 
be useful to you. (House Committee on Government Operations, 
“Survey and Study of Administrative Organization, Procedure, and 
Practice,” 85th Cong., 1st sess. (1957), pt. ILA, pp. 1313-1317.) 

I trust that this information will meet your present needs, but if we 


can be of further assistance, please do not hesitate to write. 
Sincerely yours, 


Joun C. Dorrrer, Chairman. 


1. MEMORANDUM 


Speciric INSTANCES IN WHICH THE CoMMISSION Is AUTHORIZED (OR REQUIRED) 
To WrirHHOLD INFORMATION FrRoM THE PUBLIC 


1. Secret information affecting the national defense. The last of section 
4(j) of the Communications Act of 1934, as amended (47 U.S.C. 154(j)), pro- 
vides: “The Commission is authorized to withhold publication of records or 
proceedings containing secret information affecting the national defense.” A 
copy of the Communications Act ‘is enclosed. 

(a) Maps showing the exact location of submarine cables. Maps of this nature 
are in the category of “secret information affecting the national defense,” and 
under section 1.455(¢c) of the Commission’s Rules (47 C.F.R. 1.455(c)) are with- 
held from public. inspection. A copy of Part 1 of the Commission’s Rules is 
enclosed. 

2. Valuation reports filed by common carriers. Section 213(f) of the Com- 
munications Act (47 U.S.C. 213(f)) authorizes the Commission to require com- 
mon carriers to submit data which will, among other things, enable the Com- 
mission to make a valuation of the property of any such carrier. The penulti- 
mate section of section 213(f) provides: “Unless otherwise ordered by the Com- 
mission, with the reasons therefor, the records and data of the Commission 
shall be open to the inspection and examination of the public.” (Hmphasis 
supplied.) This sentence, appearing as it does within a section pertaining only 
to information to be supplied by common carriers, has been read to apply only 
to such information. With this in mind, it is restated in section 0.406(a) of the 
Commission’s Rules (47 C.F.R. 0.406(a)), which provides in pertinent part: 
“* * * valuation reports, including exhibits filed in connection therewith, 
[shall be open to public inspection] unless otherwise ordered by the Commission, 
with reasons therefore, pursuant to section 213 of the act * * *.” A copy of 
Part O of the Commission’s Rules is enclosed. 

38. Contractual arrangements relating to foreign wire or radio communica- 
tions. The proviso to section 412 of the act (47 U.S.C. 412) provides: Provided, 
that the Commission may, if the public interest will be served thereby, keep 
confidential any contract, agreement, or arrangement relating to foreign wire 
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or radio communication where the publication of such contract, agreement, or 
arrangement would place American communications companies at a disadvan- 
tage in meeting the competition of foreign communications companies.” The 
proviso is implemented by section 0.406(b) of the Commission’s Rules (47 C.F.R. 
0.406 (b)). 

4. Financial reports and network and transcription. contracts. The Commis- 
sion’s Rules require its licensee to file financial reports and certain contracts 
entered into by them with radio or television networks. (See sections 1.341 and 
1.342(a) of the Commission’s Rules (47 C.F.R. 1.341 and 1.842(a)).) The data 
so required to be filed pertains to “the identity, confidential statistical data, 
amount or source of any income, profits, losses, or expenditures,” which as pro- 
vided by section 1905 of title 18, United States Code (18 U.S.C, 1905), it isa 
criminal offense to disclose. Pursuant to the provisions of this section, the 
Commission has provided by rule against disclosure of such data. Section 
0.406(c) of the Commission’s Rules (47 C.F.R. 0.406(c) ) provides in part: “The 
information filed under § 1.341 (47 C.F.R. 1.841) and network and transcription 
contracts filed pursuant to § 1.342 (47 C.F.R. 1.342) shall not be open to public 
inspection.” 

As a matter of practice, information in this category is made available for 
inspection only if the licensees supplying such information consent to its in- 
spection, or use it in such manner inconsistent with a desire to have the aura of 
confidentiality continue, as by the use of this data in applications or hearings. 

The application of section 1905 of title 18, United States Code to this particular 
data was made the subject of an opinion of the Attorney General. That opinion 
was contained in a letter to the President dated June 15, 1955 and is enclosed 
herewith. Section 1905 of title 18, United States Code is quoted in full on page 
two of the Attorney General’s letter and is not otherwise enclosed. 

5. Information held confidential for cause found. Section 3(c) of the Adminis- 
trative Procedure Act (5 U.S.C. 1002(c)}) provides: “Public Records.—Save as 
otherwise required by statute, matters of official record shall in accordance with 
published rule be made available to persons properly and directly concerned 
eacept information held confidential for good cause found.” (Emphasis sup- 
plied.) Section 0.406(c) and (d) of the Commission’s Rules (47 C.F.R. 0.406 (c) 
and (d)) restate this section. 3(c) is quoted in full above and is not otherwise 
enclosed. 

6. Personnel files. Personnel files are available for official use only. Au- 
thority for withholding such files from public inspection is contained in regula- 
tions of the Civil Service Commission, Ch. R-1-40 of the Federal Personnel 
Manual. This provision was issued under authority of Bxecutive Order 10561, 
19 F.R. 5963, 5 U.S.C.A. 682 (1957 Supp.), which in turn is based upon section 
1758 of the Revised Statutes (5 U.S.C. 631). The Civil Service Commission 
Regulation, Executive Order, and the statutory provision are enclosed. 


2. STATUTORY AUTHORITIES 
COMMUNICATIONS ACT OF 1934, AS AMENDED 


BEING AN ACT TO PROVIDE FOR THE REGULATION OF INTERSTATE 
AND FOREIGN COMMUNCATION BY WIRE OR RADIO, AND FOR 
OTHER PURPOSES 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, 


TITLE I—GENERAL PROVISIONS 
PROVISIONS RELATING TO THE COMMISSION 


Sec. 4. (j) The Commission may conduct its proceedings in such manner as 
will best conduce to the proper dispatch of business and to the ends of justice. 
No commissioner shall participate in any hearing or proceeding in which he 
has a pecuniary interest. Any party may appear before the Commission and be 
heard in person or by attorney. Every vote and official act of the Commission 
shall be entered of record, and its proceedings shall be public upon the request 
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of any party interested. The Commission is authorized to withhold publication 
of records or proceedings containing secret information affecting the national 
defense. 


Titte II—ComMMON CARRIERS 


EVALUATION OF CARRIER PROPERTY 


Seo. 213. (f) For the purpose of enabling the Commission to make a valuation 
of any of the property of any such carrier, or to find the original cost of such 
property, or to find any other facts concerning the same which are required for 
use by the Commission, it shall be the duty of each such carrier to furnish to the 
Commission, within such reasonable time as the Commission may order, any 
information with respect thereto which the Commission may by order require, 
including copies of maps, contracts, reports of engineers, and other data, records, 
and papers, and to grant to all agents of the Commission free access to its prop- 
erty and its accounts, records, and memoranda whenever and wherever requested 
by any such duly authorized agent, and to cooperate with and aid the Commis- 
sion in the work of making any such valuation or finding in such manner and 
to such extent as the Commission may require and direct, and all rules and 
regulations made by the Commission for the purpose of administering this sec- 
tion shall have the full force and effect of law. Unless otherwise ordered by the 
Commission, with the reasons therefor, the records and data of the Commission 
shall be open to the inspection and examination of the public. The Commission, 


in making any such valuation, shall be free to adopt any method of valuation 
which shall be lawful. 


Trrte IV—PRocepURAL AND ADMINISTRATIVE PROVISIONS 
DOCUMENTS FILED TO RE PUBLIC RECORDS—USE IN PROCEEDINGS 


Seo. 412. The copies of schedules of charges, classifications, and of all contracts, 
agreements, and arrangements between common carriers filed with the Com- 
mission as herein provided, and the statistics, tables, and figures contained in 
the annual or other reports of carriers and other. persons. made to the Commis- 
sion as required under the provisions of this Act shall be, preserved as public 
records in the custody of the secretary of the Commission, and shall be received 
as prima facie evidence of what they purport to be for the purpose of investiga- 
tions by the Commission and in all judicial proceedings; and copies of and ex- 
tracts from any of said schedules, classifications, contracts, agreements, arrange- 
ments, or reports, made public records as aforesaid, certified by the Secretary, 
under the Commission's seal, shall be received in evidence with like effect as the 
originals: Provided, That the Commission may, if the public interest will be 
served thereby, keep confidential any contract, agreement, or arrangement relat- 
ing to foreign wire or radio communication when the publication of such con- 
tract, agreement, or arrangement. would, place American communication com- 


panies at a disadvantage in meeting the competition of foreign communication 
companies. s 


TITLE 5, UNITED STATES CODE, SECTION 631 


Section 631. Regulation of admissions to civil service. The President is 
authorized to prescribe such regulations for the admission of persons into the 
civil service of the United States as may best promote the efficiency thereof, and 
ascertain the fitness of each candidate in respect to age, health, character, knowl- 
edge, and ability for the branch of service into which he seeks to enter; and for 
this purpose he may employ suitable persons to conduct such inquiries, and may 
prescribe their duties, and establish regulations for the conduct of persons who 
may receive appointments in the ciyil service. (R.S. § 1753). 
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[Reprinted from the Federal Register of October 5, 1954] 
RULES OF THE FEDERAL COMMUNICATIONS COMMISSION 


Part O—STATEMENT OF ORGANIZATION, DELEGATIONS OF AUTHORITY AND OTHER 
INFORMATION 


(Revised ; effective October 15, 1954) 
GENERAL COUNSEL 


Sec, 0.322 Other matters delegated. The General Counsel, or in his absence, 
the Acting General Counsel, is delegated authority to act upon the following 
matters, which are not in hearing status, insofar as authority to act upon them 
is not delegated to any Bureau or Office. 

(a) Requests for inspection of records under the provisions of section 0.406 
of the rules. 


SUBPART C—STATPMENT OF PLACES FOR SUBMITTING oat meee ty a AND 
OTHER REQUESTS AND SBCURING PUBLIC INFORMATIO 


Sec. 0.406 Inspection of record. Subject to the provisions of sections 4(j), 
213(f), 412, and 606 of the act, the files of the Commission shall be open to 
public inspection as follows: 

(a) Tariff schedules required to be filed under section 208 of the act, all 
documents filed in connection therewith, and all communications relating thereto; 
valuation reports, including exhibits filed in connection therewith, unless other- 
wise ordered by the Commission, with reasons therefor, pursuant to section 213 
of the act; and annual and monthly reports required to be filed under section 
219 of the act. 

(b) Contracts, agreements, or arrangements between carriers, filed pursuant 
to section 211(a) of the act, except such contracts relating to foreign wire or 
radio communications which are marked “not for public inspection” by the Com- 
mission: Provided, however, That the Commission will give appropriate con- 
sideration to a petition filed by any person showing that any such contract, 
agreement, or arrangement relates to foreign wire or radio communication ; 
that its publication would place American communication companies at a disad- 
vantage in meeting the competition of foreign communication companies; and 
that public interest would be served by keeping its terms confidential. 

(c) All applications and amendments thereto filed under Title II and Title LIT 
of the act, including all documents and exhibits filed with and made a part 
thereof, and all communications protesting or endorsing any such applications, au- 
thorizations, and certifications issued upon such applications; all pleadings, 
depositions, exhibits, transcripts of testimony, reports of examiners or presiding 
officers, exceptions, briefs, proposed reports, or findings of fact and conclusions ; 
all minutes and orders of the Commission. The information filed under § 1.341 
(47 CFR 1.341) and network and transcription contracts filed pursuant to 
§ 1.342 (47 CFR 1.342) shall not be open to public inspection. The Commission 
may, however, either on its own motion, or on motion of an applicant, permittee 
or licensee, for good cause shown, designate any of the material in this para- 
graph as “not for public inspection.” 

(d) All petitions for issuance, amendment, or repeal of any rule or regulation, 
including all documents and exhibits filed with or made part thereof and all com- 
munications protesting or endorsing any such petitions; all pleadings, deposi- 
tions, exhibits, transcript of testimony, reports of examiners or presiding officers, 
exceptions, briefs, proposed reports, or finding of fact and conclusions; all 
minutes and orders of the Commission. The Commission may, however, either 
on its own motion, or on motion by petitioner or those filing comments, for good 
cause oo designate any of the material in this paragraph as ‘not for public 

on.” 

(e) In the discretion of the Commission, other files, including those excepted 
in paragraphs (a), (b), and (c) of this section, upon written request describing 
in detail the documents to be inspected and the reasons therefor. 


(f) For provisions relating to inspection of files relating to Presidential 
licenses for submarine cables, see Appendix No. 1 to Part 1 of the Commission’s 
rules and regulations. 

Src. 0.407 Certified copies ; requests for; costs. Copies of any documents sub- 
ject to inspection under the provisions of section 0.406 will be prepared and 
certified by the Secretary, under seal, on written request, specifying the exact 
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documents, the number of copies desired, and the date on which the same will be 
required. Such request must be made so as to permit a reasonable time for the 
preparation of such copies and any cost incurred in the preparation of such 
copies must be prepaid by the person making application therefor: Provided, 
however, That, if requests are received from representatives of foreign govern- 
ments or from persons residing in foreign countries, the criteria established by 
the Department of Commerce for the control of export of technical data will 
be taken into account before such certified copies will be made available. 


[Reprinted from Federal Register of December 28, 1957, 22 FR 10981] 
PART 1—PRACTICE AND PROCEDURE 


(February 1958 Edition) 
OTHER FORMS AND INFORMATION To Be FILED WITH THE COMMISSION 


§ 1.341 Financial report. Each licensee or permittee of a commercially 
operated standard, FM, television, or international broadcast station (as defined 
in Part 3 of this chapter) shall file with the Commission on or before April 1 
of each year, on FCC Form 324, broadcast revenue and expense statements for 
the preceding calendar year together with a statement as to investment in 
tangible broadcast property as of December 31 of such calendar year. 

$1.342 Filing of contracts. Each licensee or permittee of a standard, FM, 
television, or international broadcast station (as defined in Part 3 of this 
chapter), whether operating or intending to operate on a commercial or non- 
commercial basis, shall file with the Commission copies of the following con- 
tracts, instruments, and documents together with amendments, supplements, 
and cancellations, within 30 days of execution thereof. The substance of oral 
contracts shall be reported in writing. 

(a) Contracts relating to network service: All network affiliation contracts, 
agreements, or understandings between a station and a national, regional, or 
other network shall be filed. Transcription agreements or contracts for the 
supplying of film for television stations which specify option time must be 
filed. This section does not require the filing of transcription agreements or 
contracts for the supplying of film for television stations which do not specify 
option time, nor contracts granting the right to broadcast music such as ASCAP, 
BMI, or SESAC agreements. 

(b) Contracts relating to ownership or control: Contracts, instruments, or 
documents relating to the present or future ownership or control of the licensee 
or permittee or of the licensee’s or permittee’s stock, rights, or interests therein, 
or relating to changes in such ownership or control. This paragraph is limited 
to the following : 


(1) Articles of partnership, association, and incorporation, and changes in 
such instruments ; 

(2) Bylaws, and any instruments effecting changes in such bylaws; 

(3) Any agreement, document, or instruments affecting, directly or indirectly, 
the ownership or voting rights of the licensee’s or permittee’s stock (common or 
preferred, voting or non-voting stock), such as: (i) Agreements for transfer of 
stock; (ii). Instruments for the issuance of new stock; or (iii) Agreements for 
the acquisition of licensee’s or permittee’s stock by the issuing licensee or per- 
mittee corporation. Options to purchase stock, pledges, trust agreements, and 
other executory agreements are required to be filed ; 

(4) Proxies with respect to the licensee’s or permittee’s stock running for a 
period in excess of one year; and all proxies, whether or not running for a period 
of one year, given without full and detailed instructions binding the nominee to 
act in a specified manner. .With respect to proxies given without full and de- 
tailed instructions, a statement showing the number of such proxies, by whom 
given and received, and the percentage of outstanding stock represented by each 
proxy shall be submitted by the licensee or permittee within 30 days after the 
stockholders’ meeting in which the stock covered by such proxies has been voted ; 
Provided, however, That when the licensee or permittee is a corporation having 
more than 50 stockholders, such complete information need be filed only with 
respect to proxies given by stockholders who are officers or directors, or who 
have 1 percent or more of the corporation’s voting stock; in cases where the 
licensee or permittee is a corporation having more than 50 stockholders and the 
stockholders giving the proxies are neither officers or directors nor hold 1 per- 
cent or more of the corporation’s stock, the only information required to be filed 
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is the name of any person voting 1 percent or more of the stock by proxy, the 
number of shares voted by proxy by such person, and the total number of shares 
voted at the particular stockholders’ meeting in which the shares were voted by 
proxy ; 

(5) Mortgage or loan agreements containing provisions restricting the li- 
censee’s or permittee’s freedom of operation, such as those affecting voting 
rights, specifying or limiting the amount of dividends payable, the purchase of 
new equipment, the maintenance of current assets, etc.; or 

(6) Any agreement reflecting a change in the officers, directors, or stock- 
holders of a corporation, other than the licensee or permittee, having an interest, 
direct or indirect, in the licensee or permittee as specified by § 1.343. 

(ec) Contracts relating to the sale of broadcast time to “time brokers” for 
resale. 

(d) Contracts relating to Subsidiary Communications Authorization Opera- 
tion, except contracts granting licensees or permittees engaged in SCA the right 
to broadcast copyright music. 

(e) Time sales contracts: Time sales contracts with the same sponsor for 4 
or more hours per day, except where the length of the events (such as athletic 
contests, musical programs, and special events (broadcast pursuant to the con- 
tract is not under control of the station. 

(f) Contracts relating to personnel: 

(1) The following contracts, agreements, or understandings shall be filed: 
management consultant agreements with independent contractors; contracts 
relating to the utilization in a management capacity of any person other than 
an Officer, director, or regular employee of the licensee or permittee station; 
management contracts with any persons, whether or not officers, directors, or reg- 
ular employees which provide for both a percentage of profits and a sharing in 
losses ; or any similar agreements. 

(2) The following contracts, agreements, or understandings need not be filed: 
agreements with persons regularly employed as general or station Managers or 
salesmen; contracts with program managers or program personnel; contracts 
with chief engineers or other engineering personnel; contracts with attorneys, 
accountants, or consulting radio engineers; contracts with performers; contracts 
with station representatives; contracts with labor unions; or any Similar 
agreements. 


SPECIFIC TYPES OF APPLICATIONS UNDER TITLE II OF COMMUNICATIONS ACT 


§ 1.455 Cable landing licenses. (a) Applications for cable landing licenses 
under 47 U.S.C. 34-39 and BDxecutive Order No. 10530, dated May 10, 1954, 
should be filed in duplicate and in accordance with the provisions of said 
Order. These applications should contain the name and address’ of the ap- 
plicant, the corporate structure and citizenship of officers if a corporation; 
description of submarine cable, including type and number of channels and ca- 
pacity thereof; location of points on shore of United States and points in foreign 
eountries where cable will Jand (including map); proposed use, need, and de- 
Sirability of the cable; and any other information as‘may be necessary to en- 
able the Commission to act thereon. 

(b) These applications are acted upon by the Commission after obtaining 
the approval of the Secretary of State and such assistance from any executive 
department or establishment of the Government ‘as it may require. 

(c) Original files relating to submarine cable landing licensés and appli- 
cations for licenses since June 30, 1934; are kept by the Commission. Such 
applications for licenses (including all do¢uments and exhibits filed with and 
made a part thereof, with the exception of any maps showing the exact location 
of the submarine cable or cables to be licensed) and the licenses issued pur- 
suant thereto, with the exception of such maps, shall, unless otherwise ordered 
by the Commission, be open to public inspection ‘in the offices’ of the Commis- 
sion in Washington, D.C. 

(d) Original files relating to licenses and applications for licenses for thé 
landing operation of cables prior to June 30, 1934, were kept by the Depart- 
ment of State and such files prior to 1930 have been transferred to the Executive 
and Foreign Affairs Branch of the General Records Office of the National 
Archives. Requests for inspection of these files should, however, be addressed 
to the Federal Communications Commission, Washington 25, D.C.; and the 
Commission will obtain such files for a temporary period in order to permit 
inspection at the offices of the Commission. 
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EXECUTIVE ORDERS 
EXECUTIVE ORDER 10561 


DESIGNATING OFFICIAL PERSONNEL FOLDERS IN GOVERNMENT AGENCIES AS RECORDS 
OF THE CIVIL SERVICE COMMISSION AND PRESCRIBING REGULATIONS RELATING TO 
THE ESTABLISHMENT, MAINTENANCE, AND TRANSFER THEREOF 


By virtue of the authority vested in me by section 1753 of the Revised Statutes 
of the United States (5 U.S.C. 631), and by the Civil Service Act of January 16, 
1883 (22 Stat. 4083), and as President of the United States, it is ordered as 
follows: 

1. As used. herein, the term “agency” shall mean any executive department 
or independent establishment of the Federal Government, including a corpora- 
tion wholly owned or controlled by the United States, and, with respect to 
positions subject to the Civil Service Rules and Regulations, it shall also mean 
the legislative and judicial branches of the Federal Government and the govern- 
ment of the District of Columbia. 

2. Each agency shall establish and maintain a separate Official Personnel 
Folder for each of its employees who is employed under the Civil Service Rules 
and Regulations. Each such folder shal! be under the jurisdiction and control, 
and shall be a part of the records, of the United States Civil Service Commission 
(hereinafter referred to as the Commission). Each such folder shall include 
the records required to be kept by the Civil Service Commission under sub- 
paragraph eighth or paragraph second of section 2 of the Civil Service Act, 
namely: the notice given in writing by the appointing agency to the Commission 
of the persons selected for appointment or employment from among those who 
have been examined, of the place of residence of such persons, of the rejection 
of any such persons after probation, of transfers, resignations, and removals, and 
of the dates thereof. Each such folder shall also include such additional reeords 
as are or may be prescribed by the Commission. 

8. Records similar to those specified in paragraph 2 hereof with respect to em- 
ployees outside the competitive service shall be kept in Official Personnel Folders 
by all departments and independent establishments of the executive branch of 
the Government, including corporations wholly owned or controlled by the 
United States. 

4. The Commission is hereby authorized to prescribe regulations, not incon- 
sistent with this order, governing the establishment, content, maintenance, and 
transfer among agencies, of the Official Personnel Folders relating to any em- 
ployees to which this order is applicable. 

5. To the extent necessary to carry out the provisions of this order, the 
Commission may delegate to the heads of agencies any authority of the Presi- 
dent conferred upon it by this order. 

6. Executive Order No. 9784 of the September 25, 1946, entitled “Providing for 
the More Efficient Use and for the Transfer and Other Disposition of Govern- 
ment Records”, is hereby revoked ; and all provisions of other prior Executive 
orders which are inconsistent with this order are hereby modified to the extent 
of such inconsistency. 

7. This order shall become effective sixty days after the date hereof, or at 
such earlier time as the Commission may designate. 

DwicuT D. BiseNHOWER. 

THE Wuite Hovuss, September 13, 1954. 


(CIVIL SERVICE COMMISSION REGULATION, FEDERAL 
PERSONNEL MANUAL, CH. R-1-40] 


SAFEGUARDING RESTRICTED MATERIAL 


Authority for exercising custody over and otherwise insuring the safekeeping 
of the Official Personnel Folders is delegated to the heads of the agencies, 

Agencies will employ safeguards needed to control the review of restricted ma- 
terial in the folder, including examination papers and other material attached to 
the applications, and medical certificates. and other documents pertaining to an 
employee’s medical history. 


41075—60—23 
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In no case may an employee inspect the confidential questionnaires furnished 
for use in evaluating his qualifications. The qualification questionnaires are ob- 
tained upon the Commission’s assurance that the information furnished will be 
maintained in confidence and is for the inspection only of the Commission and 
the agency to which the applicant’s name may be certified. Employees will not 
be told who responded or did not respond, or who responded favorably or un- 
favorably. 

Within an agency the appointing officer, for whose use the papers are intended, 
is responsible for insuring that no one will have access to them except as author- 
ized for official use. (Civil Service Commission Regulation, Federal Personnel 
Manual, Ch. R-1-—40) 


OPINION OF THE ATTORNEY GENERAL 


OFFICE OF THE ATTORNEY GENERAL, 
Washington, D.C., June 15, 1955. 
THE PRESIDENT, 
The White House. 

My Dear Mr. Presmpent: This refers to the memorandum from Mr. Gerald D. 
Morgan, Special Counsel to the President, dated April 5, 1955, conveying your 
request for my opinion upon a question raised by Mr. George C. McConnaughey, 
Chairman of the Federal Communications Commission, in a letter to you dated 
April 1, 1955. Chairman McConnaughey requests an opinion upon the authority 
of the Commission, in view of the provisions of 18 U.S.C. 1905, to comply with 
the request of the Senate Committee on Interstate and Foreign Commerce for 
information which the Commission has received on a confidential basis from 
various television stations and networks. 

The request is accompanied by a copy of an opinion of the General Counsel 
of the Commission, concluding that the Commission does not have authority to 
comply with the request of the Senate Committee, and a copy of a memorandum 
prepared for the Senate Committee on Interstate and Foreign Commerce by the 
Assistant Counsel, Office of the Legislative Counsel of the Senate, which con- 
cludes that it is “very unlikely” that any officer or employee of the Commission 
could be prosecuted successfully under Section 1905 on account of his compliance 
with the Committee’s request for information. 

Section 1905 of Title 18 provides as follows: 

“Whoever, being an officer or employee of the United States or of any depart- 
ment or agency thereof, publishes, divulges, discloses, or makes known in any 
manner or to any extent not authorized by law any information coming to him in 
the course of his employment or official duties or by reason of any examination or 
investigation made by, or return, report or record made to or filed with, such 
department or agency or officer or employee thereof, which information concerns 
or relates to the trade secrets, processes, operations, style of work, or apparatus, 
or to the identity, confidential statistical data, amount or source of any income, 
profits, losses, or expenditures of any person, firm, partnership, corporation, or 
association ; or permits any income return or copy thereof or any book containing 
any abstract or particulars thereof to be seen or examined by any person except 
as provided by law; shall be fined not more than $1,000, or imprisoned not more 
than one year, or both; and shall be removed from office or employment.” 

The character of the information sought by the Senate Committee is described 
in the opinion of the General Counsel of the Commission as follows: 

“* * * Included among the requested information is a considerable amount of 
information as to the earnings, profits and expenses of each television station 
and their financial arrangements with such networks with which they may be 
affiliated. This latter category of information can be supplied only through ref- 
erence to the Annual Financial Reports (Form 324), of each station as supple- 
mented by certain special reports submitted by each licensee at the request of the 
Commission, and to the network contracts also filed by such station licensees. 

“* * * the information * * * came to the Commission as a result of one 
or more reports or records filed with the Commission by television broadcast 
licensees. It concerns and relates to trade secrets and style of work of the 
licensees as well as to the ‘identity * * * amount or source of any income, profits, 
losses, or expenditures’ of such licensees.” 

The question considered in this opinion, as in the opinion of the General 
Counsel of the Commission, is the legal authority of the Commission to furnish 
the information requested by the Senate Committee in the light of the provisions 
of Section 1905 of Title 18. 
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In the opinion of the General Counsel of the Commission, the applicability 
of section 1905 resolves itself into these two questions: “First, is the prohibition 
of the section applicable to the official action of a department or agency of the 
United States as such or solely to actions by officers or employees of such 
departments or agencies in their individual capacities? Second, is the disclosure 
of the information to the Senate Committee, as requested, ‘authorized by law’?” 

In an opinion to the Secretary of the Treasury respecting his authority to 
disclose borrowers’ financial and profit and loss statements in the course of 
liquidating the assets of the Reconstruction Finance Corporation,’ I advised 
the Secretary that “it would be unsafe to assume that 18 U.S.C. 1905 is inappli- 
cable to the heads of agencies as opposed to subordinate officers or employees.” 
This opinion had reference to a proposed official action of the Secretary in 
connection with his statutory duties concerning liquidation of the corporation. 
It would seem to follow that it also would be unsafe to assume that the prohibition 
of the section is inapplicable to the official action of a department or agency of 
the United States acting through its head. However, it is unnecessary for me 
to determine whether a distinction may be drawn between the official act of the 
head of an agency and an official act of the agency itself since it is my view that 
disclosure of the information concerned is “authorized by law.” 

Section 1905 does not require that the information be held confidential. As 
the Assistant Legislative Counsel of the Senate points out on page four of his 
memorandum of law, the section “does not impose an absolute bar to disclosure” 
since disclosures authorized by law are not prohibited. 

The Communications Act of 1934,* as amended, also does not impose any bar 
to disclosure. Section 412 of the Act makes certain documents and information 
filed with the Commission “public records”. It also provides that the Com- 
mission may keep certain specified information confidential. The Commission 
has similar discretionary authority regarding the secrecy or confidentiality of 
information in sections 4 (j) and 213 (f) of the Act. 

The Rules and Regulations of the Commission relating to the inspection of 
records expressly recognize that information such as that with which you are 
concerned shall be open to public inspection in the discretion of the Commission. 
§0.406 of the Rules and Regulations* provides as follows: 

“Inspection of records—Subject to the provisions of Section 4(j) and 213(f), 


412 and 606 of the Act, the files of the Commission shall be open to public 
inspection as follows: 


* * * * * * * 


“(e) * * * The information filed under §1.341 (47 CFR 1.341) and network 
and transcription contracts filed pursuant to §1.342 (47 CFR 1.342) shall not 
be open to public inspection * * *.* 

* * * * * * * 


“(e) In the discretion of the Commission, other files, including those excepted 
in paragraphs (a), (b), and (c) of this section, upon written request describing 
in detail the documents to be inspected and the reasons therefor.” 

Section 0.406 states that the files of the Commission shall be open to public 
inspection “subject to the provisions of Section 4(j) 213(f), 412 and 606 of the 
Act.” These sections of the statute do not, however, impose any prohibition 
against the disclosure of the information with which the Commission is con- 
cerned. Thus, the rules and regulations provide that certain classes of infor- 
mation shall be open to public inspection and certain other classes shall not be 
open. However, in the discretion of the Commission, ail the files of the Com- 
mission may be made available for public inspection.* 

The memorandum of the Assistant Legislative Counsel of the Senate indicates 
that the Senate Committee, in requesting the information from the Commission, 


is acting pursuant to Sections 184(a) and 136 of the Legislative Reorganization 
Act of 1946. 


1 Vol. 41, Op. No. 26, Dee. 1, 1953. 
* June 19, 1934, ch. 652, 48 Stat. 1064 ; 47 U.S.C. 151 et seq. 
* As reported in Pike & Fischer, 


nial $1541 and 1.342 relate to financial reports and contracts of broadcast licensees and 
ees. 


* By § 0.322 of the Rules and Regulations the General Counsel has been delegated authority 
to act upon requests for inspection of records under the provisions of § 0.406 of the Rules. 
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Section 134(a) of the Legislative Reorganization Act of 1946 (Aug. 2, 1946, 
ch. 7538, title I; 60 Stat. 831, 882; 2 U.S.C. Supp. I, 190b) provides in part: 

“(a) Each standing committee of the Senate, including any subcommittee of 
any such committee, is authorized to hold such hearings, to sit and act at such 
times and places during the sessions, recesses, and adjourned periods of the 
Senate, to require by subpena or otherwise the attendance of such witnesses and 
the production of such correspondence, books, papers, and documents * * * as 
it deems advisable. Each such committee may make investigations into any 
matter within its jurisdiction * * *.” 

Section 136 of the same Act (Aug. 2, 1946, ch. 7538, title I; 60 Stat. 832; 2 
U.8.C., Supp. I 190d) further provides: 

“To assist the Congress in appraising the administration of the laws and in 
developing such amendments or related legislation as it may deem necessary, 
each standing committee of the Senate and the House of Representatives shall 
exercise continuous watchfulness of the execution by the administrative agencies 
concerned of any laws, the subject matter of which is within the jurisdiction of 
such committee; and, for that purpose, shall study all pertinent reports and data 
submitted to the Congress by the agencies in the executive branch of the Govern- 
ment.” 

The opinion of the General Counsel of the Commission states that the Senate 
Committee has been authorized by a series of resolutions to make full and com- 
plete studies and investigations of all matters pertaining to communication by 
telephone, telegraph, radio and television. The General Counsel’s opinion points 
out that S. Res. 173, 83rd Congress, 2d Sess., provides that the Committee, “with 
the consent of the head of the department or agency concerned’, may utilize 
“information” of “any of the departments or agencies of the Government” in 
making these studies and investigations. 

Section 134(a) of the Legislative Reorganization Act confers upon the Senate 
Committee authority to conduct investigations into matters within its jurisdic- 
tion and to require the production of such records as it deenis advisable. The 
Senate Resolution referred to above indicates that the Committee’s pending study 
of television-network relations, in connection with which the request for infor- 
mation from the Commission has been made, is a matter within the Committee's 
jurisdiction. It would appear, therefore, that the Committee is properly and 
directly concerned with the information in the execution of its statutory investiga- 
ive power. Since the Committee is authorized by statute to require the produc- 
ion of such “documents * * * as it deems advisable,” it has authority to obtain 
the records, In brief, the Committee is authorized by law to obtain and study 
the information which it requests from the Commission. 

Regarding the Committee’s power under Section 134(a) the memorandum of 
the General Counsel states at pages seven and eight that: 

“This section would appear to provide authority for the Senate Committee 
to seek from the Commission licensees directly the material which they have sub- 
mitted to the Commission and which the Senate Committee has requested the 
Commission to supply. But in such circumstances the individual licensee would 
be able, if he so wished, to secure a judicial determination of the relevancy of 
the information it is requested to furnish. On the other hand, the individual 
licensee would not appear to be in a position 'to challenge the relevancy of this 
information if it were to be voluntarily submitted to the Senate Committee by 
the Commission, and in fact might not know anything of such disclosure at the 
time it was made. Accordingly, I do not believe that the authority of the Senate 
Committee to seek this information from the individual licensees can be said to 
constitute authority to secure the information from the Commission in view of 
the prohibitions of Section 1905 of the Criminal Code.” : 

The authority of the Senate Committee to seek this information from the 
Commission does not depend upon its authority to seek the information directly 
from the individual licensee. Section 134 is broad enough to authorize the Com- 
mittee to seek from the Commission matters of official record, into which ecate- 
gory this information falls. Under these circumstances the narrow question 
is whether the Commission is “authorized by law” within the meaning of Section 
1905 to divulge the information to the Senate Committee. 

Section 136 of the Legislative Reorganization Act imposes upon the Com- 
mittee the duty of exercising “continuous watchfulness” concerning the execution 
by executive agencies of laws relative to subjects within the jurisdiction of 
the Committee for the purpose of “assisting the Congress in appraising the 
administration of the laws and in developing such amendments or related 
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legislation as it may deem necessary.” In furthering this purpose the Com- 
mittee “shall study all pertinent reports and data submitted to the Congress by 
the agencies in the executive branch of the Government.” The purpose of 
this section is to require that the appropriate Congressional committees find out 
and then inform the Congress whether the executive agencies are carrying 
out the laws entrusted to their execution im accordance with the intent of 
Congress. Senate Report 1400, 79th Cong., 2d Sess., p. 6. Im enacting this 
section Congress contemplated that the standing committees would be “utilized 
as vehicles of consultation and collaboration between Congress and the e¢or- 
responding administrative agencies within their respective jurisdictions.” Sen- 
ate Report 1400, 79th Cong., 2d Sess., p. 6; see also the President's statement 
issued at the time he signed the Legislative Reorganization Act of 1946, 92 
Cong. Rec. 10675 (Aug. 2, 1946), and remarks of Senator LaFollette, who sub- 
mitted the above report, 92 Cong. Rec. 6445 (June 7, 1946).° Assuming that 
the Committee requires the information sought from the Commission in the 
exercise of its statutory duty to watch over the execution by the Commission 
of a law within the jurisdiction of the Committee, e.g., the Communications Act 
of 1934, the act of the Commission in furnishing the information would be in 
pursuance of the cooperation between the executive agencies and the standing 
committees which is implicit in the purpose of section 136 and within the con- 
templation of the Congress which enacted it. 

These provisions do not expressly authorize disclosure of the type of informa- 
tion referred to in 18 U.S.C. 1905. However, it is sufficient that the authorization 
in reasonably implied rather than express. 41 Op. A.G. No. 26, page four. The 
authority which the Committee has under Section 134(a) to require the informa- 
tion in question constitutes in effect an authorization to the Commission to 
satisfy a request made under authority of this section. To the extent that the 
information is sought by the Committee in the exercise of its duty under Section 
136, authorization to furnish the requested information to assist in carrying out 
the purpose of the section is implicit in that cooperation between the Federal 
agencies and the Congressional committees which the Congress intended. 

The foregoing considerations lead me to the conclusion that the Commission 
may make available to the Senate Committee the requested information. The 
Commission should satisfy itself, of course, that the information is sought by the 
Senate Committee within the limits of its jurisdiction and authority ‘der 
Sections 134(a) or 136 of the Legislative Reorganization Act. The Com uission 
also should be satisfied that the information is relevant to the Con.mittee’s 
investigation. 

Although the Commission may make the information available to 1ue Com- 
mittee, there is no basis whatsoever for finding in Sections 134(a) aud 126 
of the Legislative Reorganization Act any requirement that the Commission must 
produce confidential information which it withholds in its discretion. It is clear 
from the legislative history of the Act that there was altogether absent any intent 
to change a fundamental practice and precedent of our Government : that there is 
a discretion in the executive branch to withhold confidential papers. The rec- 
ord of the debate on the Legislative Reorganization Act shows that there was 
no attempt made to interfere, by Sections 134(a) and 136, with that discretion.’ 
Therefore, although I find that the Commission is authorized by law to make 
the requested information available to the Senate Committee, such authoriza- 
tion does not constitute in any sense a requirement or direction that the informa- 
tion should be divulged to the Committee. 

I can do no better in closing than to call to your attention the concluding 
statement of my predecessor, Attorney General Palmer, in 31 Op. A.G. 541, 543 
(1919), with respect to the right of the Tariff Commission to place in the hands 
of the War Trade Board trade secrets which had come into the possession of 
the Commission in the course of the exercise of its official functions and which 


*In the course of these remarks Senator LaFollette pointed out that each standing com- 
mittee ‘‘will be in touch with the various activities of the departments or agencies of the 
Government over which it has jurisdiction, and it will endeavor by cooperation, by meet- 
ings and exchange of views and gathering of information, to make certain, insofar as 
Possible, that the agency or department, in exercising the broad delegation of legislative 
power is contained in almost every act, is exercising it as was intended | by Congress.” 

7™The Senate rejected an amendment which would have required, inter alia, that the 
records of any department or agency of the Government be made available for inspection 
by a joint Congressional committee. 92 Cong. Rec. 6566 (June 10, 1946). 
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by the terms of Section 708 of the Act creating the Tariff Commission could 
not be made known by the Commission’s officers or employees to any person 
“in any manner whatever not provided for by law.”* In concluding that the 
Tariff Commission was not precluded from making the information available to 
the Board for “any appropriate use’, Attorney General Palmer cautioned : 

“It is deemed only proper to add, however, that section 708 is a penal statute, 
for which reason it would be inexpedient for the Attorney General to undertake 
to say in advance what the courts might eventually hold as to whether or not 
in a given case there had been a violation of that section. The question as to the 
propriety of placing in the hands of the War Trade Board the information 
which has been requested is one which, in the first instance, should, it is be- 
lieved, be determined by the Tariff Commission itself, after due consideration 
of the use designed to be made thereof. If, as a result of its inquiry, the Com- 
mission has any doubt as to whether the proposed use would be inimical to the 
purpose which the inhibition in section 708 was intended to serve, it would, in my 
judgment, be entirely within the scope of its sound discretion for the Com- 
mission to decline to disclose the data asked for.” 

The remarks of my predecessor are equally applicable in the present circum- 
stances and with respect to 18 U.S.C. 1905. 

Respectfully, 


Attorney General. 


® Section 708, Act of September 8, 1916 (39 Stat. 795, 798). This was the predecessor 


of 19 U.S.C. 1335, 1940 ed., one of the three sections of which 18 U.S.C. 1905 is a 
consolidation. 





FEDERAL DEPOSIT INSURANCE CORPORATION 


Office of the Chairman, 
JuLy 25, 1958. 
Hon. Tuomas C. Hennines, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 


Dear Senator Henninos: In your letter of June 26, 1958, you ask 
that we furnish you with answers to the following questions: 

1. What types of information and records in the possession of 
your department or agency are not available to members of the 
public or press upon request ? 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

With reference to your first question, you are advised that confi- 
dential and privileged records and information are not generally 
available to the oe or press upon request except in certain cir- 
cumstances set forth in part 309 of the Corporation’s rules and regu- 
lations relating to confidential and privileged records and informa- 
tion, a copy of which is enclosed. All information except that which 
is classified as confidential and privileged is available to members of 


we public or press upon request. Section 309.1(a) provides as fol- 
ows: 


§ 309.1 Unpublished information—(a) Confidential information and records. 
All files, documents, reports, books, accounts, and records (collectively referred to 
as “records” in this section) pertaining to any bank, or the internal operations 
and affairs of the Corporation, in the possession or under the control of the Cor- 
poration or any officer, employee, or agent thereof, including but not limited to (1) 
reports of examinations or investigations of any bank, (2) applications, state- 
ments, and reports to the Corporation by any bank, (3) proceedings for the 
termination of the insured status of any bank, or (4) the internal operations of 
the Corporation, including minutes of the meetings of the Board of Directors and 
authorized committees and exhibits filed therewith, and all facts or informa- 
tion contained in such records or acquired by the officers, employees, or agents 
of the Corporation in the performance of their official duties (collectively referred 
to as information in this section) are confidential and privileged. 


The chief of any division of the Corporation may furnish any rec- 
ords or information in his custody other than the records enumerated 
in (1), (2), (3), and (4) of the above quoted section 309.1(a), and in- 
formation acquired in reference thereto to any State or Federal Gov- 
ernment agency for its official use, and to any other person with a sub- 
stantial interest therein where the release or disclosure to such person 
1s not detrimental or prejudicial to the bank or person from whom 
the records or information were obtained or received or contrary to 
public interest (sec. 309.1(b) (1) ())- The press is generally in- 
terested in information dealing with banks in the aggregate instead of 
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the individual banks and such information generally would not preju- 
dice the banks or the public interest. 

In addition to other provisions for furnishing information and rec- 
ords to Federal and State agencies, provision is made that the Gen- 
eral Counsel of the Corporation “may authorize the production of any 
record, the disclosure of any information, and the giving of any testi- 
mony with respect thereto, by any officer, employee, or agent of the 
Corporation, upon any proceeding, hearing, or trial, civil or criminal, 
in any Federal or State court or before any administrative board, 
commission, or committee, on behalf of or at the request of the Cor- 
poration, the United States, or State prosecuting official, or the bank 
or person from whom such confidential and privileged records and in- 
formation were received or obtained” (sec. 309.1(b) (1) (vii)). 

The Chairman of the Board of Directors “in his discretion and pur- 
suant to law, may authorize the production, examination, or inspec- 
tion of any records, or the furnishing of copies thereof, or the dis- 
closure of any information, or the Chairman, in his discretion, may 
direct the General Counsel or the chief of any division to refuse to 
permit the production, examination, or inspection of any records, 
or the furnishing of copies thereof, or the disclosures of information, 
if he shall find such action to be in the best interests of the Corporation 
and consistent with the public interest” (sec. 309.1(e) ). 

With reference to your second question, the exercise of supervisory 
powers over banking has traditionally been attended by confiden- 
tiality. It is essential to effective supervision of banks that the con+ 
tents of reports of examination and other records im the adjudica- 
tion of cases be held privileged and confidential. This proposition 
stems from very valid reasons. The reports of examination and other 
records containing information from such reports necessarily deal 
to a considerable extent with the private and personal business affairs 
of the banks involved, of their borrowers, and of other customers of 
the bank. Public confidence in banking institutions is essential... Dis- 
closure of information from examination reports and collateral records 
could seriously affect the financial interests of the bank, its depositors 
and its borrowers. In addition to the various details relating to loans 
and other matters, the examiner is required to set forth his conclu- 
sions and opinions which may not be fully shared by others. Be- 
cause of the understanding that the contents of such examination re- 
ports and such other records will be held confidential, the officials of 
the banks feel free to disclose to the examiner facts having a penTING 
upon the bank’s loans, general conditions, .problems, operating. an 
investment practices and loan and credit policies, and the examiner 
feels free to offer suggestions, comments and criticisms on the affairs 
of the bank, its personnel and problems. This freedom of expression 
on the part of both the banker and the examiner would be destroyed 
if the records should be circulated out of the customary bank super- 
visory channels. ; 

The privileged and confidential nature of the examination reports 
and other records, including information from examination report 
has been consistently observed by the bank supervisory authorities an 
recognized in enactments of Congress and by the courts. The Fed- 
eral Deposit Insurance Act clear]v implies such confidentiality by 
specifically providing in section 10(f) that this Corporation may fur- 
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nish examination reports, to the Comptroller of the Currency, to any 
Federal Reserve bank, and to any commission, board or authority hav- 
ing supervision over a State bank which is not a member of the Fed- 
eral Reserve System. The same provision authorizes the Corpora- 
tion to have access to reports of examination made by the Comptroller 
of the Curreney or any Federal Reserve bank. Section 10(f) reads as 
follows: 


The Corporation shall have access to reports of examination made by, and 
reports of condition made to, the Comptroller of the Currency or any Federal 
Reserve bank, may accept any report made by or to any commission, board, or 
authority having supervision of a State nonmember bank (except a District 
bank), and may furnish to the Comptroller of the Currency, to any Federal 
Reserve bank, and to any such commission, board, or authority, reports of 


examinations made on behalf of, and reports of condition made to, the Corpo- 
ration. 


This Corporation and the other Federal banking agencies are ex- 
pressly authorized under such conditions as they may prescribe upon 
the request of the Farm Credit Administration to make available to 
the Farm Credit Administration. or, any. District bank or District 
corporation operating under its supervision, in confidence, all reports, 
records or other information they may have relating to the condition 
of any institution to which the administration, such District bank, or 
corporation has made or contemplates making loans or for which it 
has discounted or contemplates discounting paper, or which it is using 
or contemplates using as.a custodian of securities or other credit in- 
struments, or as a depositary (12 U.S.C, 1095)... A similar authori- 
zation for furnishing the Securities and Exchange Commission with 
reports, records, aie otha information includes the following provi- 
sion (15 U.S.C. 7Tuuu(b)) : 


Notwithstanding any provision ef this subchapter, no report, record, or other 
information made available to the Commission under this subsection, no report 
of an examination made under this subsection for the use of the Commission, 
no report of an examination made of any trustee or prospective trustee by any 
Federal, State, Territorial, or District authority having jurisdiction to examine 
or supervise such trustee, no report made by any such trustee or prospective 
trustee to any such authority, and no correspondence between any such authority 
and any such trustee or prospective trustee, shall be divulged or made known 
or available by the Commission or any member, officer, agent, or employee there- 
of, to any person other than a, member, officer, agent, or employee of the Com- 
mission: Provided, That the Commission may make available to the Attorney 
General of the United States, in confidence, any information obtained from such 
records, reports of examination, other reports, or correspondence, and deemed 
necessary by the Commission, or requested by him, for the purpose of enabling 
him to perform his duties under this subehapter. 


Employees of the United States, its departments and agencies are 
prohibited by section 1905, title 18 of the United States Code from dis- 


closing certain information described m the section which reads as 
follows: > 


§ 1905. Disclosure of confidential information generally 


“Whoever, being an officer or employee of the United States or of any de- 
partment or agency thereof, publishes, divulges, discloses, or makes known in 
any manner or to any extent not authorized by law any information coming to 
him in the course of his employment or official duties or by reason of any exami- 
nation or investigation made by, or return, report or record made to or filed 
with, such department or agency or officer or employee thereof, which informa- 
tion concerns or relates to the trade secrets, processes, operations, style of work, 
or apparatus, or to the identity, confidential statistical data, amount or source 
of any income, profits, losses, or expenditures of any person, firm, partnership, 


354 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


corporation, or association; or permits any income return or copy thereof or 
any book containing any abstract or particulars thereof to be seen or examined 
by any person except as provided by law; shall be fined not more than $1,000, 
or imprisoned not more than 1 year, or both; and shall be removed from office 
or employment. 


In this connection attention is called to section 1906, title 18, of the 
United States Code which makes it a penal offense for an examiner to 
disclose the names of borrowers or the collateral for loans of an insured 


bank except under the circumstances described in the statute. This 
section reads as follows: 


§ 1906. Disclosure of information by bank examiner 


Whoever, being an examiner, public or private, discloses the names of bor- 
rowers or the collateral for loans of any member bank of the Federal Reserve 
System, or bank insured by the Federal Deposit Insurance Corporation, exam- 
ined by him, to other than the proper officers of such bank, without first having 
obtained the express permission in writing from the Comptroller of the Currency 
as to a national bank, the Board of Governors of the Federal Reserve System as 
to a State member bank, or the Federal Deposit Insurance Corporation as to 
any other insured bank, or from the board of directors of such bank, except when 
ordered to do so by a court of competent jurisdiction, or by direction of the 
Congress of the United States, or either House thereof, or any committee of 
Congress or either House duly authorized, shall be fined not more than $5,000 
or imprisoned not more than 1 year, or both. 


Subsections (b) and (c) of section 3 of the Administrative Pro- 
cedure Act (5 U.S.C. 1002(b) and (c)) provide as follows: 


(b) Every agency shall publish or, in accordance with published rule, make 
available to public inspection all final opinions or orders in the adjudication of 
eases (except those required for good cause to be held confidential and not cited 
as precedents) and all rules. 

(c) Save as otherwise required by statute, matters of official record shall in 
accordance with published rule be made available to persons properly and 
directly concerned except information held confidential for good cause found. 


In the case of Bank of America Nat. Trust & Sav. Ass’n v. Douglas, 
105 F. 2d 100, 103-105 (1939), the U.S. Court of Appeals for the Dis- 
trict of Columbia considered the authority of the Secretary of the 
Treasury to furnish Securities and Exchange Commission copies of 
the examiners’ reports to the Comptroller of the Currency and the 
question whether, if there was authority, the information must be 
held in confidence. The recognition of the confidentiality of bank 
examination reports is clearly shown in the following excerpts of the 
opinion of the court in such case: 


According to a practice of long standing, the reports of bank examiners made 
to the Comptroller have been considered as private, and access to them for use 
by other Government officials has been granted only in tax investigations and 
criminal prosecutions. In a number of instances Congress has specifically 
authorized use of reports in confidence, and the only statutory reference to 
publicity is in the Comptroller’s qualified authority to publish the report on 
any bank which fails to comply with his recommendations. 

Other instances to show-that by unbroken custom reports of bank examiners 
have been regarded as privileged are (1) the testimony of Chairman Douglas 
of the Commission in the hearings on the Barkley bill to the effect that exam- 
iners’ reports ought not to be made public; (2) the testimony of the Comptroller 
in the Pujo investigation that the reports of examiners had always been re- 
garded as confidential; (3) legislation on the subject, where in each instance 
in which the rule was modified, Congress recognized the necessity of effecting 
it by express language even as to those agencies and instrumentalities author- 
ized to deal with banks. And to all of this may be added the uncontradicted 
testimony that examiners’ reports had never at any previous time been publicly 
used in any civil proceeding. 


* * * * * * * 
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Whether the information so furnished should be used by the Commission only 
for the purpose of conducting its inquiry into the financial affairs of the Bank or 
whether its use was unrestricted, presents a more difficult problem. As we have 
already pointed out, the unbroken administrative practice of the Secretary and 
the Comptroller, as well as the course of congressional legislation, manifests a 
fixed purpose to confine the outside use of such information to criminal prosecu- 
tions, tax suits, and the like. And this is true because of the nature of banking, 
as to which, by universal recognition, public confidence is essential. The plenary 
power of the Comptroller over the conduct of the business and affairs of banks 
always has been considered ample to assure reasonable protection to depositors 
and the public. 
* 2 * cg & a + 

And so, as we think, while it must be decided that the Secretary was author- 
ized to deliver the reports, their use should be confined to an investigation of 
the charges in proper proceedings by the Commission in the discharge of its 
duties under the act. And this the Commission now assures us is the length 
and breadth of the purpose it has in mind. It says that it does not require 
or intend to introduce the reports in evidence and that it will not make them 
public by any other means. (Footnote reference in the quoted portions of the 
opinion have not been included.) 


To protect the records and information relating to insured banks, 
the Corporation prescribed the regulations relating to confidential and 
privileged records and information of the Corporation set forth in part 
309 of the Corporation’s rules and regulations, pursuant to its author- 
ity in section 9 (Tenth) of the Federal Deposit Insurance Act “To pre- 
scribe by its Board of Directors such rules and regulations as it may 
deem necessary to carry out the provisions of this act.” In this con- 
nection, see A ppeal of the United States Securities & Exchange Com’n 
and William H. Timbers, 6 Cir., 1955, 226 F. 2d 501. 

In addition to part 309 of the Corporation’s rules and regulations, 
we are enclosing general memorandum No. 3 of the Corporation which 
deals in part with confidential matter in the hands of examiners. An 
instructions bulletin to assistant examiners of the Corporation includes 
the following with reference to confidential information : 

All data obtained by the examiner or his assistant relative to any bank ex- 
amined must be regarded as strictly confidential, to be shared with no one except 
the Corporation or its representatives, state supervising authorities, and the 


officers and directors of the bank examined. Information contained in the con- 


fidential section of the report of examination, however, is not to be revealed to 
any of the bank’s personnel * * *, 
Sincerely yours, 


Jesse P. Wotcort, Chairman. 
(Attachment 1) 


REGULATIONS 


FEDERAL DEPOSIT INSURANCE CORPORATION AMENDMENT OF 
RULES AND REGULATIONS RELATING TO CONFIDENTIAL AND 
PRIVILEGED RECORDS AND INFORMATION (12 CFR, PART 309) 

Part 309—CoNFIDENTIAL AND FRIVILEGED RECORDS AND INFORMATION 

809.1 Unpublished information. 

809.2 Opinions and orders. 


AUTHORITY: §§ 309.1 and 809.2 issued under sec. 9, 64 Stat. 882; 12 U.S.C. 1819. 
Interpret or apply sec. 10, 64 Stat. 882-883 ; 12 U.S.C. 1820. 

$309.1 Unpublished information—(a) Confidential information and records. 
All files, documents, reports, books, accounts, and records (collectively referred 
to as “records” in this section) pertaining to any bank, or the internal operations 
and affairs of the Corporation, in the possession or under the contro) of the 
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Corporation or any officer, employee, or agent thereof; including but not limited 
to (1) reports of examinations or investigations of any bank, (2) applications, 
statements, and reports to the Corporation by any bank, (3) proceedings for the 
termination of the insured status of any bank, or (4) the internal operations 
of the Corporation including minutes of the meetings of the Board of Directors 
and authorized committees and exhibits filed therewith, and all facts or informa- 
tion contained in such records or acquired by the officers, employees, or agents 
of the Corporation in the performance of their official @uties (collectively 
referred to as “information” in this section) are confidential and privileged. 

(b) Disclosure prohibited. (1) Officers, employees, and agents of the Corpora- 
tion are prohibited from allowing any person to inspect, examine, or copy any 
of said confidential or privileged records, or furnishing copies thereof, or. from 
disclosing any confidential and privileged information except as herein provided : 

(i) The Chief of any Division having custody thereof, in his discretion, may 
release or furnish any records of information, other than records enumerated in 
paragraph (a), (1), (2), (3), and (4) of this section and information acquired 
in reference thereto, to any governmental agency, State or Federal, for use 
in the exercise of its official duties; and to any other person upon a. verified 
written application which shall show that the applicant. has a substantial in- 
terest therein and the purpose for which it is to: be used: Provided, however, 
That when such records or information are requested by any person other 
than a governmental agency, the Division Chief shall find, and such finding 
shall be supported by opinion of the General Counsel, that the release or dis- 
closure is not detrimental or prejudicial to the bank or banks or person or 
persons from whom the records or information were obtained or received, nor 
contrary to the public interest. 

(ii) The Chief of the Division of Examination may furnish to any bank 
copies of any reports of examination or investigation of such bank (except 
the section of the report designated “confidential” ), and other information. per- 
taining to its affairs: Previded, That copies.of such reports of examination and 
other information so furnished to any bank. shall remain the property of the 
Corporation and under no circumstances shall the bank or any of its directors, 
officials, or employees disclose or otherwise make public in any manner such 
reports or any portion thereof or other information so furnished. 

(iii) The Chief of the Division of Examination may furnish to the Comp- 
troller of the Currency, to any Federal Reserve Bank. and to any commission, 
board, or authority having supervision of a State nonmember bank, and to the 
Reconstruction Finance Corporation, or its successor Pederal agency, if it owns 
or holds as pledgee, or has under consideration an application for. the purchase 
of any preferred stock, capital notes, or debentures in such bank, copies of 
reports of examination made on behalf of the Corporation and other informa- 
tion pertaining to insured nonmember banks for use in the exercise of their 
official duties: Provided, That such reports of examination and other informa- 
tion so furnished to such officials or agency shall remain the property of the 
Corporation and under no circumstances shall any such official or agency dis- 
close or make public in any manner such reports or any portion thereof or 
other information so furnished. 

(iv) The Chief of the Division of Examination may furnish to any official 
of the Department of Justice or to any State prosecuting authority any informa- 
tion regarding defalcations, burglaries, or robberies affecting insured banks, 
when, in his opinion, there is urgent need for immediate action to be taken 
by such Department or authority in the investigation thereof or the appre- 
hension or prosecution of persons responsible therefor. 

(vy) The Chief of the Division of Research and Statistics may furnish to 
the Comptroller of the Currency, to, any Federal Reserve Bank, and to any com- 
mission, board, or authority having Supervision of a State nonmember bank, 
copies of reports of condition made by. insured banks to the Corporation in- 
cluding statements of assets, liabilities, and capital accounts, and of earnings, 
expenses and distribution of profits for use in the exercise of their official 
duties: Provided, That under no circumstances shall such Federal or State 
officials make public the contents of such reports or any portion thereof, ex- 
cept in the publication of general statistical reports. 

(vi) The General Counsel of the Corporation may disclose to the proper 
Federal or State prosecuting authorities any and all records and information 
relating to irregularities discovered in open and closed insured banks believed 
to constitute violations of any Federal or State statute. 
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(vii) The General Counsel may authorize the production of any record, the 
disclosure of any information, and the giving of any testimony with respect 
thereto, by any officer, employee,.or agent of the Corporation, upon any proceed- 
ing, hearing, or trial; civil or criminal, in any Federal or State court or before 
any administrative board, commission, or committee, on behalf of or at the re- 
quest of the Corporation, the United States, or State prosecuting official. or the 
bank or person frem whom .such confidential, and privileged records and in- 
formation were received or obtained. 

(2).-The authorization hereunder may be given only in response to a subpoena 
or other legal process duly issued and.served upon the Corporation at its prin- 
cipal office, which service may be by registered mail addressed to the Corpora- 
tion at Washington, D.C., specifying the record requested, the nature and scope 
of the testimony to be elicited, the name of the witness and the place and time 
of appearance: Provided, That the General Counsel, in his discretion, may waive 
the requirement of service of subpoena.or process when he believes it to be in the 
interest of justice to do. se, . Without such prior authorization, any. officer,.em- 
ployee or agent of the, Corporation. required to respond to a subpoena or other 
legal process shall attend at the time and place therein mentioned and respect- 
fully decline to produce any record or disclose any information or give any 
testimony with respect thereto, basing his refusal upon. this rule. 

(c) Application for disclosure without subpoena. Applications for disclosure 
of information or records hereunder should. be addressed to the appropriate 
Division Chief or the General Counsel of the Corporation, as the case may be. 

(d) Service of process on officer, employee, or agent... Any officer, employee, 
or agent of the Corporation served with a sabpoena, order, or, other, process re- 
quiring his personal attendance as a witness or the production of records Or in- 
formation upon any proceeding mentioned in paragraph (b),(1) (vii). of this sec- 
tion shall promptly advise (1) the court or tribunal which issued the process, 
and the attorney for the party at whose instance the process was issued, if 
known, of the substance of this rule, and (2) the General Counsel of the Corpo- 
ration at Washington, D.C., of such service and of the records and information 
requested and of any facts which may be of assistance 'to the General Counsel in 
determining whether such records and information should be made available. 

(e) Authority of Chairman of Board of Directors. Notwithstanding any of 
the foregoing provisions, the Chairman of the Beard of Directors, in his dis- 
cretion and pursuant to law, may authorize the production, examination, or 
inspection of any records, or the furnishing of copies thereof, or the disclosure 
of any information, or the Chairman, in his discretion, may direét the General 
Counsel or the Chief of any Division to refuse to permit the production, examin- 
ation, or inspection of any records, or the furnishing of copies thereof, or ‘the 
disclosure of any information, if he shall find such action te be in the best in- 
terests of the Corporation and consistent with the publie interest. 

(f) Publication of data. The Board of Directors or the Chairman may from 
time to time authorize and direct the publication and public. distribution of in- 
formation and data eompiled from the records of the Corporation. 

§ 309.2 Opinions and orders, (a) A survey and review of the opinions and 
orders heretofore made by the Board of Directors of the Corporation in the 
adjudication of cases, in connection with licensing, supervision, investigation, 
termination of insured status, payment of insured deposits, and the administra- 
tion of liquidations and receiverships, disclose that their publication would not 
be of current interest or importance, they are not cited as precedents, and. are 
required for good cause to be held confidential. Accordingly, they will not be 
published nor made available te publie inspection. 

(b) The Board of Directors will, however, either publish, or, in accordance 
with published rule, make available for public inspection, final opinions and 
orders in the adjudication of cases which are cited as precedents and which 
are not required for good cause to be held confidential. 





358 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


(Attachment 2) 


GENERAL MEMORANDUM NO. 3 
(Revised December 31, 1948) 


FEDERAL Deposit INSURANCE CORPORATION, 
DIVISION OF EXAMINATION, 
Washington. 
Subject: Confidential matter in hands of examiners; accountability of exam- 
iners for Corporation’s property in their possession 


CONFIDENTIAL MATTER 


It is important that every examiner, assistant, and office employee under- 
stand and continuously bear in mind the confidential nature of certain documents, 
information, or property in their custody or possession. Disclosing of informa- 
tion pertaining to individual banks to other than authorized persons is a crime 
for which the law attaches severe penalties. 

Also confidential in nature are such material as: 

Code book 

Manual of Instructions and Examination Policies 

Examiners’ itineraries 

District office memorandums 

Special instructions to examiners with respect to particular banks. 

The loss of any of these documents, as well as blank transportation requests 
or the pocket identification card evidencing an examiner’s commission, could 
prove extremely embarrassing. 


ACCOUNTABILITY OF EXAMINERS FOR PROPERTY IN THEIR POSSESSION 


Continuously during their service with the Corporation and at their 
separation therefrom, all examiners, assistants, and other employees of this 
Division are held accountable for all documents and articles of property issued to 
them and belonging to the Corporation. A list of such documents and property 
usually issued to examiners includes the following: 

Brief case 
Manual of Instructions and Examination Policies 
Code book 
Government Requests for Transportation 
Commission (pocket identification ) 
Jommission (certificate) 
Typewriter 
Office furniture and equipment 
Files, including all official papers, correspondence and examination reports 
Blank forms and other stationery 
Bond basis book (Comprehensive Bond Value Tables) 
Circulars issued by the Washington Office to District offices 

The loss of any One or more of these documents or articles should be reported 
promptly to the District office, which will in turn report to the Washington Office. 

Upon separation from the service, all documents or property of the Corporation 
that may have been issued to the examiner, assistant, or other employee should 
be turned in to the District office. If any examiner or assistant, on leaving the 
service, desires to retain his pocket commission as a souvenir, it should be sent 
to the Washington Office for cancellation after which it will be returned to him 
at his request. 

Vance L. Satror, 
Chief, Division of Examination. 





FEDERAL HOME LOAN BANK BOARD 


Aveust 4, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Chairman, Committee on the Judiciary, 
Subcommittee on Constitutional Rights, 
US. Senate, 
Washington, D.C. 


My Dear Senator Hennines: We are pleased to reply to your 
letter of June 27, 1958, and to have this opportunity to be of assistance 
to the Constitutional Rights Subcommittee in its current study of the 
subject of freedom of information. 

Your first question is: “What types of information and records in 
the possession of gost department or agency are not available to 
sie om of the public or press upon request ¢” 

Generally speaking, there are two categories of information and 
records in the files of the Federal Home Loan Bank Board which are 
not indiscriminately made available to members of the public or press 
upon request, These are, first, information and records pertaining to 
the financial condition and internal affairs of those institutions over 
which the Board has supervisory and/or regulatory authority, i.e., 
the Federal Home Loan Banks, the members of the Federal Home 
Loan Bank System, the members of the Federal Savings and Loan 
System, and institutions insured by the Federal Savings and Loan 
Insurance Corporation ; and second, information and records pertain- 
ing to intra-agency opinions, advice and memorandums given or writ- 
ten prior to final agency action. The Board is advised by its General 
Counsel that as to these two broad categories of information and 
records there are pernene recognized privileges against disclosure, 
based on public policy. 

The Board receives information as to the financial condition and 
internal affairs of institutions, which it surpervises and/or regulates, 
chiefly through reports of examination made by Board employees. 
Occasionally it also receives, and treats as confidential, information 
from other sources. Regardless of source, information is in uneval- 
uated form when received. It is then weighed and evaluated by ex- 
perienced analysts whose comments and recommendations are made 
available to the Board. Should information obtained either through 
sg agg or a — <n we bn we See. ee 
inately to the public or the press, the public confidence in the partic- 
ular institution and perhaps in all a similar institutions in the 
area could be seriously affected. Broad considerations of public pol- 
icy, therefore, underlie the privilege against disclosure of information 
and records of this category. 

_We are sure that your subcommittee appreciates that indiscriminate 
distribution of this type of information, through the press or other- 
wise, is not in the public interest. 
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The Board is advised also that it has a privilege against disclosure 
of information or records pertaining to recommendations or advice 
given by employees of the Board to their superiors in the course of 
their duties, and pertaining to recommendations and advice ex- 
changed between Board members on proposed courses of action prior 
to acting collectively. as a Board. , This privilege is based.on a public 
policy which requires free and open comment between public officials 
and their subordinates prior to the making of final agency decisions. 
The successful operation of any Government agency would be serious- 
ly impaired if a civil servant or executive assistant were compelled 
by publicity to bear the blame for errors of judgment Phe 
chargeable to the person or persons making the final decision. “Like- 
wise, the person or persons having the power to make final decisions 
should be free to discuss, consider and reject alternative courses of 
action in privacy before reaching a final decision. 

Your second question is: “On the basis of what authority do you 
withhold such information or limit the availability of such records?” 

While there may be some doubt as ‘to whether section 161 of the 
Revised Statutes (5 U.S.C. see. 22) is applicable to the so-called in- 
dependent agencies of the Federal Government such as the Federal 
Reserve Board, the Securities and’ Exchange ‘Commission, and the 
Federal Home Loan Bank Board, the Board is advised that it has 
authority to make regulations for the custody and use of information 
and records within its control by section 17(a) of the Federal Home 
Loan Bank Act (12 U.S.C. see. 1437(a)), section 5(a) of the Home 
Owners’ Loan Act of 1933, as amended, (12 U.S.C, sec. 1464(a)), and 
by Reorganization Plan No. 3 of 1947 (61 Stat. 954) which trans- 
ferred to the Board the funetions of the Board of Trustees of the 
Federal Savings and Loan Insurance Corporation including those 
granted in section 402(a) of title IV of the National Housing Act 
(12 U.S.C. sec. 1725(a)). See Appeal of United States Securities 
and Eachange Com’n, 236 F. 24. 501, 516-518, and Universal Airlines 
v. Hastern Airlines; 188 F. 2d. 993, 999. This authority is buttressed 
by section 3(c) of the Administrative Procedure Act (5 U.S.C. 
1002(¢)). 

Pursuant to those statutory authorizations the Board has promul- 
gated part 105 of its general regulations which pertains to the avail- 
ability and character of its records. It will be noted that these regu- 
lations do not prohibit the disclosure or availability of information 
and records under all circumstances, They merely require that the 
Board itself make the decision. 

When a request is received by the Board for information or for 
access to its records from a member of the public or the press, it gives 
consideration to the public policies discussed above and makes its 
decision whether to waive its privileges accordingly. The Board is 
advised that these privileges are firmly éstablished by judicial prece- 


dent. As to the privilege against disclosure of information and rec- 
ords pertaining to financial institutions supervised or regulated by the 
Board, see Overby v. United States Fidelity and Guaranty Co., 224 


F. 2d 158. As to the privilege against disclosure of intra-agency 
advisory opinions and discussions, see Kaiser Aluminum and Chemi- 
cal Corp. v. United States, 157 F. Supp. 939. 
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The Board has only on very, few occasions found it. necessary im the 
public interest to deny a request for information or access to its rec- 
ords. The vast majority of such requests, when made for legitimate 

urposes, have been granted: The most common instance of denial 
has pertained to cies of reports of examination relating to, indi- 
vidual savings and loan associations. Enclosed is a copy of a letter 
to Senator Bricker dated January 20, 1958, explaining the Board’s 
reasons for one such denial: 


A copy of part 105 of the general regulations of the Federal Home 
Loan Bank Board is also enclosed... The Board has promulgated no 
other regulations dealing with the subject under discussion, nor has it 
issued any directives, instructions to personnel, policy statements, or 
memorandums in connections therewith. 

We appreciate the interest of you and. your committee and shall be 
glad to have you call on us if we canbe of further assistance: 

Sincerely yours, 
Apert J. Rosertson, Chairman, 


GENERAL REGULATIONS OF THE FEDERAL HOME 
LOAN BANK BOARD 


Part 105—AVAILABILITY AND CHARACTER OF RECORDS 


$105.10 Records in control of the Federal Home Loan Bank Board. Ali re- 
quests to inspect official records shall be in writing and delivered to the Office 
of the Secretary, Federal Home Loan Bank Board, Federal Home Loan Bank 
Board Building, 101 Indiana Avenue NW., Washington, D.C., with a statement 
of the name or names of the party or parties making such request a=d the 
concern of said party or parties in the matter. All records of the Board are in 
its custody and control for purposes relating to the powers, duties and authori- 
ties of the Board, under the provisions of the Federal Home Loan Bank Act, 
as amended, the Home Owners’ Loan Act of 1933, as amended, and Reorgani- 
zation Plan No. 3 of 1947. No officer or employee has any control over such 
records and no discretion with regard to permitting the use of them for any 
other purpose. All such officers and employees. are hereby prohibited from 
giving out any official information obtained by any one of them on behalf of the 
Board, or any of such records, to any private person or to any local officer er to 
any court, including the production of such records or copies theref made pur- 
suant to their official duties, whether in answer to a subpoena duces tecum or 
otherwise. Whenever any such subpoena shall have been served upon any of 
them, they will appear in court in answer thereto, and respectfully decline to 
produce the records called for, on the ground of being prohibited therefrom by 
the rules and regulations in this part. 

$105.11 Records in control of agents, etc: All records in the control of any 
person, including any of the Federal Home Loan Banks, the Federal Savings 
and Loan Insurance Corporation, or the Home Owners’ Loan Corporation, in the 
capacity as agents of the Board, or in the hands of any officer or employee of 
the Board, must be considered deemed to be privileged and confidential, and such 
records are in their custody and control for purposes relating to the powers, 
duties and authorities of the Board under the provisions of the Federal Home 
Loan Bank Act, as amended, the Home Owners’ Loan Act of 1933, as amended, 
and Reorganization Plan No. 3 of 1947. They have no control over them and no 
discretion with regard to permitting the use of them for any purpose. All such 
agents are hereby prohibited from giving out any official information obtained 
by any one of them on behalf of the Board; or any of such records, to any private 
person or to any local officer or to any court, including the productions of such 
records or copies thereof made pursuunt to their official duties, whether in answer 
to a subpoena duces tecum or otherwise. Whenever any such subpoena shall 
have been served upon any of them, they will appear in court in answer thereto, 
and respectfully decline to produce the records called for, on the ground of being 
prohibited therefrom by the rules and regulations in this part. 
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§ 105.12 Confidential character. The giving out of any such records or infor- 
mation, or documents relative thereto, by any of the persons hereinabove referred 
to, is held to be contrary to public policy by reason of its privileged and confiden- 
tial character involving delicate and sensitive matters relating to the condition 
and affairs of financial institutions and not to be permitted. In all cases where 
any such documents or records, or copies thereof, are desired by, or on behalf of, 
any private party, or parties to a suit, whether in a court of the United States or 
any other, such information or copies shall be furnished only upon the written 
authorization or approval of the Board, or such person or persons as may be 
authorized by it to grant such authorization or approval. 

§ 105.13 Availability of opinions, orders, rules and regulations for public in- 
spection. Notwithstanding any provision of $§ 105.10, 105.11 and 105.12, all final 
opinions or orders in the adjudication of cases, and all rules and regulations for 
the Federal Home Loan Bank System now or hereafter in force and effect except 
such final opinions and orders as are required for good cause to be held confiden- 
tial and not cited as precedents, shall be made available for public inspection at 
the Office of the Secretary, Federal Home Loan Bank Board. eae Home Loan 
Bank Board Building, 101 Indiana Avenue NW., Washington, D.C 

§ 105.14 Classification as confidential. The classification of final opinions or 
orders in the adjudication of cases as final opinions and orders which are 
required to be held confidential and not cited as precedents shall be made only 
by the Board or such person or persons as it may designate for that purpose and 
shall be in writing. Any change in such classification may be made only by the 
Board or such person or persons as it may designate for that purpose and shall 


be in writing. 
Letter 


FepveraL Home LOAN BANK BOoarp, 


Washington, D.C., January 20, 1958. 
Hon. JoHN W. BRICKER, 


U.S. Senate, Washington, D.C. 


My Dear SENATOR BRICKER: We are pleased to have this opportunity to explain 
the denial, by the Federal Home Loan Bank Board, of the request by counsel for 
the Harnischfeger Corp., for a copy of the examination report of the Lincoln 
Federal Savings and Loan Association of Detroit. 

Section 5(c) of the Home Owners’ Loan Act of 1933, as amended, empowers 
the Board to examine Federal savings and loan associations in order to obtain 
the information necessary for it to regulate and supervise such associations. 
The Board has, by regulation, determined that the material contained in exami- 
nation reports should be treated as confidential. The necessity for such a regu- 
lation is patent. 

The examination reports often reflect more than do the books of the institution 
examined. Information contained therein is gathered from various sources and 
the reports are so written as to make it impossible to separate such information 
from the particular transaction to which it relates. Examiners do not evaluate 
such information but merely state its nature and its source. This material is 
then subjected to scrutiny by our own experienced analysts who weigh and 
evaluate it. Should the information be made available to persons not experi- 
enced in this field, it could be misinterpreted. 

Misinterpretations of the examination report of a Federal savings and loan 
association could seriously affect the public confidence in it and the very exist- 
ence of such institutions is dependent upon the confidence reposed in them by the 
public. The destruction of this confidence in one would adversely affect others 
and certainly those located in the same community. 

In view of these factors, the Board has consistently taken the position that, 
except in rare instances where the public interest demands otherwise, copies of 
examination reports should be made available only to the association involved. 

If the information desired by counsel for the Harnishfeger Corp., is merely 
what the books of the association reflect, we assume that such information could 
be obtained through usual court processes. It is our understanding that all 
the books and records of the former Lincoln Federal Savings & Loan Association 
of Detroit were transferred to the First Federal Savings & Loan Association of 
Detroit when the two merged. 

As previously stated, we appreciate the opportunity of explaining the Board’s 
action. If there is further information we can provide, we hope you will not 
fail to call upon us. 

Sincerely yours, 
AvBertT J. ROBERTSON, Chairman. 





FEDERAL MEDIATION AND CONCILIATION 
SERVICE 


Jury 14, 1958. 
Hon. Tuomas C. Henntnos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 


Dear Senator Hennes: In reply to your letter of June 26, 1958, 
I answer your questions as follows: 

1. The information received from the parties to labor disputes and 
the reports of mediators with reference to such information are not 
available to members of the public or press upon request, unless the 
information is of such a nature that the public interest in industrial 
peace and the settlement of labor disputes affecting commerce will 
not be jeopardized by disclosure. 

The effectiveness of mediators largely depends upon disclosures 
made to them by the parties to a labor Tavs which disclosures would 
not be made if they were to be publicized. The States, notably New 
York and Florida, recognized this by specifically legislating to the 
effect that mediators shall not be compelled to disclose any informa- 
tion relating to or acquired from private employers, employees, or 
their representatives in the course of official conciliation and media- 
tion activities (see the New York Mediation Act, sec. 753, par. 3). 
The National Labor Relations Board has well stated the reasons for 
nondisclosure in Tomlinson of High Point, 74 NLRB 681, 685, which 
reads in part as follows: 

However useful the testimony of a conciliator might be * * *, to execute 
successfully their function of assisting in the settlement of labor disputes, the 
conciliators must maintain a reputation for impartiality, and the parties to 
conciliation conferences must feel free to talk without any fear that the con- 
ciliator may subseqnently make disclosures as a witness in some other proceeding, 
to the possible disadvantage of a party to the conference * * *. The inevitable 
result would be that the usefulness of the Conciliation Service in the settlement 
of future disputes would be seriously impaired, if not destroyed. The resultant 
injury to the public interest would clearly outweigh the benefit to be derived 
from making their testimony available in particular cases. 

Some examples of the kind of disclosures made to our mediators 
are personal idiosyncrasies of representatives of labor and manage- 
ment, financial condition of a company or union, competitive problems 
of ae and facts contained in the confidential records of both of the 
parties. 

2. The Service withholds such information on the basis of sections 
202 and 203 of the Labor Management Relations Act, 1947, as 
amended, including the practice and procedure when conciliation was 
conducted by the U.S. Department of Labor and the Secretary of 
Labor, section 3 of the Administrative Procedure Act (5 U.S.C. 1002), 
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5 U.S.C, 22, 18 U.S.C. 1905, and on the basis of the privileged status 
which a mediator occupies. See Vogel v. Gruez, 110 U.S. 311,815 
(1884). In this case the Supreme Court held that a communication 
made to a prosecuting attorney in Illinois, by a person who inquired 
whether the facts made out a case of larceny, was absolutely a privi- 
leged communication and the prosecuting, attorney could. not testify 
in a civil swit for damages with reference to this disclosure. ~The 
Supreme Court pointed out that. it was in the public interest that a 
person not be deterred from such communications to a prosecuting 
attorney by fear of disclosure of such communication over objection. 
The Court also said “public policy will protect: all such communica- 
tions, absolutely, the ground being that greater mischief will probably 
result from requiring or permitting them to be disclosed than from 
wholly rejecting them.” 

Furthermore, title II of the Labor Management Relations Act is 
broadly phrased and necessarily carries with it the task of admin- 
istrative application of means of mediation of industrial disputes, 
Tt is my view and that of my predecessors that a basic and essential 
means of bringing about. the settlement of industrial disputes is to 
encourage the parties to tell the mediators in joint as well as separate 
meetings facts which they would not disclose to the public or the 
press. In support of my power to formulate a regulation to carry 
out, the purposes of the Congress, see Phelps-Dodge Corp. v. Labor 
Board, 313 U.S. 177,194 (1941). 

The Director of the Federal Mediation and Conciliation Service 
makes the decision with reference to granting or denying a request 
for information. He has authorized disclosure of such facts as the 
time, number, and place of meetings, whether or not there has been 
progress toward the settlement of a dispute being mediated, and the 
parties attending a meeting called by the Service. Mediators cus- 
tomarily issue statements to the press with reference to the dispute, 
its progress, or a settlement. Usually such releases to the press are 
authorized and even requested by the parties because of the impartial 
status of our mediators. Consequently, from the beginning of this 
Service there has been a regulation which has been in substantiall 
the same form as the regulation enclosed herewith, which sets forth 
the policy and the procedure of the Service with reference to infor- 
mation coming into its possession and its records. Of course, purely 
internal records, such as security files, personnel files, and interoffice 
memoranda, are not disclosed. 

If there is any other way in which I can be helpful to your com- 
mittee, please communicate with me. 

Siheartly yours, 
JoserH D. Finnecan, Director, 


(Following are pertinent excerpts from the regulations enclosed 
with the above letter :) 
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REGULATIONS OF THE FEDERAL MEDIATION AND CON- 
CILIATION SERVICE, PUBLISHED IN THE FEDERAL 
REGISTER 







TITLE 29—LABOR 


Cuaprer XIJ—Ferperat Mepiation AND CONCILIATION SERVICE 







REVISION OF CHAPTER 










On November 29, 1956, notice of proposed rule making was published in the 
Federal Register (21 F.R. 9329). There was set out therein the proposed revision 
of Chapter XII, Title 29, of the Code of Federal Regulations relating to places at 
which information may be obtained, nondisclosure of information, confidential 
records, notices of disputes, compliance with subpenas, and the procedures, func- 
tions and duties of the Federal mediation and Conciliation Serviee. Representa- 
tions which were received concerning the proposed regulations have been consid- 
ered. The amendatory regulations, as proposed, and as set forth below are hereby 
adopted and shall supersede the present regulations which are set forth in 15 
F.R. 60,19 F.R. 7179 and 20 F.R. 9341. 
















Part 1401—AVAILABILITY OF INFORMATION 






Sec. 
1401.1 Places at which information may be obtained. 
1401.2 Nondisclosure of information. 







1401.3 Confidential reeords. 
1401.4 Notices of disputes nonconfidential. 
1401.5 Compliance with subpoenas. 


AUTHORITY : $§ 1401,1 to 1401.5 issued under see, 202, 61 Stat, 153, as amended; 29 
U.S.C. 172. Interpret or apply sec. 3, 60 Stat. 238, sec. 203, 61 Stat. 153; 5 U.S.C, 1002, 
29 U.S.C. 173. 

§ 1401.1 Places at which information may be obtained, Any individual, em- 
ployer, or union, or representative thereof, desiring information regarding the 
operations of the Service within a region should communicate with the regional 
office of the Service in the region in which the labor dispute or other matter 
exists with respect to which information is. sought. .General inquiries for infor- 
mation concerning the Service should be addressed to the Federal Mediation and 
Gonciliation Service, 14th and Constitution Avenue NW., Washingten 25, D.C. 
The location of. regional offices of the Service and their respective jurisdictions 
are as follows: 














Region No., Address, and. Jurisdiction 





1—Rvoom 1016, Parcel Post Building, 341 Ninth Avenue, New York 1, N.Y— 
Maine; New Hampshire; Vermont; Connecticut ; Rhode Island; Massachusetts ; 
New York; and northern New Jersey (counties of Bergen, Essex, Hudson, Hunter- 
don, Mercer, Middlesex, Monmouth, Morris, Passaic, Somerset, Sussex, Union, 
and Warren). 

2—Room 1015, Jefferson Building, 1015 Chestnut Street, Philadelphia 7, Pa.— 
Pennsylvania ; Delaware ; Maryland ; District of Columbia ; West Virginia ; South- 
ern New Jersey (counties of Atlantic, Burlington, Camden, Cape May, Cumber- 
land, Gloucester, Ocean and Salem) ; northern Virginia (City of Alexandria and 
counties of Frederick, Arlington, Fairfax, Clarke, Loudoun, Prince William, Fau- 
quier, Warren, Shenandoah, Rockingham, Page, Rappahannock, Culpepper, 
Stafford, King George, Madison, Greene, Northampton and Accomac). 

3—Room 346, Peachtree at 7th Street Building, 50 Seventh Street NE., Atlanta 
23, Ga.—Virginia (except those areas under Region 2 jurisdiction) ; southwest 
Kentucky (counties of Fulton, Hickman, Carlisle, Ballard, McCracken, Graves, 
Marshall, Calloway, Livingston, Todd, Lyon, Trigg, Caldwell, Crittenden, Union, 
Webster, Hopkins, Christian, Muhlenberg, Logan and Simpson; Tennnessee; 
North Carolina ; South Carolina ; Georgia ; Florida; Alabama ; Mississippi; Loui- 
siana ; Puerto Rico; and the Virgin Islands. 

4—Room 435, Old Federal Building, Public Square and Superior Street, Cleve- 
land 14, Ohio—Indiana (counties of Clark and Floyd); Kentucky (except the 
counties under Region 3 jurisdiction) ; Ohio; Michigan; (lower peninsula; upper 
peninsula under Region 5 jurisdiction). 
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5—Room 1515, Consumers Building, 220 South State Street, Chicago 4, Illinois— 
Illinois (except the counties under Region 6 jurisdiction) ; Indiana (except Clark 
and Floyd counties under Region 4 jurisdiction) ; Wisconsin ; Minnesota ; North 
Dakota; South Dakota; and Michigan (upper peninsula; lower peninsula under 
Region 4 jurisdiction). 

6—Room 404, Old Custom House Building, 815 Olive Street, St. Louis 1, Mo.— 
Iowa; Missouri; southwest Illinois (counties of Calhoun, Greene, Jersey, Madi- 
son, Macoupin, Monroe, Randolph, and St. Clair) ; Arkansas; Nebraska; Kansas; 
Oklahoma; and Texas (except El Paso and Hudspeth counties under Region 7 
jurisdiction). 

7—Room 332, Appraisers Building, 630 Sansome Street, San Francisco 11, Cali- 
fornia—Washington ; Oregon; California ; Idaho; Montana ; Wyoming; Nevada; 
Utah; Colorado; Arizona; New Mexico; southwest Texas (counties of El Paso 
and Hudspeth) ; Alaska ; Hawaii; and Guam. 

(Sec. 202, 61 Stat. 153, as amended ; 29 U. 8. C. 172) 

§ 1401.2 Nondisclosure of information. Public policy and the successful effee- 
tuation of the Federal Mediation and Conciliation Service’s mission require that 
commissioners and employees maintain a reputation for impartiality and integ- 
rity. Labor and management or other interested parties participating in media- 
tion efforts must have the assurance and confidence that information disclosed 
to commissioners and other employees of the Service will not subsequently be 
divulged, voluntarily or because of compulsion. 

§ 1401.3 Confidential records. All files, reports, letters, memoranda, minutes, 
documents or other papers (hereinafter referred to as “confidential records”) 
in the official custody of the Service or any of its employees, relating to or acquired 
in its or their official activities under Title II of the Labor-Management Relations 
Act, 1947, as amended, are hereby declared to be confidential. No such confidential 
records shall be disclosed to any unauthorized person, or be taken or withdrawn, 
copied or removed from the custody of the Service or its employees by any person, 
or by any agent or representative of such person without the prior consent of 
the Director. 

§ 1401.4 Notices of dispute nonconfidential. Written notices of disputes re- 
ceived pursuant to section 8 (d) (3) of the Labor-Management Relations Act, 
1947, as amended, are not confidential records of the Service. Parties at interest 
have the right to receive certified copies of any such notice of dispute upon 
written request to the regional director of the region in which the notice is filed. 
The notice of dispute and a conformed copy should be filed in the office of the 
regional director of the region in which the dispute exists, or if the filing party 
so desires, at the office of the Director of the Service; and if the dispute is occur- 
ring in two or more regions such notice may be filed with the regional director for 
any of such regions, or filed at the office of the Director of the Service, at 14th and 
Constitution Avenue NW., Washington 25, D. C. A conformed copy of such notice 
of dispute should be served upon the other party to the contract. 

§ 1401.5 Compliance with subpoenas. No officer, employee or other person 
officially connected in any capacity with the Service, shall produce or present 
any confidential records of the Service or testify on behalf of any party to any 
cause pending in any arbitration or other proceedings or court or before any 
board, commission, committee, tribunal, investigatory body or administrative 
agency of the United States or of any State, Territory, the District of Columbia 
or any municipality with respect to facts or other matters coming to his knowl- 
edge in his official capacity or with respect to the contents of any confidential 
records of the Service, whether in answer to an order, subpoena, subpoena duces 
tecum or otherwise, without the prior written consent of the Director. When- 
ever any Subpoena or subpoena duces tecum calling for confidential records or 
testimony as described above shall have been served upon any such officer, 
employee or other person, he will appear in answer thereto, and unless otherwise 
expressly directed by the Director, respectfully decline, by reason of this section, 
to produce or present such confidential records or to give such testimony. 


Part 1403—FUNCTIONS AND DUTIES 


§ 1403.3 Obtaining data on labor-management disputes. When the existence 
of a labor-management dispute comes to the attention of the Federal Service upon 
a request for mediation service from one or more parties to the dispute, through 
notification under the provisions of section 8(d) (3), Title I of the Labor- 
Management Relations Act, 1948, or otherwise the Federal Service will examine 
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the information to determine if the Service should proffer its services under its 
policies. If sufficient data on which to base a determination is not at hand, the 
Federal Service will inquire into the circumstances surrounding the case. Such 
inquiry will be conducted for fact-finding purposes only and is not to be inter- 
preted as the Federal Service proffering its services. 


Part 1404—ARBITRATION 


§ 1404.11 Arbitrator’s award and report. At the conclusion of the hearing 
and after the award has been submitted to the parties, each arbitrator is re 
quired to file a copy with the Service. The Service then evaluates awards with 
a view to determining whether they meet the accepted professional standards as 
to form, clarity and logic. The arbitrator is further required to submit a report 
showing a breakdown of his fees and expense charges so that the Service may 
be in a posiiton to check conformance with its fee policies, Cooperation in filing 
both award and report within fifteen (15) days after handing down the award 
is expected of all arbitrators. It is the policy of the Service not to release arbi- 
tration decisions for publication without the consent of both parties, Further- 
more, the Service expects the arbitrators it has nominated or appointed not to 
give publicity to awards they may issue, except in a manner agreeable to both 
parties. 


JoserH F. Finnecan, Director. 
JANUARY 2, 1957. 


[F.R. Doe. 57-94; Filed, Jan. 7, 1957; 8: 45 a.m.) 









FEDERAL POWER COMMISSION 


} Wasuunoton, D.C., July 11,1958. 

Hon. Tuomas ©. Hennines, Jr., 

Chairman, Subcommittee on Constitutional Rights, Committee on the 
the Judiciary, U.S. Senate, Washington, D.C, 

Dear Senator Henneines: In response to your letter of June 26, 
1958, requesting material for the use of the Constitutional Rights Sub- 
committee, the followi ing numbered paragraphs answer your specific 
i 

The types of information and records not available to the 
public or press upon request are itemized in section 1.36(d) of the 
Commission’s Rules of Practice and Procedure (18 CFR 1.36(d)). 
However, it should be noted that-subsection (e) of section 1.36 
provides for the release of such restricted information under cer- 
tain circumstances. Section 1.36 was recently revised by Order 
No. 186, a copy of which is enclosed herewith. 

2. Preliminary to a specific answer to this question, I would 
state generally that the Commission takes the position that section 
3—Public Information—of the Administrative Procedure Act (5 
U.S.C. 1002) was clearly intended to promote a policy of making 
information available to the public. The Federal Power Com- 
mission has earnestly and consistently sought to adhere to that 
policy. Even though subsection (c) requires that public records 
be made available only “to persons properly and directly con- 
cerned,” the Commission has made such records available to the 
yublic at large. See subsection (c) of section 1.36 of the Rules of 
Practic ‘e and Procedure (p. 2 of Order No. 186, enclosed here- 
with). Because of the current interest in the matter, it might be 
added parenthetically that the Commission has never withheld 
any information on the basis of 5 U.S.C. 22, authorizing the pre- 
scription of regulations relating to the custody, use, and preserva- 
tion of records and papers. 

The specific answer to your second question is that the authority 
for withholding infor mation is cited in section 1.36(d) of the 
Commission’s rules (see pp. 3-4 of order No. 186, ican wted here- 
with). 


In response to the second paragraph of your letter, there are enclosed 
a copy of each of the following: 
Order No. 186, embodyi ing section 1.36, Public Information, of 
the Commission’s Rules of Practice and Procedure. 
Extract of provision in section 301 of the Federal Power Act. 
Section 8 of the Natural Gas Act contains identical language. 
Instruction 5 to schedule entitled “Contracted N ‘atural G ras Sup- 
ply” extracted from FPC Annual Report Form No. 2, which form 
is required to be filed by all natural gas companies. 
368 
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Extract from the Administrative Procedure Act (Section 
3(c)—Public Records). 

Administrative Order No. 56, dated July 11, 1956, and set out 
in the Commission’s Administrative Manual, Instruction No. 
2X50.1. 

I will be glad to furnish any further information in the matter you 
may desire. 

Sincerely yours, 


Jerome K. Kuykenpba., Chairman, 
(Following are the materials cited above, as enclosed. ) 


FEDERAL Power ACT 


(Extract) 

Section 301. * * * 

(b) * * * No member, officer, or employee of the Commission shall divulge 
any fact or information which may come to his knowledge during the course 
of examination of books or other accounts, as hereinbefore provided, except in- 
sofar as he may be directed by the Commission or by a court. 


ADMINISTRATIVE PROCEDURE ACT 


(Extract) 
Section 3, Public Information. 

Except to the extent that there is involved (1) any function of the United 
States requiring secrecy in the public interest or (2), any matter relating 
solely to the internal management of an agency— 

& * * ok cd a * 


(c) Public Records. Save as otherwise required by statute, matters of 
official record shall in accordance with published rule be made available to 
persons properly and directly concerned except information held confidential 
for good cause found. 


F.P.C. ANNUAL Report Form No. 2 
(Extract) 
SCHEDULE—CONTRACTED NATURAL GAS SUPPLY, INSTRUCTION 5. 


If permission of the Commission is obtained, the respondent may omit dates 
and terms of contracts, columns (b) and (c), previded a copy of this schedule 
marked “Confidential” and with the contract dates and terms inserted, is mailed 
separately for special attention of the Secretary of the Commission. Such 
separately mailed schedule will not be made available for public inspection 
except as the Commission may direct. 


ORDER NO. 186—AMENDMENT OF RULES 
(Issued April 19, 1956) 


Before Jerome K. Kuykendall, Chairman, Claude L. Draper, Commissioners : 
Seaborn L. Digby, Frederick Stueck and William R. Connole 


Docket No. R-154 


IN THE MATTER OF SECTIONS 1.36 AND 1,1(f) oF Parr 1, 
RULES OF PRACTICE AND PROCEDURE 


The Commission has under consideration in this proceeding the amendment 
of Section 1.36, Public Information, and of Section 1.1(f), Definitions, of Part 
1 of its Rules of Practice and Procedure (18 C.F.R. 1.36, 1.1(f)). The pur- 
pose of these amendments is to enlarge and clarify the scope of the files and 
records of the Commission which are available for public reference without 
special Commission order, and to clarify the Commission’s practice with respect 
to notice of its proceedings and publication of its decisions. 
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It appears that the adoption of such amendments is a matter of procedure 
which does not require notice or hearing under Section 4(a) of the Adminis- 
trative Procedure Act. 

The Commission finds: 

The amendments hereinafter adopted are necessary and appropriate to carry 
out the provisions of the Federal Power Act and the Natural Gas Act and to 
aid in the discharge of the Commission’s duties under other statutory provi- 
sions and executive orders conferring powers or duties upon the Commission. 

The Commission orders: 

(A) Section 1.36, Public Information, of Part 1, Rules of Practice and Pro- 
cedure, is hereby amended to read as follows: 

(a) Notice of Proceedings. Notice of applications, formal complaints, and 
petitions other than petitions to intervene, is provided for in Sections 1.17 and 
1.37 of these Rules. Notice of applications for certificates of public convenience 
and necessity under Section 7 of the Natural Gas Act is provided for by Section 
157.9 of these Rules. Notice of hearings and of initiation or pendency of rule 
making proceedings is provided for in Section 1.19. Notice of applications under 
Part I of the Act for preliminary permits and licenses is provided for by Sections 
4.31 and 4.81 of these Rules. 

Notice of proposed alterations or surrenders of license under Section 6 of 
the Federal Power Act may be given by filing and publication in the Federal 
Register as provided in Section 1.19(a), and, where deemed desirable by the 
Commission, by local newspaper advertisement. Notice of rates charged and 
changes therein is provided for by the filing requirements of Parts 35 and 154 
of those Rules. Any other notice required by statute, rule, regulation, or order, 
or deemed desirable, may be given by filing and publication in the Federal 
Register as provided in Section 1.19(a) or by service as provided in Section 
1.17(a) of these Rules. 

(b) Notice and publication of decisions. Service of intermediate and final 
decisions upon parties to the proceedings is provided in Section 1.30 (a), (b), 
and (i) of these Rules. Rules or amendments of rules adopted will be filed and 
published in the Federal Register. Commission opinions together with accom- 
panying orders, Commission orders, and intermediate decisions will be released 
to the press and made available to the public promptly. Copies of Commission 
opinions, orders in the nature of opinions, and intermediate decisions which 
have become final may be procured from the Superintendent of Documents, 
United States Government Printing Office, Washington (25), D.C., upon pay- 
ment of prescribed charges and will be published in the Commission’s Reports 
(— F.P.C. —). 

(c) Public files and records. Except as provided in paragraph (d), below, 
the public files and records of the Commission which are available for public 
reference, insofar as consistent with the proper discharge of the Commission’s 
duties, at its principal office during the prescribed hours of that office, are com- 
prised of the following :* 

(i) All submittals and filings. 

(ii) All parts of the formal record in any matter or proceeding set for 
hearing. 

(iii) All Commission correspondence relating to (1) any submittal or 
filing, (2) matter or proceeding, (3) any furnishing of data or information, 
except to or by another branch, department, or agency of the Government. 

(iv) Any Commission memoranda, in a matter or proceeding set for 
hearing, received or sent by the Commission after the commencement of 
hearing and before final Commission action. 

(v) All presiding officer actions and all presiding officer correspondence 
and memoranda to or from others relating to any matter or proceeding 
pending before them. 

(vi) All Commission orders, notices, findings, opinions, determinations, 
and other actions in any matter or proceeding and all Commission minutes 
which have been approved. 

(vii) Commission correspondence and reports on legislative matters 
under consideration by the Bureau of the Budget or Congress but only if 
and after made public or released for publication by that Bureau or the 
committee or member of Congress involved. 


1 See definitions iv Section 1.1(f) (17)—(22) of these Rules, as amended. 
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(viii) Commission correspondence with respect to the furnishing of data, 
information, comments, or recommendations to or by another branch, de- 
partment, or agency of the government, but where the furnishing of such 
data, ete., to the other branch, etc., is the subject, such correspondence shall 
not become public files or records unless or until made public by that 
branch, ete., except where furnished to satisfy a specific requirement of a 
statute. 

(ix) Staff reports on statements of claimed cost by licensees where such 
reports have been served on the licensee. 

(x) Commission correspondence on interpretation of the Uniform System 
of Accounts and letters on such interpretation signed by the Chief Ac- 
countant and sent to others than the Commission, a Commissioner, or any 
of the staff. 

(xi) Commission correspondence on the interpretation or applicability 
of any statute, rule, regulation, order, license, or permit issued or ad- 
ministered by the Commission and letters of opinion on that subject signed 
by the General Counsel and sent to others than the Commission, a Com- 
missioner, or any of the staff. 

(xii) Copies of all filings, certifications, pleadings, records, briefs, orders, 
judgments, decrees, and mandates in court proceedings to which the Com- 
mission is a party and all correspondence with the courts or clerks of court. 

(d) Haeceptions. The following are excepted from the provisions of paragraph 
(c), above:* 

(i) Files and records containing facts or information not permitted 
to be divulged by Section 301 of the Federal Power Act or Section 8 of the 
Natural Gas Act because knowledge thereof was gained during the course 
of examination of books, records, data, or accounts pursuant to those Sec- 
tions and divulgence thereof has not been ordered by the Commission. 

(ii) Communications relating to personnel matters received upon a con- 
fidential basis, and medical and other personal information, which, under 
general Governmental personnel practices, are not normally made public. 

(iii) Staff papers. 

(iv) Written communications between or among the Commission, mem- 
bers of the Commission, the Secretary, and expressly designated members 
of the staff while particularly assigned, in accordance with all applicable 
legal requirements, to aid the Commission in the drafting of any order and 
findings, with or without opinion, in any matter or proceeding in which a 
hearing has been held. 

(v) Bids for goods or services received in response to Commission in- 
vitations prior to opening of all such bids, where applicable statutes restrict 
disclosure. 

(vi) Files and records classified under Executive Order No. 10501 for 
national security purposes. 

(vii) Confidential reports made as permitted by Instruction 5 to schedule 
Contracted Gas Supply, FPC Form No. 2, prescribed by Order No. 162, 
issued October 30, 1951. 

(viii) Engineering reports, submitted to the Commission in support of 
applications for licenses under Part I of the Federal Power Act, which have 
been prepared at substantial expense to the applicant and as to which the 
applicant claims it has an interest against disclosure, unless or until a hear- 
ing is set on the application. 

(ix) Unaccepted offers of settlement in any matter or proceeding unless 
or until made public by act of the offeror. 

(e) Files and records not made part of the public files and records by this 
Section will be made available for public reference only pursuant to written 
request and a showing in support thereof, by order of the Commission or the 
Chairman, where consistent with the public interest. 

(f) Procedure in event of subpena. If an officer or employee of the Com- 
mission is served with a subpena duces tecum, material which is not part of the 
public files and records of the Commission shall be produced only as authorized 
by the Commission. Service of such a subpena shall immediately be reported to 
the Commission with a statement of all relevant facts. The Commission will 
thereupon enter such order or give such instructions as it deems advisable. 


1 See definitions in Section 1.1(f) (17)—(22) of these Rules, as amended. 
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(B) Section 1.1 (f), Definitions, of Part I, Rules of Practice and Procedure, 
is hereby amended by adding at the end thereof the following additional 
paragraphs : 

(17) “Filings and submittals.” For the purpose of these definitions and Sec- 
tion 1.36 of these Rules, as amended, filings and submittals include the follow- 
ing: (i) applications, declarations, complaints, petitions, and other papers seek- 
ing Commission action; (ii) financial and statistical and other reports to the 
Commission, power system statements, statements of claimed cost of licensed 
projects, original cost and reclassification studies, proposed accounting entries, 
certificates of notification (under Section 204(e) of the Federal Power Act), 
rates or rate schedules and related data and concurrences, and other filings and 
submittals to the Commission in compliance with the requirement of any statute, 
executive order, or Commission rule, regulation, order, license or permit; (iii) 
all answers, replies, responses, objections, protests, motions, stipulations, ex- 
ceptions, other pleadings, notices, depositions, certificates, proofs of service, tran- 
seripts of oral arguments, and briefs in any matter or proceeding; (iv) all ex- 
hibits, attachments and appendices to, amendments and corrections of, supple- 
ments to, or transmittals or withdrawals of, any of the foregoing. 

(18) “Matter or proceeding.’ For the purpose of these definitions and Section 
1.36 of these Rules, as amended, matter or proceeding means the Commission's 
elucidation of the relevant facts and applicable law, consideration thereof, and 
action thereupon with respect to a particular subject within the Commission's 
jurisdiction, initiated by a filing or submittal or a Commission notice or order, 

(19) “Formal record.’ For the purpose of these definitions and Section 1.36 
of these Rules, as amended, the formal record includes in addition to all the 
filings and submittals in a matter or proceeding, any notice or Commission order 
initiating the matter or proceeding, and, if a hearing is held, the following: 
the designation of the presiding officer, transcript of hearing, all exhibits re- 
ceived in evidence, all exhibits offered but not received in evidence, offers of 
proof, motions, stipulation, subpenas, proofs of service, references to the Com- 
mission, and determinations made by the Commission thereon, certifications to 
the Commission, and anything else upon which action of the presiding officer 
or the Commission may be based; it does not include any proposed testimony or 
exhibits not offered or received in evidence, 

(20) “Steff papers.’ For the purpose of these definitions and Section 1.36 
of these Rules, as amended, staff papers include the Commission staff's working 
notes, papers, records, memoranda, and correspondence, except: any such papers, 
not relating to a proposed settlement or to an application, permission, filing, or 
submittal under Section 35.13 or 154.66 of these Rules, which are intended for 
the Commission’s consideration and are within the terms of paragrarh (c) (iv) 
of Section 1.36 of these Rules, as amended, and paragraph (21), below, because 
received by the Commission in a matter or preceeding after hearing has com- 
menced and before final Commission action; and any such papers made a part 
of the public rules and records by inclusion in a formal record (see (19), above, 
and said Section 1.36 (c) (ii) or in any Commission memorandum or correspond- 
ence which is part of the public files and records (see (21) and (22), below, 
and said Section 1.36(c) ). 

(21) “Commission memoranda.” For the purpose of these definitions and Sec- 
tion 1.36 of these Rules, as amended, Commission memoranda incluije all written 
communications from the staff or a presiding officer which are intended for the 
Commission’s consideration and all those to the staff or a presiding officer 
which are signed or transmitted by or on behalf of the Chairman, a Commissioner, 
the Secretary, or the Executive Director. 

(22) “Commission correspondence.” For the purpose of these definitions and 
Section 1.36 of these Rules, as amended, Commission correspondence includes 
all written communications and enclosures receiyed from others than the staff 
and intended for the Commission or sent to others than the staff and signed 
by the Chairman, a Commissioner, the Secretary, the Executive Director, or 
other authorized official, except those which are purely personal. 

By the Commission. 

J. H. Gutrine, Acting Secretary. 
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ADMINISTRATIVE ORDER NO. 56, JULY 11, 1956 
FEDERAL POWER COMMISSION ADMINISTRATIVE MANUAL 
(Instruction No. 2X50.1, July 12, 1956) 


SPECIAL INSTRUCTIONS—OFFICIAL STAFF CONTACTS : OFFICIAL STAFF 
CONTACTS OUTSIDE THE COMMISSION 


OFFICIAL STAFF CONTACTS OUTSIDE THE COM MISSION 


1. Purpose. This order sets forth the policies and basic requirements gov- 
erning contacts between members of the staff and persons outside the Commis- 
sion, with the exception of contacts on matters for which the Chairman is 
responsible. 

2. Character of Contacts. In some measure, outsiders understand and judge 
the Federal Power Commission on the basis of contacts with members of the 
staff. Accordingly, staff contacts with representatives of the press, parties to 
proceedings, Members of the Congress and their representatives, representatives 
of other governmental agencies, and the public generally, should at all times be 
characterized by courtesy and every appropriate form of helpfulness. 

8. Information for the Press. 

a. It is Commission policy to make available to the press: 

(1) Commission opinions, orders, rules, reports, correspondence, and other 
matters of official record, as prescribed by Section 1.36 of the Commission’s 
Rules of Practice and Procedure. 

(2) Other information not based upon actions taken by the Commission 
or pending before the Commission, but based upon the technical competence 
of the staff, or upon Commission files. 

b. The initial release of information concerning Commission decisions and 
actions requires authorization by the Secretary. 

ce. Statements for the press announcing the Commission’s decisions and actions 
shall, following initial release of such information by the Secretary, be issued 
by the Office of Public Reference. 

d. Replies to written requests from members of the press shall be prepared 
by the Office of Public Reference for signature by the Chairman, or shall be 
routed through that Office for initialing before submission to the Chairman. 

e. Oral requests received by telephone or in person from members of the press 
seeking information on matters subject to Section 1.36 of the Rules of Practice 
and Procedure shall, whenever practicable, be referred to the Office of Public 
Reference. When an oral inquiry is of such nature as to require a direct reply 
by the recipient of the request, or when for other reason it is not practicable 
to refer the inquiry to the Office of Public Reference: 

(1) The employee receiving the request is authorized to make available, 
to the extent permitted by Section 1.36 of the Commission’s Rules of Practice 
and Procedure, information from Commission records bearing on the matter 
about which inquiry is made. 

(2) Heads of bureaus and offices, and such other employees as the Chair- 
man may designate, are authorized to furnish such explanatory background 
information of a purely factual nature as may be necessary to a clear 
understanding of any opinion, order, rules, or other matter of official 
record, which is privileged for public release in accordance with Section 
1.36. 

(3) Members of the staff shall avoid expressions of personal opinion 
regarding the significance of the information furnished, and shall avoid 
any speculative comments on matters pending before the Commission. 

f. Personal inquiries from members of the press seeking technical or statis- 
tical information of the kinds referred to in paragraph 3a(2) may be acted 
upon by the heads of bureaus and offices and by such other employees as they 
may designate. Examples of the matters to which this subparagraph applies 
are requests for: information on the service capability of an electric power 
generating plant of a specified rating; number of miles of natural gas pipeline 
being used to transport gas in interstate commerce ; data on generating plant and 
transmission line construction costs ; information concerning the distances which 
electric power can be economically transmitted; summary statistics compiled 
from reports furnished to the Commission by electric power and natural gas 
utilities; information on power requirements and supply as disclosed by Com- 
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mission investigations and studies; data on the number of applications filed for 
certificates of convenience and necessity ; data on the number of such applications 
approved; and similar factual data. 

g. Whenever a member of the staff, acting pursuant to this order, furnishes 
extensive, important, or significant information to the press, he shall by memo- 
randum advise the Chairman, with copy to the Chief of the Office of Public 
Reference, of the identity of the inquirer, what information was requested, and 
the reply given. This requirement does not apply, however, to information 
which may be furnished by the Office of the Secretary. 

4. Consultation. A member of the staff may confer with parties to proceedings, 
or with other persons having a proper interest in matters within the purview of 
the Commission, when the following circumstances obtain: there is reason to 
believe that the conference will contribute to a better understanding of Com- 
mission requirements and thus facilitate the expeditious and effective prosecu- 
tion of the Commission’s work ; and the head of the bureau or office to which the 
employee is assigned, or the designee of such officer, has authorized the em- 
ployee to conduct or participate in such conferences. It should be understood 
that this rule has a twofold purpose: to provide for constructive helpfulness on 
the part of the staff to persons having occasion to enter into relationships with 
the Commission; and to ensure that the helpfulness is confined to advice and 
guidance and does not extend to the performance, for applicants and parties, of 
work which they should do themselves or have done for them by private firms. 

a. A member of the staff shall not disclose to parties to proceedings, nor to 
anyone else outside the Commission, the recommendations which the staff pro- 
poses to submit to the Commission, except when, in the course of a conference of 
the kind provided for in Section 1.18 of the Rules of Practice and Procedure, it 
becomes clear that such disclosure to parties to the conference will materially 
assist in effecting a settlement and the settlement will expedite Commission 
action. 

b. A member of the staff shall under no circumstances discuss or disclose the 
probable nature or time of Commission action. 

5. Judgment. In the exercise of the powers granted to them in this order, 
all officers and employees shall diligently apply that high standard of judgment 
which is an essential part of their responsibilities. An individual employee who 


is uncertain as to the proper course to pursue in the actual application of any 
of the provisions of this order should consult with the head of his bureau or 
office. If the head of the bureau or office is in doubt concerning the proper 
course of action, he should consult the Dxecutive Director. 

6. Supersession and Revocation. Administrative Order No. 14~-A, adopted by 
the Commission on February 2, 1955 is hereby superseded. 





FEDERAL RESERVE SYSTEM 


Boarp or GOVERNORS, 
July 9, 1958. 
Hon. Tuomas C. Hennino@s, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
US. Senate, Washington, D.C. 


My Dear Mr. Cuatrman: This refers to your letter of June 26, 1958, 
regarding information and records of the Board of Governors of the 
Federal Reserve System not available to members of the public or 
press upon request, and also regarding the authority for such nondis- 
closure. 

The Board recognizes that it is essential for the public to be as well 
informed as possible regarding the System’s functions as the country’s 
central banking institution. The information it disseminates, al- 
though to a large extent svatistical and of particular interest to the 
financial press and community, is intended to serve that purpose. 

It is the standing practice of the Board, in general, to provide b 
public statement or upon request of any interested person all factual, 
objective information in its possession, other than that falling into the 
exceptional categories deacrtbed in the Board’s Rules of Organizativn, 


the principal classes of which are as follows: 
1. Information covered by specific om prohibition against 
in 


disclosure. Thus, public disclosure of findings of fact and orders 
issued in proceedings for the removal of directors or officers of 
member banks is expressly forbidden by section 30 of the Banking 
Act of 1933. 

2. Information with respect to the determination of credit and 
monetary policies in the national monetary field, premature dis- 
closure of which could very well play into the hands of speculators 
or special groups and disrupt markets. Federal Reserve actions 
relating to discount rates, reserve requirements, open market 
operations, margin requirements, and like matters have in par- 
ticular a direct effect on financial markets. 

3. Confidential information obtained by the Board in the dis- 
charge of its supervisory functions. 

Authority for nondisclosure of the categories of information re- 
ferred to above and more fully described in the Board’s Rules of Or- 
ganization is based upon the provisions of section 3 of the Administra- 
tive Procedure Act (5 U.S.C. 1002) which permits nonpublication and 
nondisclosure of any information to the extent that it involves func- 
tions requiring nondisclosure in the public interest or matters which 
for good cause found are held confidential. In addition, as previ- 
ously mentioned, section 30 of the Banking Act of 1933 (12 U.S.C. 
77) relating to proceedings for the removal of directors or officers of 
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member banks, expressly provides that the Board's order and findings 
of fact in any such case shall not be made public or disclosed to any 
one except the director or officer involved and the directors of the 
bank involved. The Board of Governors is authorized by statute to 
make rules and regulations necessary to enable it effectively to per- 
form its duties and functions or services (12 U.S.C. 248(i)). Em- 
ployees of the United States are prohibited by statute (18 U.S.C. 
1905) from disclosing financial or business information regarding 
particular persons or institutions. A copy of each of these provisions, 
as well as a copy of the Board’s Rules of Organization, section 8 (12 
CFR 261.3) of which bears upon the nondisclosure of certain in- 
formation of the classes previously described, is enclosed. There is 
also enclosed a copy of the Board’s rules relating to outside activities 
of its employees and restrictions on the disclosure of information. 

While there has never been any occasion for a court decision re- 
lating to the nondisclosure of information by the Board itself, the 
courts have recognized the confidentiality of information contained 
in reports of examination of banking institutions. Bank of America 
v. Douglas, 105 Fed, 2d 100 (1939). 

Sincerely yours, 


Wa. McC. Martin, Jr, 


(The following statutes, regulations, and rules were enclosed with 
the above letter :) 


STATUTES 


Section 11(i) of the Federal Reserve Act (12 U.S.C. 248(i)): 

“(i) To require bonds of Federal reserve agents, to make regulations for 
the safeguarding of all collateral, bonds, Federal reserve notes, money or 
property cf any kind deposited in the hands of such agents, and said board 
shall perform the duties, functions, or services specified in this Act, and make 
all rules and regulations necessary to enable said board effectively to perform 
the same,” 


Section 1905 of Title 18 of the United States Code (18 U.S.C. 1905) : 

“§$ 1905. Disclosure of confidential information generally. 

“Whoever, being an officer or employee of the United States or of any de- 
partment or agency thereof, publishes, divulges, discloses, or makes known in 
any manner or to any extent not authorized by law any information coming to 
him in the course of his employment or official duties or by reason of any exami- 
nation or investigation made by, or return, report or record made to. or filed with 
such department or agency or officer or employee thereof, which information 
concerns or relates to the trade secrets, processes, operations, style of work, or 
apparatus, or to the identity, confidential statistical data, amount or source of 
any income, profits, losses, or expenditures of any person, firm, partnership, cor- 
poration, or association; or permits any income return or copy thereof or any 
book containing any abstract or particulars thereof to be seen or examined by any 
person except as provided by law; shall be fined not more than’‘$1,000, or 


imprisoned not more than one year, or both; and shall be removed from office or 
employment.” 


Section 30 of the Banking Act of 1933 (12 U.S.C. 77) : 

“Sec, 30. Whenever, in the opinion of the Comptroller of the Currency; any 
director or officer of a national bank, or of a bank or trust company doing busi- 
ness in the District of Columbia, or whenever, in the opinion of a Federal reserve 
agent, any director or officer of a State member bank in his district shall have 
continued to violate any law relating to such bank or trust company, or shall 
have continued unsafe or unsound practices in conducting the business of stich 
bank or trust company, after having been warned by the Comptroller of the Cur- 
rency or the Federal reserve agent, as the case may be, to discontinue such 
violations of law or such unsafe or unsound practices, the Comptroller of the 
Currency or the Federal reserve agent, as the case may be, may certify the facts 
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to the Board of Governors of the Federal Reserve System. In any such casé the 
Board of Governors of the Federal Reserve System may cause notice to be served 
upon such director or officer to appear before such Board to show cause why he 
should not be removed from office. A copy of such order shall be sent to each di- 
rector of the bank affected, by registered mail. If after granting the accused 
director or officer a reasonable opportunity to be heard, the Board of Governors 
of the Federal Reserve System finds that he has continued to violate any law 
relating to such bank or trust company or has continued unsafe or unsound 
practices in conducting the business of such bank or trust company after having 
been warned by the Comptroller of the Currency or the Federal reserve agent to 
discontinue such violation of law or such unsafe or unsound practices, the Board 
of Governors of the Federal Reserve System, in its discretion, may order that 
such director or officer be removed from office. A copy of such order shall be 
served upon such director or officer. A copy of such order shall also be served 
upon the bank of which he is a director or officer, whereupon such director or 
officer shall cease to be a director or officer of such bank: Provided, That such 
order and the findings of fact upon which it is based shall not be made public or 
disclosed to anyone except the director or offieer involved and the directors of 
the bank involved, otherwise than in connection with proceedings for a violation 
of this section. Any such director or officer removed from office as herein pro- 
vided who thereafter participates in any manner in the management of such 
bank shall be fined not more than $5,000, or imprisoned for not more than five 
years, or both, in the discretion of the court.” 


Section 3 of the Administrative Procedure Act (5 U.S.C. 1002) : 

“Sec. 3. Except to the extent that there is involved (1) any function of the 
United States requiring secrecy in the public interest or (2) any matter relating 
solely to the internal management of an agency— 

“(a) Rules.—Every agency shall separately state and currently publish in the 
Federal Register (1) descriptions of its central and field organization including 
delegations by the agency of final authority and the established places at which, 
and methods whereby, the public may secure information or make submittals or 
requests; (2) statements of the general course and method by which its func- 
tions are channeled and determined, including the nature and requirements of all 
formal or informal procedures available as well as forms and instructions as to 
the scope and contents of all papers, reports, or examinations; and (3) substan- 
tive rules adopted as authorized by law and statements of general policy or 
interpretations formulated and adopted by the agency for the guidance of the 
public, but not rules addressed to and served upon named persons in accordance 
with law. No person shall in any manner be required to resort to organization 
or procedure not so published. 

“(b) Opinions and orders.—Every agency shall publish or, in accordance with 
published rule, make available to public inspection all final opinions or orders 
in the adjudication of cases (except those required for good cause to be held con- 
fidential and not cited as precedents) and all rules. 

“(e) Public records.—Save as otherwise required by statute, matters of offi- 
cial record shall in accordance with published rule be made available to persons 


properly and directly concerned except information held confidential for good 
cause found.” 


RULES 


RvuLes RELATING TO THE MAINTENANCE OF THE CONFIDENTIAL CHARACTER OF 
System AFFAIRS, AND TO PERSONAL FINANCIAL TRANSACTIONS AND OTTER 
OUTSIDE BUSINESS ACTIVITIES OF MEMBERS OF THE STAFF 


The character of the Federal Reserve System requires the highest standards 
of conduct on the part of all persons who serve in the System. 

Appropriate disciplinary action will follow for any member of the staff using 
confidential information, directly or indirectly, for the profit of himself or others, 
or for any other improper purpose. 

All members of the staff shall understand clearly that they must not permit 
themselves to be placed in any position which might embarrass the System in the 
conduct of its operations or result in questions being raised as to the independ- 
sane and honesty of their judgment in the discharge of their official responsi- 

ties. 


41075—60——25 

















378 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


To insure such understanding, the Board of Governors has prescribed the 
following rules relating to the maintenance of the confidential character of 
System affairs, and to personal financial transactions and other outside business 
activities of members of the staff: 

1. The affairs, actions, and activities of the System are confidential. 

2. No member of the staff shall, except as may be necessary in the regular 
course of his work or as permitted by the Board, disclose or divulge to 
any unauthorized person any information obtained in the course of his work 
which in any way relates to the Board of Governors, Federal Reserve Banks, 
the United States Treasury, or other agencies of the Government, or other 
persons or organizations providing official information to the Board. 

8. No member of the staff shall engage in speculative dealings (as dis- 
tinguished from investment) in securities, commodities, real estate, money, 
exchange, etc. 

4. Any borrowing by a member of the staff shall be on a basis that any 
securing of credit shall not be on terms more favorable than he would be 
given if he were not on the staff of the Board. 

5. No member of the staff shall engage in any outside business without 
permission of the Board. 

I understand that any violation of the above rules may be cause for my imme- 
diate dismissal. In order that the record may show that these requirements 
have been brought to my attention and that I have read and understand them, I 
have signed my name below. 

(Signature) 
CRF IEGR ee oo. eo <n ee 
CD ee tel cere nena ae 


RULES OF ORGANIZATION AND RULES OF PROCEDURE 


Issued pursuant to Administrative Procedure Act and other relevant provisions 
of law 


Effective September 11, 1946 
OBTAINING INFORMATION, MAKING SUBMITTALS OR REQUESTS 


Sec. 7(a) Obtaining Published Information.—Anyone may subscribe to the 
Federal Reserve Bulletin at the standard rate, which is published in the Bul- 
letin. A copy of each issue of the Bulletin is sent to each member bank. Cur- 
rent or back issues of the Bulletin, Annual Report, rules, regulations, or other 
published information may be examined at the offices of the Board or any Fed- 
eral Reserve Bank, and copies, if in stock, will be supplied by the Board at small 
cost or no cost. 

(6b) Government Ayencies, etc—The Board, directly or through such per- 
sons as it may designate, (1) makes available to each State member bank a 
copy of the report of the regular examination of the bank and, when the 
Board deems it in the public interest, may furnish such bank other informa- 
tion pertaining to its affiairs; and (2) may make available to the Comp 
troller of the Currency, the Federal Deposit Insurance Corporation, certain 
other agencies of the United States, and any authority having general super- 
vision of a State bank, copies of reports of examination and other informa- 
tion, for use where necessary in the performance of their official duties: Pro- 
vided, That all reports or other information furnished under (1) or (2) shail 
remain the property of the Board and under no circumstances shall any per- 
son or authority to whom the information is made available, nor any officer, 
director, or employee thereof, disclose or otherwise make public any such. in- 
formation except in official publications of general statistical reports which 
are not in such detail as to disclose the affairs of any person. 

(ec) Other Applications, Requests or Submittals—Other applications, re- 
quests and submittals, including requests for access to unpublished informa- 
tion of the Board, should be sent to the appropriate Federal Reserve Bank, 
which wil forward them to the Board when necessary. It is preferable and 
more convenient for all concerned to send applications, requests or submittals 


to the Reserve Bank in the first instance, and the Board requests all persons 
to follow this procedure. 
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When applicable, the forms specified in section 5(b) of the Board’s Rules of 
Procedure shall be used. In the case of all other applications or requests, in- 
cluding requests for access to unpublished information, the application, in addi- 
tion to being signed by the person making it or his duly authorized agent, shall, 
insofar as practicable, clearly, completely and concisely state the full name and 
address of the applicant, the facts involved (including the purposes for which 
any unpublished information requested will be used if made available), the 
action requested, the applicant’s interest in the matter, and the reasons why the 
request should be granted. Copies of any form prescribed in section 5(b) of the 
Rules of Procedure, and further details regarding those forms or the matter to 
be included in any application, request or submittal, may be obtained from the 
Federal Reserve Banks. 

UNPUBLISHED INFORMATION 


Sec. 8(a@) General Rule Regarding Unpublished Information.—Except as au- 
thorized by the Board, no person, whether or not an officer or employee of the 
Board or of a Federal Reserve Bank, shall disclose or permit the disclosure of 
any unpublished information of the Board to anyone (other than an officer or 
employee of the Board or of a Federal Reserve Bank properly entitled to such 
information for the performance of his official duties), whether by giving out 
or furnishing such information or copy thereof or allowing any person to inspect, 
examine or copy such information or copy thereof or otherwise. For the pur- 
pose of these rules, “unpublished information of the Board” includes all infor- 
mation or advice (including any examination report, or related information, in 
eonnection with examinations made by examiners selected or approved by the 
Board), which is not published in the Federal Register, Federal Reserve Bul- 
letin, or elsewhere, and which comes to the Board or to any officer, employee, 
or agent thereof (including any Federal Reserve Bank, or officer, agent, or 
employee thereof) in the performance of duties for or on behalf of the Board, 
whether contained in files, memoranda, documents, reports, books, accounts, 
records, or papers, or acquired by any such officer, employee, or agent in the per- 
formance of such duties, and whether located in the Board’s files, at a Reserve 
Bank, or elsewhere. 

(b) Disclosure of Certain Grants of Permission or Authority.—The approval 
by the Board of an application of a State bank for membership in the Federal 
Reserve System, the granting of permission to establish a branch or to exercise 
trust powers, and other similar grants of permission or authority by the Board 
may not in all cases be of sufficient general interest to justify publication, but the 
fact that the Board has granted such approval, permission or authority in such 
eases will at the appropriate time be disclosed to any person upon request made 
in accordance with section 7(c) of these rules, to the extent that such disclosure 
wou.d not conflict with the principles stated in section 8(d@) of these rules. 

(c) Certain Unpublished Information Not Disclosed—For the reasons and 
good cause found as set forth in section 8(d@) of these rules, and except as pro- 
vided in section 7(0) or 8(0) of these rules, the Board will not make available 
or otherwise disclose in response to requests any unpublished information of the 
Board, whether or not a matter of official record within the meaning of the 
xe ete Procedure Act, if such information relates to any of the follow- 


(1) Examinations, investigations, inspections, or reports of any particular 
bank or affiliate thereof, broker, finance company, or other person engaged, or 
proposing to engage, in the business of extending any kind of credit or in the 
business of a holding company affiliate; or information concerning the business, 
personal or financial affairs of any such person or of anyone employed by or doing 
business with any such person. 

(2) Proceedings in connection with the consideration of (i) the removal of 
a director or officer of a member bank pursuant te section 30 of the Banking 
Act of 1933, (ii) the granting of approval or permission for a bank to establish 
a branch or exercise trust powers, (iii) the granting or termination of member- 
ship in the Federal Reserve System, (iv) the granting or revocation of a voting 
permit to a holding company affiliate, (v) the suspension from the use of the 
credit facilities of the Federal Reserve System pursuant to section 4 of the 
Federal Reserve Act, or (vi) the granting or termination of permission or author- 
ity in other cases in which public hearing is not required by statute or Board 
regulations. 
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(3) The determination of policies concerning discount rates, reserve require- 
ments, open-market operations, interest rates, margin requirements, consumer 
credit controls, or other matters of monetary, fiscal or credit policy. 

(4) Relations between the Board and any Federal Reserve Bank, activities of 
any Reserve Bank for any agency of the United States or for any international 
organization, and internal operations of the Board or any Reserve Bank, includ- 
ing, among other things, any matters of administration. 

(5) Relations with, or activities that affect relations with, any foreign bank, 
banker or country. 

(6) Any other matter as to which the Board, in a particular case, determines 
that, in the public interest and for the reasons stated in section 8(d), the in- 
formation should not be disclosed. 

(d) Reasons for nondisclosure.—The public interest requires that certain un- 
published information, as mentioned above, be not disclosed. For the following 
good cause found, such nondisclosure is a manifest need in order that the Board 
may achieve the due execution of its authorized functions: 

(1) The Board's investigating, examining and information-gathering func- 
tions, and the appropriate safeguarding of information regarding such 
functions, are essential to the proper enforcement of the legislation it 
administers. 

(2) In connection with its activities described in section 8(d) (1), its 
proceedings as more fully specified in section 8(c)(2), and its other 
activities in the field of monetary, fiscal and credit policy, the Board 
necessarily has much information that is secret or confidential or that 
relates solely to the internal management of the Board or of other Govern- 
ment agencies. This includes advice and other information received by the 
Board from its staff, other Government agencies, the Reserve Banks, and 
others. It also includes information concerning the business, personal, and 
financial affairs of individual banks and their holding company and other 
affiliates, brokers, finance companies, and other extenders of credit, and also 
concerning such affairs of persons employed by or doing business with them. 
Improper disclosure of such information would: 

(i) Permit speculators and others to interfere with the Board’s 
actions taken with a view to accommodating commerce and business 
and with regard to their bearing upon the general credit situation of 
the country ; 

(it) Permit speculators and others to reap unfair profits and other 
unfair advantages by speculative trading in securities and otherwise; 

(iti) Unreasonably and unnecessarily disturb and interfere with indi- 
vidual privacy and confidential business relations ; 

(iv) Interfere with the orderly execution and accomplishment of the 
objectives of policies adopted by other Government agencies concerned 
with economic and fiscal matters; 

(v) Impede the Board’s necessary collection of information and 
advice, much of which cannot be obtained except on a confidential and 
voluntary basis; and 

(vi) Cause misinterpretations and misunderstandings as to the Board's 
policies and purposes, and as to the status of particular financial 
institutions, with resulting disturbance of securities markets and im- 
pairment of public confidence in individual institutions or in the nation’s 
financial structure. 

(3) Relations of the Board, of the Federal Reserve Banks, or of other 
banks, with foreign banks, bankers or countries involve matters of foreign 
affairs. Other activities of the Board and of the Reserve Banks influence 
the flow of gold and of dollar balances to or from foreign countries, with 
vital effects upon such countries and the United States. Improper disclo- 
sures regarding such matters would interfere with the orderly conduct of 
the foreign affairs of the United States. 

(4) Unpublished information regarding personnel or other matters of 
the Board’s internal administration could be of no proper benefit to other 
persons; and its improper disclosure would needlessly interfere with the 
privacy of the Board’s personnel, with their performance of duties for the 
Board, and with the Board’s necessary functions. 

(5) The Federal Reserve Banks stand in a peculiarly close relationship 
to the Board. In addition to their other important functions, they act in 
many matters as the Board’s field representatives, and give the Board 
much valuable advice and assistance on both local and national problems. 
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The Reserve Banks also perform certain functions for various agencies of 
the United States and certain international organizations. Improper dis- 
closure of information regarding the Board’s supervision and regulation of 
the Reserve Banks, its relations with them, or their activities for agencies 
of the United States or for international organizations, would damage the 
public interest in the manner described in sections 8(d@) (1), (2), (3), and 
(4) of these rules. 





FEDERAL TRADE COMMISSION 


JuLy 18, 1953. 
Hon. Tuomas C. Hennes, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 


Dear Mr. Cuarrman : This is in further reply to your letter of June 
26, 1958, relating to the availability of information and records in the 
possession of the Federal Trade Commission. 

There is enclosed a copy of the Commission’s rules of practice, 
procedure, and organization. ‘The release of information is governed 
by Subpart M—Public and Confidential Information, sections 1.131 
through 1.134. In addition, I am enclosing a copy of the very detailed 
reply made by the Commission to a questionnaire of the Subcommittee 
on Government Information of the House Committee on Government 
Operations on September 27, 1955. There has been no significant 
change in our policy regarding the availability of information since 
that date. — 

If there is any other information or advice which we may supply, 
please do not hesitate to call upon us. 

With best wishes, I am, 

Sincerely yours, 


Joun W. Gwynne, Chairman. 


ENCLOSURE NO. 1 


HovusE OF REPRESENTATIVES 
COMMITTEE ON GOVERNMENT OPERATIONS 


GOVERNMENT INFORMATION SUBCOMMITTEE 
QUESTIONNAIRE 
I, GENERAL 


Question 1. What categories and types of information possessed by your 
agency are not available to: 

(a) The press and other information media serving the general public? 

(Reply:) The Commission’s general regulations regarding categories and 
types of information which are available and which are not available to the 
public are described in the Commission’s Rules of Practice and Procedure, Sub- 
part M—PUBLIC AND CONFIDENTIAL INFORMATION. These regulations 
are as follows: 

“$1131 Requests. (a) All written requests for information should be 
addressed to the Commission at its principal office. 

“(b) Where the request is for materials of which copies are not available 
and photostating or reproduction by other means is required, such service 
will be provided upon payment of the costs involved. 

“$1132 Public information. (a) Annually, subsequent to the end of 
the fiscal year, the Commission makes a report to Congress summarizing its 
work during the year. Such reports are available for inspection at the Com- 
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mission and Government depositories, and copies thereof may be obtained 
from the Superintendent of Documents, U.S. Government Printing Office, 
Washington 25, D.C. 

“(b) The Commission’s rules of practice and procedure and a description 
of its organization and policies are published in the Federal Register. 
Copies thereof may be obtained from the Commission upon request. 

“(e) The decisions of the Commission in adjudicative proceedings and 
digests of accepted information agreements to cease and desist from unlaw- 
ful practices are published periodically in official reports under the title 
‘Federal Trade Commission Decisions.’ 

“(d) Rules issued under the Wool Products Labeling Act, the Fur Prod- 
ucts Labeling Act, and the Flammable Fabrics Act pursuant to Subpart A 
of Part 2 of this chapter (§$§ 2.1 to 2.8), quantity limit rules issued under 
section 2(a) of the Clayton Act, as amended by the Robinson-Patman Act, 
pursuant to Subpart B of Part 2 of this chapter (§$§ 2.11 to 2.18), and Trade 
Practice Conference Rules for respective industries, issued under Subpart C 
of Part 2 of this chapter (§$§2.21 to 2.32), are published in the Federal 
Register. Copies thereof may be obtained upon request to the Commission. 

“(e) The pleadings, transcript of testimony, exhibits and all documents 
received in evidence or made a part of the record in adjudicative proceedings, 
records of hearings in all rule-making proceedings and continuing guaranties 
filed under the Wool, Fur and Flammable Fabrics Acts are available at the 
principal office of the Commission for inspection and copying at reasonable 
times. Where copies of such materials are desired, § 131(b) applies. 

“(f) After having been received and filed, reports of compliance filed 
under § 3.26 of this chapter, describing the manner and form in which 
respondents allege they have complied with the Commission’s orders to cease 
and desist, are available at the principal office of the Commission for inspec- 
tion and copying at reasonable times, unless in the opinion of the General 
Counsel they contain information of a confidential nature, in which case 
request for release may be made to the Commission pursuant to the provi- 
sions of § 1.134. Where copies are desired, § 1.131(b) applies. 

“(g) Additional information concerning the activities of the Commission 
is released from time to time through the Commission's Office of Information. 

“$1.133 Confidential information. (a) The records and files of the Com- 
mission, and all documents, memoranda, correspondence, exhibits, and in- 
formation of whatever nature, other than the documentary matters above 
described, coming into the possession or within the knowledge of the Com- 
mission or any of its officers or employees in the discharge of their official 
duties, are confidential, and none of such material or information may be 
disclosed, divulged, or produced for inspection or copying except under the 
procedures set forth in § 1.134. 

“(b) Under section 10 of the Federal Trade Commission Act, any officer 
or employee of the Commission who shall make public any information 
obtained by the Commission without its authority, unless directed by a 
court, shall be deemed guilty of a misdemeanor, and upon conviction thereof, 
shall be punished by a fine not exceeding five thousand ($5,000) dollars, or 
by imprisonment not exceeding one year, or by fine and imprisonment, in the 
discretion of the court. 

“$ 1.134 Release of confidential information. (a) Upon good cause shown, 
the Commission may by order direct that certain records, files, papers, or 
information be diclosed to a particular applicant. 

“(b) Application by a member of the public for such disclosure shall be 
in writing, under oath, setting forth the interest of the applicant in the sub- 
ject matter; a description of the specific information, files, documents, or 
other material inspection of which is requested ; whether copies are desired ; 
and the purpose for which the information or material, or copies, will be 
used if the application is granted. Upon receipt of such an application the 
Commission will take action thereon, having due regard to statutory restric- 
tions, its rules, and the public interest. 

“(e) In the event that confidential material is desired for inspection, 
copying, or use by some agency of the Federal or State Government, a 
request therefor may be made by the administrative head of such agency. 
Such request shall be in writing, and shall describe the information or mate- 
rial desired, its relevancy to the work and function of such agency and, 
if the production of documents or records or the taking of copies thereof is 





384 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


asked, the use which is intended to be made of them. The Commission will 
consider and act upon such requests, having due regard to statutory restric- 
tions, its rules, and the public interest.” 

The records and files of the Commission, and all other documents, memoranda, 
correspondence, exhibits, and information of whatever nature, other than the 
documentary matters described in Section 1.132, coming into the possession or 
within the knowledge of the Commission or any of its officers or employees in the 
discharge of their official duties, are confidential. These materials include appli- 
cations for Federal Trade Commission complaints and the investigational and 
history files in Commission cases as well as reports in writing to the Commission 
and any papers which contain trade secrets and names of customers. None of 
such materials or information may be disclosed, divulged, or produced for inspec- 
tion or copying except under the procedures set forth in Section 1.134 of the 
Commission’s Rules of Practice and Procedure. 

(b) The Congress? 

(Reply:) There are no categories or types of information possessed by this 
agency which are not available to Congress or committees duly constituted by 
Congress. During the course of the last nine months the Federal Trade Com- 
mission has been investigated by or has been asked to supply information to 
the following Congressional committees or subcommittees : 

1. Select Committee on Small Business of the Senate; 

2. Antitrust and Monopoly Subcommittee, Senate Committee on the Judi- 
ciary ; 

8. Subcommittee on Government Employees’ Security Program, House 
Committee on Post Office and Civil Service ; 

4. Subcommittee on Automobile Marketing Practices, Senate Committee 
on Interstate and Foreign Commerce ; 

5. Antitrust Subcommittee, Committee on the Judiciary, House of Repre- 
sentatives ; 

6. Subcommittee No. 1 on Regulatory Agencies, and 

7. Subcommittee No. 5 on Distribution Problems, Select Committee on 
Small Business, House of Representatives ; and 

8. Legal and Monetary Affairs Subcommittee and 

9. Government Information Subcommittee, Committee on Government 
Operations, House of Representatives. 

The Commission has extended cooperation to all of these. The expense of 
compliance with committee requests is indicated by the reply to Question 6(c), 
Congressional Section. The extent of the cooperation extended by the Com- 
mission is indicated by the fact that several of the above-named committees were 
supplied office space in the Federal Trade Commission Building and were given 
complete access to all Commission files as well as complete freedom to contact 
all members of the staff. Attached letters of June 9 and June 22, 1955, addressed 


to the Select Committee on Small Business of the House also evidence the Com- 
mission’s cooperation. 


(c) Other federal agencies? 

(Reply:) With respect to other federal agencies, the release of information 
is governed by the purpose and manner of use of the information sought. For 
several years, the Commission has made evidentiary material available to the 
Department of Justice, which has concurrent jurisdiction with the Federal 
Trade Commission in certain areas of law enforcement. But until recently all 
such requests were acted upon individually by the Commission. On September 
13, 1954, authority to grant clearance to the Department of Justice was delegated 
to the Commission’s Secretary. On April 14, 1955, the Commission directed that 
evidentiary material be made available to the below listed law enforcement 
agencies, which have a community of interest with respect to certain problems 
faced by the Federal Trade Commission, on the same basis as such material is 
made available to the Department of Justice: 

(1) Post Office Department; 
os = ) Food and Drug Administration, Department of Health, Education and 

elfare ; 

(3) Patent Office, Department of Commerce ; 

(4) Aleohol and Tobacco Tax Division, Office of Commissioner of Internal 
Revenue, Department of the Treasury ; and 

(5) Pesticide Regulation Section, Plant Pest Control Branch, Agricultural 
Research Service, United States Department of Agriculture. 
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With respect to other agencies, decison as to release of information is made on 
an individual basis with due regard to statutory restrictions, the Commission’s 
rules and the public interest. Present policy shows a marked contrast with 
policy prevailing in the 1940’s, when the Federal Trade Commission investiga- 
tion files were not made available to the Department of Justice or other govern- 
ment agencies. 

(d) Business, trade and other groups with an economic interest in the 
information? 

(Reply :) Generally, the restrictions set forth in 1(a) are applicable. Special 
requests for release of information may be made under Section 1.134 of the 
Commission’s Rules of Practice and Procedure. Such requests are governed 
by the standards set forth therein. . 

(e) Research specialists, scientists, public affairs organizations and similar 
groups or individuals? 

(Reply :) Policy as to research specialists, etc., is governed by the purpose and 
manner of the use of the information sought, as provided in Section 1.134 of 
the Rules of Practice and Procedure. 

Question 2. On what do you base authority for denying access to or not 
making available such information? Please provide copies of regulations, 
directives, letters, policy statements, etc., bearing on the withholding of informa- 
tion by your agency. Please cite any court decisions and statutes which relate 
to your agency. 

(Reply:) The regulations of the Federal Trade Commission relating to the 
release of information are based upon Section 6 of the Commission’s Organic 
Act, which provides: 

“Sec. 6. That the commission shall also have power— 


* * * * * 


“(f) To make public from time to time such portions of the information 
obtained by it hereunder, except trade secrets and names of customers, as 
it shall deem expedient in the public interest; and to make annual and 
special reports to the Congress and to submit therewith recommendations 
for additional legislation; and to provide for the publication of its reports 
and decisions in such form and manner as may be best adapted for public 
information and use.” 

Reliable, thorough and up-to-date information is essential to the operations 
of the Federal Trade Commission. The Commission is basically a fact-finding 
agency. In recognition of the special needs of the Commission, Congress pro- 
vided, in Sections 6 and 9 of the Federal Trade Commission Act, very broad 
powers of investigation and inquiry. These include the power to require spe- 
cial reports, the power of subpoena and the power of access to corporate records. 

In addition, Section 9 contains enforcement powers, and Section 10 provides 
fines and imprisonment, or both, for failure to comply with the Commission’s 
lawful demands for information. 

In the early years of its existence, the Federal Trade Commission was seri- 
ously hindered by inability to obtain evidence and information required by it to 
protect the public from unfair methods of competition. Federal Trade Com- 
mission v. American Tobacco Co., 264 U.S. 298 (1924). In 1950, however, in 
United States v. Morton Salt Co., 338 U.S. 682, the Supreme Court clarified the 
investigative authority of the Federal Trade Commission : 

“* * * Because judicial power is reluctant if not unable to summon evi- 
dence until it is shown to be relevant to issues in litigation, it does not 
follow that an administrative agency charged with seeing that the laws are 
enforced may not have and exercise powers of original inquiry. It has a 
power of inquisition, if one chooses to call it that, which is not derived from 
the judicial function. It is more analogous to the Grand Jury, which does 
not depend on a case or controversy for power to get evidence but can in- 
vestigate merely on suspicion that the law is being violated, or even just 
because it wants assurance that it is not. When investigative and ac- 
cusatory duties are delegated by statute to an administrative body, it, too, 
pry take steps to inform itself as to whether there is probable violation 

the law.” 

In the Morton Salt case, the Supreme Court ruled that the Federal Trade 
Commission Act conferred upon the Federal Trade Commission the power “to get 
a from those who best can give it and who are most interested in not 

oing so.” 
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At the same time, Section 6 of the Federal Trade Commission Act and its 
legislative history indicate the concern of Congress over the possible release of 
types of information which would not be in the public interest. Publication of 
trade secrets and names of customers was specifically forbidden, and the Com- 
mission was given broad discretion to release such other information as it 
“shall deem expedient in the public interest.” 

The importance attached by the Congress in 1914 to the necessity of pro- 
tecting Commission information is evidenced also by Section 10 of the Federal 
Trade Commission Act which provides : 

“Any officer or employee of the commission who shall make public any in- 
formation obtained by the commission without its authority, unless 
directed by a court, shall be deemed guilty of a misdemeanor, and, upon con- 
viction thereof, shall be punished by a fine not exceeding $5,000, or by im- 
prisonment not exceeding one year, or by fine and imprisonment, in the dis- 
cretion of the court.” 

The withholding of information concerning applicants for Commission com- 
plaint is governed by Section 1.15 of the Commission’s Rules of Practice and 
Procedure : 

“$1.15 Confidentiality of applications. It always has been and now is 
strict Commission policy not to publish or divulge the name of an applicant 
or complaining party.” 

This rule not only protects applicants from possible retaliation by corpora- 
tions against whom they may complain but it is in accord with sound public 
policy. This rule has been in effect since the origin of the Federal Trade Com. 
mission in 1914. It is fully supported in case law on the basis of “informer’s 
privilege.” See 8 Wigmore, Evidence, § 2374 (3rd ed., 1940), Worthington y. 
Scribner, 109 Mass. 487, Vogel v. Gruaz, 110 U.S. 311 and Jn re Quarles and 
Butler, 158 U.S. 532. 

Question 3. What terms do you use to describe restrictions placed on impart- 
ing information? 

(Reply :) Information which has not been made public by the Commission is 
designated “For Staff Use Only.” 

(a) Please define each term. to indicate the type of information material which 
it includes, to what group or individuals it applies and what execeptions are 
made im its application. 

(Reply:) The types of nonpublic information materials, the groups to which 


the regulations apply and the exceptions are described in reply to Question 1 
above. 


(b) What proportion is withheld on each basis? ; 

(Reply :) When information is withheld, it is done so on a statutory basis— 
Sections 6 and 10 of the Federal Trade Commission Act, cited above ir reply. to 
Question 2, General Section. 

(c) What steps have been taken by your agency to insure that procedures for 
restricting information are not being abused? 

(Reply :) Restrictions regarding release of information are subject to the re- 
view of the Commission’s General Counsel and of the Commission itself. 

(d) What persons in your agency are authorized to apply restrictions on im- 
parting information in the first instance? 

(Reply:) Only the Federal Trade Commission itself is authorized to apply 
restrictions on imparting information. In certain cases authority to carry out 
the policies and regulations of the Commission is delegated to a member of the 
Commission, the Commission’s Secretary, or to the General Counsel. However, 
these officials do not apply restrictions on imparting information but merely 
carry out the expressed policy of the Commission. 

(e) What provisions are made for review of the decisions of these persons? 

(Reply:) Ultimate decisions as to the imparting of information are always 
made by the Commission. 

(f) Who reviews the initial restrictions placed on imparting information? 

(Reply:) The Commission. 

(9) How often does your agency review information to which restrictions 
have been applied to determine whether the restrictions should be removed? 

(Reply:) There is no scheduled periodic review; restrictions are considered 


whenever questions are raised and whenever the Rules of Practice and Proce 
dure are revised. 


(h) Who removes the restrictions? 
(Reply:) The Commission. 
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Question 4. If the information from your agency is restricted on security 
grounds, list the specific statutes, Presidential directives or other bases for such 


ion. 

(Reply:) Under Executive Order 10501, the Federal Trade Commission does 
not have original classifying authority for security information. No informa- 
tion originating with this agency is restricted on security grounds. In cases 
where the Commission has received from other sources information which has 
been restricted on security grounds, the Commission respects and complies fully 
with the security classifications applied by such other sources, as provided in 
Sections 7(c) and 10(c) of the Federal Trade Commission Regulations for the 
Safeguarding of Classified Defense Information. Copies of such Regulations 
are appended. 

Question 5. Please estimate the annual cost to your agency of administering 
security provisions applying to information held by the agency. 

(Reply:) The expense entailed in assuring the observance of security classi- 
fications on information received by the Commission from other agencies is 
estimated to be less than $200 a year. 

Question 6. What categories and types of information about the activities of 
your agency are available to the organizations and individuals listed in Ques- 
tion No. 1 above? 

(Reply:) The answer to this question appears in Section 1.132, Public infor- 
mation, of the Commission’s Rules of Practice and Procedure set forth above in 
reply to Question 1, General Section. 

Question 7. Please describe the organization within your agency for making 
information available to the press and the public, to Congress and to other Fed- 
eral agencies. Please estimate the annual cost. 

(Reply :) The Public Information Division is under the general supervision 
of the Secretary of the Commission. It is headed by an Information Specialist, 
GS-14, serving as Division Director, assisted by an Information Specialist, 
GS-7, and a typist, GS-3. This division prepares all press releases, answers 
press inquiries, and provides information requested by all media, as well as 
answering many inquiries from the general public. The annual cost is approxi- 
mately $20,000. 

Question 8. Does information possessed by your agency reach groups or indi- 
viduals not entitled to it by law, executive order, regulation or policy? If 8o, 
please explain. 

(Reply:) No. The only exception we know of is the unauthorized release of 
certain information in the matter of Pioneers, Inc., et al., Docket 6190, more 
popularly known as the “battery additive case.” In this case, confidential infor- 
mation was supplied to a Congressional committee and thereafter came into the 
possession of the president of the respondent corporation. 

Question 9. Do you receive from other agencies complete and timely informa- 
tion when requested? 

(Reply :) Yes. 

(a) In how many instances was information desired from other agencies 
denied from July 1, 1954, to July 1,1955? Please explain. 

(Reply :) None. , 

(b) In how many instances was information possessed by your agency denied 
to other agencies from July 1, 1954, to July 1,1955? Please explain. 

(Reply :) None. 

(c) Please suggest ways of improving the flow of information among fed- 
eral agencies. 

(Reply:) The Federal Trade Commission has had no recent difficulties with 
respect to the flow of information among feleral agencies. During the course 
of the past 2 years, the Commission has either established or greatly improved 
liaison with the following agencies or departments: 

(1) Food and Drug Administration, Department of Health, Education 
and Welfare; 
The Department of Justice; 
The Patent Office; 
The National Bureau of Standards, Department of Commerce; 
The Post Office Department ; 
The Federal Communications Commission ; and 
The Department of Agriculture. 
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To illustrate efforts of the Commission, copies of agreements relating to the 
Food and Drug Administration and the National Bureau of Standards are at- 
tached. 

Question 10. How can the job of making available timely, factual, and per- 
tinent information on the affairs of your agency be improved? Please recom- 
mend any necessary legislation. 

(Reply:) The Federal Trade Commission has no suggestions in this cate 
gory. In our view the best methods of making timely, factual, and pertinent 
information available are Federal Trade Commission decisions in current cases 
and reports of economic investigations. During recent years, the Commission 
has adopted policies which result in clear, readable and prompt decisions in 
eases before us for decision. Press release on the new policy and public 
addresses by former Chairman Howrey on the subject are attached. We are 
pleased to report. progress in this aim and to report further that our efforts 
have been well received by Congress, by the public and by the businessmen 
subject to our guidance. Recent examples of timely and factual economic 
reports are the Commission’s 1954 Report on Coffee Prices and the 1955 Re- 
port on Corporate Mergers. 

The Commission’s Rules of Practice and Procedure were completely re- 
drafted in May of 1955 to provide full information as to all Federal Trade 
Commission procedures. Copies are submitted herewith. 

In addition, to the extent permitted by limited funds, the Commission has 
recently attempted to release informative articles on the various phases of 
Federal Trade Commission activity in order to acquaint the public with the 
Commission’s activities as a protection of the consumer, and with its availability 
to the individual consumer. Examples of such releases are attached. They 
have been well received by the press and by the public. However, the work 
load of the Comission’s small Information Division does not permit much activ- 
ity of this nature. 

Question 11. What information is available and what is not available to the 
public, to interested parties, and to Congress concerning the quasi-judicial 
functions of your agency: (a) Before hearing or informal proceedings? (b) 
During the course of hearings or formal proceedings? (c) After decision has 
been rendered? Pleasé explain policies, regulations, and practices. Please cite 
any relevant court decisions and statutes. 

(Reply :) The answer to this question, with the applicable regulations, appears 
in response to Question No.1. These regulations may be summarized as follows: 

(a) Before hearings or formal proceedings, public information is limited 
to the complaint of the Commission. Release of uncorroborated information 
in field reports and the views expressed in staff memoranda would be to 
the prejudice of the parties. Parties under investigation are notified of the 
purpose and scope of investigation. Section 1.33 of the Federal Trade Com- 
mission Rules of Practice and Procedure provides: 

“Notification of purpose. Any party under investigation compelled 
to furnish information or documentary evidence shall be advised with 
respect to the purpose and scope of the investigation.” 

When any matter is closed without issuance of complaint, the appli- 
eant, proposed respondent and any other parties who have indicated 
an interest in the matter are notified. 

(b) During the course of formal proceedings, the pleadings, transcript 
or testimony, exhibits and all documents received in evidence or made a part 
of the record are public. 

(c) After decision has been rendered by the Commission, the decision 
is published in Federal Trade Commission Reports and in the Federal 
Register. Copies of the decisions and appropriate explanatory comments 
are made available to the press. In addition, after having been received 
and filed, reports of compliance describing the manner and form in which 
respondents allege they have complied with the Commission’s orders to 
cease and desist are available for inspection to the extent that they do not 
contain trade secrets or names of customers. 

Examples of Federal Trade Commission publicity releases upon the filing of 
complaint, receipt of respondent’s answer, filing of initial decision and entry 
of final order by the Commission are submitted herewith. 

Question 12. What information is available and what is not available covering 
the quasi-legislative functions of your agency? 
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(Reply :) Notice of hearings or conferences or notice of opportunity te submit 
written views in the Commission’s rule-making proceedings is published in the 
Federal Register. All hearings are public. After adoption, all rules are pub- 
lished in the Federal Register, released to the press and circulated to all inter- 
ested parties. 

Question 138. What functions of your agency do you consider to be executive 
or administrative? 

(Reply :) As indicated in Reply to Question 15, General Section, in the over-all 
scheme of government the Federal Trade Commission is not strictly an executive 
agency. The Commission does, however, have certain executive functions, These 
include the conduct of investigations upon the direction of the President or upon 
the application of the Attorney General under Sections 6(d), 6(e) or 6(h) of 
the Federal Trade Commission Act and resulting reports thereon. 

Within the Commission itself, the executive and administrative functions 
include the following: 

(1) The appointment and supervision of personnel employed under the 

mmission, 

(2) the distribution of business among such personnel and among admin- 
istrative units of the Commission, and 

(3) the use and expenditure of funds. 

Question 14. For what types of matters is information not made available 
because it is considered to relate solely to the internal management of your 
agency? 

(Reply :) Information concerning personnel and budgetary matters is con- 
sidered to relate solely to internal management. Similarly, instructions to the 
staff regarding the performance of assigned duties are considered internal mat- 
ters and are consequently not published. Exceptions are made in cases where the 
notices to the staff contain information which may be of benefit and guidance to 
the public. 

Question 15. Please indicate your understanding of the application of the 
doctrine of executive commumications (as grounds for withholding information) 
to: 

(a) Communications within the ageney and other internal data. 

(Reply:) Since the Federal Trade Commission is not strictly an executive 
agency, the doctrine of executive communications does not present serious 
problems. The present Commission has not withheld any of its own information 
from Congress on that basis, and does not intend to do so. This decision is 
governed by the Supreme Court holding in Rathbun (Humphrey's Executor) v. 
United States, 295 U.S. 602, where, with reference to the Federal Trade Com- 
mission, the Court stated: 

“The power of removal here claimed for the President falls within this 
principle, since its coercive influence threatens the independence of a com- 
mission, which is not only wholly disconnected from the executive depart- 
ment, but which, as already fully appears, was created by Congress as a 
means of carrying into operation legislative and judicial powers, and as an 
agency of the legislative and judicial departments. 


* * ; % * * Ok * 


“Thus, the language of the act, the legislative reports, and the general 
purposes of the legislation as reflected by the debates, all combine to demon- 
strate the Congressional intent to create a body of experts who shall gain 
experience by length of service—a body which shall be independent of 
executive authority, except in its selection, and free to exercise its judg- 
ment without the leave or hindrance of any other official or any department 
of the government. * * *” 

Communications within this agency and other internal data are more in the 
nature of judicial rather than executive communications. 

(b) Communications with other agencies. 

(Reply :) With respect to Congress, the Federal Trade Commission claims for 
itself no privilege to withhold communications on the basis of the doctrine of 
executive communications. However, where the Commission has received docu- 
ments from other agencies for which privilege is claimed by such other agencies, 
the Federal Trade Commission requests that the information or documents be 
released by such other sources. 

(c) Communications with the Executive Office of the President. 

(Reply :) The present Commission has withheld from Congress no communica- 
tions with the Executive Office of the President. 
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Harlier policy of the Commission with respect to such matters may be seen 
in the following letter written in 1938: 
JANUARY 17, 1938. 
Hon. STEPHEN HARty, 
Secretary to the President, 
White House, Washington, D.C. 


My Dear Mr. Harty: Referring to your telephonic advice to the Secretary of 
this Commisison with reference to the desire of the President that the Depart- 
ments and Establishments refrain from the publication of any correspondence 
referred to them from the White House, I beg to advise that it is now and has 
always been our policy not to publish or permit the publication of such cor- 
respondence, and we are not aware of any instance of the publication by the 
Commission of any correspondence referred by the White House to it. 

We have many letters addressed to the President referred to us from day to 
day for answers. It is our policy to undertake to answer these letters, and the 
answers are directed to the writers of the letters and are not furnished to any- 
one else, nor is any information relative thereto published or given to anyone 
else. 

The Commission is pleased to advise therefore, that it has always refrained 
from the publication of the correspondence to which you referred, and will be 
pleased to so refrain in the future. 

With kind regards, I am, 

Cordially yours, 


GARLAND 8. Fercuson, Jr., 


Chairman. 
II. PRESS 


Question 1. How many press conferences were held by your agency from 
July 1, 1954 to July 1, 1955? 

(Reply :) One press conference was held by the Federal Trade Commission 
from July 1, 1954 to July 1, 1955. 

(a) Who held these press conferences? 

(Reply :) Chairman Edward F. Howrey. 

(b) What is the basis for accreditation of persons attending the confer- 
ences and, if special accreditation is required over and above the general ac- 
creditation of the Senate and House Press Galleries, what are the requirements? 

(Reply:) Accreditation of the Senate and House Press Galleries is the only 
requirement for admission to press conferences. 

(c) Are transcripts of the press conferences available? 

(Reply:) No transcript of the press conference mentioned was made. 

Question 2. How many formal or informal “background” or “briefing” ses- 
sions have been held by your agency for the press from July 1, 1954, to July 1, 
1955, and who, in general, was invited? 

(Reply:) No general “background” or “briefing” sessions were held by the 
Federal Trade Commission during the period from July 1, 1954 to July 1, 1955. 
Reporters requesting background information invariably have been given it on 
an individual basis subject to the limitations outlined in the answer to Question 
1, General Section. 

Question 3. Which employees in your agency exercise public information 
functions including press contacts, radio-TV and other public appearances? 

(a) What latitude do your press or public information employees have in 
answering questions from the press and. public? 

(Reply :) The Director of Public Information and his assistant are the only 
employees exercising public information functions regarding press and radio-TV 
contracts. All officials of the agency, however, are free to talk to the press and 
to accept invitations for public appearances, including radio and TV. The Com- 
mission, insofar as is possible, assigns speaking engagements to staff members 
best qualified to handle such assignments. The Information Division is alerted 
to these appearances and assists in obtaining adequate coverage from the press. 
For example, a Federal Trade Commission official who accepts an invitation to 
appear on radio would make available to the Information Division a copy of his 
remarks, which in turn are offered to the press. 

(b) Which employees are instructed not to comment to the press or public 
either formally or informally? 

(Reply:) No employees are instructed not to comment to the press either 
formally or informally, except for the limitations described in the answer to 
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Question 1, General Section. Also, ae are bound (as is the press) by the re- 
ates on the Commission’s press releases. { 

are any review made of the actual contacts of those authorized to speak 
to the press? 

(Reply:) The Public Information Director reports regularly on his press 
contacts to the Secretary of the Commission and informally to the Commis- 

ers. 

"ection 4. What specific restrictions or controls are imposed by your agency 
over what is authorized for publication, including so-called “strategic informa- 
tion?” 

(Reply :) None other than the restrictions appearing in the Reply to Ques- 
tion 1, General Section. 

(a) Under what authority? 

(Reply:) Not applicable. 

(bo) 1g special accreditation required now by your agency for representative 
of the press covering either domestic or overseas activities? If so, please explain 
requirements and procedures. 

(Reply:) No. 

(c) Are any special restrictions placed upon photographers or newsreel and 
television representatives? 

(Reply:) No. 

(d) Is your agency now preparing, or do you have prepared, plans for news 
censorship in wartime or other national emergency? 

(Reply:) No. 

(e) What is the nature of the plans or planning? 

(Reply :) Not applicable. 

Question 5. What specific requests from the press for information have been 
denied by your agency between July 1, 1954, and July 1, 1955? 

(Reply:) The press has not been denied any specific information except that 
described in the answer to Question 1, General Section. 

(a) Has release of important information been delayed in any instances? 

(Reply:) News of actions is delayed until respondents have been notified. 
This involves but a very slight delay. 

(b) Is information from your agency released simultaneously to all news 
media? 

(Reply:) Information is released simultaneously to all news media 

(c) Has your agency discriminated against any news media? Please ez- 
plain. 


(Reply:) The Federal Trade Commission has not discriminated against any 
news media. 


Ill. CONGRESS 


Question 1. What categories and types of information are not furnished to: 

(a) Individual Congressmen on request? 

(Reply :) Requests of individual Congressmen are handled on the same basis 
as inquiries from the press and other members of the public under Section 1.132 


of the Commission's Rules of Practice and Procedure, cited in reply to Question a 
General Section. ; 


(b) Congressional committees on request? 

(Reply:) As indicated in reply to Question 1(b), General Section, the Fed- 
rm Trade Commission has complied with all Congressional requests during the 
past year. 

Since the Federal Trade Commission is an arm of Congress, created by Con- 
gress to administer legislative and judicial aims expressed by Congress, it claims 
no absolute right to withhold any category or type of information in its possession 
from Congress or committees duly constituted by Congress. 

Under its Congressional charter, however, this agency does have serious re- 
sponsibilities toward the public, and it endeavors to release information only upon 
conditions which insure that the public interest will be properly safeguarded. 

While the Commission does not withhold such information from Congress, it 
believes that the public interest would best be served if Congress would refrain 
from review of the manner in which the Commission is discharging its (uasi- 
judicial functions on any case during the time the case is pending before the 
Commission. This, of course, does not refer to mere requests concerning the 
status of cases, The Commission has experienced no undue pressure from the 
members of the many committees now investigating it, but it believes that any 
Possibility or appearance as well as the fact of such influence should be avoided. 
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However, as soon as the Commission's proceedings have been completed, we see 
no reason why Congress should not be free to investigate all phases of the Com- 
mission’s handling thereof. 

While claiming no absolute authority to withhold materials from Congress, 
the Commission always endeavors to obtain assurance that the confidentiality 
of the following materials will be observed by Congressional committees, and, 
with the one exception referred to in Reply to Question 8, General Section, the 
Commission’s aims in this respect have been respected by the Congress: 

(1) Names of applicants and informants must remain confidential in order 
to prevent possible retaliation by powerful competitors against whom ¢com- 
plaints are made and to protect valuable sources of information. 

(2) Trade secrets and names of customers must remain confidential. This 
is required by statute. 

(3) Intra-agency reports, minutes, memoranda and other internal com- 
munications which contain the exchange of views of Commissioners and staff 
members regarding Federal Trade Commission cases should be held con- 
fidential. Publicity would tend to prevent candor in the advice rendered 
and would operate to destroy originality in the search for new approaches and 
solutions to new and old problems. 

(4) When the Commission has in its files information obtained from and 
classified by other governmental sources or for which privilege is claimed 
by such sources, it requests that the information be released by such other 
sources. 

(c) Congressional committees upon subpoena? 

(Reply :) None. 

Question 2. If information is refused, on what authority is the refusal based: 

(a) To individual Congressmen? 

(Reply:) While there have been no recent refusals, the Commission’s action 
would be based upon the same considerations governing the reply to Question 
l(a). 

(b) To Congressional committees on request? 

(Reply:) There have been no refusals. 

(ec) To Congressional committees upon subpoena? 

(Reply :) There have been no refusals. 

Question 3. How many instances have there been between July 1, 1954 and 
July 1, 1955 of the refusal of information by your agency to: 

(a) Individual Congressmen on request? 

(Reply:) None. 

(b) Congressional committees on request? 

(Reply :) None. 

(c) Congressional committees upon subpoena? 

(Reply:) None. 

Question 4. Please outline the instances listed in Question 3 where the in- 


formation was refused on the basis of the doctrine of executive communica- 
tions. 


(Reply:) None. 

Question 5. What information does your agency regularly transmit to indi- 
vidual Congressmen, Congressional committees and the Congress as a whole? 

(Reply:) The Annual Report of the Federal Trade Commission and reports 
of industrywide investigations. 

(a) Please explain the policies and practices of your agency on transmitting 
such information. 


(Reply:) There is nothing to explain—the reports are simply transmitted to 
Congress. 


(b) Please supply the regulations, directives, etc., regarding transmittal of 
this information. 

(Reply :) There are none. 

se Where this information is transmitted pursuant to statute, please supply 
citation. 

(Reply:) Section 6(d) of the Federal Trade Commission Act provides that 
upon the direction of either House of Congress, the Commission shall investigate 
and report the facts. 


(d) Is all this information, in your opinion, timely, necessary, useful? Please 
explain. 
(Reply:) Yes. Explanation hardly seems necessary that Congress shall have 


information as to the manner in which this agency is carrying out its assigned 
duties. 
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(e) Do security considerations affect your decision whether to supply infor- 
mation to individual Congressmen on request? 

(Reply :) No. 

(f) In this connection what use do you make of security files on Members of 
Congress? 

(Reply :) None. 

(g) Please suggest ways of improving the flow of information to individual 
Congressmen and Congressional committees. 

(Reply :) We have no suggestions but would welcome any suggestions which 
may emanate from this Committee. 

Question 6. How many employees of your agency are assigned the jod of 
contact with or making information available for individual Congressmen or 
Congressional committees? 

(Reply:) None. 

(a) What are their titles? 

(Reply :) Not applicable. 

(b) If you have a Congressional liaison section, please describe its day-to-day 
operation. 

(Reply:) The Commission has no Congressional liaison section. Congres- 
sional requests for information are handled by the Commission’s Secretary. 


(c) Please estimate the annual cost to your agency of providing information 
to individual Congressmen. 


(Reply :) It has been impossible to prepare a cost estimate. Bach year hun- 
dreds of letters are received from individual Congressmen transmitting infor- 
mation or complaints sent to them by constituents or inquiries regarding matters 
pending before the Commission. These requests are transmitted for prepara- 
tion of reply to the various bureaus or divisions of the Commission by the Com- 
mission’s Secretary and are handled by such bureaus and divisions as a regular 
part of their workload. No separate cost records are maintained. 


(d) To congresisonal committees. 


(Reply:) The cost of providing information to congressional committees 
during the present fiseal year is estimated at $40,000. This figure is not a repre- 
sentative figure for year-to-year operations. It is extraordinarily high this year 


because of the fact that nine subcommittees or committees are investigating this 
Commission or various phases of its operations. 


ENCLOSURE NO. 2 
RULES OF PRACTICES, PROCEDURES, AND ORGANIZATION, MAY 1957 


SuBpPpart B—INITIATION OF INVESTIGATIVE PROCEEDINGS 


§115 Confidentiality of applications. It always has been and now is strict 
Commission policy not to publish or divulge the name of an applicant or com- 
plaining party. : 

Susppart D—INVESTIGATIONS 


§1.41 Nonpublic proceedings. Unless otherwise ordered by the Commission, 
all investigatory proceedings shall be nonpublic. 


Suppart E—Stiputations To CEASE AND Desist 
§1.56 Public record. All stipulations shall be matters of public records. 
Suppart B—HEARINGS 


§3.16 Hearings; transeript—(a) Public hearings. All hearings in adjudi- 
cative proceedings shall be public unless otherwise ordered by the Commission. 

(f) Transcripts. Hearings shall be stenographically reported and transcribed 
by the official reporter of the Commission under the supervision of the hearing 
examiner, and the original transcript shall be a part of the record and the sole 
official transcript. Copies of transcripts are available to respondents and to 
the publie from the reporter at rates not to exceed the maximum rates fixed by 
contract between the Commission and the reporter. 


41075—60—-——26 
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Suspart M—Pusiic AND CONFIDENTIAL INFORMATION 


§1.131 Requests. (a) All written requests for information should be ad- 
dressed to the Commission at its principal office. 

(b) Where the request is for materials of which copies are not available 
and photostating or reproduction by other means is required, such service will 
be provided upon payment of the costs involved. 

§1.132 Public information. (a) Annually, subsequent to the end of the 
fiscal year, the Commission makes a report to Congress summarizing its work 
during the year. Such reports are available for inspection at the Commission and 
Government depositories, and copies thereof may be obtained from the Super- 
na of Documents, U.S. Government Printing Office, Washington 25, 

.C. 

(b) The Commission’s rules of practice and procedure and a description of 
its organization and policies are published in the Federal Register. Copies 
thereof may be obtained from the Commission upon request. 

(c) The decisions of the Commission in adjudicative proceedings and digests 
of accepted informal agreements to cease and desist from unlawful practices 
are published periodically in official reports under the title “Federal Trade Com- 
mission Decisions.” 

(d) Rules issued under the Wool Products Labeling Act, the Fur Products 
Labeling Act, and the Flammable Fabrics Act pursuant to Subpart A of Part 2 
of this chapter (§§ 2.1 to 2.8), quantity limit rules issued under section 2 (a) 
of the Clayton Act, as amended by the Robinson-Patman Act, pursuant to Sub- 
part B of Part 2 of this chapter (§§ 2.11 to 2.18), and Trade Practice Conference 
Rules for respective industries, issued under Subpart C of Part 2 of this chapter 
(§§ 2.21 to 2.32), are published in the Federal Register. Copies thereof may be 
obtained upon request to the Commission. 

(e) The pleadings, transcript of testimony, exhibits and all documents re- 
ceived in evidence or made a part of the record in adjudicative proceedings, rec- 
ords of hearings in all rule-making proceedings, continuing guaranties filed 
under the Wool, Fur and Flammable Fabrics Acts and informal agreements to 
cease and desist after acceptance by the Commission are available at the princi- 
pal office of the Commission for inspection and copying at reasonable times. 
Where copies of such materials are designed, § 1.131 (b) applies. 

(f) After having been received and filed, reports of compliance filed under 
§ 3.26 of this chapter, describing the manner and form in which respondents allege 
they have complied with the Commission’s orders to cease and desist, are avail- 
able at the principal office of the Commission for inspection and copying at rea- 
sonable times, unless in the opinion of the General Counsel they contain informa- 
tion of a confidential nature, in which case request for release may be made to 
the Commission pursuant to the provisions of § 1.134. Where copies are desired, 
§ 1.131 (b) applies. 

(g) Additional information concerning the activities of the Commission is 
released from time to time through the Commission’s Office of Information. 

§ 1.133 Confidential information. (a) The records and files of the Com- 
mission, and all documents, memoranda, correspondence, exhibits, and infor- 
mation of whatever nature, other than the documentary matters above described, 
coming into the possession or within the knowledge of the Commission or any 
of its officers or employees in the discharge of their official duties, are confidential, 
and none of such material or information may be disclosed, divulged, or 
produced for inspection or copying except under the procedures set forth 
in § 1.134. 

(b) Under section 10 of the Federal Trade Commission Act, any officer or 
employee of the Commission who shall make public any information obtained 
by the Commission without its authority, unless directed by a court, shall be 
deemed guilty of a misdemeanor, and upon conviction thereof, shall be punished 
by a fine not exceeding five thousand ($5,000) dollars, or by imprisonment 
not exceeding one year, or by fine and imprisonment, in the discretion of the 
court. 

§ 1134 Release of confidential information. (a) Upon good cause shown, the 
Commission may by order direct that certain records, files, papers, or informa- 
tion be disclosed to a particular applicant. 

(b) Application by a member of the public for such disclosure shall be in 
writing, under oath, setting forth the interest of the applicant in the subject 
matter; a description of the specific information, files, documents, or other 
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material inspection of which is requested; whether copies are desired; and 
the purpose for which the information or material, or copies, will be used if the 
application is granted. Upon receipt of such an application the Commission 
will take action thereon, having due regard to statutory restrictions, its rules, 
and the public interest. 

(c) In the event that confidential material is desired for inspection, copying, 
or use by some agency of the Federal or a State Government, a request therefor 
may be made by the administrative head of such agency. Such request shall 
be in writing, and shall describe the information or material desired, its relevancy 
to the work and function of such agency and, if the production of documents 
or records or the taking of copies thereof is asked, the use which is intended 
to be made of them. The Commission will consider and act upon such requests, 
having due regard to statutory restrictions, its rules, and the public interest. 

(d) Any officer or employee who is served with a subpoena requiring the 
production of any documents or records or the disclosure of any information 
which is designated in §1.133 as confidential shall promptly advise the Com- 
mission of the service of such subpoena, the nature of the documents or informa- 
tion sought, and all relevant facts and circumstances. The Commission will 
thereupon enter such order or give such instructions as it shall deem advisable. 
If the officer or employee so served has not received instructions from the 
Commission prior to the return date of the subpoena, he shall appear in court 
and respectfully decline to produce the documents or records or to disclose the 
information called for, basing his refusal upon this rule. 





FOREIGN CLAIMS SETTLEMENT COMMISSION OF 
THE UNITED STATES 


Wasurneton, D.C., July 3, 1958. 
Hon, Tuomas C. Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
US. Senate 


Dear Senator Henninos: This is in reference to your letter of June 
26, 1958, in which you have requested a report as to the types of infor- 
mation and records in possession of this agency that are not available 
to the public or press and the authority for which such information 
and records are withheld or limited in their availability. 

In answer to the first question, you may be siouea that security 
material subject to the provisions of Executive Order No. 105011 
(18 F.R. 7049), i.e., data contained in reports and documents classified 
by other agencies are not available to members of the public or press 
upon request. 

The Commission does not itself have authority to impose classifica- 
tion limitations upon information. However, under Executive Order 
No. 10501, the Commission is required to control the dissemination of 
security information obtained from another agency. 

Restrictions may also apply to the dissemination of information 
other than classified documents within Executive Order No. 10501 
where the release of such information impinges upon the right of 
privacy, or the public interest, or where for reasons of administrative 
feasibility the information cannot be made available. 

To illustrate, in definitions of these terms, the following is respect- 
fully submitted : 

Right of privacy—tThis expression would go to the details of the 
content of written evidentiary materials filed by claimants or gathered 
by the Commission for use in the determination of claims. 

It is no uncommon thing for lawyers and others (commonly called 
ambulance chasers) to seek to consult our files under circumstances 
which suggests that they are in search of prospective clients. Others 
seek information from the files to use for propaganda purposes or in 
commercial solicitations. A great proportion of our claims have situs 
behind the Iron Curtain. Revelation of information in files of such 
claimants, could in some instances, endanger the security of friends and 
relatives remaining behind the curtain. Furthermore, if it were known 
that we are going to give out such information it might become very 
difficult for claimants or for us to obtain. For these reasons we like to 
be rather careful about divulging information contained in claims 


1 Printed at p. 667, in this document. 
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files. On the other hand purely statistical information obtained from 
claims files which does not connect particular evidence with particular 
claimants would not in this connection necessitate similar caution. 
Publie interest—This term would apply to the explanation of 
“right of privacy” above and to “administratively feasible” below. It 
would also supply to accounts of expressions of opinion as distin- 
guished from factual matters. For example, various members of our 
staff frequently, I presume hourly, gather together in groups to ex- 
change opinions on matters which go to the determination of claims. 
Such expressions of opinions, although sometimes set forth in memo- 
randa, may vary from time to time as a result of the impact of the 
interchange of views and continued study. Such deliberations re- 
semble those of a jury or of a group of jointly participating judges who 
discuss among themselves the determination of cases which have been 
submitted to them. Just as judges refrain from discussing the details 
of tentative determinations on the street, a proper standard of ethics 
directs that the details of our agency discussions preliminary to deci- 
sion should not be made public. Such revelations would not be in the 
public interest but on the contrary would be considered an impropriety 
by the public and tend to bring this agency into disrepute. 
Administrative feasibility —Administrative feasibility would stand 
in the way of the expenditure of substantial sums of money for the com- 
pilation and dissemination of statistical information for purposes 
unnecessary to the work of this agency. It is not uncommon for the 
Commission to receive requests for statistical information which has 
not been currently accumulated. Such requests are generally prop- 
erly motivated. They come from veterans’ organizations and the like, 


and we dislike to reject them. The information desired might be, for 
example—for the total amount of benefits paid on account of service- 
men taken prisoner of war in a certain battle. In order to provide 
such information it would be Soe to reexamine many thousands, 


perhaps hundreds of thousands of files long since consigned to Ar- 
chives. This would be an extraordinary expense. We do not have the 
money to pay for such work and it would not be administratively 
feasible to do it. Furthermore, I doubt that we would have the 
statutory authority to make such an expenditure. 

In general, however, the Commission has made every effort to make 
its records available and to furnish as much information as possible. 
Thus under section 531.5(c) of the regulations of the Commission, 
notice of proposed decisions is posted on the Commission’s bulletin 
board and copies of each such decision are available for public inspec- 
tion (21 F.R. 113, June 12, 1956). 

Pursuant to section 531.5(d) of the regulations, other information of 
general interest to claimants is likewise posted. Such information 
may include notice of the fact that objections have been filed to certain 
proposed decisions and notice that hearings will be held with respect 
to certain claims. 

Moreover, by virtue of an administrative order there is established 
within the agency an open docket of claims containing claimant’s 
name, address, type of claim, government against which asserted, 
amount claimed, and disposition. 

Copies of all directives and regulations which are presently in use 
and pertinent to your second question are attached. 
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_ The Commission will be pleased to furnish any additional informa- 
tion which your subcommittee may require. 
Sincerely yours, 


Wurirney Ginui.anp, Chairman. 


_ (Following are the pertinent regulations, as sent by the Commis- 
mA) [As Republished in 20 F.R 7303 September 80, 1955] 
REGULATIONS OF THE FOREIGN CLAIMS SETTLEMENT 

COMMISSION OF THE UNITED STATES 


TITLE 45—PUBLIC WELFARE 


SUBCHAPTER C—RECEIPT, ADMINISTRATION AND PAYMENT OF 


CLAIMS UNDER THE INTERNATIONAL CLAIMS SETTLEMENT ACT 
OF 1949, AS AMENDED 


Parr 531—Fimine or CLAIMS AND ProcepURES THEREFOR 


AUTHORITY: § 531.1 to 531.6 issued under sec. 3, 64 Stat. 18, as amended ; 22 U.S.C. 1622. 


$531.5 Procedure for determination of claims. (a) The Commission may on 
its own motion order a hearing upon any claim, specifying the questions to which 
the hearing shall be limited. 

(b) Witheut previous hearing, the Commission may issue a proposed decision 
in determination of a claim. 

(c) Where such proposed decision denies the claim in whole or in part, claim- 
ant may within twenty days of service thereof file objections to such denial, 
assigning the errors relied upon, with accompanying brief in support thereof, 
and may request a hearing on the claim, specifying whether for the taking of 
evidence or only for the hearing of oral argument, upon the errors assigned. 

(d) Upon the expiration of twenty.days after such service or receipt of notice, 
if no objection under § 531.5 has in the meantime been filed, such proposed deci- 
sion shall by further order of the Commission become the Commission’s final 
determination and decision upon the claim. 

(e) If any such objections have in the meantime been filed, but no hearing 
requested, the Commission may, after due consideration thereof, (1) issue its 
final decision affirming or modifying its proposed decision, (2) or issue a further 
proposed decision, or (3) on its own motion order hearing thereon, indicating 
whether for the taking of evidence on specified questions or only for the hearing 
of oral argument. 

(f) After the conclusion of a hearing, upon the expiration of any time allowed 
by the Commission for further submissions, the Commission may proceed to 
final decision and determination of the claim. 

§531.6 Hearings. (a) Hearings, whether upon the Commission’s own mo- 
tion or upon request of claimant, shall be held upon fifteen days’ notice of the 
time and place thereof. 

(b) Such hearings shall be open to the public unless otherwise requested by 
claimant and ordered by the Commission. 


AMENDMENTS 


21 F.R. 113, June 12, 1956 


After § 531.5(b) a new paragraph is added as follows: 

“(c) Such proposed decision shall be served on the claimant or his attorney 
of record by personal service or by registered mail. One copy of the proposed 
decision shall be available for public inspection at the office of the Commission. 
Notice of proposed decision shall be posted on the bulletin board at the offices of 
the Commission at least thirty days before final action is taken thereon. 

“(d) It shall be the policy of the Commission to post on said bulletin board 
other information of general interest to the claimants before the Commission.” 

In § 531.5 former pargraphs (c), (d), (e) and (f) are changed into paragraphs 
(e), (f), (g) and (h), respectively. 
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These additions and changes shall become effective as of the date of filing 
with the Federal Register. 


(Sec. 3, 64 Stat. 13, as amended ; 22 U.S.C. 1622) 


22 F.R. 16, JanuaRY 24, 1957 


1. After § 531.5(e) anew paragraph is added as follows: 

“(f) Public notice shall be promptly posted on said bulletin board of the filing 
of any objections to, or request for a hearing on any proposed decision.” 

2. Former paragraphs (f), (g), and (h) of §531.5 are redesignated para- 
graphs (g), (h), and (i), respectively. 

8. Paragraph (g), as redesignated by the above, of § 531.5 is amended to read 
as follows: 

“(g) Upon the expiration of twenty days after such service or receipt of 
notice, if no objection under this section has in the meantime been filed, such 
proposed decision may by further order of the Commission become the Com- 
mission’s final determination and decision upon the claim.” 

(Sec. 3, 64 Stat. 13, as amended ; 22 U.S.C. 1622) 


22 F.R. 189, SepTEMBER 28, 1957 


The following amendment is required to eliminate the necessity of registering 
proposed decisions of the Commission mailed to claimants. 

Paragraph (c) of § 531.5, as amended, is further amended to read as follows: 

“(c) Such proposed decision shall be delivered to the claimant or his attorney 
of record in person or by mail. Delivery by mail shall be deemed completed five 
days after the mailing of such proposed decision addressed to the last known 
address of the claimant or his attorney of record. One copy of the proposed deci- 
sion shall be available for public inspection at the office of the Commission. 
Notice of proposed decision shall be posted on the bulletin board at the office of 
the Commission at least thirty days before final action is taken thereon.” 

This amendment shall become effective as of the date of filing with the Federal 
Register Division. 

(Sec. 3, 64 Stat. 13, as amended ; 22 U.S.C. 1622) 


(Following are pertinent sections from a memorandum to the staff, 
enclosed by the Commission. ) 


ADMINISTRATIVE MEMORANDUM NO. 31 


Subject : Commission administration and delegation of authority 
SECTION I. REVISION OF PREVIOUS MEMORANDA 


All previous Administrative Memoranda other than numbers 22, 23, 24, and 25 
are hereby rescinded. Appropriate notation should be made in ali manuals. 


SECTION II. PROVISIONS COMMON TO ALL DIVISIONS 


A. Authority. These delegations are made pursuant to authority vested in the 
peirmen of the Foreign Claims Settlement Commission by Reorganization Plan 
Yo. 1 of 1954. 


SECTION VI. INSPECTION OF COMMISSION RECORDS 


A. Persons directly or indirectly interested in a proceeding before the Com- 
mission shall be entitled, upon request, to receive a copy of a proposed decision 
issued by the Commission. Such request shall be accompanied by payment of 
such fee set to cover appropriate reproduction costs. 

B. No persons other than officers or employees of this Commission shall be 
authorized to examine Commission records except upon the express authorization 
of the Commission first had and obtained. The General Counsel, the Executive 
Director, and delegated members of their staffs shall, however, be authorized 
within their discretion, to discuss the content of any records and files with per- 
sons having a direct or indirect interest in the subject matter to the extent that 
such discussion may be deemed conducive to the proper determination of any 
matter before or which may come before the Commission. 
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©. Any person, or his representative, duly authorized under the regulations of 
this Commission, who may be adversely affected by the allowance of any claim, 
in whole or in part, because of possible resultant diminution of a fund in which 
such person may hope to participate, shall be deemed to have an indirect interest. 

D. Any claimant or potential claimant who may petition to intervene or file 
anything in the nature of or resembling a petition of intervention or petition for 
leave to intervene concerning any claim other than his own, shall have such mov- 
ing papers brought to the attention of the office of the Executive Director and 
after consideraiton by that office, and unless deemed totally lacking in merit, shall 
be presented to the Commission, together with the Executive Director’s recom- 
mendation. 

B. In the event that such document shall be deemed by the Commission, in its 
absolute discretion, to have sufficient merit to justify investigation, it shall be 
returned to the Executive Director with the Commission’s direction to develop 
same. 

F. If the petition is returned to the Executive Director with direction to 
develop, he may proceed by the taking of affidavits from persons having knowl- 
edge of the facts or by the taking of depositions, or by such other methods as in 
his judgment shall be most practicable under the circumstances. In so doing, 
he shall be entitled to consult with the party seeking to intervene or his counsel 
to the extent deemed advantageous or appropriate, and may in his discretion 
permit their attendance upon the taking of affidavits or depositions but they shall 
otherwise not be authorized to participate therein. 

G. If depositions are taken in Washington, they shall be before the Hearings 
Officer of the Commission or his designee. Any claimant whose claim is under 
attack or his counsel, shall be entitled to attend upon the taking of a deposition 
and cross examine. Such privileges shall not be accorded cases based solely 
upon affidavit. 

H. Any affidavits or depositions thus obtained may be presented to the Com- 
mission by the Executive Director in such fashion as he may determine or in 
such fashion as may be determined by the Commission. Neither the person 
seeking to intervene nor his counsel shall be permitted to participate in the 
presentation although in the diseretion of the Commission he may be permitted 
to attend at the time of presentation by the Executive Director and subject to 
the consent of the Commission may file a brief. 


SECTION VII. PUBLIC DOCKET 


There is established in the office of the Executive Director a docket of all 
claims filed under the terms of Public Law 285, 84th Congress, 1st Session, 
said docket to be maintained on a current basis. The docket hereby established 
shall disclose the name and address of each claimant, the general nature of the 
claim, the Fund against which claim is made, the asserted amount of the claim, 
and entries relative to the proposed and final decisions respectively. 

The docket shall be open to public inspection. The files in relation to indi- 
vidual claims shall be open to view only by those persons having an interest, 
direct or indirect, in the specific claim concerning which inspection is requested. 


SECTION X. PROCEDURES RELATING TO PANEL OPINIONS 


A. Purpose. The purpose of this section is to provide a procedure for con- 
sidering and resolving issues of law and questions involving policy arising in 
day to day operations. 

D. Conduct of Hearings Before Panels. Unless otherwise ordered by the 
Chairman, hearings before panels shall be closed to the public. Each hearing 


may, if a reporter is available, be stenographically reported and the transcript 
shall be a part of the record. 
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SECTION XI. FEES FOR COPY, CERTIFICATION, AND SEARCH OF RECORDS 


A. Fees charged. The following schedule of fees for copying, certification and 
search of Commission records upon request of the public is established in ac- 
cordance with Bureau of Budget Circular A-28 dated January 23, 1954, and 
Title V of the Independent Offices Appropriation Act, 1952 (5 U.S.C. 140): 

1. Item description 
(a) For each duplicated copy of a decision (when available)_ $1.50 
(1) For each additional duplicated copy of first page and addi- 
tional pages 8’’ x 101%4”’ 


(b) For each search for a record and for making a photostatic 
copy thereof (first page) 1. 50 
(c) For each additional photostatic copy of first page and 
additional pages 8’’ x 10%4”’ . 30 
(d) For each additional photostatic copy of each page, legal 


. 40 
(e) For each certification under seal that a copy made from 
the records is a true copy . 50 


(f) For each signed statement of negative result of a search 
for a record. 


B. Prohibited copy. Copies will not be provided of any document whose copy- 
ing is prohibited by statute or Executive Order. 

C. Free copies. Under the following circumstances, the Commission will pro- 
vide copies free of charge: 

1. When requested by a court, when the copy will serve as a substitute 
for personal court appearance of a Government witness. 

2. To agencies of state and local government which are carrying on a 
function related to that of the Foreign Claims Settlement Commission, 
when furnishing the service will help to accomplish an objective of the 
Commission. 

3. When furnishing the service free is in conformance with generally estab- 
lished business custom, such as furnishing personal reference data to pros- 
pective employers of former Government employees. 

4. To the extent of one copy, to those who require copies or records on 
information from the records in order to obtain financial benefits to which 
they may be entitled (eg., veterans or their dependents, employees with 
workmen’s compensation claims, or persons insured by the Government). 

5. To an individual directly concerned in a hearing or other formal 
proceeding involving security requirements for Federal employment, one 
copy of any transcript made of such hearing or other proceeding. 

6. To persons who have been required to furnish personal documents 
(e.g., birth certificates) for retention by an agency of the Government, 
one copy of any such document. 

WHITNEY GILLILLAND, Chairman. 
(Published and distributed to Staff June 3, 1957) 
















DEPARTMENT OF HEALTH, EDUCATION, AND 
WELFARE 


Tue Secrerary or Heatrn, Epucation, AND WELFARE, 
Washington, D.C., July 17, 1958. 

Hon. Tuomas C. Hennrinas, Jr. 

US. Senate, 

Washington, D.C. 

Dear Senator Henninos: This is in reply to your letter of June 
26 requesting information concerning types of information in the 
possession of this Department which may not be available to members 
of the public or press. This also constitutes a reply to an identical 
letter received by Mr. George P. Larrick, Commissioner of Food and 
Drugs. 

The same information was requested by the Special Subcommittee 
on Government Information, House of Representatives, in the form 
of a questionnaire, and the replies were printed in House document 
[committee print], 84th Congress, Ist session, November 1, 1955, en- 
titled “Replies From Federal Agencies to Questionnaire Submitted 
by the Special Subcommittee on Government Information of the 
Committee on Government Operations.” The answers of the Depart- 
ment of Health, Education, and Welfare to this questionnaire will 
be found on pages 239-251, 

There have been no changes in the Department’s requirements and 
procedures which affect the accuracy of the Department’s answers as 
published in the House document of November 1, 1955. 

In wm question No. 2 of the questionnaire, which is the same 
as your second question, we furnished copies of Department regula- 


tions covering the availability of information. They are explained 
on pages 250 and 251 of the printed document but the text was not 
included. We are, therefore, enclosing copies. 

Sincerely yours, 


M. B. Fotsom, Secretary. 


EXHIBIT 1 
DEPARTMENTAL REGULATIONS 


Title 45, Public Welfare—Code of Federal Regulations 
DEPARTMENT OF HEALTH, EDUCATION, AND WELFARE 


Part 5—AVAILABILITY OF FINAL OPINIONS, ORDERS AND OFFICIAL RECORDS 
Sec. 


5.1 Public inspection of final opinions and orders and rules. 
5.2 Public inspection of official records. 


Authority: §§5.1 and 5.2 issued under Reorg. Plan No. 1 of 1958, 18 F.R. 2053; 3 
CFR, 1953 Su 


p. 
we §$ Bt and 5.2 appear at 13 F.R. 8398, Dec. 28, 1948; 14 F.R. 1794, Apr. 14, 
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§ 5.1 Public inspection of final opinions and orders and rules. (a) The rules 
for the public inspection of final opinions or orders in the adjudication of cases 
and all rules applicable to the constituent organizations of the Department of 
Health, Education, and Welfare, are contained in the material published for the 
respective constituent organizations. All other final opinions or orders in the 
adjudication of cases, except those held by the Secretary of Health, Education, 
and Welfare, upon good cause, to be confidential and all rules are made available 
for inspection. 

(b) Requests for permission to inspect the final opinions and orders and 
rules made available for inspection by paragraph (a) of this section should 
be addressed to the Secretary of Health, Education, and Welfare, Department 
of Health, Education, and Welfare Building, Washington 25, D.C., unless other- 
wise directed by published organizational, procedural, or regulatory statements 
of the Department of Health, Education, and Welfare or its constituent organi- 
zations. Such requests must set forth the interest of the applicant in the subject 
matter. 

§5.2 Public inspection of official records. (a) The rules for the public in- 
spection of official records applicable to the constituent organizations of the 
Department of Health, Education, and Welfare are contained in the material 
published for the respective constituent organizations. All other matters of 
official record of the Department of Health, Education, and Welfare are made 
available for inspection by persons properly and directly concerned except that 
the Department of Health, Education, and Welfare may for a good cause hold 
any official record confidential. 

(b) Requests for permission to investigate the official records made available 
by paragraph (a) of this section should be addressed to the Secretary of 
Health, Education, and Welfare, Department of Health, Education, and Welfare 
Building, Washington 25, D.C., unless otherwise directed by published organiza- 
tional, procedural, or regulatory statements of the Department of Health, 
Education, and Welfare or its constituent organizations. Such requests must 
set forth the interest of the applicant in the subject matter. 


Exursit 2 


SOCIAL SECURITY ADMINISTRATION—DEPARTMENT 
OF HEALTH, EDUCATION, AND WELFARE 


Reevutation No. 1* 
(AS AMENDED) 
DISCLOSURE OF OFFICIAL RECORDS AND INFORMATION 
(PART 401, CH-APTER III, TITLE 20, CODE OF FEDERAL REGULATIONS) 
CONTENTS 


Section 


401.1 Prohibition Against Disclosure. 
Authority for Refusal to Disclose. 


Information Which May Be Disclosed and to Whom. 
Definitions. 


Payment for Information in General. 
Payment for Information in Specific Cases. 


Section 401.1 Prohibition Against Disclosure.—No disclosure of any return or 
portion of a return (including information returns or other written statements) 
filed with the Commissioner of Internal Revenue under title VIII of the Social 
Security Act, the Federal Insurance Contributions Act or the Self-Employment 
Contributions Acts, or under regulations made under authority thereof, which 
has been transmitted to the Department of Health, Education, and Welfare by 
the Commissioner of Internal Revenue, or of any file, record, report, or other 
paper or any information obtained at any time by the Department or by any 
officer or employee of the Department, or from the Department or any officer 
or employee thereof by any other person or by any other agency or officer or em- 


1 AUTHORITY: Sees. 205, 1102, 49 Stat. 624, 647 as geen eet 42 U.S.C. 405, 1302. 
Interprets or applies sec. 1106, 53 Stat. 1398, as amended ; 42 U.S.C. 1306. 
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ployee thereof, which in any way relates to, or is necessary to, or is used in or in 
connection with, the administration of the old-age and survivors insurance pro- 
gram conducted pursuant to title II of the Social Security Act, shall be made 
directly or indirectly except as hereinafter authorized by this part or as other- 
wise expressly authorized by the Commissioner of Social Security. 

Section 401.2 Authority for Refusal to Disclose—Any request or demand for 
any such file, record, report, or other paper, or information, disclosure of which 
is forbidden by this part, shall be declined upon authority of the provisions of 
section 1106 of the Social Security Act, and this part prescribed thereunder. If 
any officer or employee of the Department is sought to be required, by subpena 
or other compulsory process, to produce such file, record, report, or other paper, 
or give such information, he shall respectfully decline to present such file, record, 
report, or other paper, or divulge such information, basing his refusal upon the 
provisions of law, and this part prescribed thereunder. 

Section 401.3 Information Which May Be Disclosed and to Whom.—Dis- 
closure of any such file, record, report, or other paper, or information, is hereby 
authorized in the following cases and for the following purposes: 

(a) As to matters directly concerning any claimant or prospective claimant 
for benefits or payments under title II of the Social Security Act, to such claim- 
ant or prospective claimant or his duly authorized representative; or (except 
medical information) upon authorization by such claimant or prospective claim- 
ant, or his duly authorized representative, to others or to the public, when 
consistent with the proper and efficient administration of the act. Medical 
information concerning a claimant or prospective claimant shall be disclosed 
(other than to such claimant or prospective claimant or duly authorized repre- 
sentative) only to such claimant’s or prospective claimant’s physician or to a 
medical institution at or of which such claimant or prospective claimant is a 
patient, and then only upon consent of such claimant or prospective claimant 
and of the source of such information or, if such source is not available, of a 
physician in the employ of the Department, and when consistent with the proper 
and efficient administration of the act. However, statements of earnings 
and medical information may be furnished in summary form or in such detail 
as is determined by the Department to be consistent with the proper and efficient 
administration of the old-age, survivor’s, and disability insurance program 
under title II ; any request for medical information (other than by the claimant’s 
or prospective claimant’s physician or medical institution) which is not reason- 
ably necessary for a title II purpose shall be refused.) 

(db) After death of an individual, any information (except medical informa- 
tion) relating to the individual may be furnished to a surviving relative or 
to the legal representative of the estate of the individual. Medical information 
relating to the individual may be furnised such relative or legal representative 
in such summary form as may be administratively deemed appropriate to the 
conduct of the old-age and survivors insurance program under title II; any 
request for medical information which is not reasonably necessary for a title IT 
purpose shall be refused. Available information concerning the fact, date, or 
circumstances of death of the individual may be disclosed to any person. None 
of the foregoing information shall be disclosed except upon written request 
stating the purpose thereof, and when efficient administration permits such 
disclosure, and where such disclosure is considered not detrimental to the 
individual or to his estate. 

(c) To the employer or former employer of an individual, the social security 
account number of the individual, and a copy of a coverage or wage deter- 
mination relating to the individual, or a summary thereof setting forth the 
conclusions reached and the reasons therefor, if services for or wages paid by 
such employer or former employer are the subject of the determination. Any 
other information originally supplied by an employer may be furnished to 
him upon written request stating the purpose thereof, when efficient administra- 
tion permits. 

(d) To any officer or employee of the Treasury Department, or of the Depart- 
ment of Justice, of the United States, lawfully charged with the administration 
of Titles II, VIII, or IX of the Social Security Act, the Federal Insurance Con- 
tributions Act, the Self-Employment Contributions Acts, or the Federal Un- 
employment Tax Act, or any Federal income tax law, for the purpose of such 
administration only. 

(e) Except in the case of medical information relating to an individual, to 
any officer or employee of an agency of the Federal Government or a State 
Government lawfully charged with the administration of a Federal or State 
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unemployment compensation law or contribution or tax levied in connection there- 
with, for the purpose of such administration only. 

(f) To any officer or employee of an agency of the Federal Government law- 
fully charged with the administration of a law providing for public assistance, 
or work relief, or pension, or retirement, or other benefit payments, only for the 
purpose of proper administration of such law, or of the Social Security Act, Medi- 
cal information relating to an individual may be furnished for such a purpose to 
such an officer or employee only upon consent of such individual and of the 
source of such information or, if such source is not available, of a physician in 
the employ of the Department. 

(g) (1) To any officer or employee of an agency of a State Government law- 
fully charged with the administration of a program receiving aid under titles 
I, IV, V, X, or XIV of the Social Security Act, information regarding benefits 
paid or entitlement to benefits under title II of the Social Security Act and, if it 
has been determined, the date of birth of a recipient or applicant, and also 
whether a period of disability has been established for such recipient or appli- 
cant, the beginning and ending date of such period, and the date determined to 
be the date of onset of such disability, where such information is necessary to 
enable the agency to determine the eligibility of or the amount of benefits or 
services due such recipient or applicant. Medical information relating to an 
individual may be furnished for such a purpose to such an officer or employee 
only upon consent of such individual and of the source of such information or, 
if such source is not available, of a physician in the employ of the Department. 

(2) To any officer or employee of an agency of a State Government lawfully 
charged with the administration of a program receiying aid under the Voca- 
tional Rehabilitation Act, for the proper administration of such program only, 
the information specified in the first sentence of subparagraph (1) of this para- 
graph and in addition: 

(i) The name, address, social security account number, and such other 
information as may be obtained with respect to the alleged disability of an 
applicant. for benefits on account of disability or for a determination of 
disability ; and i 

(ii) The name, address, social security account number, and such other 
information as may be obtained with respect to the alleged disability, of 
any individual making inquiry concerning benefits on account of disability 
or concerning a determination of disability, if no objection is made by such 
individual to the release of such information, 

(h) To a Federal, State, municipal, or hospital official upon written request 
stating that he has the name or social security account number of a deceased or 
insane person or a person suffering from amnesia or who is unconscious or ina 
state equivalent thereto, but cannot establish such person’s identity, such identi- 
fying data as is available relative to such person which may be determined by 
the proper officer of the Department to be necessary to assist the requesting 
officer or agency to make the required identification, Information as to the 
existence of a legally reportable medical condition of an individual discovered 
in connection with an application for benefits on account of disability or for a 
determination of disability may also be furnished to a State or municipal agency 
required by local law to be furnished such information. 

(i) To any officer, agency, establishment, or department of the Federal Gov- 
ernment, charged with the duty of conducting an investigation or prosecution, 
for the purpose of such an investigation or prosecution involving : 

(1) An inquiry to determine whether there has been a violation of any 
provision of the Social Security Act, the Federal Insurance Contributions 
Act, the Self-Employment Contributions Acts, the Federal Unemployment 
Tax Act, or any Federal income tax law, or of any regulation or procedure 
in effect thereunder, provided such violation is punishable as a crime under 
any of such laws or under any other Federal statute imposing criminal 
penalties ; or 

(2) An inquiry to determine whether any action of an officer or employee 
of the Department relating to the administration of the Social Security Act 
was attempted or effected with intent to defraud the United States; or 

(3) An inquiry with respect to an alleged theft, forgery, alteration, unlaw- 
ful negotiation, or destruction of a check issued for a benefit under title IT 
of the Social Security Act ; or 

(4) Until the termination of the national emergency proclaimed by the 
President of the United States on December 16, 1950, an inquiry relating 
to the commission of an act of espionage or sabotage inimical to the national 
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security: Provided, That such information shall be disclosed only to the 
Federal Bureau of Investigation of the Department of Justice and only upon 
written certification by a central official thereof that the information re- 
quested is required in an investigation of major importance. 

(j) Any record or information may be disclosed when such disclosure is neces- 
sary in connection with any claim or other proceeding under the Social Security 
Act and is necessary for the proper performance of the duties of any officer or 
employee of the Department, or of any officer or employee of a State agency to 
carry out an agreement entered into under section 221 of the Social Security Act. 

(k) Statistical data or other similar information not relating to any particular 
person which may be compiled from records regularly maintained by the Depart- 
ment may be disclosed when efficient administration permits. Information con- 
tained in or compiled from reports submitted by employers only (other than 
information relating to any identified or identifiable person except such employers, 
and other than information relating to any identified or identifiable self-employed 
individual) may be disclosed, when efficient administration permits, to any other 
agency of the Federal Government for use in its statistical and planning work 
only. 

(lt) The Commissioner may from time to time prescribe instructions as to the 
manner of disclosure of the foregoing information. 

(m) Disclosure of any return, file, record, report, or other paper or informa- 
tion, not relating or necessary to, or used in or in connection with, the administra- 
tion of the old-age and survivors insurance program conducted pursuant to title II 
of the Social Security Act, shall not be subject to the limitation on disclosure in 
section 1106 of the Act and shall be made only in accordance with policies pre- 
scribed by the Commissioner. 

(n) To any officer or employee of an agency of a State Government lawfully 
charged with the supervision of, or financial responsibility for, the care of a 
person who is mentally incompetent and who is confined in a State mental insti- 
tution, information regarding his entitlement to benefits, and if entitled, the 
amount of such benefits and the name and address of the person to whom such 
benefits have been or are being paid. Disclosure under this paragraph shall be 
made only upon written certification by the State agency or institution that such 
information is to be used in connection with the performance of its duties under 
State law and that there is no other source from which it can obtain such 
information. 

(o) In connection with agreements and modifications of agreements for the 
coverage of State and local employees entered into pursuant to section 218 of the 
Social Security Act, the following may be disclosed when efficient administration 
permits: 

(1) The name of a State (or instrumentality of two or more States) with 
whom an agreement or modification has been entered into, the name or title 
of the official charged with carrying out the State’s responsibilities with 
respect to an agreement, and the date of an t or modification ; 

(2) The contents of an executed agreement of modification ; 

(3) Information as to whether-or not a State (or instrumentality of two 
or more States) has indicated an intention or desire to enter into such an 
agreement or modification, but not including information as to provisions 
being considered for inclusion in the proposed agreement or modifications ; 

(4) Information reported by a State as to whether or not there is in 
effect in such State or in a political subdivision thereof a retirement system 
providing benefits to employees thereof; and any other information reported 
by the State as to such retirement system if service performed by individuals 
in positions covered by that system has been included in an agreement un- 
der section 218 or a modification thereof ; 

(5) Statistical information, classified by State and county, with respect to 
public employment and remuneration therefor (other than information relat- 
ing to any identified or identifiable employee) ; 

(6) Information reported by a State, after a referendum has been con- 
ducted on whether services in positions covered by a retirement system 
should be excluded from or included under such an agreement, of the num- 
ber of employees eligible to vote in such referendum, the number who 
actually voted therein, and the number who voted in favor of inclusion of 
such service. 

(p) Pursuant to the provisions of section 290(c) of the Immigration and 
Nationality Act, to any officer or employee of the Department of Justice of the 
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United States lawfully charged with the administration of title II of such act 
available information required to be furnished by such section, for the purpose 
of such administration only, upon written request of the Attorney General of 
the United States or of an official of the Department of Justice duly authorized: 
by him to make such request. 

Section 401.4 De/finitions.—As used in this part the term: 

(a) “Claimant” includes a person who files application on his own behalf or 
as guardian of an infant or legal representative of an incompetent, or on whose 
behalf some other person files application, for monthly benefits or a lump-sum 
death payment; 

(b) “Prospective claimant” includes a living wage earner or self-employed 
individual, the legal representative of an incompetent wage earner or self- 
employed individual, the guardian of an infant, the next of kin of a deceased 
wage earner or self-employed individual, any other person who is equitably en- 
titled by reason of having paid, in whole or part, the burial expenses of the de- 
ceased wage earner or self-employed individual, or the legal representative of 
such next of kin or equitably entitled person ; 

(c) “Authorized Representative” includes any individual authorized by the 
claimant or prospective claimant to request or receive information or to act on 
behalf of the claimant or prospective claimant ; 

(d) “Legal Representative” includes any individual appointed by a court or 
otherwise authorized by law to act on behalf of a claimant or a prospective- 
claimant ; 

(e) “Cost of disclosing information” means the actual cost of preparing for dis- 
closure and disclosing such information to a person or agency requesting a dis- 
closure thereof authorized by sections 401.1 and 401.3; 

(f) “Person” includes an individual, a firm, an association, a corporation, a 
State, or “political subdivision” of a State (as defined in section 218 of the Act), 
or an instrumentality of two or more States; 

(g) “Self-Employment Contributions Acts” means the Self-Employment Con- 
tributions Act and the Self-Employment Contributions Act of 1954, 

Section 401.5 Payment for Information in General.—Except as provided in. 
section 401.6, no information, authorized to be disclosed by section 401.1 or sec- 
tion 401.3, shall be prepared for disclosure or disclosed to the person or agency 
requesting such disclosure until the cost of disclosing such information shall have 
been paid in full to the Department. 

Section 401.6 Payment for Information in Specific Cases.—In any case falling 
within any of the paragraphs of this section the payment required as a pre- 
requisite to preparation for disclosure or disclosure of information shall be as. 
specified in such paragraph in lieu of the cost of disclosing such information. 
In any case in which the receipt of payment in advance, pursuant to this sec- 
tion or section 401.5 would interfere with efficient administration, the Depart- 
ment may permit such payment to be made at such time or times as it deems 
consistent with efficient administration. 

Section 401.6 Payment for Information in Specific Cases. * * * 

(a) When the request is for information from the records of wages and self- 
employment income of an individual, and the request is made by the individual, 
his survivor, or the legal representative of the individual or his estate, the in- 
formation shall be furnished without charge; however, details of information in 
such records shall be furnished only upon payment of the cost of disclosing such 
details when the information is furnished for a purpose other than the estab- 
lishment of eligibility for or entitlement to a benefit or lump-sum death payment 
or the crediting of earnings under title Il. [F.R. Doc. 57-4927; Filed, June 17, 
1957 ; 8:50 a.m.] 

(b) When the request is made by the Treasury Department, or Department 
of Justice, of the United States, for a purpose specified in section 401.3 (d) or 
(i), the information shall be furnished without charge. 

(ec) When the request is made by an agency of a State Government lawfully 
charged with the administration of a State unemployment compensation law or 
contribution or tax levied in connection therewith, information relating to indi- 
vidual employees or employers which is necessary for the purpose of such ad- 
ministration may be furnished without charge, except where the request for any 
such information involves a special statistical study or a special compilation of 
data (exeept a comparison study made cooperatively with the State) in which 
case payment shall be required. 
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(d@) In any case in which determination of the actual cost of disclosing in- 
formation would interfere with efficient administration, such cost may be fixed at 
an amount estimated not to exceed actual cost, and the information may be 
prepared for disclosure and disclosed after payment of such amount. In any 
case in which the expense of obtaining reimbursement of such cost would be 
out of proportion to the amount thereof, or in which collection of such amount 
would interfere with efficient administration, payment thereof may be waived. 

(e) When the request is for medical information relating to an individual, or 
as to the existence or duration of a disability of an individual, pursuant to 
§ 401.3 (a), (f), or (g), by a person or agency thereby authorized to receive 
such information, the information shall be furnished without charge. 


ExursitT 3 


FEDERAL CREDIT UNIONS—DEPARTMENT OF HEALTH, 
EDUCATION, AND WELFARE 


Code of Federal Regulations 
TITLE 45—PUBLIC WELFARE 


Part 320—DiIscLosuRE OF OFFICIAL RECORDS AND INFORMATION 


320. Definitions. 

3202 Inspection of final opinions, orders, and rules. 
320.3 Availability of official records and information. 
320.4 Information which may be disclosed and to whom. 
320.5 Place to apply for disclosure. 

820.6 Authority for refusal to disclose. 


AUTHORIty: Secs. 320.1 to 320.6 issued under sec. 16(a), 48 Stat. 12215 see. 2, 62 Stat. 
1091 ; 12 U.S.C. 1766(a), 1751 and note. 

Sec. 320.1 Definitions. As used in the regulations in this part, the term per- 
son includes a natural person, guardian, trust or estate, partnership, corpora- 
tion, or joint stock company; the term state includes the several States and 
Alaska, Hawaii, Puerto Rico, District of Columbia, Panama Canal Zone, and 
the Virgin Islands. The terms records and information include all files, docu- 
ments, reports, books, accounts, opinions, orders, and records, and all information 
obtained at any time by the Bureau of Federal Credit Unions or by any officer 
or employee of the Department of Health, Bducation, and Welfare, in the course 
of discharging the official duties of the Bureau. 

See. 320.2 Inspection of final opinions, orders and rules. All final opinions 
or orders in the adjudication of cases and all rules issued by the Bureau of 
Federal Credit Unions in the administration of the Federal Credit Union Act, 
as amended (12 U.S.C. 1751 et seq.), not relating to matters of internal manage- 
ment, are available for public inspection at the offices of the Bureau of Federal 
Credit Unions, Washington 25, D.C., or at the appropriate Regional Office of the 
Bureau of Federal Credit Unions, except, those opinions and orders or parts 
thereof, which the Director, Bureau of Federal Credit Unions, may, for good 
cause, declare to be confidential, in which event such opinion or order or part 
thereof will not be cited as a precedent. The provisions of sections 320.4, 320.5, 
and 320.6 shall govern the disclosure of any opinion or order, or part thereof, 
declared confidential by the Director. 

Sec, 320.3 Availability of official records and information. All records and 
information of the Bureau of Federal Credit Unions, except rules issued in the 
administration of the Federal Credit Union Act, as amended, and opinions and 
orders in the adjudication of cases, are hereby declared to be confidential and 
no disclosure of any such records or information shall be made directly or in- 
directly except as hereinafter authorized by the regulations in this part. 

Sec. 320.4 Information which may be disclosed and to whom. Disclosure of 
any records or information of the Bureau of Federal Credit Unions declared to 
be confidential is hereby authorized only in the following cases and for the 
following purposes: 

(a) To any Department, Agency or instrumentality of the United States 
Government where the records or information are required by such Department, 
Agency or instrumentality in the course of discharging its official duties: Pro- 
vided, That the Director, Bureau of Federal Credit Unions, finds that such 
disclosure is not contrary to the public interest or to any applicable Federal law, 
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or to any rule, regulation, er directive of the Executive branch of the Federal 
Government. 

(b) To the proper Federal law enforcement and prosecuting authorities: 
Provided, That (1) such records or information relate to a violation of a Fed- 
eral criminal law, and (2) such disclosure is not contrary to any Federal law 
or to any rule, regulation or directive of the Executive branch of the Federal 
Government. Neither the Bureau of Federal Credit Unions nor any employee 
ef the Bureau may disclose any records or information to any State law en- 
forcement or prosecuting authority unless specifically authorized to make such 
disclosure by the Director of the Bureau. The Director, Bureau of Federal 
Credit Unions, may authorize the Bureau or an employee of the Bureau to 
disclose records or information relating to the violation of a State criminal 
law to appropriate State law enforcement and prosecuting authorities, provided 
that such disclosure is not contrary to any Federal law or to any rule, regulation 
er directive of the Executive branch of the Federal Government if the Director 
determines that such disclosure (1) is net contrary to the public interest and 
(2) will neither interfere with nor adversely affect either the performance of 
the functions, duties or responsibilities of the Bureau of Federal Credit Unions 
or any investigation er prosecution which may be conducted or contemplated 
either by the Bureau or by any other Federal department, agency or 
instrumentality. 

(c) To any person properly and directly concerned upon a verified written 
application by such person showing substantial interest in the said record or 
information: Provided, That the Director, Bureau of Federal Credit Unions, 
finds that such disclosure is not contrary to the public interest or to any Federal 
law, rule, regulation or directive of the Executive branch of the Federal 
Government. 

(ad) To any Federal credit union: Provided, That (1) such records or infor- 
mation pertain solely to the affairs of the said Federal credit union, and (2) 
the records or information are not classified “restricted” by the Bureau of 
Federal Credit Unions. 

Sec. 320.5 Place te apply for disclosure. Applications for disclosure of rec- 
ords or information shall be addressed to the Bureau of Federal Credit Unions, 
Social Security Administration, Department of Health, Education, and Welfare, 
Washington 25, D.C. 

Sec. 320.6 Authority for refusal to disclose. Any request or demand for rec- 
ords or information, the disclosure of which is forbidden by the regulations in 
this part, shall be declined upon authority of the regulations in this part. If 
any officer or employee of the Bureau of Federal Credit Unions or of the Social 
Security Administration or of the Department of Health, Education, and Wel- 
fare, is sought to be required, by subpeena or other compulsory process, to pro- 
duce such record, or give such information, he shall respectfully decline to 


present such record or to divulge such information, basing his refusal on the 
regulations in this part. 


Exnursit 4 


PUBLIC HEALTH SERVICE—DEPARTMENT OF HEALTH, 
EDUCATION, AND WELFARE 


TITLE 42—PUBLIC HEALTH 
SUBCHAPTER A—GENERAL PROVISIONS 


Part, 1—AVAILABILITY oF Recorps AND INFORMATION 


Public inspection of official records. 
Clinical information ; disclosure. 
Nonclinical information ; disclosure. 
Disclosure upon court or other official order. 
Disclosure to officers and employees of the Service. 
Limitations on release of records. 
Relation to other provisions of law. 
Response to subpoena or other compulsory process. 
me avs : $$ 1.101 to 1.108 issued under sec. 215, 58 Stat. 690, as amended; 42 
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§$1.101. Public inspection of official records. Except as is otherwise provided 
in this part, the official records of the Public Health Service are available upon 
request for inspection by persons properly and directly concerned. Requests 
for permission to inspect official records of the Service are required to be ad- 
dressed to the Surgeon General of the Public Health Service, Washington 25, 
D.C., unless otherwise directed in published organizational, procedural, or 
regulatory statements pertaining to specific records or classes of records. Such 
requests shall set forth the interest of the applicant in the subject matter of the 
records sought to be inspected. 

§ 1.102 Clincial information; disclosure. (a) For the purposes of this section: 

(1) “Patient” shall mean any person who is receiving or has received medi- 
cal care or treatment or an examination at facilities of the Public Health Service 
or at other facilities by, or under the direction of, personnel of the Service 
or at its expense. 

(2) “Clinical information” shall mean any information received by personnel 
of the Service from patients or regarding patients and related to their examina- 
tion. care, or treatment. 

(b) Clinical information in the records or in the possession of the Service 
is confidential and shall be disclosed only as necessary for the performance of 
the functions of the Service, or as follows: 

(1) Upon a reasonable showing of the need therefor, the officer in charge of 
a hospital, station or other facility of the Service may authorize disclosure to a 
patient or a person designated by a patient (or, in the case of a deceased patient, 
to his next of kin or an authorized representative of his estate) of such clinical 
information as such officer determines to be medically appropriate for disclosure. 
The information shall not be disclosed to a person other than the patient except 
on the condition that it shall not be further disclosed for any purpose other than 
that for which it was shown to be needed. If the patient’s examination, treat- 
ment or care was requested or arranged for by a governmental agency, the infor- 
mation shall not in any event be disclosed without the consent of that agency. 

(2) Any governmental agency which, in accordance with applicable statutes, 
has requested or arranged for the examination, treatment, or care of a patient 
by the Service may upon request be furnished clinical information regarding 
such examination, treatment, or care. 

(3) At the direction of the Surgeon General or his designee, clinical informa- 
tion may be furnished State or other public health agencies engaged in collecting 
data regarding disease. 

(4) Nothing in this section shall preclude the officer in charge of any facility 
of the Service from disclosing (i) information as to the presence of a patient in 
the facility, or as to his general condition and progress, or (ii) such information 
regarding the commission of crimes or the occurrence of communicable disease 
as may be required to be disclosed by hospitals generally by the law of the State 
in which the facility is located. 

§ 1.103 Nonclinical information; disclosure. (a) Information in the records 
or possession of the Service obtained by the Service under an assurance of confi- 
dentiality which the Surgeon General or his authorized representative deter- 
mines to be necessary for the purpose of any research, survey, investigation, or 
collection of statistical data may be disclosed only with the consent of the per- 
son, association, or agency to which such assurance was given, or whenever the 
Surgeon General specifically determines disclosure to be necessary (1) to pre 
vent an epidemic or other grave danger to the public health or (2) to oppose any 
legal action related to the activities of the Service and brought against the United 
States or any of its officers or employees. 

(b) Information in the records or in the possession of the Service concerning 
(1) the discussions of any councils or other bodies advisory to the Service or to 
the Surgeon General, or of any committees or panels of such councils or bodies, 
(2) reports made by such committegs or panels to such councils or bodies, and 
(3) action taken or opinions expressed by individual members of such councils, 
bodies, committees or panels shall not be disclosed except as may be authorized 
by the Surgeon General with the assent of the council or advisory body involved. 
In addition, if the council or other advisory body so recommends, disclosure of its 
final conclusions on any subject considered by it may be prohibited by the Sur- 
geon General. 

(e) The following types of information in the records or possession of the 
Service are confidential and, subject to the provisions of paragraphs (a) and 


(b) of this section, shall be disclosed only as necessary for the performance of 
the functions of the Service, or as follows: 
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(1) Information concerning individuals, business enterprises, or public 
or private agencies obtained by the Service in connection with communicable dis- 
ease control, water pollution control, licensing of biological products or the man- 
ufacture of such products, or with other regulatory functions. of the Service may 
be disclosed to Federal, State or local authorities carrying on related govern- 
mental functions to the extent necessary to carry out such related functions. 

(2) Information and data obtained and tentative and final conclusions reached 
in course of or in connection with the conduct of research projects, surveys and 
investigations may be disclosed at such times and to such extent as the Surgeon 
General or his designee may determine to be in the public interest. 

(3) Information obtained in connection with applications for employment, 
fellowships, traineeships or commissions or for research or other grants and in- 
formation obtained for similar purposes may be disclosed upon consent of the 
person concerned. 

§1.104 Disclosure upon court or other official order. Notwithstanding any 
other provision of this part, information in the records or in the possession of the 
Service, except information described in § 1.103 (a) and (b) and information the 
disclosure of which the Surgeon General determines would impair national secu- 
rity, shall be disclosed upon the order of a judge of a court of competent jurisdic- 
tion or of a responsible officer of any agency or body having power to compel 
appearances before it: Provided, however, That (a) clinical information shall 
be disclosed only in accord with applicable local law regarding the confidentiality 
of communications to physicians as expressly determined by the court, agency 
or body, and (b) in the case of an order requiring production of records other 
than to the court, agency or body involved, the Surgeon General or his designee 
may determine, in the light of the need to assure the integrity and safety of the 
records or the efficient administration of the Service, that the reeords shall 
be made available for examination or copying at such place as may be designated 
by him. 

§1.105 Disclosure to officers and employees of the Service. No provision of 
this part shall be deemed to forbid any officer or employee of the Service to dis- 
close any information to any other officer or employee of the Service in the 
course of official business. 

§1.106 Limitations on release of records. Records of the Service containing 
information described or referred to in § 1.102 or §1.103 shall not be released to 
or deposited with anyone not an authorized officer or employee of the Service 
except insofar as may be temporarily necessary for purposes of examination 
or copying. 

$1.107 Relation to other provisions of law. The provisions of this part are 
in addition to other applicable provisions of law or regulation and shall not 
be deemed to authorize or compel disclosure of information inconsistently with 
such other provisions. 

§1.108 Response to subpoena or other compulsory process. If any officer or 
employee of the Service is sought to be required, by subpoena or other compul- 
sory process, to produce records of the Service or to disclose any information 

described in § 1.102 or § 1.103, he shall respond, call attention to the provisions 
of this part, and respectfully decline to produce records or disclose information 
inconsistently with such provisions: Provided, That where a patient (or, in the 
case of a deceased patient, his next of kin or an authorized respesentative of 
his estate) is a party to litigation or other proceedings in which any other 
person or party seeks to require the production of records of the Service or the 
disclosure of information described in § 1.102 before a court, agency or other 
body described in § 1.104, the patient (or, in the case of a deceased patient, his 
next of kin or an authorized representative of his estate) or his attorney shall 
be notified promptly, by mail or other reasonable means at his last address 
known to the Service, of the demand for the records or information and the 
officer or employee shall respond to the compulsory process in accordance with 
its terms, without prejudice, however, to any claim of the patient or his repre- 
sentative to the protection against the disclosure of clinical information set 
forth in the proviso to § 1.104. 
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Exurisit 5 


FOOD AND DRUG ADMINISTRATION—DEPARTMENT OF 
HEALTH, EDUCATION, AND WELFARE 


TITLE 21—FOOD AND DRUGS* 


Part 4—OFrFIcIAL RecorpDs AND INFORMATION 


$4.1 Disclosure of oficial records and information. (a) No officer or em- 
ployee of the Food and Drug Administration or of any other office or establish- 
ment in the Department of Health, Education, and Welfare—except as other- 
wise specifically authorized in accordance with paragraph (c) of this section 
or except in the discharge of his official duties under the laws administered 
by the Food and Drug Administration—shall produce or disclose to any per- 
son, or before any tribunal, directly or indirectly, whether in response to a 
subpoena or otherwise, any record (including any file, letter, application, re- 
port, work sheet, or other paper or document) pertaining to the functions of 
the Food and Drug Administration, or any information acquired from any such 
record or otherwise acquired in the discharge of his official duties. 

(b) Whenever a subpoena or a subpoena duces tecum, in apprepriate form, 
has been lawfully served upon an officer or employee of the Food and Drug Ad- 
ministration commanding the production of any such record or the giving of any 
such information, such officer or employee will, unless otherwise specifically 
authorized in accordance with paragraph (c), appear in response thereto and 
respectfully decline to produce the record or information specified therein, on 
the ground that disclosure of such record or information is prohibited by this 
section. 

(c) A person who desires the disclosure of any such record or information 
may make written request therefor, verified by oath, directed to the Commis- 
sioner of Food and Drugs, setting forth his interest in the matter sought to 
be disclosed and specifically designating the use to which such records or in- 
formation will be put in the event of compliance with succh request: Provided, 
That a written request therefor made by a health, food or drug officer, prose- 
cuting attorney or member of the judiciary of any State, Territory or political 
subdivision thereof, acting in his official capacity, need not be verified by oath. 
If it is determined by the Commissioner, or any other officer or employee of 
the Food and Drug Administration whom he may designate to act on his behalf 
for the purpose, that disclosure of any such record or information for the 
use so specifically designated will not be incompatible with the public in- 
terest and will not result in revealing confidential matters the request will 
be granted, and if testimony relating thereto is requested one or more em- 
ployees of the Food and Drug Administration will be designated and directed 
to appear, in response to a subpoena or a subpoena duces tecum, and testify 
with respect thereto. 

(Sec. 10, 19 Stat. 607, as amended ; sec. 3, 44 Stat. 1102; sec. 9 (c) (1), 44 Stat. 


1409; sec. 4, 49 Stat. 885; sec. 101(a), 51 Stat. 1055; 15 U.S.C. 409(e) (1); 21 
U.8.0. 50, 64, 148, 371(a)). 


Exursit 6 


SAINT ELIZABETHS HOSPITAL—DEPARTMENT OF 
HEALTH, EDUCATION, AND WELFARE 


Code of Federal Regulations 
TITLE 42, PUBLIC HEALTH 


Part 300—AVAILABILITY oF RECORDS AND INFORMATION 


See. 
300.1 Availability of official records. 
$00.2 Disclosure of information. 


§ 300.1 Availability of oficial records. The principal official records of the 
Hospital are administrative and clinical records. All clinical records are confi- 


1 Reprinted from Code of Federal Regulations, April 1956. 
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dential. No records or other official instruments containing information shall be 
withdrawn from the files of the Hospital by, or furnished to, any person not an 
authorized employee of the Hospital, without prior authority of the Hospital 
Superintendent, or the Federal Security Administrator [Secretary of Health, 
Education, and Welfare]. 


(R.S. 161; 5 U.S.C, 22) [13 F.R. 7742] 


§ 300.2 Disclosure of information. No copy of, or information relative to, 
any official record or other official business of the Hospital, which appears to be 
of confidential nature, shall be given to any person unless : 

(a) Such person obtains a court order therefor, or makes application therefor 
in the manner prescribed in paragraph (b) of this section. 

(b) It appears to the Superintendent of the Hospital that the furnishing 
thereof would not be inimical to the public interest or to the welfare of the 
patient. The application mentioned above shall be addressed to the Superintend- 
ent and must set forth the interest of the applicant in the subject matter and the 
purpose for which such copy or information is desired. 


(B.S. 161; 5 U.S.C. 22) [13 F.R. 7743] 


ExuHrsit 7 


FREEDMAN’S HOSPITAL—DEPARTMENT OF HEALTH, 
EDUCATION, AND WELFARE 


Code of Federal Regulations 
TITLE 42, PUBLIC HEALTH 


Part 400—AVAILABILITY OF RECORDS AND INFORMATION 


$00.1 Availability of official records. 
400.2 Disclosure of information. 

§ 400.1 Availability of official records. The principal official records of the 
Hospital are administrative and clinical records. All clinical records are con- 
fidential. No records or other official instruments containing information shall 
be withdrawn from the files of the Hospital by, or furnished to, any person not 
an authorized employee of the Hospital, without prior authority of the Hospital 
Superintendent, or the Federal Security Administrator [Secretary of Health, 
Education, and Welfare}. 


(B.S, 161; 5 U.S.C. 22) [13 F.R. 7432] 


§ 400.2 Disclosure of information. No copy of, or information relative to, 
any official record or other official business of the Hospital which appears to be 
of confidential nature, shall be given to any person unless: 

(a) Such person obtains a court order therefor, or makes application therefor 
in the manner prescribed in paragraph (b) of this section, and 

(b) It appears to the Superintendent of the Hospital that the furnishing 
thereof would not be inimical to the public interest or to the welfare of the 
patient. The application mentioned in paragraph (a) of this section shall be 
addressed to the Superintendent and must set forth the interest of the applicant 
- the subject matter and the purpose for which such copy or information is 

esired. 


(R.S. 161; 5 U.S.C. 22) [13 F.R. 7432} 











HOUSING AND HOME FINANCE AGENCY 


Wasurtneton, D.C., July 30, 1958. 
oa Tuomas C. Henninos, Jr., 


man, Committee on the Judiciary, Subcommittee on Constitu- 
tional Rights, U.S. Senate, Washington, D.C. 

Dear Mr. Cuairman: This supplement to my acknowledgment of 
July 9 is in response to your letter of June 26, 1958, requesting an- 
swers to the following questions: 

1. What types of information and records in the possession of 
your department or agency are not available to members of the 
public or press upon request ? 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

It is the policy of this Agency to make information available to an 
person requesting it who is properly and directly concerned with it 
except where (1) the Agency is directed by or pursuant to statute or 
Executive order not to do so, or (2) the Agency determines that with- 
holding is necessary or advisable under or pursuant to a statute or 
Executive order which authorizes withholding under circumstances 
such as those found by the Agency to exist, or (3) the Agency, in the 
discretion granted it as part of the executive branch of the Govern- 
ment by the Constitution, deems withholding to be in the public 
interest. 

Examples of types of information and records not available to 
members of the public or press upon request are national security 
information, information regarding specific cases under investigation 
or in litigation, information regarding the personal and financial 
affairs of applicants, contractors, and others, such as credit ratings 
and investment holdings, investigation and audit reports, internal 
working papers, and personnel records. 

As to the authority for withholding such information or limiting the 
availability of such records, you undoubtedly are familiar with, and 
therefore I will not dwell upon, such general authorities as 5 U.S.C. 
22, 18 U.S.C. 283 and 1905, 26 U.S.C. 7213, 28 U.S.C. 2507, 50 U.S.C. 
783, Executive Orders 10450 and 10501, Federal Personnel Manual 
R140, 25 Op. Atty. Gen. 326, and 40 Op. Atty. Gen. 45. 

Briefly stated, this Agency relies upon the general principle of law 
that agencies of the Government exercising executive functions have 
the privilege and discretion to keep papers and information confiden- 
tial in the public interest. Under the Administrative Procedure Act, 
“matters of official record” are required to be disclosed, but the require- 
ment is only for persons “properly and directly concerned” and is 
inapplicable when the information is “held confidential for good cause 
found.” 


414 
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I trust this gives you the information you seek, but; if you should 
desire anythin - r further, 2 car do not hesitate to so advise. 
As requested, copies of pertinent material are attached. 


Sincer ely yours, 


Apert M. Corr, Administrator. 


REGULATIONS 
(Published in Federal Register ) 
TITLE 24—HOUSING AND HOUSING CREDIT 
Cuaprer I1—Feperat Hovustne ADMINISTRATION 


Part 200—GENERAL 
SUBPART A—OFFICIAL RECORDS 


§ 200.1 Official records. (a) Except to the extent that there is involved any 
function of the United States requiring secrecy in the public interest or any 
matter relating solely to the internal management of the Federal Housing Ad- 
ministration, matters of official record of the Federal. Housing Administration, 
not held confidential for good cause, shall be available for the inspection of 
persons properly and directly concerned upon application by such persons to 
the insuring office having jurisdiction or to the central office, Washington, D.C. 

(b) The following are identified as official records: 

Title I Loan Report. 

Title I Refinancing Report. 

Title I Reconcilement Statement. 

Title I Transfer of Note Report. 

The Borrower’s Application for a Title I Loan, the original note, Comple- 
tion Certificate, and other exhibits furnished to the lending institution by 
the borrower, become a part of the official records of the Federal Housing 
Administration only in the event a claim is filed for payment under the con- 
tract of insurance. 

Mortgagee’s Application for Insurance, together with the exhibits attached 
thereto. 

Commitment for Insurance. 

Contract of Insurance (Section 207). 

Compliance Inspection Reports. 

Mortgagee’s Assurance of Completion. 

Consent to Substitution of Mortgagors. 

Notice of Transfer by Transferor and Transferee. 

Report of Prepayment. 

Notice of Default. 

Application for Debentures and Certificate of Claim. 

Lender’s Application for Insurance (Section 609). 

Commitment for Insurance (Section 609). 

Contract of Insurance (Section 609). 

(ec) These records pertain to contracts of insurance between the lending in- 
stitution and the Federal Housing Administration and are confidential as 
to all persons other than the contracting parties. 

{11 F.R. 177A-882, as amended at 12 F.R. 5848] 


[300.1 PHA Records, 21 FR 3456-3457 5-25-56] 
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TITLE 244—HOUSING AND HOUSING CREDIT 


Cuaprrer III—Pusiic Houstne ApMINisrraTion, AND Home 
Finance AGENCY 


Part 300—GENERAL PROCEDURAL PROVISIONS 


Part 300 is revised to read as follows: 


Sec. 


300.1 PHA records. 
300.2 Final PHA action. 
300.3 Claims cognizable under Federal Tort Claims Act. 


AUTHORITY: §§ 300.1 to 300.3 issued under sec. 8, 50 Stat. 891; 42 U.S.C. 1408. 


§ 300.1 PHA records—(a) Availability of records. (1) Section 3(c) of the 
Administrative Procedure Act, approved June 11, 1946, requires that matters of 
official record shall be made available to persons properly and directly concerned, 
except : 

(i) Where otherwise required by statute. 

(ii) Where the matter is held confidential for good cause found. 

(iii) Where there is involved (@) any function of the United States requiring 
secrecy in the public interest or (>) any matter relating solely to the internal 
management of an agency. 

(2) The responsibility for compliance with this provision is vested in the Di- 
rector of the Production and Document Control Branch. Persons desiring to con- 
sult such records should apply, in writing, to the Director of the Produc- 
tion and Document Control Branch, PHA, Longfellow Building, Washington 25, 
D.C. Such applications shall identity as precisely as possible the official records 
which the applicant desires to consult, and shall set forth the facts bearing on 
the extent to which the applicant is a person preperly and direetly concerned 
with the matter involved. The Director of the Production and Document Control 
Branch shall advise the applicant in writing either (i) of the time and place at 
which the records will be available te him; or (ii) that. the records are not avail- 
able to the applicant, in which case the reasons shall be briefly stated. 

(b) Definition of oficial records. The term “official records’ as used in this 
part means documents which embody the official acts of the PHA and docu- 
ments which are filed with the PHA pursuant to statute, PHA regulations, or 
contract with the PHA, as determined by the Director of the Production and Doc- 
ument Control Branch. It does not include memoranda and other reports which 
reflect research and analysis preliminary to official action or which are otherwise 
merely part of the background upon which official action. is predicated. 


[$00.2 Final PHA Actions, 21 FR 3456-3457 5-24-56] 


$300.2 Final PHA action—(a) Availability of final PHA actions. Section 3 
(b) of the Administrative Procedure Act, approved June 11, 1946, requires that 
every agency make available to public inspection all final opinions or orders in 
the adjudication of cases (except those required for good cause to be held con- 
fidential and not cited as precedents) and all rules, except where there is in- 
volved (1) any function of the United States requiring secrecy in the public 
interest or (2) any matter relating solely to the internal management of an 
agency. Except as hereinafter provided, the required information will be avail- 
able at the Regional Office having jurisdiction over the project covered by the 
particular action. It is the responsibility of the Regional Director to assemble 
the actions in a form in which they may be readily consulted by members of 
the public. The only exceptions to the foregoing are the following: 

(1) Actions on applications for tenancy. Information on final action on ap- 
plications for tenancy shall be kept at the project office and made available to 
the public by the Housing Manager. 

(2) Project management procurement. Information as to final action of 
Housing Managers in the procurement of supplies and materials for which such 
managers are authorized to contract shall be kept at the project office and made 
available to the public by the Housing Manager. 
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[300.4 Testimony or Production of Booeres y sraelaveye of the PHA, 21 FR 4047-4048 


TESTIMONY OR PRODUCTION OF RECORDS BY EMPLOYEES OF PHA 


§ 300.4 Testimony or production of records by employees of the PHA—(a) 
Definitions and scope. For purposes of this section, the term : 

(1) “Testify” means to testify in administrative or court proceedings with 
respect to information obtained by a PHA employee in the course of the per- 
formance of his official duties. 

) “Records” means any official files, documents, er other records of the 


(3) “Produce records” means to preduce records in administrative or court 
proceedings. 

The procedure set forth in this section does not relate to attachment or garnish- 
ment proceedings involving debtor-empleyees of the PHA (19 F. R. 1851). 

(b) Approval to testify or produce records. No employee of the PHA shall 
testify or produce records, whether pursuant to subpoena or subpoena duces 
tecum or otherwise, without the prior approval of the appropriate official desig- 
nated below : 

(1) The Deputy Commissioner is authorized te grant such approval in all 
cases. 

(2) The Regional Director is authorized to grant such approval with respect 
to Regional Office and project employees under his jurisdiction and with respect 
to records in the Regional or project offices under his jurisdiction. 

(ec) Submission of affidavit. (1) Before approval to testify er to produce 
records will be granted, the litigant or other party in imterest or his attorney 
shall submit an affidavit setting forth the nature of the proceeding, the admin- 
istrative body or court before which the proceeding is being conducted, the 
parties involved, the interest of the party seeking the information and/or 
records, the matters with respect to which the testimony of the officer or em- 
ployee is desired and/or identification of the records sought to be produced, 
facts as to the service of any process compelling such testimony or requiring 
the production of records including the time and place of appearance desig- 
nated in such process, and any other pertinent facts. 

(2) In cases where the testimony of a Regional Office or project exapleyee or 
the production of Regional Office or project records is desired, the affidavit shall 
be submitted to the appropriate Regional Attorney. In cases where the testi- 
mony of a Central Office employee or the production of Central Office records is 
desired, the affidavit shall be submitted to the General Counsel. 

(3) Approval to testify or to produce records will, im all cases, be limited 
to the matters set forth in the affidavit, or to such portions thereof as the 
PHA approving officer may deem consistent with the public interest. 

(d) Appearances by PHA employees. (1) Whenever a PHA employee is 
served with a subpena or is otherwise directed or requested to testify er to pro- 
duce records, he will notify the General Counsel or the Regional Attorney, as 
the case may be, and if no affidavit has been submitted, the General Counsel or 
the Regional Attorney will notify the litigant or other party in interest or his 
attorney that approval to testify or produce records cannot be granted unless 
an affidavit is submitted in accordance with this section. 

(2) Whenever a subpena has been served and action by the appreving officer 
has not been taken prior to the time specified in the subpena for appearance 
in response thereto (whether because no affidavit was submitted or because 
action by the approving official on the affidavit is pending), the employee shall, 
unless otherwise instructed by the approving officer, appear in response to the 
subpena and respectfully decline to testify or to produce records on the grownds 
that such action is prohibited unless approved in accordance with this section, 
and that no affidavit has been submitted in accordance with this section or that 
pation by the approving officer on such an affidavit is still pending, as the case 
may be. 

(3) Whenever the approving officer has declined to grant approval to testify 
or to produce records, as to all or part of the matters covered by a subpena, 
the employee shall, unless otherwise instructed by the approving officer, appear 
in response to the subpena and, with the respect to those matters for which 
approval has not been granted, respectfully decline to testify or to produce rec- 
ords on the grounds that such action is prohibited unless approved in necordance 
with this section and that such approval has been refused. 
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(See. 8, 50 State. 891 : 42 U.S.C. 1408) 
Approved: June 5, 1956. 
[SEAL] CuaRLes E. SLUSSER, Commissioner. 


[F.R. Doc. 56-4645: Filed June 12. 1956: 8:46 a.m.1 


Administrative Practice Handbook, Part 5. Communications 
Secrion 1. HANDLING OF CLASSIFIED DEFENSE INFORMATION 


Executive Order No. 10501,’ provides for the protection of official information 
affecting the national defense against unauthorized disclosure. This Section 
prescribes procedures, pursuant to Executive Order No. 10501, for the handling 
and protection of such information in the Office of the Administrator and the 
constituent units. 

CLASSIFICATION CATEGORIES 


Information which is in the interest of the national defense must be protected 
against unauthorized disclosure will be classified in one of three categories— 
Top Secret, Secret, or Conjidential—as defined below. No other designation is 
authorized for classification purposes, except as expressly provided by statute.’ 

(1) Top Secret. Except as may be expressly provided by statute, the 
use of the classification Top Secret shall be authorized, by appropriate 
authority, only for defense information or material which requires the 
highest degree of protection. The Top Secret classification shall be ap- 
plied only to that information or material the defense aspect of which is 
paramount, and the unauthorized disclosure of which could result in ex- 
ceptionally grave damage to the Nation such as leading to a definite break 
in diplomatic relations affecting the defense of the United States, an armed 
attack against the United States or its allies, a war, or the compromise of 
military or defense plans, or intelligence operations, or scientific or techno- 
logical developments vital to the national defense. 

(2) Secret. Except as may be expressly provided by statute, the use of 
the classification Secret shall be authorized, by appropriate authority, only 
for defense information or material the unauthorized disclosure of which 
could result in serious damage to the nation, such as by jeopardizing the 
international relations of the United States, endangering the effectiveness 
of a program or policy of vital importance to the national defense, or com- 
promising important military or defense plans, scientific or technological 
developments important to national defense, or information revealing im- 
portant intelligence operations. 

(3) Confidential. Except as may be expressly provided by statute, the 
use of the classification Confidential shall be authorized, by appropriate 
authority, only for defense information or material the unauthorized dis- 
closure of which could be prejudicial to the defense interests of the nation. 


AUTHORITY TO CLASSIFY 


The Housing and Home Finance Agency is not authorized to originate the 
classification of official information. Such authority is limited by Bxecutive 
Order No. 10501 to agencies which, because of their national defense responsi- 
bilities, have been specifically designated for this purpose by the President. 
When, however, information made available to the Housing and Home Finance 
Agency has been originally classified by another agency, the classification 
assigned such information shall be maintained by the Housing and Home Finance 


ency. 

Should an employee originate information or material appearing to require 
classification under one of the definitions given above, he shall protect it 
according to the procedure prescribed for that category of classified defense 
information into which it is believed to fall and shall transmit it immediately 
to the Security Officer. The Security Officer will resolve the question of classifi- 
cation with the department or agency which has both the authority to classify 
the material and a direct official interest in the information it contains. 


218 F.R. 7049. 

* The former Restricted classification hag been eliminated. This should not be confused 
with the term “Restricted Data” as defined in the Atomic B Act of August 1, 1946, as 
amended, the handling of which is not affected by Executive No. 1 
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DISSEMINATION OF CLASSIFIED INFORMATION 


Each employee is individually responsible for the maintenance of security 
and proper handling of classified information in accordance with the instructions 
in this Section, no matter how the information was obtained. 

No employee shall knowingly accept Confidential or Secret information unless 
he occupies a position which has been designated as sensitive in accordance with 
the procedures established in Section 2-1-2. No employee shall knowingly 
accept Top Secret information unless he occupies a position which has been 
designated as sensitive in accordance with the procedures established in Section 
2-1-2 and, in addition, has been specifically authorized by the Administrator 
to have access to such material. 

No employee shall divulge classified information to another Agency employee 
until he has verified by reference to the list of sensitive positions or by contacting 
the Security Officer that the recipient has been cleared for security purposes, and 
then only when the employee to whom the information is to be given requires 
access to such information in connection with his assigned official duties. 


Dissemination to other Federal agencies 


Classified information shall not be disseminated to executive agencies of the 
Government outside the Housing and Home Finance Agency, except to the 
agency originating the classification of such information, without the consent 
of the originating agency. The Security Officer is responsible for securing such 
consent. No employee shall transmit classified information to executive agencies 
of the Government outside the Housing and Home Finance Agency, except to 
the agency originating the classification of such information, without written 
evidence from the Security Officer that consent has been given. 


Dissemination outside the executive branch 


Classified information shall not be disseminated outside the executive branch 
of the Government without the consent of the agency originating the classifica- 
tion of such information, even though the person or agency to which dissemina- 
tion of such information is proposed to be made may have been solely or partly 
responsible for its production. The Security Officer is responsible for securing 
such consent. 

The information shall be transmitted by letter, which shall be cleared by the 
Security Officer, signed by the Administrator, and transmitted through the 
Archivist. It shall specify the assigned classification, the use to which 
the information may be put, and the method to be used in returning any classified 
documents. The following notation shall be placed on the material and in the 
transmittal letter: 

This material contains information affecting the national defense of the 
United States within the meaning of the espionage laws, Title 18, U.S.C., 
Secs. 793 and 794, the transmission or revelation of which in any manner to 
an unauthorized person is prohibited by law. 


Conferences 


Information or material acquired in conference with employees from agencies 
having original clasification authority, and believed to require classification, 
shall not be transmitted within the Housing and Home Finance Agency except 
in accordance with the regulations covering the dissemination of classified 
information. 

When the Office of the Administrator or a constituent unit sponsors a confer- 
ence at which classified information may be discussed or distributed, a list of 
the participants shall be forwarded in advance of the meeting to the Security 
Officer, who will secure information concerning the right of the participants to 
receive such information. Specific approval of the Security Officer shall also be 
obtained if the participants are to retain classified documents, In such cases, the 
employee responsible for the conference shall, immediately after the conference, 
furnish the Archivist with an accurate control record listing the document, the 
classification, the number of copies distributed, and the names of persons per- 
mitted to retain it. 


Telephone conversations and telegrams 


Classified information shall not be discussed in telephone conversations. 
Classified telegrams shall not be transmitted by commercial means. In emergency 
cases telegrams may be dispatched in coded form through special channels. 
a cases, the clear text shall be delivered to the Archivist for clearance 
an spatch. 
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Loss or subjection to compromise 


Any person who has knowledge of the loss or possible subject to compromise 
of classified information shall promptly report the circumstances to the Security 
Officer for appropriate action, including notification to the originating agency. 


Reproduction of classified material 


No employee shall reproduce any classified material for any purpose without 
written approval of the Security Officer, which approval shall limit the number 
of copies to be made and specify the purposes for which they may be used. 

Before approval is given for the reproduction of Secret or Top Secret material, 
the Security Officer shall obtain the written consent of the originating agency. 


ACOOUNTABILITY FOR OLASSIFIED MATHRIAL 


Receipt of classified material 


Classified material received in the Office of the Administrator shall be delivered 
unopened ‘to the Archivist. When classified material is delivered from another 
agency direct to an employee other than the Archivist, the inner envelope bear- 
ing the classification marking shall be left unopened, reinserted in the outer 
envelope and delivered by hand to the Archivist. A statement signed by the 
receiver, giving the time and circumstances of receipt, shall be endorsed on the 
inner envelope. 

The Archivist will maintain accountability and control of classified material 
while it is in the Office of the Administrator or the constituent units. Docu- 
ments and the related attachments shall be numbered for identification, and 
each page and each copy shall be numbered in sequence. The Archivist shall 
use Form H-1, Mail Control, to record the assigned number of the document, the 
classification, a brief description of the material, including attachments, the 
number of copies, and the distribution to be made. A copy of Form H-—1 shall 
be attached to each distribution, and a pending copy retained by the Archivist. 
An employee receiving classified.material from the Archivist shall return a 
signed copy of Form H-—1 to the Archivist as a receipt for the material. 

Top Secret decuments received in the Office of the Administrator shall be 
AMelivered by the Archivist to the Administrator, whose office thereafter will be 
responsible for control of the material, including a record of the names of all 
persons who have access to it. 


Transfer of classified material 


Classified material rerouted within the Office of the Administrator and the 
constituent units or transferred from one organization to another shall in all 
cases be transmitted through the Archivist in order that the accountability 
records may be maintained. 


Transmission of classified material outside the Office of the Administrator or 
to HHFA regional offices 


Classified material, including any copies of such material, transmitted outside 
the Central Office or to an HHFA Regional Office or an OA field office shall in 
all. cases be transmitted through the Archivist in order that accountability records 
may be maintained and to insure compliance with the regulations relating to 
the handling of classified material. 

Classified material, enclosed in unsealed, opaque inner and outer covers, shall 
be delivered to the Archivist by an employee authorized to have access to such 
material. The inner cover shall be a wrapper or envelope plainly marked with 
the assigned classification and address. The outer cover shall be addressed 
with no indication of the classification of its contents. Form H-19, Request 
for Special Mailing, with the “Registered” bleck checked, shall be attached if 
postal dispatch is recommended. Form H-33, Special Messenger Service Card, 
shall be attached if delivery by personal contact or authorized security messen- 
ger is recommended. In either instance, the Archivist shall prepare Form H-1, 
identifying the addressor, the addressee, and the document, but containing no 
classified information. The Archivist shall attach a copy of this form to the 


inner envelope, which copy will be signed by the authorized recipient and 
returned to the Archivist. 


CUSTODY AND SAFEKEEPING OF CLASSIFIED MATERIAL 


The possession and use of classified material shall be limited to those places 
where the Archivist determines that secure storage and protection therefor, 
meeting the standards prescribed below, are available. 
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Divisional custodians 


The head of each organization where classified material is stored or used 
shall designate, in writing, an employee under his supervision as custodian of 
such material. The Security Officer and Archivist shall be furnished copies of 
each designation. 

Custodians of classified material shall be responsible for protecting classified 
material within the division or office and shall maintain subaeccountability rec- 
ords of such material. The custodian shall inspect the facilities used for the 
storage of classified material each work day and shall personally ascertain, or 
shall assure himself that some other employee who is authorized to have access 
to classified material will ascertain, that the storage facilities are properly 
secured at the close of business. 


Use of classified material 


Daily operations should be performed in a manner which will encourage 
security practices to become routine. Custodians shall make frequent spot- 
checks to insure that security practices are being routinely followed. 

Office rooms were classified documents are in use shall not be left unattended 
at any time during the working day unless all classified material is locked in 
proper storage facilities. 

Classified documents shall net be exposed in a manner which would permit 
casual reading by a visitor. Visitors shall not be left alone with classified docu- 
ments even for a brief interval. This preeaution applies equally when repair- 
men, the char force, or other service employees enter an office. 

In the event of a fire alarm, air-raid alarm, or upon the announcement of 
another similar emergency, employees shall immediately store classified ma- 
terial in the proper storage facilities amd securely lock them before leaving 
the office. 

Classified documents shall be returned to storage before the close of business 
each day. The custodians of classified material shall be responsible for examin- 
ing such material when it is returned to insure that a Form H-1 is attached and 
that all material described thereon is accounted for. 

Non-record material which might reveal classified information, such as short- 
hand notes, preliminary drafts, and used carbon paper, shall be safeguarded in 
the same manner as other classified material pending disposition. (See the head- 
ing “Disposition of Classified Material.”’) 


Storage facilities 


Whenever classified material is not under the personal supervision of an 
employee authorized to have access to it, whether during or outside working hours, 
it shall be protected in proper storage facilities. 

Top Secret material shall be stored in a locked metal three-tumbler combi- 
nation lock safe or file safe. Secret and Conjidential material shall be stored in 
the manner authorized for Top Secret material, or in a metal file cabinet equipped 
with a steel lock-bar and an approved three-tumbler combination dial-type pad- 
lock from which the manufacturer’s identification numbers have been obliterated. 

The Archivist will arrange with each organization head for the provision of 
reasonably accessible storage facilities for classified documents in the custody 
of that division. The location of such facilities may not be changed without the 
approval of the Archivist. 

The head of each organization whose functions require the storage of such 
material will designate two persons, one of whom shall be the custodian, who 
shall be the only persons having knowledge of the combination to security storage 
facilities. Combinations shall be committed to memory and not written. The 
name, home address, and home telephone number of each person knowing the 
combination to a storage facility for classified material shall be posted on the 
front of the facility. 

“Open” and “Closed” signs shall be placed in the handle of the top drawer of 
each storage facility for classified material as a visual warning to responsible 
employees to loek it at the end of the day or during unguarded periods during 
the regular working day. 

Changes of lock combinations 


Combinations on locks of storage facilities for classified material shall be 
changed whenever such equipment is placed in use after procurement from the 
manufacturer or other sources, whenever a person knowing the combination is 
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transferred from the office to which the equipment is assigned, whenever the com- 
bination has been subjected to compromise, and at least once every year. Re- 
quests for changing lock combinations shall be made to the Archivist. 


Inspections 


The Archivist shall make periodic inspections of the adequacy of storage facili- 
ties for classified material. 

Building guards will inspect storage facilities for classified material during 
the course of their regular building inspections after working hours. If such a 
facility is found to be unlocked, the building guard will call one of the persons 
listed as having access to it, and that person shall return to the building at once 
to inventory the contents of the storage facility and properly secure it. In addi- 
tion, the guard will make a report to the Security Officer. 


Classification 


Although the Housing and Home Finance Agency is not authorized to assign 
an initial classification to defense material or information, it is necessary that 


employees know and apply the following rules in the handling, transmittal, and 
protection of such material or information. 


Documents in general 


Documents shall be classified according to their own content and not neces- 
sarily according to their relationship to other documents. References to classi- 
fied material which do not reveal classified defense information shall not be 
classified. 


Physically connected documents 


The classification of a file or group of physically connected documents shall be 
at least as high as that of the most highly classified document therein. Docu- 
ments separated from the file or group shall be handled in accordance with their 
individual defense classification. 


Multiple classification 


A document, product, or substance shall bear a classification at least as high 
as that of its highest classified component. The document, product, or sub- 
stance shall bear only one over-all classification, notwithstanding that pages, 
paragraphs, sections, or components thereof bear different classifications. 


Transmittal letters 


A letter transmitting defense information shall be classified at least as high 
as its highest classified enclosure. 


Information originated by a foreign government or organization 


Defense information of a classified nature furnished to the United States by a 
foreign government or international organization shall be assigned, by proper 
authority, a classification which will assure a degree of protection equivalent to 
or greater than that required by the government or international organization 
which furnished the information. 


Marking of classified material 


Classified material shall be marked as follows: 

(1) Bound Documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back 
page and on the outside of the back cover. In each case the markings shall 
be applied to the top and bottom of the page or cover. 

(2) Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other similar 
documents, the pages of which are not permanently and securely fastened 
together, shall be conspicuously marked or stamped at the top and bottom of 
each page, in such manner that the marking will be clearly visible when the 
pages are clipped or stapled together. 

(3) Charts, Maps, and Drawings: Classified charts, maps, and drawings 
shall carry the defense classification marking under the legend, title block, 
or scale in such manner that it will be reproduced on all copies made there- 
from. Such classification shall also be marked at the top and bottom in each 
instance. 
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(4) Photographs, Films and Recordings; Classified photographs, films, 
and recordings, and their containers, shall be conspicuously and appro- 
priately marked with the assigned defense classification. 

(5) Products or Substances: The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and 
on their containers, if possible, or, if the article or container cannot be 
marked, written notification of such classification shall be furnished to re- 
cipients of such products or substances. 

(6) Reproductions: All copies or reproductions of classified material shall 
be appropriately marked or stamped in the same manner as the original 
thereof. 

(7) Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to im- 
posing a defense classification and has been determined not to require such 
classification. 

(8) Material Furnished Persons not in the Bvecutive Branch of the Gov- 
ernment; When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the 
executive branch, the following notation, in addition to the assigned classi- 
fication marking, shall whenever practicable be placed on the material, on 
its container, or on the written notification of its assigned classification : 

This material contains information affecting the national defense of the 
United States within the meaning of the espionage laws, Title 18, U.S.C., 
Secs. 793 and 794, the transmission or revelation of which in any manner to 
an unauthorized person is prohibited by law. 


Reclassijication of classified material 


Whenever an employee believes that classified material in his possession is 
classified too highly, or is not sufficiently protected by the assigned classification, 
he shall bring the matter to the attention of the Security Officer. 

The Security Officer and the Archivist shall be responsible for the continuing 
review of classified material in order to preserve the effectiveness and integrity 
of the classification system and to eliminate accumulations of classified material 
which no longer require protection in the interest of the national defense. 

The consent of the originating agency is necessary before classified material 
may be declassified, downgraded, or upgraded. Requests for reclassification 
shall be made through the Security Officer. 


Change or removal of classification 


Whenever classified material is declassified, downgraded, or upgraded, the 
material shall be marked or stamped on the first or the last page to show the 
change in classification, the date and authority for the action and the identity 
of the person or organizational unit taking the action. In addition, a line shall 
be drawn through the old classification markings and the new classification mark- 
ings (if any) substituted therefor. All addressees to whom the Office of the 
Administrator of a constituent unit may have transmitted the material shall be 
notified of any change thus effected in classification. 


Hotracts and paraphrases 


Extracts from or paraphrases of classified documents shall not be downgraded 
or declassified without the consent of the originating agency. Such consent shall 
be obtained through the Security Officer. 


Classified telegrams 


Classified messages which have been transmitted by telegraph or other electri- 
cal means shall not be referred to, disseminated, extracted from, paraphrased, 
downgraded, or declassified without the consent of the originating agency. Such 
consent shall be obtained through the Security Officer. 


DISPOSITION OF CLASSIFIED MATERIAL 


When classified documents, including copies, become inactive they shall be de- 
livered to the Archivist with recommendations for their disposition. Official 
record material may not be destroyed except with the permission of the Archivist 
of the United States and the Congress. The OA Archivist is responsible for ob- 
taining this authorization through established procedures. 
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Non-record classified material, consisting of shorthand notes, preliminary 
drafts, used carbon paper, and other material of similar temporary nature shall 
be torn and stored in burn bags provided by the Archivist, or if the volume to be 
destroyed is small, in heavy opaque envelopes. Partially filled burn bags shall be 
stored. in. proper storage facilities overnight. Filled burn bags shall be delivered 
to the Archivist. 

ORIENTATION, INSPECTION, AND REVIEW 


The Security Officer shall be responsible for providing orientation and indoc- 
trination for all employees who handle classified information, to assure that 
they are thoroughly familiar with the policies and procedures set forth in this 
Section. In addition, supervisors shall be responsible for assuring that all em- 
ployees, whether or not their positions require that they handie classified ma- 
terial, read and familiarize themselves with the provisions of this Section, 

The Security Officer shall periodicalty conduct such inspeetions of the places 
where classified materials are used and stored as are necessary to assure com- 
pliance with this Section. The Security Officer shall investigate all violations of 
these regulations and shall recommend corrective action, including disciplinary 
action when appropriate, to the constituent unit or division head. 

The Security Officer shall make a continuing review of the implementation of 
Executive Order No. 10501 within the Central Office to insure that no informa- 
tion is withheld thereunder which the people of the United States have a right 
to know. 

CLASSIFIED. MATERIAL RELATING TO PERSONNEL SECURITY 


The Security Officer is responsible for the handling of al) classified: material 
relating to the personnel security program... The Archivist. shall be responsible 
for the disposition of any classified material arising out of the personnel security 
program. 


Administrative Manual 


GENERAL ADMINISTRATIVE PRACTICES 
April 1958 


Distribution : Central Office, Regional Offices 


HANDLING CLASSIFIED DEFENSE INFORMATION 


1. Purpose. Pxecutive Order 10501 provides for the protection against. unau- 
thorized disclosure of official information affecting the national defense. The 
procedures prescribed in this Section are designed. to ensure that appropriate 
safeguards are maintained in the handling of classified defense information 
within the Public Housing Administration. 

2. Classified Defense Information. The term. “classified defense informa- 
tion” means official information or material which in the interest of the na- 
tional defense must be protected against unauthorized disclosure, and which 
is classified for such purpose by appropriate classifying authority. Such in- 
formation will be classified in one of the three categories defined below. No 
other designation is authorized for classification purposes, except as expressly 
provided by statute. 

a. Top Secret. This classification shall be authorized, by appropriate 
authority, only for defense information or material which requires. the 
highest degree of protection, the unauthorized disclosure of which could 
result in exceptionally grave damage to the nation. 

b. Secret. This classification shall be authorized, by appropriate au- 
thority, only for defense information or material, the unauthorized’ dis- 
closure of which could result in serious damage to the nation. 

c. Confidential. This classification shall be authorized, by appropriate 
authority, only for defense information or material, the unauthorized dis- 
closure of which could be prejudicial to the defense interests of the 
nation. 

3. Authority To Classify Defense Information, There shall be no. original 
classification, of defense information within the PHA. When, however, in- 
formation made available to the PHA has been originally classified by an- 
other agency, the classification assigned such information shall be maintained 
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by the PHA. Information originated within the PHA which is believed to 
require classification shall be protected in the manner prescribed in this Sec- 
tion for that category of classified defense information into which it is be- 
lieved to fall, and shall be sent immediately, under appropriate safeguards, 
to the Special Assistant for Defense Planning, who will resolve the question 
of classification with the department or agency having both the authority to 


classify the material and a direct official interest in the information it con- 
tains. 


Nors.— This Section supersedes Section 81-1—13 dated 12-21-53. 


4. Dissemination of Classified Defense Information. The dissemination of 
classified defense information shall be limited to persons whose official duties 
require a knowledge of such information and who have been authorized to 
receive it. 

a. Employee Responsibility. Each employee is individually responsible 
for the maintenance of security and for the proper handling of classified 
defense information in accordance with the instructions contained in this 
Section, no matter how the information was obtained. No employee shall 
knowingly accept classified defense material until he has verified that 
he has been authorized to do so. No employee shall divulge classified 
defense information to another person until he has verified that the recipient 
has been authorized to receive such information. 

b. Dissemination to Other Federal Agencies. Classified defense informa- 
tion shall not be disseminated to executive agencies of the Government 
outside the HHFA, except to the agency originating the classification of 
such information, without the consent of the originating agency. The 
Special Assistant for Defense Planning is responsible for securing such 
consent. Classified defense information shall be sent to other agencies 
through the Defense Planning Office and shall be sent to individuals whose 
authority to receive it has been verified by the Defense Planning, Office. 
Top secret material shall be sent over the signature of the Commissioner or 
the Deputy. Commissioner. 

ce. Dissemination Outside the Executive Branch. Classified information 
shall not be disseminated outside the Executive Branch of the Government 
without the consent of the agency originating the classification of such 
information, even though the person or agency to which dissemination of 
such information is proposed to be made may have been solely or partly 
responsible for its production. The Special Assistant for Defense Planning 
is responsible for securing such consent. The information shall be sent 
by letter, which shall be cleared by the Special Assistant for Defense Plan- 
ning, and signed by the Commissioner or the Deputy Commissioner. 

d. Conferences. Only persons who have been authorized to receive classi- 
fied defense information shall be present at conferences when such informa- 
tion is discussed. When a conference is sponsored by the PHA at which 
classified information may be discussed, a list of participants shall be 
Sent in advance of the meeting to the Special Assistant for Defense Planning 
who will secure information. concerning the right of the participants to 
receive such information. 

e. Telephone Conversations and Telegrams. Classified information shall 
not be discussed in telephone conversations. Classified telegrams shall 
not be sent by commercial means. In emergency cases, telegrams may be 
dispatched in coded form through special channels. In such cases, the 
clear text shall be delivered to the Special Assistant for Defense Planning 
for clearance and dispatch: 

f. Loss or Compromise. The loss.or unauthorized disclosure of classified 
defense information shall be reported promptly to the Special Assistant 
for Defense Planning for appropriate action, including notification: of the 
originating agency. 

g. Reproduction of Classified Material. Classified defense: material shall 
not be reproduced without the written approval of the Special Assistant 
for Defense Planning, which approval shall limit the number of copies to be 
made and specify the purposes for which they may be used. Before ap- 
proyal is given for the reproduction of secret or top secret material, the 
Special Assistant for Defense Planning shall obtain the written consent of 
the originating agency. 


410756028 
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5. Accountability for Classified Defense Material. Classified defense ma- 
terial in the PHA shall be controlled by the Special Assistant for Defense 
Planning. The Special Assistant for Defense Planning will deliver top secret 
material only to the Commissioner or the Deputy Commissioner. Other classi- 
fications will be delivered only to persons who have been authorized to receive it. 

a. Transmission of Classified Material. Classified defense material shall 
be transmitted by enclosure in opaque inner and outer covers. The inner 
cover shall be a sealed wrapper or envelope plainly marked with the 
assigned classification and the address of the recipient. The outer cover 
shall be sealed and addressed with no indication of the classification of its 
contents. 

b. Incoming Classified Material. When incoming classified defense ma- 
terial is delivered to an employee other than the Special Assistant for De 
fense Planning, the employee shall immediately send the material, un- 
opened, to the Defense Planning Office. The Defense Planning Office shall 
be responsible for recording all incoming classified material on Form PHA- 
2369, Classified Material Control Record (Exhibit 1). An original and two 
copies of Form PHA-—2369 shall be prepared; the original shall be retained 
in the Defense Planning Office as the permanent record, and the two copies 
shall be attached to the material. The recipient of the material shall sign 
one copy of the form and send it directly to the Defense Planning Office. 
The recipient shall retain one copy of the form for his files. 

ce. Classified Material Originating Within the PHA. Classified material 
originating in the PHA shall be sent to the Defense Planning Office together 
with Form PHA~—2369 in original and one copy. The originating office shall 
retain one copy of Form PHA-2369. After the classification is confirmed 
and the material recorded, the Defense Planning Office shall return the ma- 
terial and a copy of Form PHA-2369 to the originating office. 

dad. Transfer of Classified Material. When classified material is trans- 
ferred within the PHA it shall be transmitted through the Defense Planning 
Office in order that the accountability records may be maintained. The 
office transferring the material shall prepare for each recipient Form PHA- 
2369 in original and two copies. The Defense Planning Office shall receipt 
and return one copy of the form to the transferring office. Each recipient 
of the material shall retain a copy of the form and acknowledge receipt of 
the material by signing the original of the form and returning it to the De- 
fense Planning Office. 

e. Outgoing Classified Material. Classified material to be dispatched out- 
side of the PHA shall be delivered together with Form PHA-2369 in 
original and two copies to the Defense Planning Office. The Defense 
Planning Office shall complete the dispatch portion of Form PHA-2369 and 
return a copy to the sending office. One copy of Form PHA-—2369 shall 
accompany the material. The original of Form PHA-2369 shall remain 
on file in the Defense Planning Office. 

f. Regional Offices. Classified defense material from another agency 
delivered directly to a Regional Office shall be taken unopened to the Regional 
Director. If the material is classified top secret, the Director shall reinsert 
the inner envelope unopened into the outer envelope, prepare Form PHA- 
2369 and send it with the material to the Special Assistant for Defense 
Planning. Upon receipt of material classified other than top secret, the 
Regional Director shall prepare Form PHA-2369 and send the original to the 
Special Assistant for Defense Planning. The Regional Director, with the 
written approval of the Special Assistant for Defense Planning, may send 
material classified other than top secret directly to another agency in 
the Executive Branch. In such cases, the Regional Director shall prepare 
Form PHA~2369, obtain a receipt from the receiving agency, and immediately 
send the original to the Defense Planning Office. 

6. Protection and Storage of Classijied Defense Information. Classified ma- 
terial shall not be removed from the PHA offices. except when it is absolutely 
necessary to do so in the conduct of official business. Office areas where classified 
material is in use shall not be left unattended at any time during the working 
day unless the classified material is locked in proper safekeeping facilities. 
Care shall be exercised to prevent the exposure of classified documents in a 
manner which would permit casual reading by a visitor. Visitors shall not 
be left alone with classified material even for a brief interval. Stenographic 
notebooks, used carbons, stencils, individual notations, drafts, and outlines uti- 
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lized in the preparation or review of classified material shall be stored at the 
end of the work day in the same manner as the finished classified products. 

a. Storage Facilities. Top secret material shall be stored in a locked 
metal 3-tumbler combination safe or file safe. Secret and confidential 
material shall be stored in the manner authorized for top secret material, 
or in a metal file cabinet equipped with a steel lock-bar and an approved 
3-tumbler combination dial-type padlock from which the manufacturer’s 
identification numbers have been obliterated. The Special Assistant for 
Defense Planning shall be informed of the location of all security files, and 
the location of such files may not be changed without his approval. When 
adequate facilities are not available for filing or storing classified material, 
the material shall be delivered to the Defense Planning Office for safekeeping. 

b. Safe Combinations. Combinations shall be committed to memory and 
not written. Safe combinations shall be changed when the safe is first in- 
stalled in an office, or whenever a person knowing the combination is trans- 
ferred from the office to which the safe is assigned, or at such other time as 
circumstances make a change necessary to ensure the security of the docu- 
ments, or at least once a year. The name, home address, and home telephone 
number of each employee having knowledge of the combination of the 
security storage facility shall be affixed to the outside of such storage 
facility. 

c. Custody. Employees having access to security storage facilities shall 
be responsible for seeing that the facilities are kept locked, and that all 
security precautions are taken to guard the information therein. Office areas 
shal] be inspected.at the end of the work day by employees working with 
classified material to ensure that all classified documents are properly 
stored; that safes and file cabinets are securely locked; and that desks, 
table tops, out trays, and tops of filing equipment are free of classified 
material. Open and Closed signs shall be placed in the handle of the 
top drawer of each storage facility for classified material as a visual warning 
to responsible employees to lock it at the end of the day or during unguarded 
periods during the regular working day. 

d. Inspection. Building guards will inspect security storage facilities dur- 
ing the course of their regular building inspections after working hours. If 
such a facility is found by a guard to be unlocked, he will call one of the 
persons listed as having access to it, and that person shall return to the 
building at once to check the contents of the security storage facility. In 
addition, the guard shall make a report to the Special Assistant for Defense 
Planning. 

e. Inventory. An inventory of all classified material on hand shall be 
currently maintained. If a safe is found unlocked, the contents shall be 
physically inventoried immediately. The custodian of the safe shall send 
a report of the circumstances to the Special Assistant for Defense Planning 
together with a statement of any classified documents found missing. An 
inventory of classified material may be ordered by the Special Assistant 
for Defense Planning at any time. The person to whom the material is 
charged must produce it or evidence of its transfer in the form of a proper 
receipt on Form PHA-2369. 

7. Classifying Defense Information. Although the PHA is not authorized to 
assign an initial classification to defense information or material, it is necessary 
that employees know and apply the following rules in the handling, transmittal, 
and protection of such material or information. 

a. Documents in General. Documents shall be classified according to 
their own content and not necessarily according to their relationship to 
other documents. References to classified material which do not reveal 
classified defense information shall not be classified. 

b. Physically Connected Documents. The classification of a file or a 
group of physically connected documents shall be at least as high as that 
of the most. highly classified document therein. Documents separated from 
the file or group shall be handled in accordance with their individual defense 
classification. 

c. Multiple Classification. A document, product, or substance shall bear 
a classification at least as high as that of its highest classified component. 
The document, product, or substance shall bear only one overall classifica- 
tion, notwithstanding that pages, paragraphs, sections, or components thereof 
bear different classifications. 
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d. Transmittal Letters. A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure. 

e. Information Originated by a Foreign Government or Organization, 
Defense information of a classified nature furnished to the United States 
by a foreign government or international organization shall be assigned, by 
proper authority, a classification which will ensure a degree of protection 
equivalent to or greater than that required by the government or organiza- 
tion which furnished the information. 

f. Eetracts. Extracts from or paraphrases of classified documents shall 
not be downgraded or declassified without the consent of the originating 
agency. Such consent shall be obtained through the Special Assistant for 
Defense Planning. 

g. Classified Telegrams. Classified messages which have been sent by 
telegraph or other electrical means shall not be referred to, disseminated, 
extracted from, paraphrased, downgraded, or declassified without the con- 
sent of the originating agency. Such consent shall be obtained through the 
Special Assistant for Defense Planning. 

8. Marking Classified Material. Yn order te identify classified defense infor- 
mation and to distinguish it frem non-security informatien, classified defense 
material must always be clearly marked to show the defense classification. 

a. Bound Documents. The assigned defense classification on bound docu- 
ments, such as books or pamphiets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked and stamped on 
the outside of the front cover, on the title page, om the first page, on the 
back page, and on the outside of the back cover. In each case the markings 
shall be applied to the top and bottom of the page or cover. 

b. Unbound Documents. The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other simi- 
lar documents, pages of which are not permanently and securely fastened 
together, shall be conspicuously marked or stamped at the top and bottom 
of each page in such manner that the marking shall be clearly visible when 
the pages are clipped or stapled together. 

ce. Charts, Maps, and Drawings. Classified charts, maps, and drawings 
shall earry the defense classification marking under the legend, title block, 
or scale in such manner that it will be reproduced on all copies made there- 
of. Such classification shall also be marked at the top and bottom in each 
instance. 

d. Photographs, Films, and Recordings. Classified photographs, films, 
and recordings and their containers, shall be conspicuously and appro- 
priately marked with the assigned defense classification. 

f. Products or Substances. The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and 
on their containers, if possible, or if the article or container cannot be 
marked, written notification of such Classification shall be furnished to the 
recipients of such products or substances. 

g. Reproductions. All copies of reproductions of classified materials shall 
be appropriately marked or stamped in the same manner as the original. 

h. Unclassified Material. Normally unclassified material shall not be 
marked or stamped unclassified unless it is essential to convey to the re- 
cipient of such material that it has been examined specifically with a view 
to imposing a defense classification and has been determined not to require 
such classification. 

i. Material Furnished Persons Not in the Executive Branch of the Gov- 
ernment. When classified material affecting the national defense is fur- 
nished authorized persons, in or out of Federal service, other than those in 
the Executive Branch, the following notation in addition to the assigned 
classification marking, shall whenever practicable, be placed on the material, 
on its container, or on the written notification of its assigned classification : 

This material contains information affecting the national defense of 
the United States within the meaning of the espionage laws, Title 18, 
U.S.C. Secs. 798 and 794, the transmission or revelation of which in any 
manner to an unauthorized person is prohibited by law. 

9. Disposition of Classified Material. When classified material becomes in- 
active, it shall be delivered to the Special Assistant for Defense Planning for 
disposition in accordance with applicable law and regulations. 
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Administrative Manual 


PERSONNEL 
June 1956 


Distribution : All Employees 


TESTIMONY OR PRODUCTION OF RECORDS BY EMPLOYEES OF THE PHA 


1. Purpose. This Section sets forth the procedure to be followed by PHA 
employees called upon to produce PHA records or to testify with respect to 
information obtained in the course of the performance of their official duties. 
It does not apply to testimony concerning debtor-employees of the PHA in 
attachment or garnishment proceedings (see Administrative Manual Section 
82-44). 

2. Definitions. For the purposes of this Section the following terms are 
defined : 

a. “Testify” means to testify in administrative or court proceedings with 
respect to information obtained by PHA employees in the course of the 
performance of their official duties. 

b. “Records” means any official files, documents, or other records of the 
PHA. (This does not include Official Personnel Folders which by Executive 
Order 10561 have been designated a part of the records of the Civil Service 
Commission and subject to the jurisdiction and control of the Commission.) 

ce. “Produce records” means to submit or make records available for use 
in administrative or court proceedings. 

3. Approval To Testify or Produce Records 

a. Employees of the PHA shall not testify or produce records, pursuant 
to subpoena or subpoena duces tecum or otherwise, without prior approval. 

b. The Deputy Commissioner is authorized to grant such approval in all 
eases. The Regional Director is authorized to grant such approval with 
respect to Regional Office and project employees under his jurisdiction and 
= respect to records in the Regional or project offices under his juris- 

ction. 

c. Approval shall not be granted unless the party requesting the testimony 
or records, or his attorney, has submitted an affidavit setting forth the 
nature of the proceeding, the administrative body or court before which 
the proceeding is being conducted, the parties involved, the interest of the 
party seeking the information and/or records, the matters with respect to 
which the testimony of the officer or employee is desired and/or identifica- 
tion of the records sought to be produced, facts as to the service of any 
process compelling such testimony or requiring the production of records 
including the time and place of appearance designated in such process, 
and any other pertinent facts. 

Nore.—This Section supersedes Section 3830:2 of the Manual of Policy and 
Procedure. It has been rewritten throughout. A section (300.4) covering this 
subject has been published in the Federal Register (21 FR 4047-4048). 

d. Approval, when granted, shall be limited to the matters set forth in 
the affidavit or such portions thereof as the approving officer may deem 
consistent with the public interest. 

4. Notification of Receipt of Subpoena or Other Direction or Request. Im- 
mediately upon receipt of a subpoena or other direction or request to testify or 
produce records, Central Office employees shall notify the General Counsel, and 
Regional Office and project employees shall notify the Regional Attorney. Em- 
ployees shall also inform their immediate supervisors. 

5. Action by the General Counsel or Regional Attorney. 

a. If no affidavit, as required, has been submitted, the General Counsel 
or Regional Attorney shall notify the litigant or other party in interest 
or his attorney that approval to testify or produce records will not be 
granted unless an affidavit setting forth the requisite matters is submitted 
(paragraph 3 above) and shall direct attention to the controlling PHA 
regulation published in the Federal Register (21 FR 4047-4048). 

b. If an affidavit has been submitted, the General Counsel or Regional 
Attorney shall review the affidavit and consult with the head of the organ- 
izational unit having jurisdiction over the employee and/or official responsi- 

bility for the function to which the requested testimony or records relate. 
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The General Counsel shall make recommendations to the Deputy Commis- 
sioner, and a Regional Attorney shall make recommendations to his Regional 
Director. 

ce. Employees will be advised of the decision of the approving officer in 
writing by the General Counsel or Regional Attorney. Where time does not 
permit transmittal of the advice in writing, the employee shall be advised 
orally and written confirmation of the advice shall be sent to the employee 
at once. 

d. Before the time at which an employee is required to appear in response 
to a subpoena to testify or produce records, the General Counsel or the 
Regional Attorney shall advise with the appropriate Assistant Attorney 
General or United States District Attorney and request that a United 
States Attorney appear with the employee to advise him and represent the 
interests of the United States. 

6. Appearances by PHA Employees. Whenever a subpoena has been served 
on an employee he shall appear in response thereto unless otherwise instructed 
by the approving officer. Whenever action by the approving officer has not been 
taken prior to the specified time for appearance (whether because no affidavit 
was submitted or because action on the affidavit is pending), the employee shall, 
unless otherwise instructed by the approving officer, appear in response to the 
subpoena and respectfully decline to testify or to produce records on the ground 
that such action is prohibited unless approved in accordance with the controlling 
PHA regulation published in the Federal Register (21 FR 4047-4048). He shall 
state that no affidavit has been submitted or that action by the approving officer 
on such an affidavit is still pending, as the case may be. Whenever the approv- 
ing officer has declined to grant approval to testify or to produce records, as to 
all or part of the matters covered by a subpoena, the employee shall, unless 
otherwise instructed by the approving officer, appear in response to the subpoena 
and, with respect to those matters for which approval has not been granted, 
respectfully decline to testify or to produce records on the ground that such 
action is prohibited unless approved in accordance with the controlling PHA 
regulation published in the Federal Register (21 FR 4047-4048) and that such 
approval has been refused. 


JuLy 8, 1958. 
Hon. Jonn E. Moss, 
Chairman, Government Information Subcommittee of the Committee on Govern- 
ment Operations, House of Representatives, Washington, D.C. 


Dear Mr. CHAIRMAN: This is in response to your letter of June 23, 1958, con- 
cerning the request of Mr. Bruce Nair of the Chester Times for copies of the 
consolidated reviews of management operations of the Delaware County Hous- 
ing Authority and the Chester Housing Authority, Pennsylvania. 

The reports in question are in the form of a communication from the Director, 
Washington Regional Office, PHA, addressed to the Chairman of the Local 
Authority with copies to the other Commissioners and to the Executive Di- 
rector of the Local Authority. Each report is the result of studies made by the 
PHA of various phases of the Local Authority’s operations, to assure compliance 
with the terms of the contract for Federal financial assistance and the provisions 
and purposes of the United States Housing Act of 1937, as amended, pursuant 
to which such contracts were entered into. 

The reports point out specific deficiencies in operations found in the course 
of such studies, and contain the PHA’s recommendations for correction thereof. 
As stated in the accompanying letters to the Chairman of the Local Authorities, 
the reports are submitted to the Local Authorities for their study, with a view 
to discussion of the PHA’s recommendations at a meeting between the Local 
Authority and PHA officials. 

The reports mention the names of PHA employees who conducted the surveys 
and of Local Authority employees who cooperated in the studies, and names of 
some tenants, their family relationships and dependencies, their income, and the 
sources thereof including public assistance. 

Your specific questions are answered as follows : 

i eet is the specific reason for refusing to make public the report in ques- 
on 

Answer: The PHA believes that it would be contrary to the public interest for 
reports of this kind to be made available for public scrutiny, in that their purpose 
and effectiveness would be largely destroyed. 
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As stated above, the reports are the result of investigations made to ascertain 
whether there is compliance with the contracts for financial assistance and the 
Act authorizing such contracts. The effectiveness of these studies depends in 
large measures upon the freedom of action of PHA staff member and the 
eooperation accorded them by Local Authority staff members. Some of 
the useful information obtained may consist of statements, suggestions or charges 
by individuals, including leads and suspicions, which warrant further investiga- 
tion by the Local Authority, but which would not qualify as evidence in any 
formal proceedings. If the names of PHA employees who make the studies and 
of Local Authority staff who cooperate with and assist them were exposed to 
public scrutiny, the scope and effectiveness of future studies would be severely 
inhibited. 

The adverse effect of publicity would also permeate discussions between the 
PHA and the Local Authority on the basis of the reports. dm large measure the 
success of such discussions depends upon a voluntary desire on the part of the 
Local Authority te correct deficiencies, rather than defend existing conditions. 

If, however, the PHA’s report were made public, the tendency would be for the 
Local Authority members to resist all suggestions and recommendations for cer- 
rections and to comply only with such demands as could be legally enforced, 
This would be the inevitable result of their natural desire not to appear at fault 
in the eyes of the public. 

Moreover, publication of the reports might be gressly unfair to the Local Au- 
thority Commissioners and staff members responsible for the operations criti- 
cized adversely by the PHA. In the course of discussion based on the report, the 
Local Authority might be able to show, for example, that conditions reported in 
the investigation do not constitute mismanagement, or that alleged mismanage- 
ment is not as extensive as reported, or that there exist special extenuating cir- 
cumstances. Failure of the PHA to observe a rule.of “fair play” would be detri- 
mental to the administration of the low-rent housing program, which depends 
on the services of public minded citizens who serve as members of local housing 
authority boards, in most instance without pay. Unwarranted disclosure might 
also subject PHA officials to personal liability for damages (see Lyons v. Howard, 
250 F. 2d 912, CA-1, 1958, cert. granted June 9, 1958, No. 956). 

In withholding these reports from public scrutiny, the PHA does not hold 
them to be secret matter. The PHA stands ready to make them available to 
those officially concerned, and has in fact made them available ‘to the Director, 
Bureau of Community Development, Department of Commerce, Commonwealth 
of Pennsylvania, who requested them for official purposes of that Department. 
If violations of Federal law were disclosed, the PHA would report such viola- 
tiens to the Department of Justice. If local criminal laws should appear to 
have been violated, the PHA would report such fact to the appropriate local 
law enforcement officials. The PHA will also make the reports available for 
official use of your subcommittee if requested for that purpose. 

2. If you determine to carry out the initial refusal to make the report public, 
what is the statutory authority for your refusal? 

Answer: The PHA relies upon the general principle of law that agencies of 
the Government exercising executive functions have the privilege and discretion 
to keep papers and information confidential in the public interest. For the 
reasons stated in answer to question 1, we are convinced that release of these 
reports to the public would be contrary to the public interest. 

The Administrative Procedure Act does not change this long standing princi- 
ple of law, since even as to “matters of official record’’ required to be disclosed, 
the requirement is only for persons “properly and.directly concerned” and is in- 
applicable when the information is “held confidential for good cause found.” 
Moreover, investigative reports of this kind are not regarded as “matters of 
official record.” In this connection the Attorney General has said that “all in- 
vestigative reports are confidential documents of the executive department of 
the Government, to aid in the duty laid upon the President by the Constitution 
to ‘take care that the laws be faithfully executed’ * *.*,’ (40 Op. Atty. Gen. 45, 
46 (1941) ). 

3. What specific rules and regulations of the Public Housing Administration 
govern the availability to the public of management reviews such as that made 
of the Pennsylvania housing authorities? Please provide copies of all pertinent 
rules and regulations. 

Answer: The PHA has no rule or regulation specifically governing the avail- 


ability of management reviews. It has a general negulation on the, amailability 
of official records, published in ch CFR 300.1, a copy of which is enclosed. 
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It is our policy to grant requests for official information to persons properly 
and directly concerned, except where there are cireumstances that make it 
contrary to the public interest to doso. 

4. Approximately how many such management reviews are made each year 
by the Public Housing Authority? Under what conditions are they available 
for public inspection? 

Answer: A consolidated review of management operations, such as involved 
here, is a report of four different aspects of audit—fiscal audit, management re- 
view, company audit, and engineering survey. The PHA auditing of Local 
Authorities is a continuing operation, the number and kinds of audit being de- 
pendent upon scheduling, problems indicated, and other conditions. At times 
only a fiscal audit is made and reported, at other times one or more of the other 
kinds of andit are made and reported, and sometimes all four kinds of audit 
are made and reported in a single report. 

As of June 25, 1958, the PHA had reported on audits of as many as 635 Local 
Authorities during the fiscal year 1958. As to some of these Local Authorities, 
all four kinds of audit were made and the report is in the form of a consolidated 
review. For others, one or more kinds of audits were made and reported sepa- 
rately to the Local Authority involved. 

Availability of these reports for public inspection, whether in the form of a 
consolidated review or a review of one or more phases of audit, is governed 
by the principles stated in answer to the previous questions herein. 

We trust that the foregoing satisfactorily answers the questions presented. 

It should be noted also that in dealing with a Loeal Authority the PHA deals 
with an agency of a sovereign State, and that responsibility for the conduct and 
activities of Local Authority members is a matter for State officials. We believe 
that the Federal-State relationship is better served and the respective areas of 
responsibility are better preserved by referring to appropriate State officials 
any request for information relative to official action of the State or its officers. 

Please do not hesitate to communicate with us again if you require further 
information. 

Sincerely yours, 
CHARLES EB. Stusser, Commissioner. 


Aprit 19, 1957. 
Hon. Joun E. Moss, 
Chairman, Government Information Subcommittee, Committee on Government 
Operations, House of Representatives, House Office Building, Washington, 
D.C. 


Dear Mr. CHarrMAN: This is in further reply to your inquiry of March 20, 
1957 in which you relate the fact that there is no public listing of this corpora- 
tion’s common shareholders to certain information transmitted to the Sub- 
committee by the Housing and Home Finance Administrator under date of 
September 23, 1955. 

As I informed you in my letter of acknowledgment on March 27, 1957, the 
question of publicizing the list of FNMA common shareholders did not become 
a matter of significance until April of 1956 when broker-dealers in securities 
became interested in creating a market for the the growing number of outstand- 
ing FNMA shares. At that time, the Board of Directors of the Association 
concluded in accord with usual corporate practice that it was in the best 
interests of the shareholders not to disclose the latter’s identity and holdings 
to any person whose apparent purpose was solicitation with a view of effecting 
the purchase and sale of FNMA shares for personal profit. The appropriate 
excerpt from the minutes of the meeting of the Board of Directors of April 12, 
1956, is enclosed. 

To date, the very few requests received by the Association for its list of share- 
holders have been of the indicated nature, and have been determined accordingly. 
The legal authority for the action of the Board of Directors is found in the 
general law of corporations. Reference is made to Article 9 of the Association’s 
Bylaws which states “It shall be the duty and responsibility of the Board of 
Directors to determine the general policies which shall govern the operations 
of the Association.” The general corporate powers, set forth in section 300(a) 
[12 USCA, section 1723(a)] of the Federal National Mortgage Association Char- 
ter Act, include the power “to do all things as are necessary or incidental to the 
proper management of its affairs and the proper conduct of its business.” Also 
we refer to 18 USCA, section 1905. 
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As my March 27 letter contemplated, the Board of Directors have again con- 
sidered the matter of furnishing lists of FNMA shareholders and have authorized 
me to advise you that it is the intent of the Board that the Association should 
conform to the information policy of the Housing and Home Finance Administra- 
tor as outlined in the September 23, 1955 letter. In this connection, the Housing 
and Home Finance Administrator wishes me to point out that the examples of 
restricted information that is not available te the public, as set forth in the 
answer to Question I. 1. (a) through (e), were intended to be illustrative rather 
than all inelusive. It appears that the shareholders lists are also “confidential 
information of nonsecurity significance” of the type referred to on pages 116-125 
of the Committee’s Twenty-fifth Intermediate Report of July 27, 1956. 

Under the law governing ordinary business corporations, the list of FNMA 
shareholders is, of course, available to each such shareholder upon a showing of 
legitimate need or proper purpese. The shareholder’s, right is to be exercised 
in good faith for a specific and honest) purpose, and mot. to gratify idle curiosity 
or for a speculative or vexatious purpose. The purpose must be lawful in char- 
acter, and not inimical to the interests of the corporation. The right of privacy 
of other shareholders is also involved. As one court stated the situation : “There 
are dangers inherent in disclosing . . . [stockholders] lists upon a set procedure 
as uniformly and automatically as a chemical reaction responds to a reagent. 
One widely recognized danger is that such disclosures may furnish unscrupulous 
speculators with lists of unworldly and gullible investors, who may be misled 
easily into exchanging or selling their securities at values well below their in- 
trinsic worth. There are other and more subtle ways of profiting from the im- 
proper exploitation of bondholder and stockholder lists.’ Bresnick v. Saypol, 
57 N.Y.S. 2d 904. 

I am instructed by the Board of Directors to state to you that we would pre- 
sume that a request for the list of FNMA shareholders, made by an individual 
Member of Congress, was for a proper purpose, i.e.. was a request for informa- 
tion necessary to carry out legislative work, and the list would be furnished 
accordingly. Of course, the list would be furnished to any Congressional 
Committee, upon request, for the same reason. 

FNMA is the only Government corporation which has freely transferable stock 
outstanding in the hands of private investors. Additional stock is issued at the 
beginning of each month, through the facilities of the Manufacturers Trust 
Company, New York, the corporate Transfer Agent, in accordance with paid-in 
subscriptions received during the preceding month. Subscriptions are in pro- 
portion to the amount of business transacted with the corporation. 

The Congressional objective is to develop the corporation into an organiza- 
tion of sufficient size and with sufficient capital (outstanding common stock now 
exceeds $20,000,000) and other established sources of non-government financing 
(outstanding non-government-guaranteed debentures now amount to $850,000,- 
000) that it can, without need for government financing, serve to provide effec- 
tive supplementary assistance to the general secondary mortgage market. In 
that connection, I should like to quote section 303(g) of the FNMA Charter Act: 

“(g) As promptly as practicable after all of the preferred stock of the 
Association held by the Secretary of the Treasury has been retired, the 
Housing and Home Finance Administrator shall transmit to the President 
for submission to the Congress recommendations for such legislation as may 
be necessary or desirable to make appropriate provisions to transfer to the 
owners of the outstanding common stock of the Association the assets and 
liabilities of the Association in connection with, and the control and man- 
agement of, the secondary market operations of the Association under sec 
tion 304 of this title in order that such operations may thereafter be carried 
out by a privately owned and privately financed corporation.” 

Because of the unique character of the Federal National Mortgage Associ- 
ation, the Board of Directors consider that we must be governed by the law and 
rules applicable to generally similar ordinary business corporations. 

I hope that the foregoing is the information you desire. 

Sincerely yours, 


J. 8S. BauecuMaNn, President. 





INDIAN CLAIMS COMMISSION 
Wasurneoton, D.C., June 27, 1958. 


Hon. THomas C. Hennes, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
U.S. Senate, Washington, D.C. 

Dpar SENATOR Hennines: In reply to your letter of June 26 regard- 
ing the subject of freedom of information as to records, information, 
etc, of this agency, have to advise that all of our records are available 
to members of the public or the  sdeapg heat likewise, all information 


with reference to the activities of this agency is public. In other words, 
we withhold no records or information having to do with cases before 
us or that. have been filed and have been heard or in process of being 
developed for final oo ag my 

With every wish, Iam, 

Sincerely yours, 
Epear E. Wrrt, 
Chief Commissioner. 
435 





DEPARTMENT OF THE INTERIOR 


JuLy 22, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 


Dear Senator Henninos: In accordance with the request contained 
in your letters dated June 26, 1958, addressed to the Secretary of the 
Interior, to the Commissioner of Indian Affairs, to the Director of the 
Bureau of Land Management, to the Commissioner of the Bureau of 
Reclamation, and to the Director of the Bureau of Mines, the ne 
answers to your questions are submitted, and we hope that they wi 
be helpful to your subcommittee. 

1. What types of information and records in the possession of your 
Department or agency are not available to members of the public or 
press upon request ? 

(a) Information classified for reasons of national security. 

(b) Information provided to the Department by individuals or busi- 
ness firms for use in the preparation of industrywide reports or sta- 
tistics with the understanding that. data regarding any one such indi- 
vidual or firm will not be released since the data might afford other 
individuals or firms an unfair competitive advantage. 

(c) Information pertaining to budget estimates prior to their sub- 
mission by the President to the Congress. 

(2) Information contained in documents pertaining to matters 
awaiting final action or decision by the Department. 

(e) Notes or memorandums attached to but not an official part of 
papers on which an official action is to be or has been taken. 

(fF Files on investigation of alleged irregularities or misconduct of 
ee paige le OE 

g) Information pertaining to fiduciary relationship with individ- 
uals not in the employment of the Department, e.g., individual Indians. 

2. On the basis of what authority do you withhold such information 
or limit the availability of such recent 

(a) The Constitution of the United States and the general authority 
of the President acting directly or through the heads of the executive 
agencies to withhold information and papers in the public interest. 

(6) 5 U.S.C. 22, relating to the authority of the heads of all agen- 
cies with respect to the custody, use, and preservation of their records. 

(c) 5 U.S.C. 488, 489, relating to the authority of the Secretary 
of the Interior to make departmental records available when not 
prejudicial to the interests of the Government. 

(d) 43 C.FLR. 2.13 2.23 and 2.3, relating to the availability of official 
records in this Department. 


2 Reprinted in “Freedom of Information and Secrecy in Government—Part 2,” hearing 
ours Senate Constitutional Rights Subcommittee, Apr. 16, 1958, 85th Cong., 2d sess., 
p. ; 
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We do not have pamphlet copies of these statutes and regulations, 
but the United States Code and the Code of Federal Regulations are 
undoubtediy available in your library. If copies are desired by your 
committee, they would need to be typed from these source materials. 

The foregoing answers are identical in substance to the answers 

reviously given to the House Govermment Operations Committee. 
e Views ,~ were amplified by Attorney General Rogers in a 
statement on March 6, 1958, befere your Subcommittee on ‘Constitu. 
tional Rights in response to an inquiry by the legislative branch con- 
a the decisionmaking process and documents of the executive 
ranch. 
If we can be of further assistance, please let us know. 
Sincerely yours, 


D. Orts Brastey, 
Administrative Assistant, Secretary of the Interior. 











INTERNATIONAL COOPERATION 
ADMINISTRATION 


WasuinetTon, D.C., July 31, 1958. 


Hon. Tuomas C. Hennineos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Conumitiee on the 
Judiciary, U.S. Senate, Washington, D.C. 
Dear Mr. Cuarrman: In response to your letter dated June 26 
1958, in connection with the current ae of the subject of freedom o 


information by the Subcommittee on Constitutional Rights of the 
Committee on the Judiciary, receipt of which was acknowledged by 
me on June 30, 1958, I wish to offer the following information as set 
forth herein. For clarity’s sake, I shall set forth your questions by 
number and our responses successively. 

1. What types of information and records in the possession of 
your Department or agency are not available to the members of the 
press or public upon request ? 

Answer: (a) Classified security information. 

(6) Information obtained from business concerns in confidence, 
i.e., trade secrets, ete. 

(c) Information pertaining to suits by or against the U.S. Gov- 
ernment. 

(d) Information pertaining to pending investigations of allegations 
concerning employees or companies. 

(e) Information concerning an employee or applicant the indis- 
criminate distribution of which might cause unwarranted injury to 
the individual. 

(f) Collateral contract papers such as contractors’ bids and pro- 
posals, negotiating correspondence with contractors, profit and loss 
and other financial statements of contractors, and all documents pre- 
pared by ICA offices preliminary to contracting. 

(g) Reports of contractors where classified “Official Use Only” 
(other reports of contractors may be classified for security reasons). 

(hk) Confidential advice and communications within the executive 
branch. 

(4) Communications and reports to congressional committees and 
individual Congressmen unless the information can be made public 
generally. 

2. On the basis of what authority do you withhold such informa- 
tion or limit the availability of such records? 

Answer: Executive Order 10501, Presidential directive of May 17, 
1954 (with attachment of memorandum of the Attorney General), 
Presidential directive of March 13, 1948, 18 U.S.C. 641, 18 U.S.C. 
793, 18 U.S.C. 794, 18 U.S.C. 798, 18 U.S.C. 952, 18 U.S.C. 1001, 
18 U.S.C. 1905, and 18 U.S.C. 2071. Also constitutional doctrine of 
executive privilege. For a general reference in this connection, see. 
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statement of William P. Rogers, Attorney General of the United 
States, before the Subcommittee on Constitutional Rights of the Sen- 
ate Judiciary Committee, March 6, 1958. 

3. Please send copies of all authorities cited together with any di- 
rectives, regulations (published as well as unpublished), instructions 
to personnel, letters, policy statements and memorandums dealing with 
the availability of records and information. 

Answer: Enclosed herewith are copies of Executive Order 10501, 
Presidential directive of May 17, 1954 (with attachment of memo- 
randum of the Attorney General), and the Presidential directive of 
March 13, 1948, tegether with a.copy of the statement of Attorney 
General Rogers of March 6, 1958, referred to above. 

Also attached is manual order 631.1, dated August 1, 1957, which 
contains the statutory references cited in item 2 above, namely, 18 
US.C. 641, 18 U.S.C. 793, 18 U.S.C. 794, 18 U.S.C. 798, 18 U.S.C. 
952, 18 U.S.C. 1001, 18 U.S.C. 1905, and 18 U.S.C, 2071. 

In addition, there are also enclosed the following: 

(a) Manual order 371.1, dated February 6, 1956—Procedure for 
ating on congressional inquiries and attending congressional com- 
mittee heari 


rings. 

(6) Memorandum, dated April 17, 1956, from Mr. Hollister to all 
employees. 

c) Letter, dated April 15, 1958, from Mr. James H. Smith, Jr., 
Director of ICA, to Representative John E, Moss, chairman, Govern- 
ment Information Subcommittee, Committee on Government Opera- 
tions. 

In addition you will be interested to know that currently all public 
and press informational activities in the mutual security program 
are handled by the Bureau of Public Affairs in the Department of 
State. Information on ICA’s particular activities are released by the 
Special Assistant for Mutual Security Information, Mr. John P. 

her, oe are y located in the ICA offices. 
e trust that the foregoing will be completely responsive to your 
questions. 
Sincerely yours, 
GumForD JAMESON, 
Deputy Director for Congressional Relations 
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(Attachments follow :) 
EXECUTIVE ORDER 10501 


(Reprinted at p. 667 in this document. ) 


PRESIDENT EISENHOWER’S LETTER OF MAY 17, 1954, TO 
THE SECRETARY OF DEFENSE 


(Reprinted at p. 675 in this document.) 


PRESIDENTIAL DIRECTIVE 
(18 F.R. 1359) 
THE WHITE House, March 13, 1948. 
[Confidential Status of Employee Loyalty Records] 


MeMorRANDUM TO ALL OFFICERS AND EMPLOYEES IN THE EXECUTIVE BRANCH OF THB 
GOVERNMENT 


The efficient and just administration of the Employee Loyalty Program, under 
Executive Order No. 9885 of March 21, 1947, requires that reports, records, 
and files relative to the program be preserved in strict confidence. This is neces- 
sary in the interest of our national security and welfare, to preserve the con- 
fidential character and sources of information furnished, and to protect Govern- 
ment personnel against the dissemination of unfounded or disproved allegations. 
It is necessary also in order to insure the fair and just disposition of loyalty cases. 

For these reasons, and in accordance with long-established policy that reports 
rendered by the Federal Bureau of Investigation and other investigative agencies 
of the executive branch are to be regarded as confidential, all reports, records, 
and files relative to the loyalty of employees or prospective employees (including 
reports of such investigative agencies), shall be maintained in confidence, and 
shall not be transmitted or disclosed except as required in the efficient conduct 
of business. 

Any subpena or demand or request for information, reports, or files of the 
nature described, received from sources other than those persons in the executive 
branch of the Government who are entitled thereto by reason of their official 
duties, shall be respectfully declined, on the basis of this directive, and the sub- 
pena or demand or other request shall be referred to the Office of the President 
for such response as the President may determine to be in the public interest in 
the particular case. There shall be no relaxation of the provisions of this direc- 
tive except with my express authority. 

This directive shall be published in the Federal Register. 


(5 U.S.C.A. § 631 note.) 


STATEMENT BY THE HONORABLE WILLIAM P. ROGERS, 
ATTORNEY GENERAL OF THE UNITED STATES 


On “Inquiry by the legislative branch concerning the decision- 
making process and documents of the executive branch.’ 

Prepared for delivery before the Subcommittee on Constitutional 
Rights of the Senate Judiciary Committee, March 6, 1958. 

(This statement is reprinted at page 682 in this document and 
along with the Attorney General’s oral testimony, it appears in part 
1, “Freedom of Information and Secrecy in Government,” Subcom- 
mittee on Constitutional Rights, 85th Cong., 2d sess., pp. 1-48.) 


Harry S. TRuMAN, 
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REGULATIONS 


INTERNATIONAL COOPERATION ADMINISTRATION MANUAL 


Subject: Procedure for Acting on Congressional Inquiries and Attending Con- 
gressional Committee Hearings 

Order No. 371.1 

Trans. letter No.: ICA/W-57 OPH-ICA/W-17 

Page 1 

Effective date: Feb. 6, 1956 

Supersedes ICA Manual—M.O. 330.1 dated March 29, 1955 


I. PROCEDURE FOR ACTING ON WRITTEN CONGRESSIONAL INQUIRIES OR REPLIES 


A. Receipt and assignment of action on written congressional inquiries 

1. Incoming Congressional inquiries in written form, regardless of subject 
matter or addressee, will be routed by the Mail Room to the Executive Secre- 
tariat for control and assignment of action. 

2. Executive Secretariat will assign action on written Congressional inquiries 
as follows: 

a. Ordinarily, letters will be referred to the Office of the Deputy Director 
for Congressional Relations, for preparation and dispatch of an interim 
reply, and then to the appropriate geographic, technical or management 
office for action. 

b. If the inquiry requires an official agency report or opinion on present 
or proposed legislation, action will be assigned to the Office of the General 
Counsel. Note: Some Congressional inquiries of this type may be received 
by transmittal from the Bureau of the Budget. 

c. Budget Division will be assigned action on all matters relating to fiscal 
year budget presentations. 

3. Written replies to Congressional inquiries must be in the Office of the 
Deputy Director for Congressional Relations within five working days from receipt 
of the action assignment unless otherwise authorized. 


B. Format and distribution of copies 


1. Correspondence with a member of Congress or his staff, or with the chair- 
man or staff members of the various Congressional committees, will be in letter 
form. 

2. Two copies of outgoing Congressional correspondence should be furnished 
to the Secretariat, one of which will be for the Deputy Director for Congres- 
sional Relations. This instruction is applicable to Congressional correspondence 
er reports originating in ICA for any reason, including the answering of written 
or oral inquiries. 


C. Addresses and signatures 


1, Final replies to Members of Congress on personnel matters will be signed 
by the Deputy Director for Management. Final replies on all other mail to 
Members of Congress will be signed by the Director, Acting Director, or Deputy 
Director for Congressional Relations as indicated by EXSEC. 

2. Mail to a staff member of a Congressional office or committee may be pre- 
pared for the signature of the Deputy Director for Congressional Relations, 
the appropriate Deputy Director, Regional Director, the General Counsel, the 
Executive Secretary, or Heads of the following offices: A/DL, S/IND, S/FOOD, 
8/PUB, S/TRANS, S/BUS, S/LAF, M/S&R, M/PERS, M/PSI, M/CONT, M/PR, 
M/O&M depending upon the subject matter. 

8. When in doubt as to the proper Congressional addresses or the appropriate 
ICA signing officer for Congressional correspondence, agency personnel should 
consult the Executive Secretariat. 


D. Clearances and transmittal 


1. All letters to Members of Congress or Congressional Staffs must be cleared 
with the Deputy Director for Congressional Relations, and a copy of such 
Agency correspondence supplied to DD/C. 

2. On all Congressional correspondence which requests an official agency 
report or opinion on present or proposed legislation, whether received directly 
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from the Chairmen of Congressional Committees, individual members of Con- 
gress, or by transmittal from the Bureau of the Budget: 

a. The Office of the General Counsel will determine necessity for, and 
obtain official clearance with the Bureau of the Budget, if required by Budget 
Circular A-19, revised, dated June 14, 1954 ', and, 

b. If the proposed report relates to or affects State Department operationg 
or policy, Office of the General Counsel will clear the report with the 
Office of the Assistant Secretary of State for Congressional Relations. 

ec. Office of the General Counsel will clear proposed reports on legisla- 
tion with the Deputy Director for Congressional Relations. 

3. In addition to legislative reports, replies to Congressional inquiries which 
contain significant policy implications must be cleared with the Deputy Director 
for Congressional Relations who will determine, in cooperation with the Office 
of the General Counsel, whether they require clearance by the Bureau of the 
Budget in accordance with Bureau of the Budget Circular A-19, revised. The 
Office of the General Counsel will obtain Budget Bureau clearance, if determined 
to be required. 

4. When clearance with another program agency is involved, a copy of the 
reply must be prepared for that agency. The Director of the Budget Division 
will be responsible for coordinating the negotiation of clearances with other pro- 
gram agencies for letters pertaining to budget presentation, when such clearance 
is necessary. 

5. Economic data submitted in response to Congressional Requests should be 
cleared with the Office of Statistics and Reports. Except for submission by the 
Budget Division, program data covering such items as past actual allocations, 
allotments, obligations, allotments, obligations, expenditures, or paid shipments 
should be cleared by M/S&R, which is responsible for maintaining and verifying 
such information with the Budget Division or other offices as necessary. Pro- 
gram forecasts or forward estimates should be cleared with Budget Division. 
These clearances are necessary even if the data are abstracted from reports 
already prepared or published. 

6. Written or printed information being transmitted to Congressional per- 
sonnel must be routed through the Secretariat with the following exceptions: 

a. Budget presentation documents going from. the Budget Division to Con- 
gressional committee staffs. 

b. Replies to oral inquiries for unabstracted public reports of a routine 
nature available for distribution to the public that do not require preparing 
a letter of transmittal. 





IL, PROCEDURE FOR ACTING ON ORAL CONGRESSIONAL INQUIRIES 


A. Oral inquiries received in the Office of the Deputy Director for congressional 
relations 


1. The Office of the Deputy Director for Congressional Relations is the proper 
office to receive all oral Congressional inquiries and to assign action to the 
appropriate office. 

2. The ICA official receiving an action assignment on oral inquiries should 
submit promptly (through the Secretariat) a brief memorandum of action taken 
(in duplicate) to the Deputy Director for Congressional Relations. 

3. Correspondence or reports developed in reply to oral inquiries should be 
prepared in accordance with procedure outlined in Section I above. Note: The 
five day rule (See Section I.A. 3) is applicable for written replies to oral 
inquiries. 


B. Oral inquiries received outside the Office of the Deputy Director for con- 
gressional relations 


When ICA personnel receive Congressional inquiries from a source other than 
the Office of the Deputy Director for Congressional Relations, including inquiries 
initiated by Congressional personnel or transmitted by other Government agen- 
cies, including the Library of Congress, they should report such inquiries to that 
office in the following manner: 

1. Telephone the Congressional Liaison Assistant immediately to report signifi- 
cant Congressional inquiries requiring the attention of senior ICA staff. In 





1 This circular requires clearance of agency reports to Congress for agreement with the 
program of the President. 
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general, this means reporting any inquiry from a member of Congress or Chief 
of a Congressional committee staff, or inquiries made for their information. 

2. Submit to the Deputy Director for Congressional Relations a memorandum 
in duplicate of each oral inquiry, including any of the type mentioned in (1) 
above. The memorandum should be submitted through the Secretariat and 
should include the following information : 

a. Congressman or Congressional committee (or staff member, where 
applicable) 

b. Resumé of inquiry 

ce. ICA official who is taking action 

d. Report of reply: also state whether reply is oral or written. (Refer- 
ence to a letter of reply, where applicable, will be sufficient.) 

8. Whenever possible and appropriate, ICA personnel should inform Congres- 
sional inquirers that the Office of the Deputy Director for Congressional Rela- 
tions is the staff to contact for questions pertaining to ICA and that calls should 
be referred to the Congressional Liaison Assistant in that office. 


Ill. CONVERSATIONS WITH CONGRESSIONAL PERSONNEL AND FURNISHING OF MATERIALS 


A. On all conversations between ICA officials and Congressional personnel, 
which are other than routine, a brief memorandum of conversation should be 
forwarded (through the Secretariat) to the Deputy Director for Congressional 
Relations. This section includes conversations by ICA personnel attending for- 
mal or informal Congressional hearings or meetings with Congressional staffs, 
except scheduled hearings pertaining to ICA and reported in Congressional 
transcripts which are automatically forwarded to ICA. 

B, ICA personnel are not authorized to transmit reports or material, nor aré 
they authorized to indicate to Congressional personnel that such material will 
be transmitted, without following the procedure outlined in Section II.B. above. 


IV. APPEARANCE AND ATTENDANCE BY ICA OFFICIALS BEFORE CONGRESSIONAL 
COMMITTEES 


A. Hearings on the ICA fiscal year programs 


Unless invited by the Deputy Director for Congressional Relations to attend 
hearings on the fiscal year programs, all members of the staff of ICA will 
refrain from attending such committee hearings. 


B. Hearings on other legislation of interest to ICA 


Contemplated appearance or attendance by ICA officials or staff members at 
any other hearings on legislative matters of interest to ICA must be reported to 
the Office of the Deputy Director for Congressional Relations prior to the com- 
mittee meeting. 


INTERNATIONAL COOPERATION ADMINISTRATION 


Washington, D.C. 
APRIL 17, 1956. 
Memorandum. 
To: All Employees. 
From: John B. Hollister, Director. 
Subject: Rules on Disclosure of Information. 


There follows a statement of rules applicable in responding to requests from 
outside the agency for information in the possession of ICA. 

1. Information or documents classified for security may not be given to anyone 
— he is properly cleared for security and there is a demonstrated need to 

ow. 

2. Information or documents originally classified by agencies and depart- 
Ihents other than ICA should not be released to persons outside the agency 
without the consent of the originating agency. 

3. Information or documents as to advice, recommendations, discussions and 
communications within the Executive Branch respecting any course of action in 
regard to ICA operations or the operations of other Executive Branch agencies 
are privileged and should not be revealed without the approval of the Director 
to any one outside the Executive Branch and as to any one within the Executive 
Branch, only on the basis of need to know. This restriction should be distin- 
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guished from information regarding final actions taken by ICA or other Executive 
Branch agencies. However, in the ordinary course, information as te final 
actions should be given by personnel who have responsibility for making such 
decisions or are authorized through proper channels to give such information. 
4. Information or documents regarding international negotiations with coun- 
tries dealing with ICA should not be revealed without the approval of the 
Director to any one outside the Executive Branch and as to any one within 
the Executive Branch, only on the basis of need to know. Where such inter- 
national negotiations are conducted by an agency other than ICA, the question 
should be referred to such agency. 
5. Request for information, permission to read documents or for the docu- 
ments themselves should be reviewed with the following five factors in mind: 
(a) Security classification 
(b) Privileged information 
(c) International negotiations 
(d) Need to know 
(e) Source of inquiry 
6. Requests from the GAO for information and documents should be referred 
to the Office of the Controller which will advise as to the procedures to be followed. 
In those cases where GAO personnel are acting as agents of a Congressional com- 
mittee, requests for information will be handled as any other Congressional 
request. 


7. Any question regarding security clearance should be referred to the Security 
Division. 


8. Any question regarding the application of the rules on disclosure should be 
referred to the Office of the General Counsel. 

In addition to the above rules all employees should be familiar with official 
manual orders and instructions regarding handling of requests for information 
and documents in possession of this agency when such requests emanate from 
sources outside the agency: 

1. M.O. 635, “Dissemination of Classified Information”, dated April 18, 1956, 

2. M.O. 610.1, August 16, 1954, “Procedures for the Protection of Certain Non- 
Defense Information”. 

3. M.O. 371.1, February 6, 1956, “Procedure for Acting on Congressional In- 
quiries and Attending Congressional Committee Hearings”. 

4. Memorandum to all employees from Mr. Hollister of March 5, 1956 “East- 
West Trade Control Hearings Before the Senate Permanent Subcommittee on 
Investigations”. 

The Office of the Deputy Director for Management should be advised imme- 
diately of any requests for information or documents emanating from outside 
the agency except in those cases where a manual order or instruction requires 


that another office be informed of the request, e.g., Office of the Deputy Director 
for Congressional Relations. 


Aprit 15, 1958. 
Hon. Jonn E. Moss, 


Chairman, Government Information Subcommittee, Committee on Government 
Operations, House of Representatives, Washington, D.C. 


Dear Mr. Moss: This is in reply to your letter dated March 28, 1958, the 
receipt of which Mr. Guilford Jameson, Deputy Director for Congressional Rela- 
tions, acknowledged in his letter dated April 1, 1958. 

Your letter raises certain basic questions concerning (a) the availability of 
ICA contracts to the public, press and Congress, and (b) the availability of 
reports made by contractors in fulfillment of such contracts to the public, press 
and Congress. For clarity’s sake, I shall treat these two matters separately, 
dealing first with the matter of contracts and then with the matter of reports. 


(a) Contracts 


With regard to contracts entered into by the International Cooperation Ad- 
ministration, our practice to date, although it has not been incorporated in any 
express rule to such effect, has been to not make such contracts available to the 
public or press but only to Congressional Committees upon proper request. 
While there are considerations which support the continuance of this practice, I 
have determined that this practice can and should be modified at this time to the 
extent that contracts which are not classified be made available to the press and 
publie after execution. In passing I should like to point out that classification of 


erred 
owed, 

com- 
sional 


urity 
1d be 
fficial 
ation 
from 


1956, 
Non- 


1 In- 


East- 
2 On 


mme- 
itside 
uires 


WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 445 


contracts is made only for national defense reasons within the terms of Executive 
Order 10501 issued on November 5, 1953, and that a relatively small number of 
contracts are so Classified. 

With regard to classified contracts, you are advised that such contracts will 
be made available to Committees of Congress upon request made in writing by 
the Committee Chairman and upon his assurance that the classification of the 
material will be honored. 


(b) Reports 


With regard to reports made by contractors in fulfillment of contracts entered 
into by the International Cooperation Administration, you are advised that it 
has not been our practice to date to make such reports available to the press or 
public but only to Congressional Committees upon proper request. While this 
has been our practice, it has not been the subject of an express written rule to 
such effect. Moreover, by express contract provisions, ICA has required con- 
tractors to stipulate that reports made in fulfillment of ICA contracts will not 
be released without the consent of ICA. 

Paralleling the modification of the existing ICA practice with respect to un- 
classified contracts as set forth above, you are advised that reports made by 
contractors in fulfillment of contracts entered into by the International Coopera- 
tion Administration will be made available to the press and public except for 
reports which have been classified. Classification in the case of such reports 
will normally be because of the defense aspects of the reports within the pur- 
view of Executive Order 10501 referred to above. In addition, there may be a 
limited number of instances where a report contains information which is 
privileged to the Executive Branch (in this connection see Statement of William 
P. Rogers, Attorney General, before the Subcommittee on Constitutional Rights 
of the Senate Judiciary Committee on March 6, 1958) in which case the report 
will be classified “For Official Use Only”. Generally, however, I wish to assure 
you that any classification of reports will be made only where such is absolutely 
necessary. 

In the case of reports which have been classified for defense reasons, I wish 
to advise you that such reports will be made available to Congressional Com- 
mittees upon request made in writing by the Committee Chairman and his 
assurance that the classification of the material will be honored. 

In the case of reports which have been classified “For Official Use Only”, I 
am reserving the right to determine in individual cases whether and on what 
grounds reports so classified will be made available to Congressional 
Committees. 

As regards the release of reports by ICA contractors, you are advised that ICA 
will continue to stipulate by contract that such reports must not be released 
without ICA’s permission. Since the reports are for ICA’s use, ICA and not 
the contractor must determine whether and under what circumstances they can 
be released. 


I trust you will find this letter fully responsive to the matters covered in your 
letter. 


Sincerely yours, 


J. H. Smira, Jr. 


INTERNATIONAL COOPERATION ADMINISTRATION MANUAL 


Subject : Security Regulations 
I. GENERAL 


Executive Order 10501 provides for the safeguarding of official information 
in the interest of the defense of the United States. Security Regulations have 
been developed for ICA which implement this Executive Order and also provide 
administrative control of certain information which must be protected for 
reasons other than national defense. 


It. ICA WASHINGTON 


For ICA employees in Washington, the Security Regulations prescribe the 
rules for classifying, marking, reproducing, handling, transmitting, disseminat- 
ing, storing, downgrading, declassifying, and destroying official material originat- 
ing in or coming under the control or jurisdiction of ICA. 
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Ill, U.S. OPERATIONS MISSIONS 


For these Same purposes, overseas employees of the agency will be guided by 
the Foreign Service Regulations of the Department of State. 


IV. DISTRIBUTION OF COPIES 












The protection of classified information is the responsibility of each employee 
regardless of the manner in which it was obtained. It is intended that each em- 
ployee have the Security Regulations readily available for reference in fulfill- 
ment of this responsibility. 


The Security Regulations are published under their own cover as an attach- 
ment to this Manual Order. 


INTERNATIONAL COOPERATION ADMINISTRATION 
SECURITY REGULATIONS 


Sec. 


1. Security 
1.01 General 







1.02 Scope 
2. Security vig cen F 
2.01 All Personnel in the Agency 
2.02 Responsibility of Supervisory Personnel 
2.03 Responsibility of the Director of the Security Division, M/PSI 
2.04 Responsibilities of Unit Security Officers 
2.05 Responsibility of Division and Office TOP SECRET Control Officers 
2.06 Responsibility of Government Building Guards 
2.07 Inspection by Building Guards 
2.08 Entry of Employees to Agency Offices after Wor! 5 awe 
2.09 Entry of Visitors to Agenc bee after Working 
2.10 Meetings after Working 







3. Types of Classified and Administratively Designated Information 
3.01 Restricted Data 
3.02 Classification Categories 
3.03 Avoidance of Overclassification 
4. Delegation of Authority to Classify 
4.01 Limitation of Authority to Classify 
Authority to Assign a Classification 
Authority to Assign the Classification TOP SECRET 
Authority to Assign the Classification SECRET 
Authority to Assign the Classification CONFIDENTIAL 
Authority to Arerere the Administrative Designation OF FICIAL USE ONLY 
Number of Copies Prepared 
Accountability of Classified Documents 
5. Special Classification Rules 
5.01 Correction of Overclassification 
5.02 Assignment of Classification 
5.03 Files and Bound Documents 
5.04 Classifications Assigned by Foreign Governments 
6. — of Classified Material (Also Applicable to OFFICIAL USE ONLY Material) 
Marking of Bound Documents 
e oa Marking of Unbound Documents 
Marking of Drawings, Tracings, Photographs, Films and Sound Recordings 
Marking Copies of Classified and OFFICIAL USE ONLY Material 
Marking Unclassified Material 
Marking Material for Dissemination Outside the Executive Branch of the Bevoemment 
. Access to Classified Defense Information and Administratively Designated Informat 
7.01 Employees Eligible for Access to Classified Defense Information and ramialetrativety Des- 
ignated Information 
7.02 Conferences 
7.03 Access to Classified Material by New Employees 
8. Downgrading, Declassification and Upgrading of Classified Defense Information and Administratively 
Designated Information 
8.01 Automatic Downgrading or Declassification} 
Regular Downgrading or Declassification 
Marking of Downgraded or Declassified Material 
Downgrading or Declassifying Material nee in Other U.S. Government Agencies 
Care Exercised in Downgrading and Declassif: 
Review of Assigned Classifications 
Upgrading 
Speeding Material Originating in other U.S. Government Departments or Agencies 
aterial Officially Transferred 
Material Not Officially Transferred 
of Classified and OF FICIAL USE ONLY Documents 
General 
TOP SECRET 
SECRET 
CONFIDENTIAL 
Storage of OF FICIAL USE ONLY Material 
Storage of Restricted Data Material 
Combinations of Repositories 
When Combinations Must be Changed 
Classification of Combinations of Repositories 
Knowledge of Combinations and Access to Repositories 
Data to be Posted on each Repository 
Utilization of “Open” Signs 
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SECURITY REGULATIONS—Continued 
Sec. 


10, Safeguarding Classified Material in Office Areas 
10.01 During Working Hours 
10.02 During Non-Working Hours 
10.038 Compromise of Classified Material 
10.04 Removal of Classified Material from Offices 
10.05 Authority for Removal 
10.06 Record of Removal 
10.07 Removal of Classified Material by Officials Traveling Overseas 
11. ae of Classified and OF FICIAL USE ONLY Material 
Reproduction of Classified Cablegrams 
ii 2 Limiting of Copies 
11.03 Safeguarding Reproduction of Classified Material 
11.04 Reproduction of Classified and OF FICIAL USE ONLY Material by Private Contractors 
11.05 Reproduction of TOP SECRET Material Originating in the Agency 
11.06 Reproduction of TOP SECRET Material Originating in other Government A, Agent 
11.07 Reproduction of SECRET, CONFIDENTIAL AND OFFICIAL USE ONLY “Material 
riginating in the Agency 
11.08 Reproduction of SECRET, CONFIDENTIAL and Administratively Controlled Mate- 
rial Originating in Other Government Agencies. 
11.09 Control of Reproduced Secret Documents 
11.10 Exception to Control of Reproduced Secret Documen: 
12. Official Dissemination of Classified and OF FICIAL USE ONLY Material 
12.01 Determining Distribution Need 
12.02 Distribution to Other Agencies 
12.03 Authorization to Handle TOP SECRET Material 
13. Digseminetion of ee and OFFICIAL USE ONLY Material Outside the Executive Branch of 
the Governmen 
13.01 Dissemination of Classified and OFFICIAL USE ONLY Material 
13.02 Action on Requests 
13.03 Criteria of Approval 
13.04 Review of Material Prior to Publication 
13.05 Instructions to Requester for Safeguarding Classified Material 
13.06 Action on Requests from Congressional Committees 
14. Oral Dissemination of Classified and OF FICIAL USE ONLY Information 
14.01 Unofficial Discussions 
14.02 Telephonic Dissemination (Inter-Office and Local) 
14.03 Telephonic Dissemination (Transoceanic) 
14.04 Testimony of Employees 
15. Control of TOP SECRET Material 
15.01 Purpose 
15.02 Control of Incoming TOP SECRET Material 
15.03 Outgoing and Internal Routing of TOP SECRET Matertar 
15.04 After Hours Handling of TOP SECRET Cables 
15.05 aioe ene and Dispatch of Cosmic and NATO TOP SECRET Documents and 
ate 
15.06 Internal Control of NSC TOP SECRET Documents 
15.07 Control and Recording of TOP SECRET Material by Officers and Divisions in the Agency 
15.08 Follow-up on TOP SECRET Documents 
ry’ TOP SECRET Files 
Inspection by Security Division 
16. Disposat and Destruction of Classified oma OFFICIAL USE ONLY Material 
16.01 Types of Classified Non-Record Material which may be Destroyed 
16.02 Review of Non-Record Material for Purpose of Destruction 
16.03 Preparation for Destruction 
16.04 Collection and Method of Destruction 
16.05 Record of Destruction of TOP SECRET, SECRET and CONFIDENTIAL Information 
17. Transmission of TOP SECRET Material, Internal and Outgoing 
1701 Responsibility for Transmission 
18. Transmission of SECRET Material Within the Agency 
18.01 Persons Authorized to Act as Messengers 
18.02 —— in Transit 
18.03 Receip 
19. a pepe 4 +! PSEORET Material to Other Government Agencies and Within the Continental 
mits of the 
19.01 Persons Authorized to Act as Messengers 
19.02 Protection in Transit 
19.03 Receipt 
19.04 Transmission of SECRET Cablegrams 
20. Transmission of SECRET Material to Overseas Missions 
20.01 Persons Authorized to Act as Couriers 
20.02 Protection in it 
20.03 Receipt 
21. Transmission of ‘CONFIDENTIAL Materia] Within the Agency 
21.01 Persons Authorized to Act as Messengers 
= = — in Transit 
22. Transmission ‘t CONFIDENTIAL Material to Other Government Agencies and Within the Conti- 
nental Limits of the U.S 
22.01 Persons Authorized to Act as Messengers 
22.02 Protection in Transit 
22.03 Receipt 
22.04 Teemamiuten of CONFIDENTIAL Cablkegrams 
2. Transmission of CONFIDENTIAL Material to Overseas Missions 
23.01 Persons Authorized to Act as Couriers 
23.02 Protection in Transit 
23.03 Receipt 
2%, Transmission of OFFICIAL USE ONLY Information Within the Agency 
24.01 Persons Authorized to Act as Messengers 
24.02 Protection in Transit 
24.03 Receipt 
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SECURITY REGULATION S—Continued 


Sec. 


25. Transmission of OFFICIAL USE ONLY Information to Other Government Agencies and Within 
the Continental Limits of the United States 
25.01 Persons Authorized to Act as Messengers 
25.02 Protection in Transit 
25.03 Receipt 
25.04 Transmission of OFFICIAL USE ONLY Cablezrams 
26. Transnission of OF FICIAL USE ONLY Information to Overseas Missions 
26.01 Persons Authorized to Act as Messengers 
26.02 Protection in Transit 
26.03 Receipt 
27. Cryptographic Security 
27.01 Authority 
27.02 Individual Responsibility 
27.03 Reporting Infractions 
28. Drafting and Making Reference to Cablegrams 
28.01 Similar Cablezrams 
28.02 Repeated Cablezrams 
28.03 “Verbatim Text’? Cablegrams 
28.04 Re‘erences in Cablezrams 
28.05 Re‘erences to Cablezrams in other Documents 
28.06 Limitations on Number of Copies 
29. Transmission of Classified or Administratively Designated Cablegrams 
29.01 Local Transmission 
29.02 Transmission outside Washington, D.C, 
30. Protecting Classified and Administratively Designated Cablegrams 
30.01 Limitations on Access 
3002 Releasing Telegraphic Information 
30.03 Reproduction of Cablegrams 
30.04 Protection During Telephone Conversations 
30.05 Declassifying and Decontrolling Cablegrams 
30.06 Downgrading Cablegrams 
30.07 Storage for Cablegrams 
31. Procedures on Security Violations 
31.01 General 
31.02 Evaluation of Violations 
31.03 Inclusion of Records of Security Violations in Personnel Files 
31.04 Appeals from Disciplinary Action 
. Applicable Criminal Laws 
32.01 Penalties 


3 


N 


SECTION 1. SECURITY 
1.01 General 


The interests of national defense require preservation of the ability of the 
United States to protect and defend itself against all hostile or destructive action 
by covert or overt means, including espionage as well as military action. There- 
fore, certain official information affecting the national defense must be pro- 
tected against unauthorized disclosure. At the same time it is essential that the 
citizens of the United States have the fullest possible access to any information 
concerning the activities of their government that does not need to be pro- 
tected in the interest of the national defense. 

Material originating in or coming under the jurisdiction of this agency is of 
varying degrees of value to all nations, including any potential enemies of the 
United States, both internal and external, and requires corresponding degrees 
of protection to prevent disclosure to unauthorized persons. 

Material must be examined and, if protection is required, classified in accord- 
ance with the degree of protection deemed necessary. These regulations are 
intended to insure accurate and uniform classification of such material and to 
establish standards for its protection. 

In view of the assigned function of this agency, it is particularly important 
that every effort be made to guard against overclassification. 


1.02 Scope 


Executive Order 10501, effective December 15, 1958, provides for the safe- 
guarding of official information in the interest of the defense of the United States. 
These regulations are issued in part to implement this Executive Order and to 
control administratively certain information which must be protected for reasons 
other than national defense. They prescribe the security rules for classifying, 
marking, reproducing, handling, transmitting, disseminating, storing, downgrad- 
ing, declassifying and destroying official material originating in or coming under 
the control or jurisdiction of this agency. 

These regulations are applicable to agency employees in Washington only. 


Overseas employees of the agency will be guided by the Foreign Service Security 
Regulations of the Department of State. 
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SECTION 2. SECURITY RESPONSIBILITY 


2.01 AW Personnel in the Agency 


The responsibility for the protection of classified information shall rest upon 
each individual in the agency having such information or knowledge thereof, 
regardless of the manner in which the information or knowledge was obtained. 

Each individual shall be directly responsible for familiarizing himself with 
and adhering to all regulations applicable to him and which are issued for the 
protection of classified information. 

202 Responsibility of Supervisory Personnel 

An officer or supervisor is not relieved of responsibility for the protection of 
classified information and material when such information or material is en- 
trusted to subordinate personnel. Supervisors are responsible for insuring that 
employees are instructed in security matters pertaining to their area of responsi- 
bility. 

2.03 Responsibility of the Director of the Security Division, M/PSI 

The Director of the Security Division, M/PSI, is responsible for the admin- 
istration of these security regulations. He shall make such inspections as are 
necessary to insure compliance with the regulations and may direct the Chief of 
the Physical and Document Security Branch of the Security Division to take 
any necessary action in the discharge of this responsibility. (The Chief of the 
Physical and Document Security Branch shall hereafter be referred to as the 
Security Officer.) 

2.04 Responsibilities of Unit Security Officers 

Division and Office Directors shall designate Unit Security Officers to repre- 
sent their respective offices and divisions. They shall also designate Assistant 
Unit Security Officers, as necessary, within the branches and sections of their 
office or division. 

a. The Unit Security Officer in conjunction with the Security Officer shall be 
responsible for the overall administration of the Security Regulations in his 
Office or division. 

b. Unit Security Officers and Assistant Unit Security Officers shall present 
in writing, recommendations and constructive criticism relative to matters 
concerning the protection of classified information. Such recommendations 
shall be forwarded to the Security Officer. 


2.05 Responsibility of Division and Office TOP SECRET Control Officers 

Office and Division TOP SECRET Control Officers and alternates shall be 
designated in the same manner prescribed for Unit Security Officers (Section 
2.04). Such TOP SECRET Control Officers and alternates shall be responsible 
for the control and dissemination of all TOP SECRET documents directed to 
their area of responsibility in accordance with the provisions of Section 15.07. 


2.06 Responsibility of Government Building Guards 


The primary duty of the U.S. Special Police (General Services Administration) 
on duty in the buildings housing this agency is the protection of classified 
defense information, other U.S. Government property and government personnel. 
In the performance of these duties, the U.S. Special Police are required to 
prevent the entry of unauthorized persons into the offices of this agency. 


2.07 Inspection by Building Guards 


Building guards shall make periodic inspections after working hours daily 
and on Saturdays, Sundays end holidays in accordance with existing guard 
orders, to determine if the rules for safeguarding of all classified defense informa- 
tion and official material are observed. 

a. If a safe or lock-bar cabinet is found unlocked by a building guard, he 
shall immediately telephone the first person whose name is posted on the label 
attached to the safe or lock-bar cabinet and shall guard the safe or lock-bar 
cabinet until the individual concerned reports to the office and inspects the 
aueennh container to determine if any classified or official material is miss- 
ng. 

b. Classified material and material bearing an administrative designation, 
ie. Official Use Only, found outside safeguarding equipment by the guards 
or other security inspectors shall be temporarily locked in the most convenient 
place possessing adequate security, or placed under guard until delivered to 
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the Security Officer of the agency. The Security Officer shall notify the in- 
dividual responsible for the violation and shall retain the material until it is 
picked up by the individual responsible. This person shall sign a receipt for 
this material and the receipt shall be retained by the Security Officer. 

ce. A written report, prepared in duplicate, with respect to violations of the 
nature mentioned above and the details of the action taken, shall be made by 
the guard to the Security Officer for appropriate action on the morning of the 
next working day following the violation. A copy of the report shall be left by 
the guard at the scene of the violation. (See Section 31.) 


2.08 Hntry of Employees to Agency Offices after Working Hours 


Outside of regular working hours, employees shall be required to present official 
identification passes to the building guards and to sign the register when entering 
or leaving the buildings housing this agency. Temporary building passes may be 
obtained from the Security Officer by employees who have not been issued a 
permanent identification pass. 


2.09 Entry of Visitors to Agency Offices after Working Hours 


Visitors shall not be permitted in any agency office after working hours unless 
their presence is required for official purposes, and they are escorted in and out 
of the building by an employee of the agency or when the building guard is 
authorized in writing by the Security Officer to admit the visitor. Visitors shall 
sign the register when entering or leaving the buildings housing this agency. 


2.10 Meetings after Working Hours 


In the event that it is necessary to hold meetings after official hours or on non- 
working days which are to be attended by employees from other government 
agencies or private business, the Director of the Security Division should be 
notified sufficiently in advance and furnished with a list of the names of those 
scheduled to attend. Arrangements will be made by the Security Officer with 
the appropriate building guard to admit the attendees. 


SECTION 38. TYPES OF CLASSIFIED AND ADMINISTRATIVELY DESIGNATED INFORMATION 


3.01 Restricted Data 


Restricted data is that category of classified defense information defined in 
the Atomic Hnergy Act of 1946 as “all data concerning the design, manufacture or 
utilization of atomic weapons, the production of special nuclear material or the 
use of special nuclear material in the production of energy, but shall not include 
data which the Atomic Energy Commission from time to time determines may 
be published without adversely affecting the common defense and security.” 

The degree of protection required for restricted data will be determined by 
the classification assigned to the information as set forth in Section 3.02, a, b, 
and c. 


3.02 Classification Categories 


One of three classification categories shall be placed on any document which 
requires safeguarding in the interest of national defense, i.e, TOP SEORET, 
SECRET, or CONFIDENTIAL. These classifications should not be used unless 
the classifying officer determines that the information contained in the docu- 
ment is in fact “defense information” and does require safeguarding as stated 
previously. Defense information as used throughout these regulations refers to 
information which if released to unauthorized persons would adversely affect 
the national defense or diplomatic relations with another nation. 

a. TOP SECRET. Except as may be expressly provided by statute, the use of 
the classification TOP SECRET shall be authorized, by appropriate authority 
(see Section 4.02) only for defense information or material which requires the 
highest degree of protection. The TOP SECRBET classification shall be applied 
only to that information or material, the defense aspect of which is paramount, 
and the unauthorized disclosure of which could result in exceptionally grave dam- 
age to the nation, such as leading to a definite break in diplomatic relations 
affecting the defense of the United States, an armed attack against the United 
States or its allies, a war, or the compromise of military or defense plans, or 
intelligence operations or scientific defense plans or intelligence operations or 
scientific or technological developments vital to the national defense. 

b. SECRET. Except as may be expressly provided by statute, the use of the 
classification SECRET shall be authorized by appropriate authority (see Section 
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4.03) only for defense information or material, the unauthorized disclosure of 
which would result in serious damage to the nation, such as by jeopardizing 
the international relations of the United States, endangering the effectiveness 
of a program or policy of vital importance to the national defense, or compromis- 
ing important military material or defense plans, scientific or technological 
developments important to national defense, or information revealing important 
intelligence operations. 

c. CONFIDENTIAL. Except as may be expressly provided by statute, the 
use of the classification CONFIDENTIAL shall be authorized by appropriate 
authority (see Section 4.04) only for defense information or material, the 
unauthorized disclosure of which could be prejudicial to the defense interests of 
the nation. 

d. OFFICIAL USB ONLY. The Administrative designation OFFICIAL USD 
ONLY shall be used in connection with information having no national defense 
connotation but which requires protection for clearly defined moral and ad- 
ministrative reasons such as: (1) information obtained from business concerns 
in confidence, i.e., trade secrets, profits and losses (18 USC 1905) ; (2) informa- 
tion pertaining to pending suits by or against the U.S. Government; (3) in- 
formation pertaining to pending investigations of allegations concerning em- 
ployees or companies; (4) information concerning an employee or applicant the 
indiscriminate distribution of which might cause unwarranted injury to the 
individual, etc. 

e. UNCLASSIFIED. Normally, Unclassified documents shall not be marked 
or stamped “UNCLASSIFIED” (see Section 6.05). However, such marking may 
be used if it is essential to convey to a recipient of such documents that the 
documents have been examined specifically with a view to imposing or retaining a 
defense classification and have been determined not to require such classification. 
This may be either an original preparation or after proper removal of a previously 
assigned classification. 


303. Avoidance of Overclassification 

Material shall be assigned the lowest possible classification consistent with the 
proper safeguarding of the information concerned. Contrary to common belief, 
classification of documents does not expedite action. Overclassification must be 
avoided since it causes unnecessary delay and expense in the handling and trans- 
mission of documents, overburdens storage facilities, hampers freedom of in- 
formation and depreciates the importance of properly classified information. 


SECTION 4. DELEGATION OF AUTHORITY TO CLASSIFY 


4.01 Limitation of Authority to Classify 

Authority to classify documents is vested in the Director who has delegated 
such authority as set forth hereinafter. 

The Director has instructed the Director of M/PSI to act for him in admin- 
istering problems pertaining to the classification of documents. 

It is essential that the number of agency officials authorized to approve classi- 
fications be maintained at the minimum necessary for efficient operation. 


402 Authority to Assign a Classification 

The originator of any type of document is responsible for initially assigning a 
classification (Section 3) to the document, if necessary, and for affording it the 
degree of protection he deems appropriate until such time as his initial classifi- 
cation is approved. 

All document classifications must be approved except those classifications as- 
signed by approving authorities in the categories for which they have been 
authorized responsibility as set forth hereafter : 


4.03 Authority to Approve the Classification TOP SECRET 

Office Directors, Division Directors or higher authorities in the agency may 
approve the use of the TOP SHCRDT classification. 
4.04 Authority to Approve the Classification SECRET 


After initial assignment of the classification SECRET by the originating officer 
an — must be finally approved by an Office or Division or higher 
uthority. 
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405 Authority to Approve the Classification CONFIDENTIAL 
After the initial assignment of the classification CONFIDENTIAL to a docu- 


ment by the originating official such classification must be finally approved by a 
branch chief or higher authority. 


4.06 so to Approve the Administrative Designation OFFICIAL USE 
ONLY 


After the initial assignment of the designation OFFICIAL USE ONLY to 
a document by the originating official such classification must be finally approved 
by a branch chief or higher authority. 


4.07 Number of Copies Prepared 


The number of copies of classified documents prepared should be limited to 
the minimum required for operational purposes. A critical review should be 
made of the proposed distribution of TOP SECRET documents to assure that 
only the minimum number is prepared. 


4.08 Accountability of Classified Documents 


Each office shall be responsible for maintaining an accountability of each 
classified document and copies and reproductions thereof. See Sections 11.09, 
17, 19.03 and 22.02. 


SECTION 5. SPECIAL CLASSIFIOATION RULES 






5.01 Correction of Overclassification 


When overclassification is detected in any document, the originating officer 
should be notified in order that he may take appropriate corrective action. 
(See Section 8.02.) 


5.02 Assignment of Classification 


Only one classification shall be assigned to a single document or device. 

a. Each document shall be classified according to its own content and not 
according to its relationship to another document, except cablegrams referring 
to previously classified cablegrams. (See Section 28.05.) 

b. When a document contains excerpts or refers to substantive portions of 
a previously classified document, such document must be classified if the excerpts 
or substantive portions referred to contain elements requiring security pro- 
tection. 

ec. Exception to (a) above. A letter of transmittal shall be classified at least 
as high as any of its enclosures. When the contents of such a letter are un- 
classified it should be stamped, “This document is to be considered UNCLASSI- 
FIED upon the removal of the attachment.” 


5.03 Files and Bound Documents 


The classification of a file or a group of documents which have been assembled 
for any purpose or a bound document, the pages of which are permanently and 
securely fastened together, shall be that of the highest classified document 
contained therein. 


5.04 Classifications Assigned by Foreign Governments or International Organi- 
zations 
Information of a classified nature originated by a foreign government or 
international organization and furnished to the United States by that govern- 
ment shall be assigned a security classification which will assure a degree 
of protection equivalent to or greater than that required by the originating 
government or international organization. 





SECTION 6. 






MARKING OF CLASSIFIED, UNCLASSIFIED, AND OFFICIAL USE ONLY 
MATERIAL 





6.01 Marking of Bound Documents 


Classified and OFFICIAL USE ONLY books or pamphlets, the pages of which 
are securely fastened together, shall be plainly stamped TOP SECRET, SECRET, 
CONFIDENTIAL or OFFICIAL USE ONLY on the top and bottom of the cover, 
title page, first page, back page and outside of back cover. (Rubber stamps 


we - above classifications can be obtained from the Supply Officer in the 
gency. 
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6.02 Marking of Undound Documents 


Classified or OFFICIAL USE ONLY documents of two or more pages shall be 
appropriately stamped in the center of the top and bottom of each page, in such a 
manner that the marking shall be clearly visible when the pages are clipped or 
stapled together. 


6.08 Marking of Drawings, Tracings, Charts, Maps, Photographs, Films and 
Sound Recordings 

Classified or OFFICIAL USE ONLY drawings, tracings, charts and maps shall 
bear a legend of the proper classification in such a position that it can be re- 
produced on all copies made therefrom. Classified photographs or photographic 
negatives shall be marked in the same manner. Classified motion picture films 
shall be kept in containers which bear the classification to which the contents 
are entitled and in addition the classification or designation of the film shall 
appear before any other image at the beginning of each reel and again at the 
end of each reel. Classified sound recordings shall contain an opening, and 
closing statement indicating the classification of the record and shall be marked 
with the appropriate classification in the best manner practicable. 


6.04 Marking Copies of Classified and OFFICIAL USE ONLY Material 


All copies or reproductions of classified and OFFICIAL USE ONLY material 
shall be appropriately stamped in the same manner as the original. 


6.05 Marking Unclassified Material 


Normally unclassified material shall not be stamped unclassified unless it is 
essential to convey to a recipient of such material the fact that it has been 
examined with a view to imposing a security classification and a determination 
has been made that it does not require a classification. Unclassified pouchmail 
being transmitted to government missions outside of the United States must bear 
the caption “UNCLASSIFIED” on the enevelope. 


6.06 Marking Material for Dissemination Outside the Eaecutive Branch of 
the Government 


Documents containing classified defense information authorized to be fur- 
nished to persons outside of the Executive Branch of the Government (in con- 
formity with the provisions of Section 13) shall, in addition to being marked 
with the appropriate security classification, bear the following notation : 


“This material contains information affecting the national security of 
the United States within the meaning of the espionage laws, Title 18 U.S.C. 
793, 794, and 798, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited by law.” 


SECTION 7. ACCESS TO CLASSIFIED DEFENSE INFORMATION AND ADMINISTRATIVELY 
DESIGNATED INFORMATION 


7.01 Hmployees Eligible for Access to Classified Defense Information and 
Administratively Designated Information 


Classified defense information and administratively designated information 
whether in oral or documentary form, shall be given only to those agency em- 
ployees who require and are authorized to receive the information in the course 
of the performance of their official duties, who possess security clearances and, 
in the case of documents or other tangible matter, have appropriate facilities 
for the protection of such. 

No person is entitled to receive classified defense information or administra- 


tively designated information solely by virtue of having been granted security 
clearance, 


7.02 Conferences 


In conducting conferences with representatives of other agencies or depart- 
ments of the government in which classified or administratively designated 
material may be involved, every precaution shall be observed to insure that those 
participating are entitled to receive such material. Specifically, at least the 
following precautions shall be observed : 

(a) Regular conference or committee members shall have security clearance 
in conformity with the classified or administratively designated material to be 
handled by the committee, prior to their participation. 
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(b) Employees of the Agency responsible for calling and conducting meetings 
where classified or administratively designated material is to be discussed are 
responsible for ascertaining that all participants, including stenographers, re- 
porters, or clerks have the required security clearance. Such persons must be 
cleared irrespective of whether they are Government employees or the employees 
of private concerns. 

(c) Personnel from other agencies attending a formal conference or meeting 
shall be required to have the security officers of their agency furnish written 
evidence of their clearance to the Security Division, M/PSI. The area sponsor- 
ing the meeting shall verify that such clearance has been received before the 
conference or meeting convenes. In case of an emergency or an informal con- 
ference, an oral certification may be accepted. Security clearance shall be ob- 
tained from the Security Division, M/PSI with respect to any other persons who 
will attend such conferences or meetings. 

(d) During the course of the meeting, distribution of classified or administra- 
tively designated documents shall be kept to a minimum and, whenever possible, 
such documents shall be collected prior to adjournment. If it is considered nec- 
essary for participants to retain classified documents, a record shall be made of 
the names of the persons and the documents retained by them. 

(e) Before the meeting is adjourned, agreement shall be reached on the 
proper classification or designation for the minutes and individual notes of the 
meeting, and the participants should be admonished regarding the proper safe- 
guarding of such information. 


7.03 Access to Classified Material by New Employees 

Employees who have not yet been security cleared (Certified) will not normally 
be permited access to material classified higher than CONFIDENTIAL. 

When it is essential for an employee, who has not yet received a security clear- 
ance, to see material classified higher than CONFIDENTIAL, the office con- 
cerned must notify the Security Officer in writing. This notice should give the 
employee’s name, position and the reason for his requiring access to the ma- 
terial. 


SECTION 8. DOWNGRADING, DECLASSIFICATION AND UPGRADING OF CLASSIFIED DE- 
FENSE INFORMATION AND ADMINISTRATIVELY DESIGNATED INFORMATION 


8.01 Automatic Downgrading or Declassification 

Whenever appropriate, the classifying official should note on a document 
(other than a classified or designated cablegram, (see Section 30.05) that, subse- 
quent to a specified event and on a named date, the assigned classification shall 
be automatically reduced to a stated lower classification or be declassified with- 
out referring to the originating authority. At the time for automatic down- 
grading or declassification, the classification or designation should be changed 
and the original classification or designation lined through and the new one 
substituted on the document. 

In the procedure indicated above, the classifying officer must affix his signa- 
ture to the request for automatic downgrading or declassification in the follow- 
ing manner: 

“This document shall be downgraded to CONFIDENTIAL effective Au- 
gust 15, 1957, John Doe, Chief, Inspections Branch.” 
Or, “This document shall be declassified effective August 15, 1957, etc.” 

Request for automatic downgrading must be approved by an Office or Division 
Director or higher authority. 


8.02 Regular Downgrading or Declassification 

When it becomes necessary to downgrade or declassify a document (other 
than a classified telegram, see Section 30.05) which is not covered by the auto- 
matic downgrading or declassification provision, the originating officer, his suc- 
cessor, or higher authority must notify all recipients of the document being 
downgraded or declassified. 


8.03 Marking of Downgraded or Declassified Material 

Whenever classified material is declassified or downgraded, the material shall 
be marked or stamped in a prominent place to reflect the change in classification, 
the authority for the action, the date of the action, and the identity of the 
person taking the action. In addition, the old classification shall be cancelled 
and the new classification (if any) shall be stamped on the document. 
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8.04 Downgrading or Declassifying Material Originating in Other U.S. Govern- 
ment Agencies 

An officer desiring to downgrade or declassify material which originated in 
another U.S. Government agency shall submit a list of the material to the office 
in the agency which originated the material, requesting approval for the desired 
downgrading or declassification. Downgrading or declassification action may 
not be taken until written approval is received from the originating agency. 
(Such material being downgraded or declassified will be marked in accordance 
with Section 8.08). 


8.05 Care Evercised in Downgrading and Declassifying 

Where downgrading or declassification appears appropriate, careful considera- 
tion must be given to all of the information contained in the document to be 
certain that it will be given adequate security protection. 


8.06 Review of Assigned Classifications 

It shall be the responsibility of every classifying officer to keep information 
classified by him constantly under review, and to initiate action toward down- 
grading or declassification as soon as conditions warrant. 

It shall also be the responsibility of every recipient of classified material 
to keep classified information in his custody under review and when in his 
opinion such classified information can be downgraded or declassified to notify 
the classifying officer in writing giving the reasons for his decision. However, 
the assigned classification may not be changed until the written consent of the 
appropriate classifying authority has been obtained. 


8.07 Upgrading 

Whenever the originating official of unclassified material determines that a 
classification should be assigned, or a higher classification than that previously 
assigned by him is necessary to provide adequate protection for a document, 
he must authorize upgrading of the document. In such case, all recipients of the 
document must be notified of the change in classification in order that the appro- 
priate classification may be assigned to their copies. (Material which is up- 
graded shall be marked in the same manner described in Section 8.08). 


8.08 Upgrading Material Originating in other U.S. Government Departments 
or Agencies 
Officials desiring to classify or upgrade material which originated in other 
U.S. Government Departments or Agencies shall submit a list of the material to 
the originating department requesting approval for the desired upgrading or 
classification. (Such material will be marked in accordance with Section 8.03.) 


8.09 Material Officially Transferred 


In the case of material transferred by or pursuant to statute or Executive 
Order from one department or agency to another for the latter’s use and as part 
of its official files or property, as distinguished from transfers merely for pur- 
poses of storage, the receiving department or agency shall be deemed to be the 
classifying authority for all purposes under this order, including declassification 
and downgrading. 


8.10 Material Not Officially Transferred 


When any department or agency has in its possession any classified material 
which has become five years old, and it appears (1) that such material originated 
in an agency which has since become defunct and whose files and other property 
have not been officially transferred to another department or agency within the 
meaning of section 8.09, above, or (2) that it is impossible for the possessing 

ent or agency to identify the originating agency, and (3) a review of 

the material indicates that it should be downgraded or declassified, the said 
possessing department or agency shall have power to declassify or downgrade 
such material. If it appears probable that another department or agency may 
have a substantial interest in whether the classification of any particular in- 
formation should be maintained, the possessing department or agency shall not 
exercise the power conferred upon it by this section, except with the consent of 
— other department or agency, until thirty days after it has notified such other 
epartment or agency of the nature of the material and of its intention to de- 
classify or downgrade the same. During such thirty-day period the other de- 
partment or agency may, if it so desires, express its objections to declassifying 
or downgrading the particular material, but the power to make the ultimate 


decision shall reside in the possessing department or agency. 














456 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


SECTION 9. STORAGE OF CLASSIFIED AND OFFICIAL USE ONLY DOCUMENTS 


9.01 General 


Classified documents shall be stored in prescribed repositories when a room 
is unattended. Personnel shall assure that such repositories are locked prior 
to leaving the room unattended. Any question of approval of the type of re- 
pository to be used shall be referred to the Security Officer. Classified materials 
shall be stored as follows: 


9.02 TOP SECRET 


Documents classified TOP SECRET should be protected by at least a three- 
tumbler safe or vault which is located in a guarded or restricted area. 


9.08 SHORET 


Documents classified SECRET should be stored in three-tumbler combination 
safes or lockbar cabinets provided with a combination padlock which are lo- 
cated in an area subject to guard or patrol. 


9.04 CONFIDENTIAL 


Documents classified CONFIDENTIAL shall be stored in either lockbar cabi- 
nets provided with combination padlocks or safes. 


9.05 Storage of OFFICIAL USE ONLY Material 


Material designated OF FICIAL USE ONLY should be stored in lockbar cabi- 
nets provided with combination padlocks. 


9.06 Storage of Restricted Data Material 


Restricted data material, as defined in Section 3.01, shall be stored in the fa- 
cilities and under the conditions provided for in Sections 9.02, 9.03 and 9.04 
above. Restricted data shall be stored in repositories separate from other types 
of classified information. 


9.07 Combinations of Repositories 


The dial of each repository of documents classified TOP SECRET, SECRET 
or CONFIDENTIAL shall be set in such a fashion as to require the use of three 
different numbers in order to permit access to such repository. In selecting 
combinations, multiples of five and simple ascending or descending arithmetical 
series should be avoided. 


9.08 When Combinations Must be Changed 


The combination of each repository containing documents classified CONFI- 
DENTIAL or higher must be changed : 

a. When the repository is initially put into use. 

b. When an employee, knowing the combination, terminates his employ- 
ment or is permanently transferred to other duties outside of the office where 
the safe is located. 

e. When there is knowledge or suspicion that the combination has become 
known to an unauthorized person, or 

d. At least once every twelve months. 

e. Whenever one of the above situations arise the office responsible for the 
repository should notify the Security Officer. 


9.09 Classification of Combinations of Repositories 


Information as to the combination of repositories shall be classified at least 
as high as that of the most highly classified documents contained therein. Com- 
binations must be memorized, unless the custodian or custodians have responsi- 
bility for a number of combinations, in which case it is recommended that one 
combination be memorized, the remainder to be recorded and stored in the reposi- 
tory to which the combination has been memorized by the custodian. Under 
no circumstances should combinations be recorded in telephone indexes, cal- 
endars, pads, etc. 


9.10 Knowledge of Combinations and Access to Repositories 


Combinations of repositories which contain documents classified CONFI- 
DENTIAL or higher shall be accessible and limited to the minimum number of 
— who require such knowledge and access in the performance of their 

uties. 
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9.11 Data to be Posted on each Repository 


On the face of each repository containing documents classified CONFI- 

DENTIAL or higher, there shall be posted the following data on Form ICA 6-12: 

a. Names, addresses and telephone numbers of persons who have knowl- 

edge of the combination of the safe who will be called if the repository is 
found open and unattended after normal working hours. 


9.12 Utilization of “Open” Signs 


Signs marked “Open” shall be inserted in handle of the top drawer of every 
unlocked repository containing classified material. When such equipment is 
locked the sign should be reversed to indicate that the repository is appropri- 
ately locked. (“Open” signs may be obtained from the Supply Section, M/ 
ADSER.) 


SECTION 10. SAFEGUARDING CLASSIFIED AND OFFICIAL USE ONLY MATERIAL IN OFFICE 
AREAS 
10.01 During Working Hours 


Custodians of classified and OFFICIAL USE ONLY material are responsible 
for providing the best possible protection and accountability for such material 
at all times and particularly for securely locking such material in approved 
safekeeping equipment whenever it is not in use or under direct supervision 
of authorized employees. Custodians are required to implement these pro- 
cedures and take whatever other precautions are necessary to ensure that un- 
authorized persons do not gain access to classified defense information or 
OFFICIAL USE ONLY materials by sight or sound. 

(a) Classified and OFFICIAL USE ONLY material shall not be delivered 
to unoccupied rooms. Employees shall not leave such material unprotected in 
an unoccupied office. 

(b) Employees using classified and OFFICIAL USE ONLY material shall 
take every precaution to prevent deliberate or casual inspection of it by un- 
authorized persons. 

(ec) All copies of classified and OFFICIAL USE ONLY documents, and any 
informal material such as memoranda, rough drafts, shorthand notes, carbon 
copies and carbon paper which have been used in the preparation of such 
material, hectograph sheets, mimeograph stencils and tissue sheet copies of 
this material, shall be safeguarded in accordance with the rules prescribed for 


the safeguarding of other types of classified and OFFICIAL USH ONLY ma- 
terial, 


10.02 During Non-Work Hours 


All classified and OFFICIAL USE ONLY materials shall be removed from 
desks and trays and placed in storage for the night in accordance with storage 
rules (Section 9). The individual offices shall institute a system of security 
checks at the close of each working day to ensure that the persons responsible 
for this material are observing the security regulations. 


10.03 Compromise of Classified and OFFICIAL USE ONLY Material 
Any employee who may have knowledge of the loss or possible subjection 
to compromise of any classified or OFFICIAL USE ONLY material shall 


promptly report the circumstances to the Security Officer who will take ap- 
propriate action. 


10.04 caaee of Classified and OFFICIAL USE ONLY Material from 
ces 
Classified and OFFICIAL USE ONLY material will not be removed from 
offices except for use at official conferences and then must be retained in the 
personal and immediate custody of the individual removing such material. 
10.05 Authority for Removal 


Authority for the removal of classified material must be obtained from an 
rabanntt eas aerer ee een Authority for the removal 
material must tained fro 
laghaw sadacran, m a Branch Chief or 
10.06 Record of Removat 


Classified and OFFICIAL USE ONLY material being removed from the 
Offices as indicated above shall be recorded by the appropriate administrative 
41075—60——30 
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or assistant administrative officer in the area from which the information is 
being removed. This record should indicate the subject and classification of 
the documents being removed, the date of removal, and the signature of the 
person authorized to remove the material and the date the material was 
returned. 

Under no conditions shall classified or OFFICIAL USE ONLY material be 
removed from an ICA office to be worked on at an employee’s place of residence, 


10.07 Removal of Classified and OF FICIAL USE ONLY Material by Officials 
Traveling Overseas 

Agency officials who are traveling overseas and require classified or OFFI- 
CIAL USE ONLY material as reference must make arrangements to transmit 
such material to the mission to which they are traveling before departing. It 
is recommended, in such cases, that the traveler address such materials “Hold 
for John Doe”. 

Agency officials are not authorized to act as couriers for the transmission of 
classified materials to overseas missions. All overseas transmissions of classi- 
fied material must be by authorized couriers in accordance with Sections 17 
through 26. 





SECTION 11. REPRODUCTION OF CLASSIFIED AND OFFICIAL USE ONLY MATERIAL 





11.01 Reproduction of Classified and OF FICIAL USE ONLY Cablegrams 

All copies of classified and OFFICIAL USE ONLY cablegrams, airgrams, and 
dispatches required for distribution shall be reproduced only through the Com- 
munications Section, M/ADSER. 


11.02 Limiting of Copies 

Copies of all categories of classified and OFFICIAL USE ONLY material shall 
be kept at a minimum, as the risk that such material may fall into unauthorized 
hands increases in proportion to the number of copies in existence. 


11.08 Safeguarding Reproduction of Classified and OF FICAL USE ONLY Mate- 
rial 
The officials directing the printing or reproduction of classified and OFFICIAL 
USE ONLY material shall cause strict supervision to be exercised over the dis- 
position of the notes, manuscripts, type, plates, stencils, negatives and wastage 
incident thereto in a manner which will properly safeguard the information being 
reproduced. 


11.04 Reproduction of Classified and OFFICIAL USE ONLY Material by Pri- 
vate Contractors 

SECRET, CONFIDENTIAL and OFFICIAL USE ONLY material may be re- 
produced by private contractors approved by the Director of the Security Divi- 
sion, M/PSI. These three categories of material will be reproduced by private 
contractors only when urgency is essential and approved government facilities 
are not available. 

Under no circumstances will TOP SECRET information be reproduced by pri- 
vate contractors. 


11.05 Reproduction of TOP SECRET Material Originating in the Agency 

TOP SECRET material may be reproduced only for the most compelling rea- 
sons. If such reproduction becomes necessary within the organization, approval 
for such reproduction must be obtained from a Division or Office Director or 
higher authority. When copies are reproduced under these conditions the repro- 
duced copies shall immediately be hand-carried to the TOP SECRET Control 
Officer for recording and indicated distribution. 


11.06 Reproduction of TOP SECRET Material Originating in Other Government 
Agencies 

Where the material originated in another government agency, written authori- 
zation must be obtained from the originating official before reproduction can 
be made. When such authorization is received and the necessary copies have 
been made, the TOP SECRET Control Officer will be advised and the copies 
of the reproduced material will be immediately forwarded to him for recording 
and indicated distribution. 
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11.07 Reproduction of SECRET, CONFIDENTIAL and OFFICIAL USE ONLY 
Material Originating in the Agency 


Material in the above categories except cablegrams (Section 11.01) may be 
copied or reproduced through the facilities of the agency or by an approved 
government facility when accompanied by a request signed by an Office or 
Division Director or higher authority. 


11.08 Reproduction of SECRET, CONFIDENTIAL and Administratively Con- 
trolled Material Originating in other Government Agencies 


Material in the above categories shall be copied or reproduced only upon the 
expressed written authorization of the originating office or official. 


11.09 Control of Reproduced SECRET Documents 


In all cases where the reproduction of SECRET material is necessary as 
defined in the preceding sections the responsible office shall number all copies 
and shall maintain appropriate records of distribution of the copies by number, 
names of officials receiving copies, agency or office and date of distribution. This 
same method of recording should apply in the case of CONFIDENTIAL mate- 


rial whenever the originating office feels that a higher degree of accountability 
is desirable. 


11.10 Haception to Control of Reproduced SECRET Documents 


An exception to the foregoing (Section 11.09 has been made with respect 
to the control of cablegrams, airgrams, circulars, dispatches, cable summaries 


and instructions originating in EXSEC and the Cable and Airgram Section 
of ADSER. 


SECTION 12. OFFICIAL DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY 
MATERIAL 


12.01 Determining Distribution Need 


Classified and OFFICIAL USE ONLY information shall be entrusted only to 
individuals whose official duties require such knowledge or possession. Office 
or Division Directors of higher authority, with respect to TOP SECRET, Branch 
Chiefs of higher authority, with respect to lower classification and OFFICIAL 
USE ONLY, shall be responsible for providing guidance in determining distribu- 
tion requirements on the basis of functional needs, and not by virtue of position 
or grade level of any employee. Executive and administrative officers, after con- 
sultation with their respective chiefs, shall be responsible for insuring that 
material which originated with them or comes under their jurisdiction is given 
no more than necessary distribution. 


12.02 Distribution to Other Agencies 


Classified and OFFICIAL USE ONLY material which originated in ICA shall 
not be sent to other Federal departments or agencies, or to designated individuals 
therein, except by an officially signed or initiated transmitting communication 
from a Division Director or higher authority or persons authorized by them. 
Classified and OFFICIAL USE ONLY information shall be disseminated only 
to those officers who are known to be qualified to receive it. Classified or ad- 
ministratively designated or controlled material, for example, OFFICIAL 
USE ONLY and LIMITED OFFICIAL USE documents, originating in another 
department or agency and furnished to officials shall not, without the consent of 
the originating agency, be communicated to a third department or agency or 
persons who are not officials in the U.S. Government. 


12.038 Authorization to Handle TOP SECRET Material 


Each TOP SECRET document shall be treated individually, shall receive the 
absolute minimum distribution, and shall be strictly limited to those individuals 
who are actually required to work with the material. The responsibility for de- 
termining the appropriate dissemination shall rest with Division Directors or 
higher authority. (See Section 15). 


SECTION 13. DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY MATERIAL 


OUTSIDE THE EXECUTIVE BRANCH OF THE GOVERN MENT 


13.01 Dissemination of Classified and OFFICIAL USB ONLY Material 


Requests for use of classified and OFFICIAL USB ONLY material by persons 
who are not employees of the U.S. Government shall be referred to the Director 
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of public Reports. He shall then forward copies of such requests to the origi- 
nating or action office and the Director for Personnel Security and Integrity for 
clearance in accordance with the following regulations : 


13.02 Action on Requests 

Requests must be in written form stating the intended use for each document 
or item of information before any action can be taken. Release of any classified 
material or information shall be made only for a compelling reason. 


13.03 Criteria of Approval 

Classified and OFFICIAL USE ONLY information will be released when it has 
been determined by the appropriate official that (1) the release of the informa- 
tion or material to the requester would in no way adversely affect the national 
defense; (2) the release of the information is clearly advantageous to ICA 
and is in the national interest; (3) the requester has been adequately checked 
by the Office of Personnel Security and Integrity ; and (4) the requester has been 
fully apprised by the appropriate operating official of his responsibilities in the 
handling of classified or OF FICIAL USE ONLY information under the Espionage 
Laws (18 USC 793, 794 and 798). 


13.04 Review of Material Prior to Publication 

Whenever classified or OFFICIAL USE ONLY material contained in ICA 
files is examined by a requester who has been approved as specified above, the 
following clearances of the material shall be required prior to release and 
publication : 

1. Review of the completed manuscript by qualified officials in the offices 
having custody and knowledge of the basic material. Such review shall be for 
the purpose of determining if the manuscript contains classified information 
or OFFICIAL USE ONLY, the release of which might adversely affect the 
national defense or the national interest. 

2. Reviewers of the completed manuscript shall be designated by the office hav- 
ing custody and knowledge of the basic material. 

8. Upon completion of the review the interested office shall recommend in 
writing to the Director of Public Reports deletions or approval in the manu- 
script as indicated. 

4. The manuscript shall then be routed to the Director for Public Reports, 
the Director of Personnel Security and Integrity and the Director of ICA for final 
review and clearance. 

13.05 Instructions to Requester for Safeguarding Classified Material 

When classified material is released to persons not employed by the Federal 
Government they shall be informed by the appropriate official of the proper 
safeguards required for handling and storage of the material furnished. Ma- 
terial being released will be marked : 

“This material contains information affecting the national defense of the 
United States within the meaning of the Espionage Laws, Title 18 USC, Sec- 
tions 793, 794 and 798, the transmission or revelation of which in any man- 
ner to an unauthorized person is prohibited by law.” 


13.06 Action on Requests from Congressional Committees 

Classified material requested by Congressional Committees shall be released 
in accordance with M.O. 330.1 of February 6, 1956, “Procedures for Acting on 
Congressional Inquiries and Attending Congressional Hearings”. 


SECTION 14. ORAL DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY 
INFORMATION 

14.01 Unofficial Discussions 

Public or private discussions of any type of classified or OFFICIAL USE ONLY 
information with or in the presence or hearing of any person not authorized to 
have knowledge thereof is strictly forbidden. This rule is aimed especially at 
persons inclined to engage in discussions of office affairs with their families or 
friends outside the office ; it also applies to careless talk in the office in the pres- 
<— of visitors or workmen, talk in public places, and discussions over the tele- 
phone. 


14.02 Telephonic Dissemination (Inter-Ofice and Local) 


Classified information shall not be transmitted by telephone. References to 
file numbers, dates and subject of classified or OFFICIAL USB ONLY cable- 
grams may not be made over the telephone. 
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14.08 Telephonic Dissemination (Transoceanic) 

Transoceanic telephone calls are transmitted by radio and are therefore con- 
stantly subject to interception and monitoring. There is no security whatever in 
transoceanic telephone conversations. 


14.04 Testimony of Employees 

Testimony known to be classified shall not be given to a committee of Con- 
gress, a court of law or any quasijudicial tribunal, without the approval of the 
Director of ICA or other officials specifically authorized by him to grant such 
approval. An employee called upon to give such testimony without prior author- 
ization shall state that he is not authorized to disclose the information desired, 
and that a written request for the specific information should be transmitted 
to the Director. (See M.O. 330.1, “Procedure for Acting on Congressional In- 
quiries and Attending Congressional Committee Hearings”). 


SECTION 15. CONTROL OF TOP SECRET MATERIAL 
15.01 Purpose 
This section prescribes the methods for receipt, internal control, and dispatch 
of TOP SECRET communications within this agency. 


15.02 Control of Incoming TOP SECRET Material 

All incoming TOP SECRET communications will be received initially by the 
TOP SECRET Control Officer during normal working hours and by the Wire 
Communications Section of the Administrative Services Division after normal 
working hours. Initial acceptance of TOP SECRET documents will not be made 
by any other officers. 

a. After logging each TOP SECRET communication on Form ICA 6-33, “Top 
Secret Access Record”, the TOP SECRET Control Officer will distribute these 
communications to the necessary action and information officers. 

b. Every individual inspecting a TOP SECRET document will be required to 
sign the log sheet (Form ICA 6-83) which accompanies the document. TOP 
SECRET documents should be read promptly and returned to the TOP SE- 
CRET Control Officer for filing. If the document must be seen by additional in- 
dividuals, it should be returned to the TOP SECRET Control Officer with the 
names of such individuals so that the TOP SECRET Control Record can be 
corrected and the document properly forwarded. In every instance the docu- 
ment should be returned to the TOP SECRET Control Officer for control and 
for each additional routing. 

ce. TOP SECRET documents will be hand-carried by the individuals con- 
cerned ; they must not be placed in the regular messenger system. 


15.03 Outgoing and Internal Routing of TOP SECRET Material 


All TOP SECRET documents including outgoing cablegrams and airgrams and 
internal memoranda, must be hand-carried by the originating office to the TOP 
SECRET Control Officer for proper recording. The TOP SECRET Control Offi- 
cer will arrange delivery to the addressee. No copies will be permanently re- 
tained by the originating office. Any copies needed for use in the originating 
office must be brought to the TOP SECRET Control Officer for recording. A 
carbon copy of ICA Form 6-33 may be obtained from the TOP SECRET Con- 
trol Officer for retention in the files of the originator if needed. 


15.04 After Hours Handling of TOP SECRET Cables 


a. From 5:30 P.M. until 8:00 A.M. each work day, and on Saturdays and 
holidays until 5:00 P.M., TOP SECRET cables will be received in the Wire 
Communications Section. This Section will make necessary routing deter- 
minations and delivery, if possible, reporting such action to the TOP SECRET 
Control Officer at the opening of the next business day. 

b. Incoming TOP SECRET cables received after hours indicated above will 
be held by the Watch Officer at the State Department until the next business day, 
unless marked “Priority” or “Priority NIACT” or when immediate action is 
obvious. In these instances he will notify the Chief of the Wire Communications 
Section, Administrative Services Division, at his home, who will then determine 
necessary action to be taken. In no case can the contents of a TOP SECRET 
communication or information identifying the communication be discussed in a 
telephone conversation. 
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14.08 Telephonic Dissemination (Transoceanic) 

Transoceanic telephone calls are tranamitted by radio and are therefore bom 
stantly subject to interception and monitoring, There ia ne seountty whatever in 
transoceanic telephone conversations, 


14.04 Testimony of Employees 

Testimony known to be classified shall not be given to a committee of Com 
gress, a court of law or any quasijudicial tribunal, withont the approval of the 
Director of ICA or other officials specifically authorised by him to grant auch 
approval. An employee called upon to give such testimony without prior author 
ization shall state that he is not authorized to disclose the Information desired, 
and that a written request for the specific information should be tranamitted 
to the Director. (See M.O. 830.1, “Procedure for Acting on Congressional ly 
quiries and Attending Congressional Committee Hearings”), 


SECTION 15. CONTROL OF TOP SECRET MATERIAL 
15.01 Purpose 
This section prescribes the methods for receipt, internal control, and dispatch 
of TOP SECRET communications within this agency, 


15.02 Control of Incoming TOP SECRET Material 


All incoming TOP SECRET communications will be received initially by the 
TOP SECRET Control Officer during normal working hours and by the Wire 
Communications Section of the Administrative Services Division after normal 
working hours. Initial acceptance of TOP SECRET documents will not be made 
by any other officers. 

a. After logging each TOP SECRET communication on Form ICA 6-88, “Top 
Secret Access Record”, the TOP SECRET Control Officer will distribute these 
communications to the necessary action and information officers. 

b. Every individual inspecting a TOP SECRET document wiil be required to 
sign the log sheet (Form ICA 6-33) which accompanies the document, ‘TOP 
SECRET documents should be read promptly and returned to the TOP SI- 
CRET Control Officer for filing. If the document must be seen by additional in- 
dividuals, it should be returned to the TOP SECRET Control Officer with the 
names of such individuals so that the TOP SECRET Control Record can be 
corrected and the document properly forwarded. In every instance the docu- 
ment should be returned to the TOP SECRET Control Officer for control and 
for each additional routing. 

ce. TOP SECRET documents will be hand-carried by the individuals con- 
cerned ; they must not be placed in the regular measenger system. 


15.03 Outgoing and Internal Routing of TOP SECRET Material 


All TOP SECRET documents including outgoing cablegrams and airgramsa and 
internal memoranda, must be hand-carried by the originating office to the TOP 
SECRET Control Officer for proper recording. The TOP SECRET Control Off- 
cer will arrange delivery to the addressee. No copies will be permanently re- 
—— by the originating office. Any copies needed for use in the originating 
office must be brought to the TOP SECRET Control Officer for recording. A 
carbon copy of ICA Form 6-33 may be obtained from the TOP SECRET Con- 
trol Officer for retention in the files of the originator if needed. 


15.04 After Hours Handling of TOP SECRET Cables 


a. From 5:30 P.M. until 8:00 A.M. each work da 
i : -M. y, and on Saturdays and 
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or assistant administrative officer in the area from which the information is 
being removed. This record should indicate the subject and classification of 
the documents being removed, the date of removal, and the signature of the 
person authorized to remove the material and the date the material was 
returned. 

Under no conditions shall classified or OFFICIAL USE ONLY material be 
removed from an ICA office to be worked on at an employee’s place of residence, 


10.07 Removal of Classified and OF FICIAL USE ONLY Material by Officials 
Traveling Overseas 

Agency officials who are traveling overseas and require classified or OFFI- 
CIAL USE ONLY material as reference must make arrangements to transmit 
such material to the mission to which they are traveling before departing. It 
is recommended, in such cases, that the traveler address such materials “Hold 
for John Doe”. 

Agency officials are not authorized to act as couriers for the transmission of 
classified materials to overseas missions. All overseas transmissions of classi- 
fied material must be by authorized couriers in accordance with Sections 17 
through 26. 


SECTION 11. REPRODUCTION OF CLASSIFIED AND OFFICIAL USE ONLY MATERIAL 


11.01 Reproduction of Classified and OF FICIAL USE ONLY Cabdlegrams 

All copies of classified and OFFICIAL USE ONLY cablegrams, airgrams, and 
dispatches required for distribution shall be reproduced only through the Com- 
munications Section, M/ADSER. 


11.02 Limiting of Copies 
Copies of all categories of classified and OFFICIAL USE ONLY material shall 


be kept at a minimum, as the risk that such material may fall into unauthorized 
hands increases in proportion to the number of copies in existence. 


11.03 Safeguarding Reproduction of Classified and OF FICAL USE ONLY Mate- 
rial 
The officials directing the printing or reproduction of classified and OFFICIAL 
USE ONLY material shall cause strict supervision to be exercised over the dis- 
position of the notes, manuscripts, type, plates, stencils, negatives and wastage 
incident thereto in a manner which will properly safeguard the information being 
reproduced. 


11.04 Reproduction of Classified and OFFICIAL USE ONLY Material by Pri- 
vate Contractors 


SECRET, CONFIDENTIAL and OFFICIAL USE ONLY material may be re- 
produced by private contractors approved by the Director of the Security Divi- 
sion, M/PSI. These three categories of material will be reproduced by private 
contractors only when urgency is essential and approved government facilities 
are not available. 

Under no circumstances will TOP SECRET information be reproduced by pri- 
vate contractors. 


11.05 Reproduction of TOP SECRET Material Originating in the Agency 

TOP SECRET material may be reproduced only for the most compelling rea- 
sons. If such reproduction becomes necessary within the organization, approval 
for such reproduction must be obtained from a Division or Office Director or 
higher authority. When copies are reproduced under these conditions the repro- 
duced copies shall immediately be hand-carried to the TOP SECRET Control 
Officer for recording and indicated distribution. 


11.06 Reproduction of TOP SECRET Material Originating in Other Government 
Agencies 

Where the material originated in another government agency, written authori- 
zation must be obtained from the originating official before reproduction can 
be made. When such authorization is received and the necessary copies have 
been made, the TOP SHCRET Control Officer will be advised and the copies 
of the reproduced material will be immediately forwarded to him for recording 
and indicated distribution. 
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11.07 Reproduction of SECRET, CONFIDENTIAL and OFFICIAL USE ONLY 
Material Originating in the Agency 


Material in the above categories except cablegrams (Section 11.01) may be 
copied or reproduced through the facilities of the agency or by an approved 
government facility when accompanied by a request signed by an Office or 
Division Director or higher authority. 


11.08 Reproduction of SECRET, CONFIDENTIAL and Administratively Con- 
trolled Material Originating in other Government Agencies 


Material in the above categories shall be copied or reproduced only upon the 
expressed written authorization of the originating office or official. 


11.09 Control of Reproduced SECRET Documents 


In all cases where the reproduction of SECRET material is necessary as 
defined in the preceding sections the responsible office shall number all copies 
and shall maintain appropriate records of distribution of the copies by number, 
names of officials receiving copies, agency or office and date of distribution. This 
same method of recording should apply in the case of CONFIDENTIAL mate- 


rial whenever the originating office feels that a higher degree of accountability 
is desirable. 


11.10 Eaception to Control of Reproduced SECRET Documents 


An exception to the foregoing (Section 11.09 has been made with respect 
to the control of cablegrams, airgrams, circulars, dispatches, cable summaries 


and instructions originating in EXSEC and the Cable and Airgram Section 
of ADSER. 


SECTION 12. OFFICIAL DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY 
MATERIAL 


12.01 Determining Distribution Need 


Classified and OF FICIAL USE ONLY information shall be entrusted only to 
individuals whose official duties require such knowledge or possession. Office 
or Division Directors of higher authority, with respect to TOP SECRET, Branch 
Chiefs of higher authority, with respect to lower classification and OFFICIAL 
USE ONLY, shall be responsible for providing guidance in determining distribu- 
tion requirements on the basis of functional needs, and not by virtue of position 
or grade level of any employee. Executive and administrative officers, after con- 
sultation with their respective chiefs, shall be responsible for insuring that 


material which originated with them or comes under their jurisdiction is given 
no more than necessary distribution. 


12.02 Distribution to Other Agencies 


Classified and OFFICIAL USE ONLY material which originated in ICA shall 
not be sent to other Federal departments or agencies, or to designated individuals 
therein, except by an officially signed or initiated transmitting communication 
from a Division Director or higher authority or persons authorized by them. 
Classified and OFFICIAL USE ONLY information shall be disseminated only 
to those officers who are known to be qualified to receive it. Classified or ad- 
ministratively designated or controlled material, for example, OFFICIAL 
USE ONLY and LIMITED OFFICIAL USE documents, originating in another 
department or agency and furnished to officials shall not, without the consent of 
the originating agency, be communicated to a third department or agency or 
persons who are not officials in the U.S. Government. 


12.08 Authorization to Handle TOP SECRET Material 


Each TOP SECRET document shall be treated individually, shall receive the 
absolute minimum distribution, and shall be strictly limited to those individuals 
who are actually required to work with the material. The responsibility for de- 
termining the appropriate dissemiaation shall rest with Division Directors or 
higher authority. (See Section 15). 


SECTION 13. DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY MATERIAL 


OUTSIDE THE EXECUTIVE BRANCH OF THE GOVERNMENT 


13.01 Dissemination of Classified and OFFICIAL USE ONLY Material 


Requests for use of classified and OFFICIAL USB ONLY material by persons 
who are not employees of the U.S. Government shall be referred to the Director 
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of public Reports. He shall then forward copies of such requests to the origi- 
nating or action office and the Director for Personnel Security and Integrity for 
clearance in accordance with the following regulations : 


13.02 Action on Requests 

Requests must be in written form stating the intended use for each document 
or item of information before any action can be taken. Release of any classified 
material or information shall be made only for a compelling reason. 


13.03 Criteria of Approval 

Classified and OFFICIAL USE ONLY information will be released when it has 
been determined by the appropriate official that (1) the release of the informa- 
tion or material to the requester would in no way adversely affect the national 
defense; (2) the release of the information is clearly advantageous to ICA 
and is in the national interest; (3) the requester has been adequately checked 
by the Office of Personnel Security and Integrity ; and (4) the requester has been 
fully apprised by the appropriate operating official of his responsibilities in the 
handling of classified or OF FICIAL USE ONLY information under the Espionage 
Laws (18 USC 793, 794 and 798). 


13.04 Review of Material Prior to Publication 


Whenever classified or OFFICIAL USE ONLY material contained in ICA 
files is examined by a requester who has been approved as specified above, the 
following clearances of the material shall be required prior to release and 
publication : 

1. Review of the completed manuscript by qualified officials in the offices 
having custody and knowledge of the basic material. Such review shall be for 
the purpose of determining if the manuscript contains classified information 
or OFFICIAL USE ONLY, the release of which might adversely affect the 
national defense or the national interest. 

2. Reviewers of the completed manuscript shall be designated by the office hav- 
ing custody and knowledge of the basic material. 

8. Upon completion of the review the interested office shall recommend in 
writing to the Director of Public Reports deletions or approval in the manu- 
script as indicated. 

4. The manuscript shall then be routed to the Director for Public Reports, 
the Director of Personnel Security and Integrity and the Director of ICA for final 
review and clearance. 


13.05 Instructions to Requester for Safeguarding Classified Material 


When classified material is released to persons not employed by the Federal 
Government they shall be informed by the appropriate official of the proper 
safeguards required for handling and storage of the material furnished. Ma- 
terial being released will be marked : 

“This material contains information affecting the national defense of the 
United States within the meaning of the Espionage Laws, Title 18 USC, Sec- 
tions 793, 794 and 798, the transmission or revelation of which in any man- 
ner to an unauthorized person is prohibited by law.” 


18.06 Action on Requests from Congressional Committees 

Classified material requested by Congressional Committees shall be released 
in accordance with M.O. 330.1 of February 6, 1956, “Procedures for Acting on 
Congressional Inquiries and Attending Congressional Hearings”. 


SECTION 14. ORAL DISSEMINATION OF CLASSIFIED AND OFFICIAL USE ONLY 
INFORMATION 

14.01 Unoficial Discussions 

Public or private discussions of any type of classified or OFFICIAL USH ONLY 
information with or in the presence or hearing of any person not authorized to 
have knowledge thereof is strictly forbidden. This rule is aimed especially at 
persons inclined to engage in discussions of office affairs with their families or 
friends outside the office ; it also applies to careless talk in the office in the pres- 
on of visitors or workmen, talk in public places, and discussions over the tele- 
phone. 


14.02 Telephonic Dissemination (Inter-Office and Local) 


Classified information shall not be transmitted by telephone. References to 
file numbers, dates and subject of classified or OFFICIAL USB ONLY cable- 
grams may not be made over the telephone. 
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14.038 Telephonic Dissemination (Transoceanic) 

Transoceanic telephone calls are transmitted by radio and are therefore con- 
stantly subject to interception and monitoring. There is no security whatever in 
transoceanic telephone conversations. 


14.04 Testimony of Employees 

Testimony known to be classified shall not be given to a committee of Con- 
gress, a court of law or any quasijudicial tribunal, without the approval of the 
Director of ICA or other officials specifically authorized by him to grant such 
approval. An employee called upon to give such testimony without prior author- 
ization shall state that he is not authorized to disclose the information desired, 
and that a written request for the specific information should be transmitted 
to the Director. (See M.O. 330.1, “Procedure for Acting on Congressional In- 
quiries and Attending Congressional Committee Hearings”). 


SECTION 15. CONTROL OF TOP SECRET MATERIAL 
15.01 Purpose 
This section prescribes the methods for receipt, internal control, and dispatch 
of TOP SECRET communications within this agency. 


15.02 Control of Incoming TOP SECRET Material 


All incoming TOP SECRET communications will be received initially by the 
TOP SECRET Control Officer during normal working hours and by the Wire 
Communications Section of the Administrative Services Division after normal 
working hours. Initial acceptance of TOP SECRET documents will not be made 
by any other officers. 

a. After logging each TOP SECRET communication on Form ICA 6-33, “Top 
Secret Access Record”, the TOP SECRET Control Officer will distribute these 
communications to the necessary action and information officers. 

b. Every individual inspecting a TOP SECRET document will be required to 
sign the log sheet (Form ICA 6-33) which accompanies the document. TOP 
SECRET documents should be read promptly and returned to the TOP SE- 
CRET Control Officer for filing. If the document must be seen by additional in- 
dividuals, it should be returned to the TOP SECRET Control Officer with the 
names of such individuals so that the TOP SECRET Control Record can be 
corrected and the document properly forwarded. In every instance the docu- 
ment should be returned to the TOP SECRET Control Officer for control and 
for each additional routing. 

c. TOP SECRET documents will be hand-carried by the individuals con- 
cerned ; they must not be placed in the regular messenger system. 


15.03 Outgoing and Internal Routing of TOP SECRET Material 


All TOP SECRET documents including outgoing cablegrams and airgrams and 
internal memoranda, must be hand-carried by the originating office to the TOP 
SECRET Control Officer for proper recording. The TOP SECRET Control Offi- 
cer will arrange delivery to the addressee. No copies will be permanently re- 
tained by the originating office. Any copies needed for use in the originating 
office must be brought to the TOP SECRET Control Officer for recording. A 
carbon copy of ICA Form 6-33 may be obtained from the TOP SECRET Con- 
trol Officer for retention in the files of the originator if needed. 


15.04 After Hours Handling of TOP SECRET Cables 


a. From 5:30 P.M. until 8:00 A.M. each work day, and on Saturdays and 
holidays until 5:00 P.M., TOP SECRET cables will be received in the Wire 
Communications Section. This Section will make necessary routing deter- 
minations and delivery, if possible, reporting such action to the TOP SECRET 
Control Officer at the opening of the next business day. 

b. Incoming TOP SECRET cables received after hours indicated above will 
be held by the Watch Officer at the State Department until the next business day, 
unless marked “Priority” or “Priority NIACT” or when immediate action is 
obvious. In these instances he will notify the Chief of the Wire Communications 
Section, Administrative Services Division, at his home, who will then determine 
necessary action to be taken. In no case can the contents of a TOP SECRET 
communication or information identifying the communication be discussed in a 
telephone conversation. 
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15.05 Internal Control and Dispatch of Cosmic and NATO TOP SECRET Docu- 
ments and Material 


All incoming and outgoing Cosmic and NATO TOP SECRET documents and 
material will be received, controlled and distribution determined by the Cosmic 
Control Officer. 


15.06 Internal Control of NSC TOP SECRET Documents 


All incoming NSC TOP SECRET documents will be received initially by the 
Office of the Assistant to the Director for NSC and OCB Liaison. However, 
the facilities of the TOP SECRET Control Office must be utilized whenever 
dissemination of such material is made throughout the agency. 


15.07 Control and Recording of TOP SECRET Material by Officers and Divisions 
in the Agency 


Each Office and Division Director in the agency shall designate a TOP SECRET 
Control Officer who shall receive, record and give indicated distribution to all 
TOP SECRET material. 

a. Incoming documents in the above categories shall be transmitted to the 
Office or Division TOP SECRET Control Officer by the TOP SECRET Control 
Officer of the Administrative Services Division. 

b. The Office or Division TOP SECRET Control Officer will record the num- 
ber, if any, of the document received, date received, originating office, agency 
or mission, subject and distribution as indicated by the TOP SECRET Control 
Officer. 

ec. When action has been taken on the document the Office or Division TOP 
SECRET Control Officer will record the reply numbers, if any, date of reply, 
and make arrangements to have the document returned to the TOP SECRET 
Control Officer by hand of an authorized employee. 

d. Outgoing documents in the above categories shall be recorded by the Office 
or Division TOP SECRET Control Officer who will note the number, if any, of 
the document, the date, office, agency, mission and name of the person to whom 
the document is directed and the name of the originator of the document. The 
Office or Division TOP SECRET Control Officer will then make arrangements to 
have the document transmitted to the TOP SECRET Control Officer in Admin- 
istrative Services Division by hand of an authorized employee. 

e. When any TOP SECRET document which has been controlled by the TOP 
SECRET Control Officer is received by an Officer or Division TOP SECRET 
Control Officer, this Officer shall make certain that the persons to whom the 
document is directed acknowledge access to the document by signing their full 
names on the log sheet (ICA Form 6-33) which accompanies the document. 

f. Office and Division TOP SECRET Control Officers may utilize ICA Form 
3-27 “Communications Log” for recording pu 

g. Office and Division TOP SECRET Control ‘Records will be stored and 
handled within the offices and divisions as TOP SECRET material and will be 
subject to periodic inspection by the Security Officer. 


15.08 Follow-Up on TOP SECRET Documents 


a. A follow-up will be maintained by the TOP SHCRET Control Office, Ad- 
ministrative Services Division, on all charged out material. Documents which 
must be routed to more than one office must be returned within two days. Other 
TOP SECRET documents must be returned within ten days. When necessary, 
the loan period may be extended. 

b. The TOP SECRET Control Office will periodically prepare a report listing 
documents which have been outstanding more than three months. This report 
will be circulated to the appropriate offices and will be returned to the TOP 
SECRET Control Office with an explanation concerning each document listed. 


The completed reports will be forwarded to M/PSI for concurrence and/or 
necessary action. 


15.09 TOP SECRET Files 


All TOP SECRET communications not in actual use will be filed in the TOP 
SECRET Control Office, Administrative Services Division. In no case should 
copies be retained in office files indefinitely. Copies temporarily held by offices 
or divisions will not be removed from the special TOP SECRET file folders 
and will not be intermingled with other office files. 

Extra copies will be destroyed by the TOP SECRET Control Office, Adminis- 
trative Services Division, as soon as practicable. A record of destruction will 
be noted on the master file copy. 
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15.10 Inspection by Security Division 
The Security Division shall periodically undertake inspection of compliance 
with the requirements of this Section. 


SECTION 16. DISPOSAL AND DESTRUCTION OF CLASSIFIED AND OFFICIAL USE ONLY 
MATERIAL 


16.01 Types of Classified and OFFICIAL USE ONLY Non-Record Material 
which may be Destroyed 
Documentary record material made or received by a department or agency 
in connection with transaction of public business and preserved as evidence 
of the organization, functions, policies, operations, decisions, procedures or other 
activities of any department or agency of the Government, or because of the 
informational value of the data contained therein, may be destroyed only in 
accordance with the act of July 7, 1948, c. 192, 57 Stat. 380, as amended, 44 
U.S.C. 366-380. Non-record classified and OFFICIAL USE ONLY material, 
consisting of extra copies and duplicates including shorthand notes, preliminary 
drafts, used carbon paper, and other material of similar temporary nature, may 
be destroyed in accordance with the instructions set forth in the following 
sections: 
(a) Methods of Destruction: Classified defense material and OFFICIAL 
USE ONLY shall be destroyed by burning in the presence of an appropriate 
official or by other methods authorized by the head of an agency provided 
the resulting destruction is equally complete. 
(b) Records of Destruction: Appropriate accountability records main- 
tained in the department or agency shall reflect the destruction of classified 
defense material and OFFICIAL USE ONLY Cables. 


16.02 Review of Non-Record Material for Purpose of Destruction 


All officials in the agency who have responsibility for the custody of classified 
and OFFICIAL USE ONLY material shall institute methods for continuing re- 
view of such material. This review should result in the disposal of non-record 
classified and OFFICIAL USB ONLY material having no further operational 
value, which may be occupying security storage facilities that could be utilized 
in the storage of active classified and OFFICIAL USE ONLY material. 


16.08 Preparation for Destruction 


Classified and OFFICIAL USE ONLY material to be destroyed as waste shall 
be torn into small pieces and placed in paper bags marked “Burn” which shall be 
Sealed by stapling when filled. Outside of regular working hours, partially 
filled “Burn” bags shall be stored in a manner affording protection commen- 
surate with the classification of material to be burned. “Burn” bags may be 
obtained from the Supply Office. 


16.04 Collection and Method of Destruction 


Filled “Burn” bags will be collected on a schedule fixed by M/ADSER. These 
bags will be collected by employees authorized by the Security Officer and will 
be destroyed by burning under the supervision of the Security Officer or an ia- 
dividual authorized by him. 


16.05 Record of Destruction of TOP SECRET, SECRET and CONFIDENTIAL 
Information 


TOP SECRET material shall be delivered to the TOP SECRET Control Officer 
for destruction and appropriate recording. 

SECRET and CONFIDENTIAL material prior to destruction shall be re 
corded by the individual officers having custody of this material. This record 
should reflect the subject of each individual document or in the case of cable- 
grams including OFFICIAL USE ONLY the number and post, the date of the 
document, the date the document was prepared for destruction and the initials 
of the authorizing official or the employee delegated by him to destroy the 
material. (Instructions for recording may be obtained by contacting the 
Security Officer. ) 

It will not be necessary to record the destruction of OFFICIAL USE ONLY 
material except cablegrams which must be recorded as noted above. 
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SECTION 17. TRANSMISSION OF TOP SECRET MATERIAL, INTERNAL AND OUTGOING 


17.01 Responsibility for Transmission 


All TOP SECRET transmissions whether internal or outgoing shall be effected 
by the TOP SECRET Control Officer in accordance with Section 15.03. 


SECTION 18. TRANSMISSION OF SECRET MATERIAL WITHIN THE AGENCY 


18.01 Persons Authorized to Act as Messengers 

The transmission of SECRET material shall be either by direct contact, by 
authorized personnel who have worked with the material or by the regular 
messenger service. 
18.02 Protection in Transit 

SECRET material shall be enclosed in a single sealed envelope. The en- 
velope shall be opaque and shall be addressed by name, office symbol, room num- 
ber, and building designation. No classification stamp or mark shall be used 
on the envelope to indieate the classification of its contents. 
18.03 Receipt 
Receipt not required. 





SECTION 19. TRANSMISSION OF SECRET MATERIAL TO OTHER GOVERNMENT AGENCIES 


AND WITHIN. THE CONTINENTAL LIMITS OF THE U.S. 





19.01 Persons Authorized to Act as Messengers 


The transmission of SECRET material to other government agencies and 
within the continental limits of the U.S. shall be by authorized messengers of 
the regular messenger service, or by the messenger system of the department 
or agency to which the material is addressed (if such transmission means is 
approved by the Security Officer) or by U.S. Registered Mail. 


19.02 Protection in Transit 


SECRET material to be transmitted to another government agency or within 
the continental limits of the U.S. shall be enclosed in two sealed envelopes. Both 
envelopes shall be properly and completely addressed, and the inner one marked 
“SECRET”. The outer envelope shall not be stamped or marked with the 
security classification but should be addressed and marked “Registered”. 


19.03 Receipt 


Receipt Form ICA-6-11 (may be obtained from Distribution Section, 
M/ADSER) must be filled out as indicated. 

(1) The postal card portion of the form must be enclosed in the inner 
envelope with the document. 

(2) The mail room suspense file portion of the receipt should be attached 
to the outer envelope and shall be retained in the mail room until the 
postal card portion has been signed and returned by the addressee. At this 
time the mail room suspense file copy may be destroyed. 

(3) The originator’s suspense file portion of the receipt shall be retained 
by the office transmitting the document until the postal card portion is 
ee from the mail room at which time the suspense file copy may be 

estroyed. 



















SECTION 20. TRANSMISSION OF SECRET MATERIAL TO OVERSEAS MISSIONS 


20.01 Persons Authorized to Act as Couriers 


SECRET material shall be transmitted in the custody of a courier designated 
by or acceptable to the Diplomatic Courier Service of the Department of State 
or the Department of Defense. 


20.02 Protection in Transit 


SECRET material to be transmitted to overseas missions shall be enclosed in 
a single opaque envelope addressed to the officer in charge or to an individual 
by name. The envelope must be stamped with the security classification. 


20.03 Receipt 
Receipt not required. 
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SECTION 21. TRANSMISSION OF CONFIDENTIAL MATERIAL WITHIN THE AGENCY 


21.01 Persons Authorized to Act as Messengers 


The transmission of CONFIDENTIAL material shall be either by direct con- 
tact, by authorized personnel who have worked with the material or via the 
regular messenger service. 


91.02 Protection in Transit 

CONFIDENTIAL material shall be enclosed in a single sealed envelope. The 
envelope shall be addressed by name, office, symbol, room number, and building 
designation. No classification stamp or mark shall be used on the envelope to 
indicate classification of its contents. 
21.03 Receipt 

Not required. 


SECTION 22. TRANSMISSION OF CONFIDENTIAL MATERIAL TO OTHER GOVERNMENT 
AGENCIES AND WITHIN THE CONTINENTAL LIMITS OF THE U.S. 


22.01 Persons Authorized to Act as Messengers 

The transmission of CONFIDENTIAL material to other government agencies 
and within the continental limits of the U.S. shall be by the regular messenger 
system or by the messenger system of the department or agency to which the 
material is addressed (as such transmission means are approved by the Security 
Officer) or by U.S. Registered Mail. 
22.02 Protection in Transit 

CONFIDENTIAL material to be transmitted to another government agency 
or within the continental limits of the U.S. shall be enclosed in two sealed en- 
velopes. Both envelopes shall be properly and completely addressed and the 
inner one marked “CONFIDENTIAL”. The outer envelope shall not be stamped 
or marked with the security classification but should be addressed and marked 
“Registered”. 
22.03 Receipt 


If the sender deems it necessary, a receipt form, ICA-6~-11, shall be executed 
(See Section 19.03). 
22.04 Transmission of CONFIDENTIAL Cablegrams 


Unencrypted copies of CONFIDENTIAL cablegrams may not be transmitted 
through the U.S. Mail except as provided in Section 29.02. 


SECTION 23. TRANSMISSION OF CONFIDENTIAL MATERIAL TO OVERSEAS MISSIONS 


23.01 Persons Authorized to Act as Couriers 

CONFIDENTIAL material shall be transmitted in the custody of a courier 
designated by or acceptable to the Diplomatic Courier Service of the Department 
of State or the Department of Defense. 
23.02 Protection in Transit 

CONFIDENTIAL material to be transmitted to overseas missions shall be 
enclosed in a single opaque envelope addressed to the officer in charge, or to an 
individual by name, and shall be stamped with the security classification of the 
information contained in the envelope. 
23.03 Receipt 

Not required. 


SECTION 24. TRANSMISSION OF OFFICIAL USE ONLY INFORMATION WITHIN THE 
AGENCY 


24.01 Persons Authorized to Act as Messengers 


The transmission of OFFICIAL USE ONLY information shall be by direct 
contact, by authorized personnel or via the regular messenger service. 


24.02 Protection in Transit 


OFFICIAL USE ONLY material shall be enclosed in a single sealed envelope. 
The envelope shall be addressed by name, office symbol, room number, and build- 
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ing designation. No classification stamp or mark shall be used on the envelope 
to indicate its contents. 
24.03 Receipt 

Not required. 


SECTION 25. TRANSMISSION OF OFFICIAL USE ONLY INFORMATION TO OTHER GOVERN- 
MENT AGENCIES AND WITHIN THE CONTINENTAL LIMITS OF THE U.S. 


25.01 Persons Authorized to Act as Messengers 

The transmission of OFFICIAL USE ONLY information to other government 
agencies and within the continental limits of the U.S. shall be by authorized 
personnel who have worked with the material or by the messenger services of the 
agency to which the material is addressed, by the regular messenger system or 
by the regular U.S. Mail. 
25.02 Protection in Transit 

OFFICIAL USE ONLY information shall be enclosed in a single sealed 
envelope. The envelope shall not be stamped or marked with the designation. 
25.03 Receipt 

Not required. 


25.04 Transmission of OFFICIAL USE ONLY Cablegrams 


Unencrypted copies of OFFICIAL USE ONLY cablegrams may not be trans- 
mitted through the U.S. Mail except as provided in Section 29.02. 





SECTION 26. TRANSMISSION OF OFFICIAL USE ONLY INFORMATION TO OVERSEAS 
MISSIONS 





26.01 Persons Authorized to Act as Messengers 


OFFICIAL USE ONLY material may be transmitted by authorized personnel 


a have worked with the material or via the regular State Department Pouch 
System. 


26.02 Protection in Transit 


OFFICIAL USE ONLY information to be transmitted to overseas missions 
shall be enclosed in a single envelope. The envelope shall be marked or stamped 
with the designation “OF FICIAL USE ONLY”. 


26.03 Receipt 


Not required. 


SECTION 27. CRYPTOGRAPHIC SECURITY 
27.01 Authority 


Cryptographic security regulations are issued under the authority of Sections 
4(e) and 6(c) of Executive Order 10501 which state “Classified telegrams ... 
shall be handled in accordance with the regulations of the transmitting depart- 
ment” and, “Heads of departments and agencies shall prescribe such protective 
facilities as may be necessary in their departments or agencies for material 
originating under statutory provisions.” Cryptographic information, and all 
material used in the encrypting and decrypting of telegrams is protected by law. 
Cryptographie security regulations apply to administratively designated as well 
as to classified telegrams. 


27.02 Individual Responsibility 


Each person having access to cryptographic information, classified cablegrams, 
or administratively designated cablegrams, is responsible for knowing and com- 
plying with the cryptographic security regulations. 


27.03 Reporting Infractions 


Any infraction of cryptographic security regulations shall be reported to 
the Security Officer who in turn shall advise the Cryptographic Security Officer 
of the Department of State. If the infraction resulted in the loss, theft, or 
compromise of a classified or administratively designated eablegram, the De- 
partment of State Office of Security shall also be informed through the Security 
Officer. 
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SECTION 28. DRAFTING AND MAKING REFERENCE TO CABLEGRAMS 


28.01 Similar Cablegrams 


Separate cablegrams which are to be encrypted (classified) should not contain 
identically worded passages because more than one encryption of the same text 
ean lead to the compromise of a cryptographic system. When similar information 
is required for more than one addressee, drafting officers shall: 

(a) Avoid the use of a basic text with only minor changes by drafting one 
multiple-address circular cablegram. 

(b) Use general terms such as “country which accredited” to avoid nam- 
ing specific countries in separate cablegrams. 

(c) Draft one cablegram containing the information required by individ- 
ual addressees in separate cablegrams. 

(ad) Employ paraphrasing when other methods cannot be used. 

When it is impossible to avoid sending separate cablegrams with partially 
identical text, each cablegram shall bear a notation calling attention to its 
similarity to the others and the similar cablegram shall be processed through 
channels at the same time if possible. 


28.02 Repeated Cablegrams 


Classified or administratively designated cablegrams should not be quoted 
in full in subsequent cablegrams. The telegraphic branch of the Office of Com- 
munications and Records, U.S. Department of State upon request, will transmit 
any previous cablegram to additional addressees. (No change in classification 
or administrative control designation can be made in such cases.) When addi- 
tional information is required by the new addressee(s) it should be sent in a 
separate cablegram. When only a portion of the contents is required by the new 
addressee(s), it is preferable to summarize or paraphrase rather than to quote 
directly from a previous cablegram. 


28.03 “Verbatim Teat” Cablegrams 


Whenever the drafting officer knows that any part of the text of a classified 
cablegram is known to, or may be communicated to persons other than American 
employees of the Executive Branch of the Government, he shall indicate this fact 
by marking “VERBATIM TEXT” under the classification at the top of the 
ecablegram. When practicable, a “VERBATIM TEXT” message should con- 
tain only the text which is or will be known outside the Executive Branch. Other 
information and instructions pertaining to it should be sent in a separate cable- 
gram. 

28.04 References in Cablegrams 


The following precautions shall be observed when references are made to 
classified or administratively designated cablegrams : 

(a) Unnecessary references to previous cablegrams by date and number 
shall be avoided. 

(b) A ecablegram making direct reference by number, date, or other 
identifying information to a classified cablegram shall be classified at least 
CONFIDENTIAL. 

(c) A eablegram making direct reference by number, date, or other 
identifying information to an administratively designated cablegram shall 
be designated at least OFFICIAL USE ONLY. 

Even though the information contained in a classified or administratively 
designated cablegram is declassified or decontrolled, the cablegram itself re- 
mains classified or administratively controlled for a period of ten years. 

The above precautions concerning direct reference to such cablegrams shall 
continue to be observed during the ten year period. 


28.05 References to Cablegrams in other Documents 


A document other than a cablegram, which reveals both the number and the 
subject matter of a classified or administratively designated cablegram shall be 
classified at least CONFIDENTIAL. Conversely, a document, other than a cable- 
gram, which does not reveal both the number and the subject matter of a classified 
or administratively designated cablegram need not be classified unless the con- 
tents of the document require a classification. When the cablegram referred 
to is more than 10 years old the above precautions are not required. 

When a collection of current classified or administratively designated cable- 
grams is summarized, or quotations from them are included in any type of 
documentation, the numbers of the cablegrams involved shall not normally 
be cited. If the cablegram numbers are needed in such cases, a separate 
listing is preferable. Substitute identifications of the cablegrams can be 
used in the documentation. 


















468 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


28.06 Limitations on Number of Copies 


Originators of classified or administratively designated cablegrams shall 
prepare only the number of copies required by the Division of Communica- 
tions and Records, U.S. Department of State, plus one copy for retention un- 
til a confirmation copy is received from that office. 





SECTION 29. TRANSMISSION OF CLASSIFIED OR ADMINISTRATIVELY DESIGNATED 
CABLEGRAMS 


29.01 Local Transmission 


Encrypted copies of classified or administratively controlled cablegrams 
which are to be delivered within the organization or to the Washington offices 
or other departments or agencies of the government shall be given the same 
protection prescribed for other material of the same classification or admin- 
istratively controlled designation, except that OFFICIAL USE ONLY cable- 
grams shall be given the protection prescribed for CONFIDENTIAL ma- 
terial. 


29.02 Transmission outside Washington, D.C. 


Outgoing classified or administratively controlled cablegrams shall be en- 
erypted by the Office of Communications and Records, U.S. Department of 
State, prior to transmission by any exposed communication channel, Un- 
encrypted copies of classified or administratively controlled cablegrams shall 
be afforded the safeguards given SECRET material unless the message itself 
is TOP SECRET, in which case the handling shall be that prescribed for TOP 
SECRET. Such copies shall not be sent to addressees for confirmation pur- 
poses. Jf unencrypted copies are to be mailed, requests for such mailing shall 
be made to the Office of Communications and Records, U.S. Department of 
State through the Security Officer. No other office is permitted to mail un- 
encrypted copies of classified or administratively designated cablegrams. An 
encrypted text may be transmitted by unaccompanied pouch or open mail. 
Requests for such transmission shall be made to the Office of Communica- 
tions and Records, U.S. Department of State. Delivery can frequently be ex- 
pedited by this means if utilized when courier accompanied pouch service is 
not available. 


SECTION 30. PROTECTING OLASSIFIED AND ADMINISTRATIVELY DESIGNATED 
CABLEGRAMS 
80.01 Limitations on Access 


Only American citizen employees of the Executive Branch are authorized to 
have access to classified and administratively controlled cablegrams. Such 
access will be on a “need to know” basis. 


80.02 Releasing Telegraphic Information 


When the information contained in a classified or administratively controlled 
eablegram is communicated in written form to persons or agencies outside the 
Executive Branch, it shall be prepared as follows: 

(a) The text shall be transcribed as a different kind of document which 
in no way shows its cablegraphic origin. 

(b) Articles, prepositions, pronouns, and other words which were omitted 
from the cablegraphic text shall be restored; abbreviated words shall be 
spelled out; and the original wording shall be paraphrased wherever possible. 

(c) Neither the serial number or time of origin of the cablegram nor any 
serial numbers or dates of classified or administratively controlled cable- 
grams Shall be divulged. 

(d) The new document shall be given the same classification or control 
designation as the original cablegram; unless the contents of the cablegram 
have been downgraded, declassified or decontrolled. 

(e) Prior to release of such information all of the requirements of Sec- 
tion 13 of these regulations must have been fulfilled. 


80.03 Reproduction of Cablegrams 


Cablegrams transmitted by this organization through the facilities of the De- 
partment of State, or received by this organization through the facilities of the 
Department of State shall not be reproduced except by the express permission 
of the Office of Communications and Records, U.S. Department of State. Requests 
for reproduction shall be made through the Security Officer. 
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30.04 Protection During Telephone Conversations 


A classified or administratively designated cablegram shall not be read over 
the telephone. 


20.05 Declassifying and Decontrolling Cablegrams 


Classified and administratively designated cablegrams cannot be declassified 
or decontrolled for a period of ten years from the date of original trans- 
mission. After ten years such cablegrams may be treated in the same manner 
as any other document of similar classification or designation. (This also ap- 
plies to cablegrams classified RESTRICTED under the previous security 
regulations. ) 

The information contained in a classified or administratively designated cable- 
gram may be declassified or decontrolled in less than ten years. However, if 
during that period the information is used as unclassified it shall in all cases 
be afforded the protective measures prescribed in Section 30.02. These pro- 
tective measures are required even though the unclassified usage is within the 
organization or another agency in the Executive Branch. When a cablegram 
marked “PARAPHRASE BEFORE COMMUNICATING” is to be declassified, 
instructions shall be requested from the cryptographic staff, U.S. Department 
of State through the Security Officer. 


30.06. Downgrading Cablegrams 


As stated in the previous section cablegrams cannot be declassified nor de- 
controlled for ten years, They may, however, be downgraded during that period. 
A classified cablegram may be downgraded to CONFIDENTIAL. While such 
downgrading permits greater freedom in using the information contained in a 
eablegram, it should be remembered that for ten years the telegram itself (true 
reading) must be given at least the protection prescribed for documents classi- 
fied CONFIDENTIAL. 


30.07. Storage for Cablegrams 


Classified cablegrams shall be stored during non-working hours and when 
offices are unoccupied in accordance with the regulations set forth in Section 9 
of these regulations. 


SECTION 31. PROCEDURES ON SECURITY VIOLATIONS 


31.01 General 


The long range and most important purpose of the security compliance pro- 
gram is the development of an ever present sense of “security awareness” on 
the part of each employee so that he is mindful to his responsibilities at all 
times. A basic objective is to detect as soon as possible those weaknesses in 
daily office routine which engender “bad security habits” and to take immediate 
corrective action to preclude the possibility of compromises of sensitive informa- 
tion and operations. 


31.02 Hvaluation of Violations 


Any infraction of these Security Regulations or amendments thereto, or 
procedures or directives issued by the Security Division of M/PSI involving 
the compromise or possible compromise of classified or cryptographic materials 
will constitute a violation. 

When an employee receives notification that he has been charged with re- 
sponsibility for a security infraction of these Security Regulations as described 
in the preceding paragraph, he shall within three (3) days after such notifica- 
tion prepare a memorandum of explanation to his Division or Office Director 
concerning the reported infraction and forward two copies to the Security 
Officer. This memorandum should set forth all the circumstances surrounding 
the alleged infraction together with all circumstances, if any, which would 
tend to mitigate the seriousness of the infraction. 

The Security Division of M/PSI will review and evaluate each alleged viola- 
tion report and the employee’s memorandum of explanation objectively and 
impartially and when essential in the interest of clarification shall conduct 
whatever investigation may be necessary. In order to preserve the integrity 
of the program, no preferential treatment will be accorded a violator because 
of rank or position. 

When evaluation by the Office of Personnel Security and Integrity, Security 
Division results in a determination that a violation is not valid or is not of a 
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nature to warrant disciplinary action the violation notice will be returned to 
the appropriate Division or Office Director for disposal or appropriate action. 

Some of the considerations employed by the Office of Personnel Security and 
Integrity in determining possible recommendations to the Director, Office of 
Personnel, will be : 

(a) The classification or designation of material involved ; 

(b) The sensitivity of the position occupied by the violator ; 

(c) The extent of possible compromise ; 

(d) Whether cryptographic material and operations are involved; 

(e) The source of the material (other U.S. agency or foreign govern- 
ment) ; 

(f) Whether the violation was inadvertent or deliberate ; 

(g) The amount of classified material the violator normally handles ; 

(h) The number, frequency, and seriousness of previous violations; 

(i) The similarity of previous violations ; 

(j) The violator’s explanation of the infraction, including all mitigating 
circumstances such as overtime, shortage of personnel, defective equipment, 
ete. ; 

(k) The Division or Office Director’s comments ; 

{1) The action taken with respect to previous violations committed by 
the violator ; 

(m) Employee’s length of service ; 

(n) Whether anyone shares responsibility for the violation ; 

Recommendations for disciplinary action will be forwarded by the Office of 
Personnel Security and Integrity to the Director, Office of Personnel for review 
and appropriate action. The employee will be notified by the Office of Personnel 
if the recommended disciplinary action is approved. The actions which might 
be recommended, depending on the seriousness and/or frequency of violations 
could be; (1) letter of reprimand for inclusion in an employee’s personnel 
file; (2) suspension without pay, or (3) dismissal. 


31.03 Inclusion of Records of Security Violations in Personnel Files 


First violations, except in aggravated cases, will ordinarily be followed by a 
letter from M/PSI to the employee advising that greater care should be exerted 
in avoiding such violations but that the violation report will not be forwarded 
for inclusion in the invidual’s personnel file at this time. However, a copy of 
the violation will be retained in the employee's security file in M/PSI. Should 
a second violation be incurred by the employee within one year of the date of 
the original infraction, then a report of both the first and the second violations 
will be transmitted to the Office of Personnel for inclusion in the employee's 
personnel folder. It should be noted that a report of the first violation may be 
forwarded to the Office of Personnel for inclusion in an employee’s personnel 
folder and a recommendation may be made for disciplinary action if the initial 
violation so warrants. 

When an employee has completed a one year period without a security in- 
fraction a notation will be placed in the employee’s personnel file indicating that 
all previous violations will be considered null and void. 


81.04 Appeals from Disciplinary Action 


When an employee receives a notification that disciplinary action is con- 
templated and he feels there are circumstances concerning the violation or vio- 
lations which would mitigate in his favor he may prepare a letter of appeal 
setting forth the circumstances in detail. The letter should be forwarded 
through his Division or Office Director to the Director, Office of Personnel, 
within 10 days after receipt of the notification. It will be helpful if the Divi- 
sion or Office Director will send with the appeal his comments or evaluation 
bearing on the case. 

All appeals from recommended disciplinary action will receive full review and 
consideration by interested officials in the agency. 


SECTION 32. APPLICABLE CRIMINAL LAWS 


82.01 Penalties 


Penalties of fines and imprisonments are established by statute for the 
unauthorized disclosure, dissemination, communication, furnishing, transmission, 
or other unlawful release of classified information, and for making false or 
fraudulent statements to an agency of the Government. Employees are admon- 
ished to read the following provisions of such acts: 
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18 U.S.C. 641 


Whoever embezzles, steals, purloins, or knowingly converts to his use or the 
use of another, or without authority, sells, conveys or disposes of any record, 
youcher, money, or thing of value of the United States or of any department 
or agency thereof, or any property made or being made under contract for the 
United States or any department or agency thereof; or 

Whoever receives, conceals, or retains the same with intent to convert it to 
his use or gain, knowing it to have been embezzled, stolen, purloined or 
converted— 

Shall be fined not more than $10,000 or imprisoned not more than ten years, 
or both; but if the value of such property does not exceed the sum of $100, 
he shall be fined not more than $1,000 or imprisoned not more than one year, 
or both. 


The word “value” means face, par, or market value, or cost price, either 
wholesale or retail, whichever is greater. 


18 U.S.C. 793 


(a) Whoever, for the purpose of obtaining information respecting the national 
defense with intent or reason to believe that the information is to be used to the 
injury of the United States, or to the advantage of any foreign nation, goes 
upon, enters, flies over, or otherwise obtains information concerning any vessel, 
aircraft, work of defense, navy yard, naval station, submarine base, fueling 
station, fort, battery, torpedo station, dockyard, canal, railroad, arsenal, camp, 
factory, mine, telegraph, telephone, wireless, or signal station, building, office, 
research laboratory or station or other place connected with the national defense 
owned or constructed, or in progress of construction by the United States or 
under the control of the United States, or of any of its officers, departments, 
or agencies, or within the exclusive jurisdiction of the United States, of any 
place in which any vessel, aircraft, arms, munitions, or other materials or 
instruments for use in time of war are being made, prepared, repaired, stored, 
or are the subject of research or development, under any contract or agreement 
with the United States, or any department or agency thereof, or with any 
person on behalf of the United States, or otherwise on behalf of the United States, 
or any prohibited place so designated by the President by proclamation in time 
of war or in case of national emergency in which anything for the use of the 
Army, Navy, or Air Force is being prepared or constructed or stored, information 
as to which prohibited place the President has determined would be prejudicial 
to the national defense; or 

(b) Whoever, for the purpose aforesaid, and with like intent or reason to be- 
lieve, copies, takes, makes, or obtains, or attempts to copy, take, make, or obtain, 
any sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, document, writing, or note of anything connected with 
the national defense; or 

(ec) Whoever, for the purpose aforesaid, receives or obtains or agrees or at- 
tempts to receive or obtain from any person, or from any source whatever, any 
document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note, of any- 
thing connected with the national defense, knowing or having reason to believe, 
at the time he receives or obtains, or agrees or attempts to receive or obtain it, 
that it has been or will be obtained, taken, made, or disposed of by any person 
contrary to the provisions of this chapter ; or 

(d) Whoever, lawfully having possession of, access to, control over, or being 
entrusted with any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, instrument, appliance, or 
note relating to the national defense, or information relating to the national 
defense which information the possessor has reason to believe could be used to 
the injury of the United States or to the advantage of any foreign nation, willfully 
communicates, delivers, transmits or causes to be communicated, delivered, or 
transmitted or attempts to communicate, deliver, transmit or cause to be com- 
municated, delivered or transmitted the same to any person not entitled to re- 
ceive it, or willfully retains the same and fails to deliver it on demand to the 
officer or employee of the United States entitle to receive it; or 

(e) Whoever having unauthorized possession of, access to, or control over 
any document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note relating to 
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the national defense or information relating to the national defense which in- 
formation the possessor has reason to believe could be used to the injury of the 
United States or to the advantage of any foreign nation, willfully communicates, 
delivers, transmits or causes to be communicated, delivered, or transmitted, or 
attempts to communicate, deliver, transmit or cause to be communicated, de- 
livered, or transmitted the same to any person not entitled to receive it, or will- 
fully retains the same and fails to deliver it to the officer or employee of the 
United States entitled to receive it; or 

(f) Whoever, being entrusted with or having lawful possession or control of 
any document, writing, code book, signal book, sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, note or informa- 
tion relating to the national defense, (1) through gross negligence permits the 
same to be removed from its proper place of custody or delivered to anyone in 
violation of his trust, or to be lost, stolen, abstracted, or destroyed, or (2) having 
knowledge that the same has been illegally removed from its proper place of 
custody or delivered to anyone in violation of its trust, or lost, or stolen, ab- 
stracted, or destroyed, and fails to make prompt report of such loss, theft, ab- 
straction, or destruction to his superior officer— 

Shall be fined not more than $10,000, or imprisoned not more than ten years, 
or both. 

(g) If two or more persons conspire to violate any of the foregoing provi- 
sions of this section, and one or more of such persons do any act to effect the 
object of the conspiracy, each of the parties to such conspiracy shall be subject 
to the punishment provided for the offense which is the object of such conspiracy, 


18 U. 8. 0. 794 


(a) Whoever, with intent or reason to believe that it is to be used to the injury 
of the United States or to the advantage of a foreign nation, communicates, de- 

livers, or transmits, or attempts to communicate, deliver, or transmit, to any 

foreign government, or to any faction or party or military or naval force within * 
a foreign country, whether recognized or unrecognized by the United States, 

or to any representative, officer, agent, employee, subject, or citizen thereof, either 

directly or indirectly, any document, writing, code book, signal book, sketch, 

photograph, photographic negative, blueprint, plan, map, model, note, instrument, 

appliance, or information relating to the national defense, shall be imprisoned 

not more than twenty years. 

(b) Whoever violates subsection (a) in time of war shall be punished by 
death or by imprisonment for not more than thirty years. 

(c) Whoever, in time of war, with intent that the same shall be communi- 
cated to the enemy, collects, records, publishes, or communicates, or attempts 
to elicit any information with respect to the movement, numbers, description, 
condition, or disposition of any of the armed forces, ships, aircraft, or war 
materials of the United States, or with respect to the plans or conduct, or 
supposed plans or conduct of any naval or military operations, or with respect 
to any works or measures undertaken for or connected with, or intended for the 
fortification or defense of any place, or any other information relating to the 
public defense which might be useful to the enemy, shall be punished by death 
or by imprisonment for not more than thirty years. 

(d) If two or more persons conspire to violate this section, and one or more 
of such persons do any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be subject to the punishment provided for the 
offense which is the object of such conspiracy. 


18 U.S.C. 798 


(a) Whoever knowingly and willfully communicates, furnishes, transmits, or 
otherwise makes available to an unauthorized person, or publishes, or uses in 
any manner prejudicial to the safety or interest of the United States or for 
the benefit of any foreign government to the detriment of the United States any 
classified information— 

(1) concerning the nature, preparation, or use of any code, cipher, or crypto- 
graphic system of the United States or any foreign government; or 

(2) concerning the design, construction, use, maintenance, or repair of any 
device, apparatus, or appliance used or prepared or planned for use by the 


United States or any foreign government for cryptographic or communication 
intelligence purposes ; or 
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(3) concerning the communication intelligence activities of the United States 
or any foreign government ; or 

(4) obtained by the process of communication intelligence from the com- 
munications of any foreign government, knowing the same to have been obtained 
by such processes— 

Shall be fined not more than $10,000 or imprisoned not more than ten years, 
or both. 

(b) As used in subsection (a) of this section— 

The term “classified information” means information which, at the time of 
a violation of this section, is, for reasons of national security, specifically desig- 
nated by a United States Government Agency for limited or restricted dissemi- 
nation or distribution ; 

The terms “code,” “cipher,” and “cryptographic system” include in their 
meanings, in addition to their usual meanings, any method of secret writing 
and any mechanical or electrical device or method used for the purpose of dis- 
guising or concealing the contents, significance, or meanings of communications ; 

The term “foreign government” includes in its meaning any person or persons 
acting or purporting to act for or on behalf of any faction, party, department, 
agency, bureau, or military force of or within a foreign country, or for or on 
behalf of any government or any person or persons purporting to act as a govern- 
ment within a foreign country, whether or not such government is recognized by 
the United States ; 

The term “communication intelligence” means all procedures and methods 
used in the interception of communications and the obtaining of information 
from such communications by other than the intended recipients; 

The term “unauthorized person” means any person who, or agency which, is 
not authorized to receive information of the categories set forth in subsection 
(a) of this section, by the President, or by the head of a department or agency 
of the United States Government which is expressly designated by the President 
to engage in communication intelligence activities for the United States. 

(ec) Nothing in this section shall prohibit the furnishings, upon lawful demand, 
of information to any regularly constituted committee of the Senate or House of 
Representatives of the United States of America, or joint committee thereof. 


18 U.8.C. 952 


Whoever, by virtue of his employment by the United States, obtains from 
another or has or has had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purports to have been prepared 
in any such code, and without authorization or competent authority, willfully 
publishes or furnishes to another any such code or matter, or any matter which 
was obtained while in the process of transmission between any foreign govern- 
ment and its diplomatic mission in the United States, shall be fined not more 
than $10,000 or imprisoned not more than ten years, or both. 


18 U.S.C. 1001 


Whoever, in any matter within the jurisdiction of any department or agency 
of the United States knowingly and willfully falsifies, conceals or covers up by 
any trick, scheme, or device a material fact, or makes any false, fictitious or 
fraudulent statements or representations, or makes or uses any false writing 
or document knowing the same to contain any false, fictitious or fraudulent 
statement or entry, shall be fined not more than $10,000 or imprisoned not more 
than five years, or both. 


18 U.S.C. 1905 


Whoever, being an officer or employee of the United States or of any depart- 
ment or agency thereof, publishes, divulges, discloses, or makes known in any 
manner or to any extent not authorized by law any information coming to 
him in the course of his employment or official duties or by reason of any 
examination or investigation made by, or return, report or record made to or 
tiled with, such department or agency or officer or employee thereof, which 
information concerns or relates to the trade secrets, processes, operations, 
style of work, or apparatus, or to the identity, confidential statistical data, 
amount or source of any income, profits, losses, or expenditures of any person, 
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firm, partnership, corporation, or association; or permits any income return or 
copy thereof of any book containing any abstract or particulars thereof to be 
seen or examined by any person except as provided by law; shall be fined not 
more than $1,000, or imprisoned not more than one year, or both; and shall be 
removed from office or employment. 


18 U.S.C. 2071 


(a) Whoever willfully and unlawfully conceals, removes, mutilates, oblit- 
erates, or destroys, or attempts to do so, or, with intent to do so takes and carries 
away any record proceeding, map, book, paper, document, or other thing, filed 
or deposited with any clerk or officer of any court of the United States, or in any 
public office, or with any judicial or public officer of the United States, shall 
be fined not more than $2,000 or imprisoned not more than three years, or both. 

(b) Whoever, having the custody of any such record, proceeding, map, book, 
document, paper, or other thing, willfully and unlawfully conceals, removes, 
mutilates, obliterates, falsifies, or destroys the same, shall be fined not more 
than $2,000 or imprisoned not more than three years, or both; and shall forfeit 
his office and be disqualified from holding any office under the United States. 





INTERSTATE COMMERCE COMMISSION 


JuLy 11, 1958. 
Hon. Tuomas C. Henntn@s, JR., 
Chairman, Subcommittee on Constitutional Rights, Committee on 
the Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Henninos: The following is a detailed reply to your 
request of June 26 relating to the types of information and records 
which this Commission does not make available to members of the pub- 
lic or press by request. Two copies of supporting documents are 
being forwarded to your office separately. 

The Commission’s powers and responsibilities are defined primarily 
in the Interstate Commerce Act and related statutes which it admin- 
isters, and secondarily by such general statutes as the Administrative 
Procedure Act and by general legal principles developed by the courts. 

The Interstate Commerce Commission is an independent commis- 
sion created by Congress to perform important regulatory functions 
with respect to rail, motor, and water carriers and freight forwarders. 
An important function of the Commission is to serve as a repository of 

ublicky available information with respect to transportation matters. 

hus, section 16(13) of the Interstate Commerce Act provides that 
“the copies of schedules and classifications and tariffs of rates, fares, 
and charges, and of all contracts, agreements, and arrangements be- 
tween common carriers filed with the Commission as herein provided, 
and the statistics, tables, and figures contained in the annual and other 
reports of carriers made to the Commission * * * shall be preserved 
as public records in the custody of the secretary of the Commis- 
sion * * *.” Similarly, the records of formal proceedings before the 
Commission are kept available for public inspection. Indeed, section 
17(3) of the act provides that “Every vote and official act of the Com- 
mission, or of any division, individual Commissioner, or board, shall 
be entered of record, and such record shall be made public upon the re- 
quest of any party interested.” 

It is clear, therefore, that a fundamental pu of the Interstate 
Commerce Act is to make available to the public information con- 
cerning transportation service and charges and the Commission’s ad- 
ministration of the act. It is equally clear that information relating 
to these matters is to be withheld only where Congress has specifically 
directed that it shall not be disclosed, or where aapieaes would clear] 
impede the Commission’s effective administration of the act or result 
iN Injustice to innocent persons. Most of the widely discussed prob- 
lems of disclosure or withholding of information by Government 
agencies have arisen in the experience of this Commission rarely, if 
at all. Probably this is because the Commission has leaned in favor 


of disclosures in the absence of a specific and compelling reason to 
the contrary. 
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Congress has seen fit to impose several specific restrictions upon the 
disclosure of information by the Commission. Perhaps the most im- 
portant of these provisions 1s contained in section 20, which empowers 
the Commission and its employees to inspect and copy carriers’ records 
and to inspect carriers’ physical properties. Section 20(f) provides 
that it shall be a etibaiansh offense for a Commission employee to know- 
ingly and willfully divulge any fact or information which comes to 
his knowledge in the course of any examination or inspection made 
pursuant to section 20, unless he is directed to do so by the Commis- 
sion or by a court or judge. Similar provisions appear in sections 
992(d),317(e), and 421(e) of the Interstate Commerce Act. As noted 
later, these statutory provisions provide part of the basis for the 
Commission’s policy of withholding its investigatory files from public 
inspection. 

Section 220(a) (49 U.S.C. § 320(a)), concerning the filing of con- 
tracts by motor contract carriers, provides in part: 

* * * The Commission shall not, however, make public any contract, agree- 
ment, or arrangement between a contract carrier by motor vehicle and a shipper, 
or any of the terms or conditions thereof, except as a part of the record in a 
formal proceeding where it considers such action consistent with the public 
interest : Provided, That if it appears from an examination of any such contract 
that it fails to conform to the published schedule of the contract carrier by 
motor vehicle as required by section 218(a), the Commission may, in its discre- 
tion, make public such of the provisions of the contract as the Commission 
considers necessary to disclose such failure and the extent thereof. 

Nore.—Comparable provisions, section 313(b) (49 U.S.C. § 913(b)) 
respecting water carriers. 

Section 15(11) of the act provides that it shall be unlawful for a 
rail carrier or its employees to disclose without the consent of the 
shipper or consignee— 
any information coneerning the nature, kind, quantity, destination, consignee, 
or routing of any property tendered or delivered to such common carrier for 
interstate transportation, which information may be used to the detriment or 
prejudice of such shipper or consignee, or which may improperly disclose his 
business transactions to a competitor; and it shall also be unlawful for any 
person or corporation to solicit or knowingly receive any such information which 
may be so used: Provided, That nothing in this part shall be construed to pre 
vent the giving of such information in response to any legal process issued under 
the authority of any state or Federal Court, or to any officer or agent of the 
Government of the United States, or of any State or Territory, in the exercise 
of his powers, * * *. 

In accordance with this legislative purpose to protect shippers and 
consignees, the Commission does not make available for public inspec- 
tion the 1 percent waybill sample which it requires railroads to file 
with it for statistical purposes. 

In addition to express statuory restrictions upon the disclosure of 
information, we believe that the Commission is empowered by the act 
to restrict disclosure of information where unrestricted disclosure 
would impede the effective administration of the act. Section 17(3) 
provides that “The Commission shall conduct its proceedings under 
any provision of law in such manner as will best conduce to the proper 
dispatch of business and to the ends of justice.” Section 204(6) pro- 
vides that “It shall be the duty of the Commission * * * to ad- 
minister, execute and enforce all provisions of this part [pt. IT re- 
lating to motor carriers], to make all necessary orders in connection 
therewith, and to prescribe rules, regulations, and procedure for such 
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administration.” Comparable rulemaking provisions are found in 
section 304(a) (in pt. III of the act, relating to water carriers) and 
in section 403(a) (in pt. IV of the act, relating to freight forwarders). 

The broad scope of the rulemaking power which Congress has con- 
ferred upon the Commission in section 204(6), for example, is illu- 
strated by the Supreme Court’s decision in American Trucking Asso- 
ciations, Inc., v. United States (344 U.S. 298, 311-312). It has been 
held that under a general grant of rulemaking power such as that 
contained in section 204(6), an independent regulatory commission 
may prescribe regulations governing the custody and use of its records. 
Appeal of Securities & Exchange Commission (226 F, 2d 501, 516-518 
(CA. 6, 1955) ). 

Generally, we believe that the members of this and similar Com- 
missions should be immune from questioning as to their mental 
processes in the exercise of their quasi-legislative and quasi-judicial 
functions, just as judges and jurors are protected from such probing. 
We believe that any other rule, except perhaps in extraordinary cir- 
cumstances, would be destructive of the independence of judgment 
which the Congress has directed us to exercise. Moreover, it would 
seem to be unwise to permit a Commissioner to give reasons for his 
vote other than those set forth in the formal report of the Commission 
required by section 17(5) of the act and in which he joined. This 
same immunity should apply to the oral and written advice and assist- 
ance which the Commission receives from its staff in the performance 
of such functions. The confidential and privileged character of such 
mental processes and of related intraoffice communications is well 
recognized. United States v. Morgan (313 U.S. 409). 

Another problem relates to the disclosure or withholding of in- 
formation in the Commission’s investigatory files. These files contain 
the results of investigations of possible violations of the statutes ad- 
ministered by the Commission. This material consists primarily of 
complaints against persons subject to the jurisdiction of the Com- 
mission and of information obtained by the Commission’s agents from 
examination of carrier’s records and equipment and from other 
sources. It is the Commission’s practice not to make such investiga- 
tory files available for public inspection for several reasons. First, 
disclosure of such files would reveal the identity of certain sources 
of information which would become unavailable to the Commission 
under a general practice of disclosure. It is well established that 
law enforcement agencies may treat as privileged or confidential the 
identity of persons who furnish information as to possible violations 
of law. Second, sections 20(f) and 222(d) of the Interstate Com- 
merce Act provide that it shall be a criminal offense for an agent, 
accountant, or an examiner of the Commission to knowingly or will- 
fully divulge any fact or information which comes to his knowledge 
during the course of any examination or inspection made under the 
authority of section 20 or 220, except as he may be directed by the 
Commission or by a court. Third, indiscriminate disclosure of such 
files which sometimes contain unevaluated raw material would often 
produce injustice to innocent persons by permitting publicity. of 
groundless charges against them. On the other han the Commis- 


sion has made available upon request to committees of the Congress 
and to other Federal agencies information contained in the files of 
completed investigations. 
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Generally, the Commission has certain records and files, for ex- 
ample, relating to budget and other matters of internal administra- 
tion which it normally would not make available for public in- 
spection. 

The final question concerns the legal power and the policy of the 
Commission with respect to the disclosure or nondisclosure of accident 
reports which carriers are required to file with the Commission. The 
Accident Reports Act requires rail carriers to submit monthly accident 
reports, empowers the Commission to investigate and make reports 
on accidents, and provides: 

That neither said report nor any report of said investigaton nor any part 
thereof shall be admitted as evidence or used for any purpose in any suit or 


action for damages growing out of any matter mentioned in said report or in- 
vestigation. 45 U.S.C. 38, 40, 41. 5 


Similarly, section 220(f) of the Interstate Commerce Act provides 


that: 


No report by any motor carrier of any accident arising in the course of the 
operations of such carrier, made pursuant to any requirement of the Commission, 
and no report by the Commission of any investigation of any such accident, shall 
be admitted as evidence, or used for any other purpose, in any suit or action for 
damages growing out of any matter mentioned in such report or investigation. 


The Commission’s regulations with respect to railroad accident re- 
ports (49 CFR 125.9) provide that: 

Aecident reports made by railroads in compliance with these rules shall be 
for the information of the Commission and shall be open to public inspection 
only upon prior approval of an application by this Commission. Applications for 
public inspection will be granted if the Commission is satisfied that such inspection 
will not result in a violation of section 4 of the Accident Reports Act and is for 
the purpose of obtaining information to be presented before Federal and other 
governmental bodies, or which will contribute to the promotion of safety in rail- 
road operations. 

The Commission’s regulations with respect to motor carrier accident 
reports (49 CFR 194.1) provide that: 


Accident reports made by motor carriers in compliance with these regulations 
shall be for the information of the Commission, and shall not be open to public 


inspection. 

In brief, Congress has provided that accident reports filed by rail 
or motor carriers shall not “be admitted as evidence, or used for any 
other purpose, in any suit or action for damages growing out of any 
matter mentioned in such report * * *.” Thus, it is clear that the 
information contained in such reports was intended to assist the Com- 
mission in the exercise of its safety functions, rather than to assist 
litigants. Congress encouraged the carriers to file candid accident 
reports by providing that such reports shall not “be admitted in evi- 
dence, or used for any other purpose,” in damage litigation. 

Otherwise, the Commission organization includes the transport 
mobilization staff which has in its files and works with certain classi- 
fied documents related to defense transportation. The classification 
of such items, however, is under the direction of the Office of Defense 
and Civilian Mobilization or under authority delegated by that agency 


to the Commissioner responsible for transport mobilization staff ac- 
tivities. 


The Commission also prohibits premature disclosure of informa- 
tion related to its quasi-legislative and quasi-judicial actions. Press 
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table release of such information is timed to coincide with official 
service upon the parties and is covered by the Commission’s miscel- 
laneous minute No. 21(A), which reads: 


No statements of the action of the Commission or contemplated action by the 
Commission pertaining to quasi-judicial and quasi-legislative information shall 
be given to the press or made public other than through the Office of the Secre- 
tary and with his approval. Such information or statements in the form of 
memorandums or otherwise shall be placed on the press table at the established re- 
lease hours of 9:30 a.m. and 4 p.m., but memorandums containing information of 
action by division 4 of the Commission in uncontested finance cases may be placed 
on the table at 12 noon. No quasi-judicial or quasi-legislative information of 


any kind shall be given to anyone, except through responsible and authorized 
channels. 


I trust that the above, together with the supporting documents 
transmitted separately, provides a complete reply to your request of 
June 26. If this Commission can be of any further assistance, please 
feel free to call upon me. 

Sincerely yours, 


Howarp G. Freas, Chairman. 


Foapag following documents were received from the Interstate Commerce Commis- 
sion : 

(1) The Interstate Commerce Act, Together with Text of Supplementary 
Acts and Related Sections of Various Other Acts. Revised to Nov. 1, 19651. 
Senate Document No. 72, 82d Congress, 1st Session. 

(2) Organization Minutes of the Interstate Commerce Commission Relat- 
ing to the Organization of Divisions and Boards and Assignment of Work. 
Revised to March 12, 1958. 

(3) Miscellaneous Minutes of the Interestate Commerce Commission. 

(4) Interstate Commerce Commission Motor Carrier Safety Regulations, 
Revision of 1952. 

(5) Rules Governing Monthly Reports of Railroad Accidents. 

(6) Description of the Central and Field Organization of the Interstate 
Commerce Commission, April 7, 1958. 


STATUTES 


(Following are the pertinent provisions of the statutes cited by the Interstate 
Commerce Commission in the above letter, as well as other provisions which seem 
pertinent. The excerpts below are taken from document (1) listed above.) 


THE INTERSTATE COMMERCE ACT 


PART I 
Title 49.—Chapter 1, U.S. Code 
ORDERS OF COMMISSION AND ENFORCEMENT THEREOF ; FORFEITURES 


Sec. 16. [Amended March 2, 1889, June 29, 1906, June 18, 1910, February 28, 
tadhese : 1924, August 9, 1935, September 18, 1940, August 2, 1949.) [49 

(18) The copies of schedules and classifications and tariffs of rates, fares, and 
charges, and of all contracts, agreements, and arrangements between common 
carriers filed with the Commission as herein provided, and the statistics, tables, 
and figures contained in the annual or other reports of carriers made to the 
Commission as required under the provisions of this part shall be preserved 
as public records in the custody of the secretary of the Commission, and shall 
be received as prima facie evidence of what they purport to be for the purpose of 
investigations by the Commission and in all judicial proceedings; and copies of 
and extracts from any of said schedules, classifications, tariffs, contracts, agree- 





480 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


ments, arrangements, or reports, made public records as aforesaid, certified by 
the secretary, under the Commission’s seal, shall be received in evidence with 
like effect as the originals. 


Note.—Provisions of this paragraph, relating to public records, are applicable under 
part II, § 204(d) ; comparable provisions, part III, § 316(d); part IV, § 417(d). 


COMMISSION PROCEDURE; DELEGATION OF DUTIES; REHEARINGS 


Sec. 17. [As amended March 2, 1889, August 9, 1917, February 28, 1920, 
February 28, 1933, August 9, 1935, September 18, 1940.] [49 U.S.C., § 17.] 


(8) The Commission shall conduct its proceedings under any provision of law 
in such manner as will best conduce to the proper dispatch of business and to 
the ends of justice. The Commission shall have an official seal, which shall be 
judicially noticed. Any member of the Commission, the Secretary of the Com- 
mission, or any member of a board may administer oaths and affirmations and 
any member of the Commission or the Secretary of the Commission (or any 
member of a board in connection with the performance of any work, business, or 
functions referred under this section to a board upon which he serves) may sign 
subpenas. A majority of the Commission, of a division, or of a board shall 
constitute a quorum for the transaction of business. The Commission may, from 
time to time, make or amend such general rules or orders as may be requisite for 
the order and regulation of proceedings before it, or before any division, in- 
dividual Commissioner, or board, including forms of notices and the service 
thereof, which shall conform, as nearly as may be, to those in use in the courts 
of the United States. Any party may appear before the Commission or any divi- 
sion, individual Commissioner, or board and be heard in person or by attorney. 
Every vote and official act of the Commission, or of any division, individual 
Commissioner, or board, shall be entered of record, and such record shall be 
made public upon the request of any party interested. All hearings before the 
Commission, a division, individual Commissioner, or board shall be public upon 
the request of any party interested. No Commissioner or employee shall partici- 
pate in any hearing or proceeding in which he shall have any pecuniary interest. 

Note.—See note to par. (1), supra. Joint-board proeeiars and rules, under part II, 
§ 205 (a), (b), (d). Authority to prescribe procedure in valuation investigations, § 19a(c). 


General authority as to rules, reguiations, orders, part II, § 204(a) (6) ; part LII, § 304(a) ; 
part IV, § 403(a). 


Prohibited interest of member or examiner of Commission, or joint-board member in 
transportation agency, § 205(1i). 


REPORTS, RECORDS, AND ACCOUNTS OF CARRIERS}; MANDAMUS; LIABILITY OF INITIAL 
CARRIER FOR LOSS, ETC. 


Sec. 20. [As amended June 29, 1906, February 25, 1909, June 18, 1910, March 
4, 1915, August 9, 1916, February 28, 1920, July 3, 1926, March 4, 1927, April 
23, 1930, August 9, 1935, September 18, 1940, June 3, 1948, August 2, 1949.) [49 
U.S.C., § 20.) 

(1) The Commission is hereby authorized to require annual, periodical, or 
special reports from carriers, lessors, and associations (as defined in this sec- 
tion), to prescribe the manner and form in which such reports shall be made, and 
to require from such carriers, lessors, and associations specific and full, true, 
and correct answers to all questions upon which the Commission may deem in- 
formation to be necessary, classifying such carriers, lessors, and associations as 
it may deem proper for any of these purposes. Such annual reports shall give 
an account of the affairs of the carrier, lessor, or association in such form and 
detail as may be prescribed by the Commission. 

Notr.—Comparable provisions, as to requirements of reports and prescription of forms, 

rt II, § 220(a); part III, § 813(a); part IV, § 412(a). Section 801, 46 U.S.C. § 1211, 

erchant Marine Act of 1936 is made inapplicable to books, records, accounts, required to 
be kept in some other form by the Interstate Commerce Commission ; requirements, Securi- 
ties Act of 1933, ( } 19) not to be inconsistent with those of the Interstate Commerce 
Commission under § 20. 15 U.S.C. § 77s. Duplicate copies to Securities and Exchange 
Commission, copies of reports to Commission, 15 U.S.C. § 78m(b). 

(2) Said annual reports shall contain all the required information for the 
period of twelve months ending on the 3ist day of December in each year, un- 
less the Commission shall specify a different date, and shall be made out under 
oath and filed with the Commission at its office in Washington within three 
months after the close of the year for which the report is made, unless addi- 
tional time be granted in any case by the Commission. Such periodical or 
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special reports as may be required by the Commission under paragraph (1), 
hereof, shall also be underoath whenever the Commission so requires. 


Nore.—Comparable provisions, part II, § 220(b) ; part III, § 313(a) ; part IV, § 412(b). 


(3) The Commission may, in its discretion, for the purpose of enabling it 
the better to carry out the purposes of this part, prescribe a uniform system of 
accounts applicable te any class of carriers subject thereto, and a period of 
time within which such class shall have such uniform system of accounts, and 
the manner in which such accounts shall be kept.. 

Nore.—Comparable provisions, part II, § 204(a)(1), (2); part IIL, § 313(e); part IV, 
§ 412(a). 

(4) The Commission shall, as soon as practicable, prescribe for carriers the 
elasses of property for which depreciation charges may properly be included 
under operating expenses, and the rate or rates of depreciation. which shall be 
charged with respect to each of such classes of property, classifying the carriers 
as it may deem proper for this purpose. The Commission may, when it deems 
necessary, modify the classes and rates so prescribed. When the Commission 
shall have exercised its authority under the foregoing provisions of this para- 
graph, carriers shall not charge to operating expenses any depreciation charges 
on Classes of property other than those prescribed by the Commission, or charge 
with respect to any class of property a rate of depreciation other than that pre- 
seribed therefor by the Commission, and no.such carrier shall include under 
operating expenses any depreciation charge in any form whatsoever other than 
as prescribed by the Commission. 


Nore.—Comparable provisions, part II, § 220(c) ; part III, § 313(d). 


(5) The Commission may, in its discretion, prescribe the forms of any and 
all accounts, records, and memoranda to be kept by carriers and their lessors. 
including the accounts, records, and memoranda of the movement of traffic, as 
well as of the receipts and expenditures of moneys, and it shall be unlawful for 
such carriers or lessors to keep any accounts, records, and memoranda contrary 
to any rules, regulations, or orders of the Commission with respect thereto. The 
Commission or any duly authorized special agent, accountant, or examiner 
thereof shall at all times have authority to inspect and copy any and all ac- 
counts, books, records, memoranda, correspondence, and other documents, of 
such carriers, lessors, and associations, and such accounts, books, records, 
memoranda, correspondence, and other documents, of any person controlling, 
controlled by, or under common control with any such carrier, as the Commission 
deems relevant to such person’s relation to or transactions with such carrier. 
The Commission or its duly authorized special agénts, accountants, or éxaminers 
shall at all times have access to all lands, buildings, or equipment of such 
carriers or lessors, and shall have authority under its order to inspect and ex- 
alhine any and all such lands, buildings, and equipment. Such carriers, lessors, 
and other persons shall submit their accounts, books, records, memoranda, corre- 
spondence, and other documents for the inspection and copying authorized by 
this paragraph, and such carriers and lessors shall submit their lands, build- 
ings, and equipment to inspection and examination, to any duly authorized spe- 
cial agent, accountant, or examiner of the Commission, upon demand and the 
display of proper credentials. 


Note.—‘Control” construed for Rarmeses of this section, § 1(3)(b 


). 
Comparable provisions, part § 220(d); part III, $313 (e), (f); part IV, 


§.412 (¢), (a). 


(6) The Commission or any duly authorized special. agent, accountant, or 
examiner thereof shall at all times have authority to inspect and copy any and 
all accounts, books, records, memoranda, correspondence, and other documents, 
of persons which furnish ears or protective service against heat or cold to or on 

e alf of any carrier by railroad or express company subject to this part: Pro- 
vided, however, That such authority shall be limited to accounts, books, records, 
memoranda, correspondence, or other documents which pertain or relate to the 
cars or protective service so furnished. The Commission shall further have 
authority, in its discretion, to prescribe the forms of any or all accounts, records, 
and memoranda which it is authorized by this paragraph to inspect and copy, 
and to require the persons furnishing such cars or protective service, as aforesaid, 
to submit such reports and specific and full, true, and correct answers to such 
questions, relative to such cars or service, as the Commission may deem neces- 
Sary. Persons furnishing such cars or protective service shall submit their 
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accounts, books, records, memoranda, correspondence, or other documents, to the 
extent above provided, for inspection or copying to any duly authorized special 
agent, accountant, or examiner of the Commission upon demand and the display 
of proper credentials. 

(7) (a) In case of failure or refusal on the part of any carrier, lessor, or 
other person to keep any accounts, records, and memoranda in the form and 
manner prescribed, under authority of this section, by the Commission, or to 
submit any accounts, books, records, memoranda, correspondence, or other 
documents to the Commission or any of its authorized agents, accountants, or 
examiners for inspection or copying, as required under this section, such carrier, 
lessor, or person shall forfeit to the United States not to exceed $500 for each such 
offense and for each day during which such failure or refusal continues. 


Note.—Comparable penal provisions, part II, § 222 (g), (h); Part III, § 817(d); 
part IV, § 421 (4). 

(b) Any person who shall knowingly and willfully make, cause to be made, 
or participate in the making of, any false entry in any annual or other report 
required under this section to be filed, or in the accounts of any book of accounts 
or in any records or memoranda kept by a carrier, or required under this section 
to be kept by a lessor or other person, or who shall knowingly and willfully 
destroy, mutilate, alter, or by any other means or device falsify the record of 
any such accounts, records, or memoranda, or who shall knowingly and willfully 
neglect or fail to make full, true, and correct entries in such accounts, records, 
or memoranda of all facts and transactions appertaining to the business of the 
carrier, lessor, or person, or shall knowingly and willfully keep any accounts, 
records, or memoranda contrary to the rules, regulations, or orders of the Com- 
mission with respect thereto, or shall knowingly or willfully file with the Com- 
mission any false report or other document, shall be deemed guilty of a misde- 
meanor and shall be subject, upon conviction in any court of the United States 
of competent jurisdiction to a fine of not more than five thousand dollars or im- 
prisonment for not more than two years, or both such fine and imprisonment: 
Provided, That the Commission may in its discretion issue orders specifying such 
operating, accounting, or financial papers, records, books, blanks, tickets, stubs, 
correspondence, or documents of such carriers, lessors, or other persons as may, 


after a reasonable time, be destroyed, and prescribing the length of time the same 
shall be preserved. 


Notze.—Comparable provisions, as to destruction of records, etc., part II, § 220(d); 
part III, B18 (6): aN IV, § 412(e)|; penal provisions, part II, § 222 (g) ; part Iii, - 


317 ta) : 
part IV, § 421(d) 

(c) Any carrier or lessor, or person furnishing cars or protective service, or 
any officer, agent, employee, or representative thereof, who shall fail to make 
and file an annual or other report with the Commission within the time fixed 
by the Commission, or to make specific and full, true, and correct answer to any 
question within thirty days from the time it is lawfully required by the Commis- 
sion so to do, shall forfeit to the United States the sum of one hundred dollars 
for each and every day it shall continue to be in default with respect thereto. 

(d) In case of failure or refusal on the part of any carrier or lessor to accord 
to the Commission or its duly authorized special agents, accountants, or exam- 
iners, access to, and opportunity for the inspection and examination of, any 
lands, buildings, or equipment of said carrier or lessor, as provided in this 
section, such carrier or lessor shall forfeit to the United States the sum of one 
hundred dollars for each day during which such failure or refusal continues. 

(e) All forfeitures authorized in this paragraph (7) shall be recovered in 
the manner provided for the recovery of forfeitures under the provisions of 
this part. 

(f) Any special agent, accountant, or examiner who knowingly and willfully 
divulges any fact or information which may come to his knowledge during the 
course of any examination or inspection made under authority of this section, 
except insofar as he may be directed by the Commission or by a court or judge 
thereof, shall be guilty of a misdemeanor and shall be subject, upon conviction 
in any eourt of the United States of competent jurisdiction, to a fine of not more 
than $500 or imprisonment for not exceeding six months, or both. 


Nore.—Comparable provisions, part II, § 222(d); part III, § 317(e).; part IV, § 421(e). 


(8) As used in this section ,the words “keep” and “kept” shall be construed 
to mean made, prepared, or compiled, as well as retained; the term “carrier” 
means a common carrier subject to this part, and includes a receiver or trustee 
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of such carrier; the term “lessor” means a person owning a railroad, a water 
line, or a pipe line, leased to and operated by a common carrier subject to this 
part, and includes a receiver or trustee of such lessor, and the term “associa- 
tion” means an association or organization maintained by or in the interest of 
any group of carriers subject to this part which performs any service, or en- 
gages in any activities, in connection with any traffic, transportation, or facil- 
ities subject to this Act. 


Note.—Comparable provisions, part II, § 220(e) ; part III, §§ 313(h), 317(d) ; part IV, 
§§ 412(f), 421(d). » P $§ 313(h) dip 


Pusiic Law 556, 82p Coneress, 2p SESSION 
CHAPTER 881 


8. 3161 


AN ACT To amend part I of the Interstate Commerce Act to provide for filing of equipment 
trust agreements and other documents evidencing or relating to the lease, mortgage, 
conditional sale, or bailment of railroad equipment. 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, That part I of the Interstate Commerce Act, 
as amended (U.S.C., title 49), is hereby amended by inserting, after section 20b, 
the following new section: 

“Sec. 20c. Any mortgage, lease, equipment trust agreement, conditional sale 
agreement, or other instrument evidencing the mortgage, lease, conditional sale, 
or bailment of railroad cars, locomotives, or other rolling stock, used or intended 
for use in connection with interstate commerce, or any assignment of rights or 
interest under any such instrument, or any supplement or amendment to any 
such instrument or assignment (including any release, discharge or satisfaction 
thereof, in whole or in part), may be filed with the Commission, provided such 
instrument, assignment, supplement or amendment is in writing, executed by 
the parties thereto, and acknowledged or verified in accordance with such require- 
ments as the Commission shall prescribe; and any such instrument or other 
document, when so filed with the Commission, shall constitute notice to and shall 
be valid and enforceable against all persons including, without limitation, any 
purchaser from, or mortgagee, creditor, receiver, or trustee in bankruptcy of, 
the mortgagor, buyer, lessee or bailee of the equipment covered thereby, from 
and after the time such instrument or other document is so filed with the 
Commission ; and such instrument or other document need not be otherwise filed, 
deposited, registered or recorded under the provisions of any other law of the 
United States of America, or of any State (or political subdivision thereof), 
territory, district or possession thereof, respecting the filing, deposit, registration 
or recordation of such instruments or documents. The Commission shall establish 
and maintain a system for the recordation of each such instrument or document, 
filed pursuant to the provisions of this section, and shall cause to be marked 
or stamped thereon, a consecutive number, as well as the date and hour of such 
recordation, and shall maintain, open to public inspection, an index of all such 
instruments or documents, including any assignment, amendment, release, dis- 
charge or satisfaction thereof, and shall record, in such index the names and 
addresses of the principal debtors, trustees, guarantors and other parties thereto, 
as well as such other facts as may be necessary to facilitate the determination 
of the rights of the parties to such transactions.” 

Approved July 16, 1952. 


Pustic Law 85-246, 85rxH Coneress, 8. 939 
Aveust 31, 1957 
AN ACT To amend section 22 of the Interstate Commerce Act, as amended. 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, That section 22 of the Interstate Commerce 
Act, as amended (49 U.S.C., sec. 22), is amended as follows: 

(a) By inserting “(1)” immediately after “Sec. 22.”. 

fb) By inserting at the end of such section the following: 

*(2) All quotations or tenders of rates, fares or charges under paragraph 
(1) of this section for the transportation, storage, or handling of property 
or the transportation of persons free or at reduced rates for the United States 








484 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 






















Government, or any agency or departmént thereof, including quotations or tend- 
ers for rétroactive application whether negotiated or renegotiated after the 
services have been performed, shall be in writing or confirmed in writing and 
a copy or copies thereof shall be submitted’ to the Commission by the carrier 
or carriers offering such tenders or quotations in the manner specified by the 
Commission and only upon the submittal of such a quotation or tender made 
pursuant to an agreement approved by the Commission under section 5a of this 
Act shall the provisions of paragraph (9) of said section 5a apply, but said pro- 
visions shall continue to apply as to any agreement so approved by the Com- 
mission under which any such quotation or tender (a) was made prior to the 
effective date of this paragraph or (b) is hereafter made and for security rea- 
sons, as hereinafter provided, is not submitted to the Commission: Provided, 
That nothing in this paragraph shall affect any liability or cause of action which 
may have accrued prior to the date on which this paragraph takes effect. 
Submittal of such quotations or tenders to the Commission shall be made con- 
currently with submittal to the United States Government, or any agency or 
department thereof, for whose account the quotations or tenders are offered or 
for whom the proposed services are to be rendered. Such quotations or tenders 
shall be preserved by the Commission for public inspection. The provisions of 
this paragraph requiring submissions to the Commission shall not apply to any 
quotation or tender which, as indicated by the United States Government, or any 
agency or department thereof, to any carrier or carriers, involves information 
the disclosure of which would endanger the national security.” 
Approved August 31, 1957. 











PART II 
Title 49.—Chapter 8, U.S. Code 


ACCOUNTS, RECORDS, AND REPORTS 








Sec. 220. [August 9, 1935, amended September 18, 1940, August 2, 1949.] 
[49 U.S.C., §320.] (a) The Commission is hereby authorized to require annual, 
periodical, or special reports from all motor carriers, brokers, lessors, and 
associations (as defined in this section) ; to prescribe the manner and form in 
which such reports shall be made; and to require from such carriers, brokers, 
lessors, and associations specific and full, true, and correct answers to all ques- 
tions upon which the Commission may deem information to be necessary. Such 
annual reports shall give an account of the affairs of the carrier, broker, lessor, 
or association in such form and detail as may be prescribed by the Commis- 
sion. The Commission may also require any motor carrier or broker to file with 
it a true copy of any contract, agreement, or arrangement between such carrier 
and any other carrier or person in relation to any traffic affected by the pro- 
visions of this part. The Commission shall not, however, make public any 
contract, agreement, or arrangement between a contract carrier by motor vehicle 
and a shipper, or any of the terms or conditions thereof, except as a part of 
the record in a formal proceeding where it considers such action consistent 
with the public interest: Provided, That if it appears from an examination of 
any such contract that it fails to conform to the published schedule of the 
contract carrier by motor vehicle as required by section 218(a), the Commis- 
sion may, in its discretion, make public such of the provisions of the contract 


as the Commission considers necessary to disclose such failure and the extent 
thereof. 


Note.—Comparable provisions, part I, §.20(1) (reports required) ; § 6(5) (filing copies, 
contracts, etc.) ; part III, § 313(a) (reports requir ; § 313(b)) (filing copies, contracts, 
etc.) : part IV, § 409(b), § 412. 

Provisions of this section apply to nonearriers involved in acquisition of control 
authorized under § 5(2), see §5(3). “Control” construed, § 1(3)(b). 

Examination of books, papers, accounts, by Secretary of Agriculture, see § 373(a), 
Agricultural Adjustment Act of 1938, 7 U.S.C., § 1873(a), applicable to common carriers 
of specified commodities. (Not included herein.) 



























UNLAWFUL OPERATION 







Sec. 222. [August 9, 19385, amended September 18,1940, August 2, 1949:] [49 
U.8.C., § 322.) 

(d) Any special agent, accountant, or examiner who. knowingly and willfully 
divulges any fact or information which may come to his knowledge during the 
course of any examination or inspection made under authority of section. 220, 
except as he may be directed by the Commission or by a court or judge thereof, 






' =e ww se =| Ff 


~- 


=e NSN N POS "ee FF 


- — 


1 
a 


© >. * i208 2 


OC rhert revs + " =~ 


tr 


WITHHOLD INFORMATION FROM:THE PUBLIC AND PRESS 485 


shall be guilty of a misdemeanor and shall be subject, upon conviction in any 
court of the United States of competent jurisdiction, to a fine of not more than 
$500 or imprisonment for not exceeding six months, or both. 


Nore.—Comparable provisions part I, § 20(7)(f) ; part III, § 317(e) ; part IV, § 421(e). 
PART III 
Title 49.—Chapter 12, U.S. Code 


UNLAWFUL ACTS AND PENALTIES 


Src. 317. [September 18,1940.) [49 U.S.C., § 917.) as 

(e) Any special agent, accountant, or examiner of the Commission who 
knowingly and willfully divulges any fact or information which may come to 
his knowledge during the course of any examination or inspection made under 
authority of section 313, except as he may be directed by the Commission or 
by a court or judge thereof, shall be guilty of a misdemeanor and shall be subject, 
upon conviction in any court of the United States of competent jurisdiction, to 
a fine of not more than $500 or imprisonment for a term not exceeding six 
months, or both. 


Notre.—Comparable provisions, part I, § 20(7) (f) ; part II, § 222(d); part IV, § 421(e). 
PART IV 
Title 49.—Chapter 13, U.S. Code 
UNLAWFUL ACTS AND PENALTIES 


Sec. 421. [May 16,1942.) [49 U.S.C., § 1021.) 

(e) Any special agent, accountant, or examiner of the Commission who 
knowingly and willfully divulges any fact or information which may come to 
his knowledge during the course of any examination or inspection made under 
authority of this part, except as he may be directed by the Commission or by 
a court or judge thereof, shall be guilty of a misdemeanor, and upon conviction 
thereof shall be subject to a fine of not more than $500 or imprisonment for not 
exceeding six months, or both. 


Note.-—Comparable provisions : Part I, § 20(7) (f) ; part II, § 222(d) ; part III, § 317(e). 


REGULATIONS 


(Following are the regulations cited by the Commission as authority 
for withholding information. ) 


RvuLes GOVERNING MONTHLY Reports Or RariRoap ACCIDENTS 


Title 49: Transportation 

Chapter 1: Interstate Commerce Commission 
Subchapter A: General Rules and Regulations 

Part 125: Railroad accidents ; Reports and classification 


At a General Session of the Interstate Commerce Commission, held at its office 
in Washington, D.C., on the 25th day of July, 1957. 


By notice of December 1, 1955, the Commission informed the rail carriers 
subject to its Rules Governing the Monthly Reports of Railroad Accidents and 
other interested parties of proposed revisions of the rules; by notice of December 
29, 1955, it informed the rail carriers and other interested parties that it had 
under consideration the making confidential of Monthly Reports of Railroad 
Accidents filed on Form T; by notice of January 26, 1956, it informed the public 
that the above-described matters had been consolidated into a single proceeding ; 
certain of the above-described notices contained provisions for the reception of 
written views by interested persons respecting the matters described therein ; 
and by notice of November 26, 1956, the Commission, by way of further exten- 
sion, permitted persons interested in the proceedings to file, on or before Febru- 
ary 1, 1957, written statements of their views on the above-described matters 
and to file, before February 15, 1957, requests for oral argument ; 
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The Commission’s Rules Governing Monthly Reports of Railroad Accidents, as 
set forth in Appendix A to its Order of November 23, 1956, as amended by its 
Order of December 27, 1956, became effective January 1, 1957 ; 

In response to the notices described in the second preceding paragraph hereof, 
the Commission received from rail carriers subjects to its Rules Governing the 
Monthly Reports of Railroad Accidents and from railroad labor organizations 
the representations described in Appendix C, which is attached hereto and made 
a part hereof, but no request was made for oral argument ; 

Upon consideration, or further consideration as the case might be, of the 
matters and things involved in the Commission’s Rules Governing the Monthly 
Reports of Railroad Accidents, and in the written representations of parties 
thereto: 

It is ordered, That § 125.9, as set forth in Appendix B, attached hereto and 
made a part hereof, be added to the Commission’s Rules Governing the Monthly 
Reports of Railroad Accidents, as set forth in Appendix A to the Order of 
November 23, 1956, that § 125.11 and 125.12 be eliminated in their entirety and 
that § 125.11 and 125.12 of Appendix B hereto be substituted therefor, that 
§ 125.15(b) be eliminated in its entirety, and that §125.15(c) be modified and 
amended as set forth in Appendix B hereto; 

It is further ordered, That 49 C.F.R. 125 be amended by adding thereto § 125.9, 
as set forth in Appendix B, attached hereto and make a part hereof, that § 125.11 
and 125.12 be eliminated in their entirety and that § 125.11 and 125.12 of Ap- 
pendix B hereto be substituted therefor, that § 125.15(b) be eliminated in its 
entirety, and that § 125.15(c) be modified and amended as set forth in Appendix 
Bb hereto; 

It is further ordered, That a copy of this Order shall be served on common 
carriers subject to the provisions of the Accident Reports Act, and that notice of 
this Order shall be given to the general public by depositing a copy thereof in 
the Office of the Secretary of the Commission, Washington, D.C., and by filing 
a copy thereof with the Director, Division of Federal Register ; 

And it is further ordered, That this Order shall become effective September 1, 
1957, except as to accidents occuring prior to that date. 

(Sec. 12, 24 Stat. 383, as amended; Sec. 1, 36 Stat. 350; 49 U.S.C. 12; 45 U.S.C. 


88. Interpret or apply Sec. 20, 24 Stat. 386, as amended; Sec. 3, 36 Stat. 351; 
49 U.S.C. 20; 45 U.S.C. 49.) 


By the Commission. 


Haroip D. McCoy, Secretary. 
APPENDIX B 


§ 125.9. Public examination of reports only after approval. Accident reports 
made by railroads in compliance with these rules shall be for the information 
of the Commission and shall be open to public inspection only upon prior approval 
of an application by this Commission. Applications for public inspection will 
be granted if the Commission is satisfied that such inspection will not result in 
a violation of Section 4 of the Accidents Reports Act and is for the purpose of ob- 
taining information to be presented before Federal and other governmental 
bodies, or which will contribute to the promotion of safety in railroad operations. 

§ 125.11. Definition of “Arising from the operation of a railroad.” The term 
refers only to the conduct of railroad activities as an operating entity. It in- 
cludes the construction, installation, inspection, protection, operation, servicing or 
maintenance of all railroad facilities or equipment, including those acts of com- 
mission or omission performed in and about such facilities or equipment. The 
term does not refer to sales or traffic work; real estate, industrial, forestry, or 
agricultural development work ; legal, financial, statistical, accounting, or public 
relations work; or similar executive, professional, or clerical work not involv- 
ing the operation of a railroad as an operating entity." 

§ 125.12. Definition of “Accidents.” (a) An accident is a collision, derail- 
ment, or other event resulting in injury to persons, equipment, or roadbed as 
hereinafter defined in § 125.21 and which is incurred in the operation of a com- 


mon carrier engaged in interstate or foreign commerce by railroad as herein- 
before defined in § 125.11. 


1 Even though there may be no witness of an accident, if there is any evidence which 
indicates that an accident, due to the ee of a railiroad, may be presumed to have 
occurred, a report of an accident must made. In contrast, a mere suspicion, unsup- 
ported by any evidence that an accident due to the operation of a railroad may be presumed 
to have occurred, must not be used as justification for the making of a report of an accident. 
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(b) As used herein, “accident” and “injury” are not synonymous terms. An 
accident presupposes an occurrence. An injury isa result. 

(c) An “aecident” which results in an “injury” to a person presupposes an 
occurrence, such as coming in contact with a locomotive, car, machine, device, 
apparatus, tool, on-track or off-track vehicle, material, or other object; a slip, a 
trip, or a fall; or any unforeseen mishaps. 

§ 125.15. “Accidents” not to be reported. 

§ 125.15(b). Delete in its entirety, without renumbering subsequent para- 

aphs. 
or o5.15(c). Extraordinary forces of nature are those which the records of 
weather conditions at the location of the accidents indicate have not previously 
occurred. No accident is reportable which is caused by an extraordinary force 
of nature, except that when the failure of signal or interlocked switch appara- 
tus, caused by unusual weather, even though combined with one of those forces, 
contribute to the occurrence. Such accidents arise from the operation of a 
railroad. 

ApPrEeNnpDIx C 


Representations received from railroads and from railroad labor organiza- 
tions: 

1. Letter from Safety Section of the Association of American Railroads, re- 
questing revision of Section 125.11(d) of the proposed Rules, dated December 28, 
1955. 

2. Objections of Railway Labor Executives’ Association, The Brotherhood of 
Railroad Trainmen, and Order of Railway Conductors and Brakemen to pro- 
posed Rules Governing Monthly Reports of Railroad Accidents, dated December 
29, 1955. 

3. Objection of Railway Labor Executives’ Association to making secret Form 
T Reports of Railroad Accidents, dated January 25, 1956. 

4. Statement on Behalf of the Member Lines of the Association of American 
Railroads in re.: 

(a) Proposed Rules Governing Monthly Reports of Railroad Accidents. 
(b) Proposed rule Making Confidential the Monthly Reports of Railroad 
Accidents Filed on Form T, dated March 28, 1956. 

5. Memorandum of Railway Labor Organizations on Proposed Revision of 
Rules Governing Reporting of Railroad Accidents and Status of Form T Re- 
ports, dated November 2, 1956. 


6. Letter of Railway Labor Organizations summarizing their position on the 
matters at issue, dated February 1, 1957. 


MOTOR CARRIER SAFETY REGULATIONS 
(Revision of 1952) 


(Applicable to common carriers, contract carriers, private carriers, and “ex- 
empt” carriers [sec. 203(b) ] 


Part 194—ReEportTING or ACCIDENTS 


_AOTHORITY : §§ 194.1 to 194.12 issued under 49 Stat. 546, as amended, sec. 835, 62 Stat. 
739 ; 49 U.S.C. 304, 18 U.S.C., Sup., 835. 1 


§194.1 Accident reports confidential. Accident reports made by motor car- 
riers in compliance with the regulations in this part shall be for the information 
of the Commission, and shall not be open to public inspection. 


MISCELLANEOUS MINUTES OF THE INTERSTATE COMMERCE CoMMISSION 
(Revised December 17, 1956) 


21. PUBLIC INFORMATION 


(A) Press table release through Secretary. No statements of the action of the 
Commission or contemplated action by the Commission pertaining to quasi-judi- 
cial and quasi-legislative information shall be given to the press or made public 
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other than through the Office of the Secretary and with his approval. Such in- 
Seicaniitans or seannenettll in the form of memoranda or otherwise shall be placed 
on the press table at the established release hours of 9:30 a.m., and 4:00 p.m., 
but memoranda containing information of action by Division 4 of the Commis- 
sion in uncontested finance cases may be placed on the table at 12 noon. No 
quasi-judicial or quasi-legislative information of any kind shall be given to any- 
one, except through responsible and authorized channels. : 2 

(B) Managing Director. The Managing Director is responsible for approving 
the release of all information pertaining to the administrative and functional 
operations of the Commission. 

(C) Enforcement and Reports. Heads of bureaus and offices are charged 
with the enforcement of these directions and will report any infraction to the 
Managing Director. 

(D) Pending proceedings. Litigants to cases may be informed, when they 
make inquiry therefor, whether a particular matter will be decided by an in- 
dividual Commissioner, a Division of the Commission, or the entire Commission, 
and the name of the individual Commissioner or the number of the Division may 
be given. Under no circumstances may litigants be informed that a particular 
matter has or has not been presented by the staff to an individual Commissioner, 
a Division, or the entire Commission for a decision. 

(EB) Accident reports. (a) Accident reports, filed by the carriers with the 
Bureau of Transport Economics and Statistics, shall be public documents and 
open to inspection. 

(b) Reports covering accidents under the Locomotive Inspection Act are to 
be made public only when they are released as Commission reports under the 
second paragraph of Section 8 of the Locomotive Inspection Act. 


(c) Accident investigation reports including those relating to motor carriers 
shall be released to the public. 


DESCRIPTION OF THE CENTRAL AND FIELD ORGANIZATION OF THE INTERSTATE 
COMMERCE COMMISSION 


APRIL 7, 1958. 
The following is a description of the central and field organization of the In- 
terstate Commerce Commission published pursuant to the provisions of Section 
3(a) of the Administrative Procedure Act (60 Stat. 237). 


2. Public information. 


(a) Releases by the Commission, All releases to the public and press are 
issued through the Office of the Secretary, which is the first point of contact for 
information relating to any matter or proceeding pending before the Commission. 

(b) Requests for information. Requests for information or advice concerning 
any matter within the jurisdiction of the Commission may be addressed to the 
Secretary, the Director of the Bureau or Office which handles the particular 
subject matter, or to field offices of various bureaus to the extent stated in the 
description of bureau organization. 

(c) Reports and orders. The reports and orders of the Commission are 
initially prepared for service upon the parties to the proceedings in duplicated 
form. Copies of all such reports and orders are made available for public 
inspection at the time of issuance through the Secretary’s Office and, to the extent 
that copies are available, are furnished to interested persons without charge. 

The more important reports of the Commission are printed and sold in advance 
sheet form and in bound volumes by the Superintendent of Documents, Govern- 
ment Printing Office, Washington 25, D.C. The less important cases are sum- 
marized in the bound volumes. Reports concerning other than valuation and 
motor carrier application matters are published in volumes entitled “Interstate 
Commerce Commission Reports,” commonly cited “ 1.C.C. _......” Reports 
concerning motor carrier application matters are published in a separate series 
of reports entitled, “Interstate Commerce Commission Reports, Motor Carrier 
Cases,” commonly cited “ MCC The first 21 volumes of reports 
relating to valuation matters are included in the “ICC” series of reports, but 
beginning with Volume 22, these reports are published in a separate series 


entitled, “Interstate Commerce Commission Valuation Reports,” commonly cited 
ff Val Rep ” 
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Copies of reports and orders, including those printed as described above may be 
examined at the Washington office of the Commission. 

(d) Inspection of Records. 

(1) The following specific files and records in the custody of the Secretary are 
available to the public (Sections 16, 204, 316 and 417 of the Act, (49 USC 16, 304, 
916, and 1017) ), and may be inspected at the Commission’s office in Washington, 
upon reasonable request : 

(i) Copies of tariffs, rate schedules, Section 22 quotations or tenders, 
classifications, powers of attorney, concurrences, and contracts filed with 
the Commission pursuant to Sections 6, 22, 217, 218, 306, 405, and 409 of the 
Act, (49 USC 6, 22, 317, 318, 906, 1005, and 1009). 

(ii) Annual and other periodic reports filed with the Commission pursu- 
ant to Sections 20, 220, 313, and 412 of the Act, (49 USC 20, 320, 9138, and 
1012). 

(iii) Annual reports, maps, profiles, and other data filed with the Com- 
mission pursuant to Section 19a. 

(iv) All docket files, including pleadings, depositions, exhibits, transcripts 
of testimony, recommended and proposed reports, exceptions, briefs, and 
reports and orders of the Commission in any proceeding. 

(v) File of instruments or documents recorded pursuant to Section 20c 
and index thereto. 

(vi) Other files and records, depending on their nature, may be available 
for public inspection where the disclosure would be consistent with the public 
interest and the duties of the Commission. 

2) Requests to inspect records. Requests to inspect public records should 
be made at the Secretary’s Office or at one of the public reference rooms, in 
the Commission’s Washington office. Copies of certain rate schedules, tariffs, 
and reports filed by motor carriers are available for inspection at field offices 
where personnel of the Bureau of Motor Carriers are located. 

(3) Certified copies of records, etc. Copies of and extracts from public records 
will be certified by the Secretary, under the seal of the Commission. Persons 
requesting the Commission to prepare such copies should clearly state the ma- 
terial to be copied, and whether they shall be certified. A charge will be made 
for certification and for the preparation of copies. 
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DEPARTMENT OF JUSTICE 


Orrice or THE Deputy ATroRNEY GENERAL, 
Washington, D.C., July 16, 1958. 
Hon. Tuomas C. Henntinos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, US. Senate, Washington, D.C. 

Dear Senator Henninos: There has been referred to me your let- 
ter of June 26, 1958, to the Attorney General, requesting early answers 
to two questions respecting the availability to the public or the press 
of records and information in the possession of this Department and 
copies of the applicable departmental orders and memoranda. 

“hese two questions are almost identical to the first two questions 
in the questionnaire of the Special Subcommittee on Government In- 
formation of the House Committee on Government Operations. For 
those questions and the answers of this Department, see commit'ee 
aay “Replies from Federal Agencies to Questionnaire Submitted 

y the Special Committee on Government Information of the [ House] 
Committee on Government Operations,” 84th Congress, Ist session, 
1 and 309-312, respectively (Nov. 1, 1955). ‘Those answers are ampli- 
fied in Attorney General Rogers’ statement of March 6, 1958,' before 
your subcommittee, on inquiry by the legislative branch concerning 
the decision making process and documents of the executive branch, 
as supplemented by his letter of March 13, 1958,? to you as chairman 
of the subcommittee. 

In the interest of brevity, those answers as so amplified are sub- 
mitted as the answers to your questions. This committee print and 
copies of the applicable departmental orders and memoranda were 
enclosed in Deputy Attorney General Rogers’ letter of May 16, 1957, 
to you as chairman of the subcommittee. 

Sincerely, 


Lawrence E. Watsu, 
Deputy Attorney General. 
(The letter referred to above is as follows:) 


U.S. DEPARTMENT OF JUSTICE, 
OFFICE OF THE ATTORNEY GENERAL, 


May 16, 1957. 
Hon. THomas C. HENNINGS, Jr., 


Chairman, Subcommittee on Constitutional Rights, 
U.S. Senate, Washington, D.C. 

Deak SENATOR HENNINGS: This is with reference to your identical letters to 
the Attorney General and the Commissioner of Immigration and Naturalization 
dated April 2, 1957, requesting answers to three questions concerning the fur- 
nishing of information by the Department of Justice and the Immigration and 
Naturalization Service to members of Congress and congressional committees. 


1“Freedom of Information and Secrecy in Government,” pt. 2, pp. 1-48, 85th Cong., 
sess. 

2 Ibid., pp. 52—54. 
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Complete answers to the questions put by your letter were furnished in re- 
sponse to a questionnaire of the Special Committee on Government Information 
of the House Committee on Government Operations of the Kighty-fourth Con- 
gress. A copy of the committee’s print of November 1, 1955, entitled “Replies 
from Federal Agencies to Questionnaire Submitted by the Special Committee on 
Government Information of the Committee on Government Operations” is en- 
closed for your convenience. Answers to your particular questions are supplied 
at pages 310-314 and pages 316-317. I should also like to refer you to my letter 
of April 10, 1957, in reply to your letter dated March 13, 1957 which furnishes 
additional information on this subject. 

The Department makes every effort to promptly supply information to in- 
dividual members of Congress and congressional committees consistent with the 
principles referred to above. There may have been instances in which we were 
unable to comply with a particular request, but the records of the Department 
are not maintained in such a way as to disclose any such instances. 

Sincerely, 
WittraM P. Rocers, Deputy Attorney General. 


(Following are the applicable Presidential directives, departmental 
orders, and memorandums sent to the subcommittee by the Justice 
Department :) 

FEDERAL BuREAU OF INVESTIGATION, 
U.S. DEPARTMENT OF JUSTICE, 
Washingon, D.C., September 6, 1939. 
To all law enforcement officials: 


For your information, the following formal statement was today issued by the 
President of the United States: 

“The Attorney General has been requested by me to instruct the Federal 
Bureau of Investigation of the Department of Justice to take charge of investi- 
gative work in matters relating to espionage, sabotage, and violations of the 
neutrality regulations. 

This task must be conducted in a comprehensive and effective manner on a 
national basis, and all information must be carefully sifted out and correlated 
in order to avoid confusion and irresponsibility. 

To this end I request all police officers, sheriffs, and all other law enforcement 
officers in the United States promptly to turn over to the nearest representative 
of the Federal Bureau of Investigation any information obtained by them relat- 
ing to espionage, counterespionage, sabotage, subversive activities and violations 
of the neutrality laws.” 

I am bringing this statement to your attention in order that if you have not 
already been advised by the Presidents’ desires in the handling of cases of the 
type above enumerated, you may be informed concerning the Federal Govern- 
ment’s program. I am confident that you will cooperate in this matter by im- 
mediately notifying the nearest representative of the Federal Bureau of In- 
vestigation of any information received relating to cases in the above classi- 
fications. 

Sincerely yours, 
JoHN Epcar Hoover, Director. 


PRESIDENTIAL DIRECTIVES 


Tue WHITE Howse, 
Washington, January 8, 1948. 


POLICE COOPERATION 


On September 6, 1939. I issued a directive providing that the Federal Bureau 
of Investigation of the Department of Justice should take charge of investiga- 
tive work in matters relatirg to espionage, sabotage, and violations of the 
neutrality regulations, pointing out that the invesigations must be conducted in 
a comprehensive manner, on a national basis, and all information carefully 
sifted out and correlated in order to avoid confusion and irresponsibility. I 
then requested all police officers, sheriffs, and other law enforcement officers 
in the United States, promptly to turn over to the nearest representatives of 
the Federal Bureau of Investigation any such information. 
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I am again calling the attention of all enforcement officers to the request 
that they report all such information promptly to the nearest field representative 
of the Federal Bureau of Investigation, which is charged with the responsibility 
of correlating this material and referring matters which are under the juris- 
diction of any other Federal agency with responsibilities in this field to the 
appropriate agency. 

I suggest that all patriotic organizations and individuals likewise report 
all such information relating to espionage and related matters to the Federal 
Bureau of Investigation in the same manner. 

I am confident that all law enforcement officers, who are now rendering such 
invaluable assistance toward the success of the internal safety of our country, 
will cooperate in this matter. 


FRANKLIN D. ROOSEVELT, 





THe WHitTe Howse, 
Washington, July 24, 1950. 


INFORMATION RELATING TO DOMESTIC ESPIONAGE, SABOTAGE, SUBVERSIVE ACTIVITIES, 
AND RELATED MATTERS 





On September 6, 1939, and January 8, 1943, a Presidential directive was issued 
providing that the Federal Bureau of Investigation of the Department of Jus- 
tice should take charge of investigative work in matters relating to espionage, 
sabotage, subversive activities, and related matters. It was pointed out that 
the investigations must be conducted in a comprehensive manner on a National 
basis and all information carefully sifted out and correlated in order to avoid 
confusion. I should like to again call the attention of all enforcement officers, 
both Federal and State, to the request that they report all information in the 
above enumerated fields promptly to the nearest field representative of the 
Federal Bureau of Investigation, which is charged with the responsibility of 
correlating this material and referring matters which are under the jurisdiction 
of any other Federal agency with responsibilities in this field to the appropriate 
agency. 

I suggest that all patriotic organizations and individuals likewise report all 
such information relating to espionage, sabotage, and subversive activities to 
the Federal Bureau of Investigation in this same manner. 

Harry 8S. TRUMAN. 





Tue WHITE Howse, 
December 15, 1958. 
STATEMENT BY THE PRESIDENT 





On September 6, 1939, January 8, 1943, and July 24, 1950, Presidential direc- 
tives were issued requesting all enforcement officers, both Federal and State, 
to report promptly all information relating to espionage, sabotage, subversive 
activities, and related matters to the nearest field representative of the Federal 
Bureau of Investigation. 

The Federal Bureau of Investigation is charged with investigating all viola- 
tions of the Atomic Dnergy Act, including the illegal export or import of fission- 
able material, the illegal possession or transportation of fissionable material, 
and the illegal production, transfer, or possession of any equipment or device 
utilizing fissionable material or atomic energy as a military weapon. “Fission- 
able material” means plutonium, uradnium-235, or other material which the 
Atomic Energy Commission has determined to be capable of releasing substantial 
quantities of energy through nuclear chain reaction. I am requesting that all 
enforcement officers, both -Federal and State, report all information relating to 
violations of the Atomic Energy Act to the nearest field representative of the 
Federal Bureau of Investigation. 

I suggest that all patriotic organizations and individuals likewise report all 
such information to the Federal Bureau of Investigation in the same manner. 


Dwiecnut D. EISENHOWER. 
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DEPARTMENTAL ORDERS AND MEMORANDUMS 


OFFICE OF THE ATTORNEY GENERAL, 
April 23, 1948. 


To THE HEADS OF ALL GOVERNMENT DEPARTMENTS, AGENCIES AND COMMISSIONS : 


As you are aware, the Federal Bureau of Investigation from time to time 
makes available to Government departments, agencies and commissions informa- 
tion gathered by the Federal Bureau of Investigation which is of interest to 
such departments, agencies or commissions. These reports and communications 
are confidential. All such reports and communications are the property of the 
Federal Bureau of Investigation and are subject at all times to its control and 
to all privileges which the Attorney General has as to the use or disclosure of 
documents of the Department of Justice. Any department, agency or commis- 
sion receiving such reports or communications is merely a custodian thereof for 
the Federal Bureau of Investigation, and the documents or communications are 
subject to recall at any time, 

Neither the reports and communications nor their contents may be disclosed 
to any outside person or source without specific prior approval of the Attorney 
General or of the Assistant to the Attorney General or an Assistant Attorney 
General acting for the Attorney General. 

Should any attempt be made, whether by request or subpoena or motion for 
subpoena or court order, or otherwise, to obtain access to or disclosure of any 
such report or communication, either separately or as part of the files and 
records of a Government department, agency or commission, the reports and 
communications involved should be immediately returned to the Federal Bureau 
of Investigation in order that a decision can be reached by me or by my desig- 
nated representative in each individual instance as to the action which should 
be taken. 

Tom _C, CLarK, Attorney General. 


OFFICE OF THE ATTORNEY GENERAL, 
Washington, D.C., January 13, 19538. 


ORDER NO. 3229 (REVISED) 


Ce to authority vested in me by R.S. 161 (5 U.S.C. 22), it is hereby 
ordered : 

1. When a United States Attorney or any other officer or employee of the 
Department of Justice is served with a subpoena or order for the production 
or disclosure of materials or information contained in the files of the Depart- 
ment, the United States Attorney, or such other attorney as may be designated, 
will appear with the person upen whom the demand is made and inform the 
court or other issuing authority that such person is not authorized to produce 
or disclose the materials or information sought. Time will be requested within 
which to refer the subpoena or order to the Attorney General, and the United 
States Attorney or other attorney designated will refer the court to this order 
as published in the Federal Register. Advice as to such subpoena or order will 
be given immediately to the Attorney Genera! without awaiting court appear- 
ance. 

2. In the event the court declines to defer a ruling until instructions from 
the Attorney General have been received, or in the event the court rules ad- 
versely on a claim of privilege asserted under instructions of the Attorney 
General, the person upon whom such demand is made will, pursuant to this 
order, respectfully decline to produce the material or information sought. 
United States ex rel Touhy v. Ragen, 340 U.S. 462. 

3. Order No. 3229 (dated May 2; 1939) and Supplements 1, 2, 3, and 4 thereto 
(dated December 8, 1942, June 6, 1947, May 1, 1952, and August 20, 1952, re- 
spectively ) , heretofore in effect, are hereby revoked 


JAMES P. McGuaNney, Attorney General, 
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OFFICE OF THE ATTORNEY GENERAT,, 
Washington, D.C., January 13, 1953. 


ORDER NO. 3464, SUPPLEMENT NO. 4 (REVISED) 


Pursuant to authority vested in me by R. S. 161 (5. U.S.C. 22) Supplement 
No. 4 of Order No. 3464, dated July 8, 1947, is amended to read as follows: 

1. All official files, documents, records, and reports in the Department of 
Justice shall be regarded as of a confidential nature, and the content thereof 
shall be disclosed only in the performance of official duties. 

2. Except upon specific authorization of the Attorney General, no officer or 
employee shall furnish to any person outside the Department of Justice: 

(1) any information obtained from the Federal Bureau of Investigation ; 

(2) any information obtained from any other investigative report of the 
Department ; 

(3) any other information contained in the files of the Department the 
disclosure of which, in the opinion of the officer having custody of such files, 
might be injurious to the public interest. These Prohibitions shall also 
apply to materials or information obtained from other departments and 
agencies of the Government and included in the files of the Department of 
Justice. 

3. This order shall extend to any former officer or employee of the Depart- 
ment of Justice. 

4. The foregoing is subject to the requirement that information designated 
as “classified security information” is to be handled in accordance with Execu- 
tive Order No. 10290 of September 27, 1951 (16 Fed. Reg. 9795) and regulations 
thereunder. This order is also subject to the directive of the President of March 
13, 1948, concerning the safeguarding of the reports, records, and files relative 
to the Employee Loyalty Program under Executive Order No. 9835 of March 
21, 1947 (13 Fed. Reg. 1359). 

5. Supplement No. 5 of Order No. 3464, dated September 3, 1947, is hereby 
revoked. 


JAMES P. McGranery, Attorney General. 


(Superseded by 116-56) 


DEPARTMENT OF JUSTICE, 
OFFICE OF THE Deputy ATTORNEY GENERAL, 


March 28, 1953. 
Memo No. 5 


MEMORANDUM TO HeEAps ofr ALL Divisions, BUREAUS, OR OFFICES OF THE 
DEPARTMENT OF JUSTICE 


Re: Requests of Congressional Committees for Information from 
Departmental Files. 


The following procedure will be followed in complying with requests of con- 
gressional committees for information from the files of this Department. 

1. All committee requests for the examination of files or other confidential 
information should be in writing, signed by the chairman, and addressed to the 
Deputy Attorney General. The request should state the specific information 
sought as well as the specific objective for which it is sought. 

2. The Deputy Attorney General will make a record of the request and send 
it to the appropriate division for the preparation of a reply for the signature of 
the Deputy Attorney General. 

8. If the request concerns a closed case, i.e., one in which there is no litigation 
or administrative action pending or contemplated, the reply letter will advise 
the committee that the file is available for examination and set forth the name, 
telephone extension number, and room number of the person within the division 
who will have custody of the file for that purpose. 

4. Before making the file available to any committee representative, all reports 
and memoranda from the FBI, as well as investigative reports from any other 
governmental agency, will be removed from the file and will not be made avail- 
able for examination. 

If the committee representative states that it is essential that information 
from FBI reports and memoranda be made available, he will be advised that 
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the request will be considered by the Department. A summary of the contents 
of the FBI reports and memoranda involved will then be prepared which will 
not disclose investigative techniques, the identity of confidential informants, 
or other matters which might jeopardize the investigative operations of the FBI. 
This summary will be forwarded by the division to the FBI with a request 
for advice as to whether the FBI would have any objection to examination of 
the summary by the committee representative. The summary will not be made 
available unless and until the FBI advises the division that it would have no 
objection. Neither the summary nor other file material will be physically relin- 
quished from the custody of the Department. 

If the committee representative desires to examine investigative reports from 
another governmental agency contained in the files of the Department, he will 
be advised to direct his request to the governmental agency whose reports are 
concerned, 

5. If the request concerns an open case, i.e., one in which litigation or admin- 
istrative action is pending or contemplated, the reply letter should advise the 
committee of this fact, and state that the file cannot be made available until 
the completion of the case. However, the letter should briefly set forth the 
status of the case in as much detail as is practicable and prudent without jeop- 
ardizing the pending or contemplated litigation or action. 

6. Requests for interviews with departmental personnel by committee repre- 
sentatives regarding any official matters within the Department should be in 
writing and should be referred to the Deputy Attorney General. When approval 
is given, the employee is expected to discuss such matters freely and coopera- 
tively with committee representatives, subject to the limitations indicated above 
respecting open cases and data in investigative reports. Upon the completion 
of the interview, the employee will prepare a summary of the interview for the 
file, with a copy routed to his division head and a copy routed to the Deputy 
Attorney General. 

7. The same procedure will be followed when an employee of the Department 
is requested to testify before a committee. 

8. In order that the Department may be kept currently advised of matters 
within its responsibility, and be in a better position to cooperate with the com- 
mittees, each division that has an observer in attendance at a congressional 
hearing, will have the observer prepare a written summary of the proceeding 
soe will be sent to the division head with a copy routed to the Deputy Attorney 

neral. 

9. The Department, of course, reserves the right to decline any request which 
in its judgment should be declined in the national interest. 

Although time and experience may indicate the need for some additions or 
modifications, it is believed that the foregoing procedure will enable this Depart- 
ment to extend the fullest cooperation to congressional committees on a mutually 
satisfactory basis. 

WILtiaM P. Rogers, 
Deputy Attorney General. 


(Superseded by 116-56) 


DEPARTMENT OF JUSTICE, 
OFFICE OF THE Deputy ATTORNEY GENERAL, 
August 5, 1954. 


MEMORANDUM TO THE Heaps or ALL DivistIons, BUREAUS OR OFFICES OF THE 
DEPARTMENT OF JUSTICE 


Re: Appearance before Congressional Committees 


In Memorandum No. 5, dated March 23, 1953, procedures were established for 
complying with requests of Congressional committees for information from the 
files of the Department. Paragraphs numbered 6 and 7 of that memorandum 
describe the procedures to be followed when a request is received for an inter- 
view with departmental personnel by committee representatives, or when an 
employee of the Department is requested to testify before a Congressional 
committee. 

It is difficult to over-emphasize the importance of proper coordination of our 
liaison with Congressional committees. This office being responsible for such 
liaison work, must be kept fully informed regarding appearances before Con- 





496 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


gressional committees. It is therefore essential (1) that clearance be obtained) 
before an employee of the Department testifies before any. Congressional com- 
mittee, and (2) that specified procedures be followed carefully. 


Wirt11aM P. Roeers, 
Deputy Attorney General. 


REGULATIONS RELATING TO DEFENSE INFORMATION UNDER EXECUTIVE ORDER 
No. 10501, First Revision 


(Includes amendments to section 401 and section 606 February —, 1958) 


By virtue of the authority vested in me by Executive Order No. 10501 of 
November 5, 1953 (18 F.R. 7049), and section 161 of the Revised Statutes (5 
U.S.C. 22), and as Attorney General, I hereby prescribe the following regula- 
tions relating to defense information originating in or coming under the juris- 
diction or control of the Department of Justice. 


PART I. GENERAL PROVISIONS 


Section 101. Purpose and effect: (a) The purpose of these regulations is to 
insure that official information originating in or coming under the control or 
jurisdiction of the Department of Justice which requires safeguarding in the 
interest of national defense, in accordance with the provisions of Executive 
Order No. 10501 of November 5, 1953, is protected against unauthorized dis- 
closure. 

(b) These regulations shall be in lieu of the Regulations Relating to Security 
Information, Department of Justice, dated June 16, 1952, which are hereby re- 
pealed, and shall supersede any other regulations of the Department, and of 
any Division, Bureau, Service, Office, or Board thereof, relating to the classifica- 
tion, declassification, dissemination, transmission, handling, storage or disposi- 
tion of information which requires safeguarding in the interest of national de 
fense, to the extent any such other regulations are inconsistent herewith. Any 
action at variance from these regulations must have the prior approval of the 
Attorney General or the Deputy Attorney General. 

Section 102. Applicability: (a) These regulations shall apply only to classified 
defense information as defined in these regulations, and no information shall be 
classified hereunder unless it requires protective safeguarding in the interest of 
national defense. 

(b) The assignment of a classification under these regulations to material 
which does not contain information requiring safeguarding in the interest of 
national defense is hereby strictly prohibited. 

(c) The regulations shall not be applicable to information solely on the ground 
that the disclosure thereof would be prejudicial to the interest or prestige of a 
governmental activity of the United States, cause unwarranted injury to an 
individual, or cause administrative difficulty to the functioning of the Depart- 
ment of Justice, or to any information other than information the disclosure 
of which would be detrimental to national defense. 

Section 103. Responsibility: The responsibility for the protection of classified 
defense information originating in or coming under the control or jurisdiction 
of the Department of Justice shall in the first instance rest on each individual 
officer or employee of the Department having such information or knowledge 
thereof, no matter how that information or knowledge was obtained; and in 
earrying out such responsibility each such officer or employee shall apply as 
minimum standards the provisions of Executive Order No. 10501, and of these 
regulations. 

Section 104. Requirement for orientation and distribution: It shall be the 
duty of every officer and employee of the Department to familiarize himself 
with, and adhere to, all regulations provided for the protection of classified 
defense information. It shall be the duty of the Security Officer of the Depart- 
ment to insure that appropriate steps are taken to provide each officer and 
employee with a copy of these regulations and to establish a program through- 
out the Department for the instruction of employees with regard to the require- 
ments of these regulations. 

Section 105. Construction: Nothing in these regulations shall be construed to 
authorize the dissemination, handling or transmission of classified informa- 
tion contrary to the provisions of any federal statute, Executive order, or Presi- 
dential directive. 
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Section 106. Interpretation: The Attorney General, upon the request of the 
head of a Division made through the Security Officer of the Department, shall, 
personally or through an authorized representative, render an interpretation 
of these regulations in connection with any problem arising out of the adminis- 
tration thereof. 

Section 107. Penalties for violation: The violation of any provision of the 
regulations for the safeguarding of classified defense information shall subject 
any person responsible therefor to appropriate disciplinary action. Violation 
or disregard of these regulations may result in action under the Personnel Secu- 
rity Regulations of the Department promulgated by Order 25-53 of the Attorney 
General dated August 31, 1953, or, in appropriate cases, in criminal prosecution: 

Section 108. “Restricted data” as defined in the Atomic Energy Act: Nothing 
in these regulations shall supersede any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended. “Restricted data” as defined 
by the said Act shall be handled, protected, classified, downgraded, and de- 
classified in conformity with the provisions of the Atomic Energy Act of 1946, as 
amended, and the regulations of the Atomic Energy Commission. 




















PART II. DEFINITIONS 





Section 201. As used in the regulations the following terms shall have the 
meanings indicated : 

(a) Classified information means official information the protection of which 
is necessary in the interest of national defense, and which is classified for such 
purpose by the appropriate classifying authority. 

(b) Information means knowledge which can be communicated either orally 
or by means of material. 

(c) Material means any document, product, or substance on, or in, which 
information may be recorded or embodied, and such items in all stages of de- 
velopment, processing, or construction, and includes elements, ingredients, com- 
ponents, accessories, fixtures, dies, models, and mockups associated with such 
items. 

(d) Document means any recorded information regardless of its physical form 
or characteristics, and includes—but is not limited to—the following: (1) all 
written material, whether handwritten, printed, or typed; (2) all painted, 
drawn, or engraved material; (3) all sound or voice recordings; (4) all printed 
photographs and exposed or printed film, still or motion picture; and (5) all 
reproductions of the foregoing regardless of process or method used to reproduce, 

(e) Classification means the category into which defense information is placed 
upon being classified in accordance with the provisions of Part IV of these regu- 
lations. Extreme care shall be exercised to insure that a particular classification 
is assigned only to such information as requires the degree of protection made 
applicable by these regulations to that classification. 

(f) Classifying authority means any officer or employee of the Department 
who is authorized to assign a classification to information pursuant to these 
regulations, or, with relation to specific Classified defense information, the officer 
or employee of the Department who assigned the classification thereto, or his 
successor, or superior. No person other than one designated as a classifying 
authority shall finally assign a classification to any defense information. 

(g) Classify means to assign an original classification pursuant to these regu- 
lations to any defense material or information after determination has been made 
that the same requires the protection provided by these regulations. 

(h) Declassify means to remove the classification from any material or in- 
formation. 

(i) Marking means the physical act of indicating on classified information the 
assigned classification or change therein. 

(j) Downgrade means to assign a lower classification than that previously 
assigned to any material or information. 

(k) Upgrade means to assign a higher classification than previously assigned 
to any material or information. 

(1) Cryptographic system means any method or system employed to change 
information from plain language form into coded form, or from coded form into 
Plain language form. 

(m) Cryptographic information means any document, information, or product 
which has been, or is in process of being, changed from plain language form into 
coded form, or from coded form into plain language form, by means of a crypto- 

graphic system. 
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(n) Record material means all documentary material made or received by 
a Department or Agency in connection with transaction of public business and 
preserved as evidence of the organization, functions, policies, operations, de- 
cisions, procedures or other activities of any Department or Agency of the Goy- 
ernment, or because of the informational value of the data contained therein. 

(0) Nonrecord material means extra copies and duplicates, and shall also in- 
clude shorthand notes, preliminary drafts, used carbon paper and other material 
of similar temporary nature. 

(p) Division means all Division, Bureaus, Services, Offices and Boards of 
the Department of Justice, and includes offices of the United States Attorneys 
and United States Marshals. 


PART III. CLASSIFICATION CATEGORIES 


Section 301. Categories: Official information which requires protection in the 
interest of national defense shall be limited to three categories of classification, 
which in descending order of importance shall carry one of the following desig- 
nations: “Top Secret,” “Secret” or “Confidential.” 

Section 302. Scope of categories: No other classification categories shall be 
used to classify defense information, including military information, as requir- 
ing protection in the interest of national defense, except as expressly provided 
by statute. 

Section 303. Top secret: Except as may be expressly provided by statute, the 
use of the classification Top Secret shall be authorized, by appropriate classi- 
fying authority, only for defense information or material which requires the 
highest degree of protection. The Top Secret classification shall be applied only 
to that information or material the defense aspect of which is paramount, and 
the unauthorized disclosure of which could result in exceptionally grave dam- 
age to the Nation such as leading to a definite break in the diplomatic relations 
affecting the defense of the United States, an armed attack against the United 
States or its allies, a war, or the compromise of military or defense plans, or 
intelligence operations, or scientific or technological development vital to the 
national defense. 

Section 304. Secret: Except as may be expressly provided by statute, the 
use of the classification Secret shall be authorized, by appropriate classi- 
fying authority, only for defense information or material the unauthorized 
disclosure of which could result in serious damage to the Nation, such as by 
jeopardizing the international relations of the United States, endangering the 
effectiveness of a program or policy of vital importance to the national defense, 
or compromising important military or defense plans, scientific or technological 
developments important to national defense, or information revealing important 
intelligence operations. 

Section 305. Confidential: Except as may be expressly provided by statute, 
the use of the classification Confidential shall be authorized, by appropriate 
classifying authority, only for defense information or material the unauthorized 
disclosure of which could be prejudicial to the defense interests of the nation. 


PART IV 


Section 401. Top secret: Defense information or material may be originally 
classified “Top Secret’ only by the Attorney General, the Solicitor General, the 
Deputy Attorney General, an Assistant Attorney General, the Director of the 
Federal Bureau of Investigation, the Commissioner of Immigration and Nat- . 
uralization, the Director of the Bureau of Prisons, and the Attorney General’s 
observer on the National Security Council Planning Board. The Director of 
the Federal Bureau of Investigation, the Assistant Attorney General in charge 
of the Internal Security Division, and the Commissioner of Immigration and 
Naturalization are authorized to designate by title a minimum number of officers 
of their respective organizations to originally classify material in this category. 
The classification “Top Secret’ shall be made only if the defense information or 
material concerned requires the highest degree of protection. 

Section 402. Secret and confidential: The heads of divisions of this Department 
as well as those persons listed in Section 401 are authorized to designate by title 
of position a minimum number of persons within their divisions to have the 
authority to classify originally defense information as “Secret” and “Confiden- 
tial.” The designation of such positions shall be limited to the minimum number 
necessary for the efficient conduct of the business of the Department, and the 
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Security Officer of each division shall maintain a register of the positions so 
designated, together with the names of the incumbents. 

Section 403. Procedure: An officer or employee of the Department originating 
material containing defense information not previously classified shall place a 
tentative classification thereon, and shall thereafter assure that the classification 
is reviewed, and confirmed or revised, by the appropriate classifying authority. 
The classifying authority shall place his initials beside the classification stamp 
at the bottom of the first page of the original and the file copies to indicate his 
approval of the assigned classification except when an official having such 
authority signs or places his autographic initials on a communication already 
containing a classification stamp, such approval shall be implied. The require- 
ment for reviewing and confirming of an assigned classification by a classifying 
authority pertains only to information which is being newly classified. When 
a document is classified because it contains information which was previously 
classified within or outside the Department, the classification of that document 
need not be submitted to a classifying authority for review. In the case of mate- 
rial originating within the Federal Bureau of Investigation, the material shall 
be deemed to be originated when it is prepared for dissemination outside of 
that Bureau. 





















PART V. CLASSIFICATION 







Section 501. Documents in general: Documents shall be classified accord- 
ing to their own content and not necessarily according to their relationship to 
other documents or to a classified file. References to classified material which 
do not in themselves reveal classified defense information shall not be clas- 
sified. 

Section 502. Overclassification: Defense information shall be assigned the 
lowest classification consistent with its proper protection. Unnecessary classi- 
fication and over-classification shall be scrupulously avoided in order to pre- 
vent the depreciation of the importance of properly classified information and 
prevent unnecessary delay and expense in the handling, transmission, and stor- 
age of documents and other material. 

Section 503. Physically connected documents: The classification of a file or 
group of physically connected documents shall be at least as high as that of 
the most highly classified document therein. Documents separated from a file 
= group shall be handled in accordance with their individual defense classi- 

cation. 

Section 504. Multiple classification: A document, product, or substance shall 
bear a classification at least as high as that of its highest classified components. 
The document, product, or substance shall bear only one over-all classifica- 
tion, notwithstanding that pages, paragraphs, sections, or components there- 
of bear different classifications. 

Section 505. Hatracts and paraphrases: Extracts from or paraphrases of 
classified documents shall be maintained in the same classification as the orig- 
eee unless action has been taken pursuant to the provisions of Part 

ereol. 

Section 506. Transmittal letters: A letter transmitting defense information 
shall be classified at least as high as its highest classified enclosure. 

Section 507. Cryptographic systems: All cryptographic systems shall be classi- 
fied according to the highest classification of the classified information trans- 
mitted thereby. 

Section 508. Information originated by a foreign government or organization: 
Defense information of a classified nature furnished to the United States by a 
foreign government or international organization shall be assigned a classifi- 
cation which will assure a degree of protection equivalent to or greater than 
that required by the government or international organization which furnished 
the information. 





































PART VI. DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Section 601. Designation of reviewing authorities: The head of each division 
of the Department shall designate persons to be responsible for the continuing 
review of classified material originating in his division for the purpose of declassi- 
fying or downgrading such material whenever national defense considerations 
permit, and for receiving requests for such review from all sources. 
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Section 602. Establishment of formal procedures: Formal procedures shall be 
established within each division to provide specific means for prompt review of 
classified material and its declassification or downgrading, in order to preserve 
the effectiveness and integrity of the classification system and to eliminate 
accumulation of classified material which no longer requires protection in the 
defense interest. The special rules set forth in the following sections shall be 
observed with respect to changes of classification of defense material. 

Section 603. Automatic changes: To the fullest extent practicable, the classi- 
fying authority shall indicate on the material (except telegrams) at the time of 
original classification that after a specified event or date, or upon removal of 
classified enclosures, the material will be downgraded or declassified. 

Section 604. Nonautomatic changes: The persons designated to receive re- 
quests for review of classified defense material shall downgrade or declassify 
such material when circumstances no longer warrant its retention in its original 
classification, provided the consent of the appropriate classifying authority has 
been obtained. The downgrading or declassification of extracts from or para- 
phrases of classified defense documents shall also require the consent of the 
appropriate classifying authority. 

Section 605. Classified telegrams: Such telegrams shall not be referred to, 
extracted from, paraphrased, downgraded, declassified, or disseminated except in 
accordance with special regulations issued by the head of the originating depart- 
ment or agency. 

Section 606. (a) Continuing independent review of classifications: In order to 
provide a continuing independent review of classified defense material by persons 
other than the persons who classified such material— 

(1) Each officer and employee of the department who receives classified de 
fense material for the purpose of reviewing its substantive content shall, as a 
part of such review, consider whether the classification assigned to such mate- 
rial is in accordance with Executive Order No. 10501. 

(2) If any such officer or employee believes that the classification assigned to 
defense material is not in accordance with Executive Order No. 10501, he shall 
notify the reviewing authority for his division of his views concerning that 
classification. 

(b) Downgrading and declassification: (1) If the reviewing authority of a 
Division believes that classified material should, in accordance with Executive 
Order No. 10501, be downgraded or declassified, he shall request the appropriate 
classifying authority to consent to the downgrading or declassification of the 
material, as appropriate. 

(2) If two divisions disagree concerning the validity of an original or deriva- 
tive classification assigned to specific material by an officer or employee of the 
Department, and the head of the division challenging the validity of that classi- 
fication recommends the declassification of the material, he shall refer the 
material, together with the views of the two divisions, to the Assistant Attorney 
General in charge of the Office of Legal Counsel, who shall, in each such in- 
stance, study the issues involved and render advice concerning the matter. If 
the disagreement cannot be resolved to the satisfaction of the parties involved 
on the basis of such advice, the matter shall be referred to the Deputy Attorney 
General for resolution. 

Section 607. Upgrading: If the recipient of unclassified material believes that 
it should be classified, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accordance 
with the classification deemed appropriate and a request made to the reviewing 
authority who may classify the material or upgrade the classification after 
obtaining the consent of the appropriate classifying authority. 

Section 608. Notification of change in classification: The reviewing authority 
taking action to declassify, downgrade, or upgrade classified defense material 
shall notify all addressees to whom the material was originally transmitted. 
Upon receipt of such notification, said addressees and all other persons by whom 
such classified defense material was received shall notify all persons to whom 
they re-transmitted such material. 


PART VII. MARKING OF CLASSIFIED MATERIAL 


Section 701. General: After a determination of the proper defense classifica- 
tion to be assigned has been made in accordance with the provisions of these 


regulations, the classified material shall be marked in accordance with the 
procedures herein set forth. 
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Section 702. Bound documents: The assigned defense classification on bound 
documents, such as books or pamphlets, the pages of which are permanently 
and securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back page 
and on the outside of the back cover. In each case the markings shall be applied 
to the top and bottom of the page or cover. 

Section 703. Unbound documents: The assigned defense classification on un- 
bound documents, such as letters, memoranda, reports, telegrams, and other 
similar documents, the pages of which are not permanently and securely fastened 
together, shall be conspicuously marked or stamped at the top and bottom of each 
page, in such manner that the marking will be clearly visible when the pages are 
clipped or stapled together. 

Section 704. Files: The assigned defense classification of files shall be stamped 
conspicuously on the front and back of the file jacket. 

Section 705. Charts, maps, and drawings: Classified charts, maps, and draw- 
ings shall carry the defense classification marking under the legend, title block, 
or scale in such manner that it will be reproduced on all copies made therefrom. 
Such classification shall also be marked at the top and bottom in each instance. 

Section 706. Photographs, films and recordings: Classified photographs, films 
and recordings, and their containers, shall be conspicuously and appropriately 
marked with the assigned defense classification. 

Section 707. Products or substances: The assigned defense classification shall 
be conspicuously marked on classified products or substances, if possible, and on 
their containers, if possible, or, if the article or container cannot be marked, 
written notification of such classification shall be furnished to recipients of such 
products or substances. 

Section 708. Reproductions: All copies or reproductions of classified material 
shall be appropriately marked or stamped in the same manner as the original 
thereof. 

Section 709. Unclassified material: Normally, unclassified material shall not 
be marked or stamped “Unclassified” unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such classification. 

Section 710. Change or removal of classification: Whenever classified material 
is declassified, downgraded or upgraded, the material shall be marked or stamped 
in a prominent place to reflect the change in classification, the authority for the 
action, the date of action and the person taking the action. In addition, the old 
classification marking shall be cancelled and the new classification, if any, 
substituted therefor. Automatic change in classification shall be indicated by 
the appropriate authority through marking or stamping in a prominent place 
in order to reflect the information specified in section 603 hereof. 

Section 711. Material furnished persons not in the ewvecutive branch of the 
Government: When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the Execu- 
tive Branch, the following notation, in addition to the assigned classification 
marking, shall whenever practicable be placed on the material, on its container, 
or on the written notification of its assigned classification : 


This material contains information affecting the national defense of the United 
States within the meaning of the espionage laws, Title 18, U.S.C., Sees. 793 and 
794, the transmission or revelation of which in any manner to an unauthorized 
person is prohibited by law. 


PART VIII. CUSTODY AND SAFEKEEPING OF CLASSIFIED DOCUMENTS AND MATERIAL 


Section 801. General: The possession or use of classified defense information 
and material shall be limited to locations where facilities for secure storage or 
Protection thereof are available, by means of which unauthorized persons are 
prevented from gaining access thereto. 

Section 802. Storage requirements: Whenever classified information or mate- 
rial is not under the personal supervision of its custodian, whether during or 
outside of working hours, the following physical or mechanical means shall be 
taken to protect it: 

(a) Top secret material: Top Secret defense material shall be protected in 
storage by the most secure facilities possible. Normally it will be stored in a 
safe or safe-type steel file container having a three-position, dial-type, combina- 
tion lock, the combination of which can be changed by the user, and being of such 
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weight, size, construction, or installation as to minimize the possibility of surrep- 
titious entry, physical theft, damage by fire, or tampering. The Security Officer 
of the Department may approve other storage facilities for this material which 
offer comparable or better protection, such as an alarmed area, a vault, a secure 
vault-type room, or an area under close surveillance of an armed guard. 

(b) Secret and confidential material: These categories of defense material may 
be stored in a manner authorized for Top Secret material, or in any event shall 
be stored in metal file cabinets equipped with steel lock bar and an approved 
three-way combination dial-type padlock the combination of which can be 
changed by the user, or in comparably secure facilities approved by the Security 
Officer of the Department. 

(c) Other classified materials: The Attorney General shall prescribe such pro- 
tective facilities as may be necessary for material originating under statutory 
provisions requiring protection of certain information. 

Section 803. Changes of lock combinations: Combinations on locks of safe- 
keeping equipment shall be changed whenever such equipment is placed in use 
after procurement from the manufacturer or other sources, whenever a person 
knowing the combination is transferred from the office to which the equipment 
is assigned, or whenever the combination has been subjected to compromise, 
and at least once every year. Such changes shall be under the supervision of 
the Division Security Officer. 

Section 804. Knowledge of combinations: The knowledge of combinations of a 
vault, cabinet or safe and access thereto shall be limited to the minimum number: 
of persons necessary for operating purposes. The name, address, and telephone- 
number of each person knowing the combination of a safe, vault, or cabinet and 
the combination shall be entered on a single list which shall be maintained by 
the Division Security Officer. 

Section 805. Classification of combinations: Any record of a combination shall: 
be classified not lower than the highest category of classified defense material. 
authorized for storage in the safekeeping equipment concerned and shall be- 
handled and stored in accordance with the provisions of these regulations. 

Section 806. Custodian’s responsibilities: Custodians of classified defense ma- 
terial shall be responsible for providing the best protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures. 
which insure that unauthorized persons do not gain access to classified defense 
information or material by sight or sound. 

Section 807. Inspections: It shall be the duty of the Security Officer of the 
Department, the Security Officer of each division and of each individual charged 
with the custody of classified defense information to accomplish such periodic 
inspections as are necessary to insure that all procedural safeguards prescribed. 
by these regulations are taken to protect such information at all times. 

Section 808. Loss or compromise of classified information: Any officer or em- 
ployee of the Department who has knowledge of the loss, or possible subjection to- 
compromise, of classified defense information shall promptly report and confirm 
in writing the circumstances to the Security Officer of his division, who shall 
take appropriate action forthwith, including advice to the originating office or: 
agency. A copy of the report shall be furnished the Security Officer of the- 
Department by the Division Security Officer. 

Section 809. Telephone conversations: Defense information classified in the- 
three categories under the provisions of this order shall not be revealed in. 
telephone conversations. 

Section 810. Removal of classified material: In instances where it is absolutely 
necessary to remove classified material from the Department, including its field 
installations, the officer or employee removing such material shall obtain written. 
permission in duplicate of the head of his division or section provided such 
authority has been delegated to the latter by the head of the division. One copy 
of such permission shall be forwarded to the Division Security Officer and the- 
other copy to the Records Administration Branch or other file custodians to be- 
made a permanent part of the file. The officer or employee who removes classi- 
fied material from the Department, including its field installation, shall assume- 
full responsibility for the safekeeping of such material in conformity with the- 
Dera tian of these regulations or shall keep it under his personal supervision 
ata es. 
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PART IX. DISSEMINATION 


Section 901. Clearance for access to classified information: 

(a) Knowledge or possession of classified defense information shall be per- 
mitted only to persons whose official duties require such access in the interest 
of promoting national defense and only if such persons have been cleared for 
access to the category of classified defense information concerned. Clearance 
of such persons shall be on an individual basis. 

(b) Clearance of employees of the Federal Bureau of Investigation and the 
Immigration and Naturalization Service for access to classified defense in- 
formation shall be made in the manner provided by the respective head of each 
such organization. 

(ec) Clearance of employees of other divisions for access to classified defense 
information shall be made by the Security Officer of the Department upon the 
submission to him by the heads of such divisions of the names of the persons 
proposed for such access together with an indication of the category of classified 
defense information to which access is required. 

(d) The Security Officer of the division concerned (other than the Federal 
Bureau of Investigation or the Immigration and Naturalization Service) shall 
immediately notify the Security Officer of the Records Administration Branch 
whenever an employee who has been cleared for access to classified informa- 
tion is separated, transferred or suspended or whenever the necessity for clear- 
ance has ceased to exist in order that the employee’s name may be deleted from 
the list of those authorized to withdraw security files. 

(e) The Security Officer of the Department also shall be notified imme- 
diately whenever an employee of a division (other than the Federal Bureau of 
Investigation or the Immigration and Naturalization Service) who has been 
cleared for access to classified information is separated, transferred or sus- 
pended, or whenever the necessity for clearance otherwise has ceased to exist. 

Section 902. Control of dissemination: Proper control of dissemination of 
classified defense information shall be maintained at all times, including severe 
limitation on the number of such documents originated as well as the number 
of copies thereof reproduced. The number of copies of classified defense infor- 
mation documents shall be kept at a minimum to decrease the risk of compromise 
of the information contained in such documents and the financial burden on 
the Government in protecting such documents. 

Section 908. Reproduction; Reproduction in any form or by any method of 
any classified information originating in the Department shall be kept te an 
absolute minimum. The reproduction of Top Secret or Secret defense informa- 
tion originating in the Department shall be made only with the approval of an 
appropriate classifying authority and a Security Officer of the originating divi- 
sion. The reproduction of Top Secret or Secret defense information originating 
outside of the Department shall be made only with the consent of the originating 
Department or Agency. In the event of an oral approval of such reproduction 
is obtained an appropriate written record of such approval will be made a 
permanent part of the file. 

Section 904. Dissemination outside the executive branch; Classified defense 
information shall not be disseminated outside the executive branch except under 
conditions and through channels authorized or heretofore authorized by the 
Attorney General, even though the person or agency to which dissemination of 
such information is proposed to be made may have been solely er partly respon- 
sible for its production. 

Section 905. Information originating in another department or agency: 
Except as otherwise provided by section 102 of the National Security Act of July 
26, 1947, ch. 343, 61 Stat. 498, as amended, 50 U.S.C. Sec. 408, classified defense 
information originating in another department or agency shall not be dissemi- 
nated outside the receiving department or agency without the consent of the 
originating department or agency. 


PART X. ACCOUNTABILITY 


Section 1001, Designation of top secret control officers: The head of each divi- 
Sion shall designate a person or persons within his division to serve as Top 
Secret Control Officer or Officers. A person so designated will be responsible for 
carrying out of the procedure for the control of defense information classified 
Top Secret which is set forth below. 
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Section 1002. Top secret control: 

(a) All Top Seeret material coming into the Department must be received 
initially and recorded by the Top Secret Control Officer of the Records Admin- 
istration Branch, or the Top Secret Control Officer of the division to which it is 
delivered. No other officer or employee of the Department is authorized to 
receive Top Secret material before it is so recorded. Any courier or messenger 
delivering Top Secret material shall be directed to the Office of the Top Secret 
Control Officer of the Records Administration Branch or the Top Secret Control 
Officer of the division to which it is delivered or addressed. All copies of Top 
Secret material originating within the Department or received directly by the 
Top Secret Control Officer of a division, which material has not been processed 
by the Records Administration Branch, shall immediately be submitted to the 
Top Secret Control Officer of the Records Administration Branch for recording. 
All copies shall be identified by number, by means of a stamp reading “copy 
of eopies.” The record shall indicate the disposition of all copies of the 
material, including any which may be dispatched from the Department. In 
recording Top Secret documents only enough information to identify the docu- 
ment shall be recorded, and recording of the contents thereof shall be avoided. 

(b) The Top Secret Control Officer of the Records Administration Branch 
shall transmit all Top Secret material for a particular division to the Top Secret 
Control Officer for that division, who shall maintain a register and such other 
records which are necessary to indicate the custody and location of such mate- 
rial at all times while such material is in the custody of the division. 

(c) When Top Secret material received by this Department or originating 
within the Department is transmitted from one official of the Department to an- 
other or to other Government departments or agencies a receipt signed by the 
recipient shall be obtained. In the case of Top Secret material transferred be- 
tween officials within a particular Division of the Department, strict account- 
ability shall likewise be maintained through a similar system of receipts, or, 
with the specific consent of the Security Officer, by comparable methods which 
are not inconsistent with the requirements of B.O. 10501. In all such cases the 
Top Secret Control Officer of the division shall retain such receipts and make a 
record which will identify the material and the recipient thereof and which will 
indicate the disposition of all copies. 

(d) In addition to the requirements in (c) above, when a Top Secret depart- 
mental file is transferred from one division to another, a transfer slip identify- 
ing the transferor, the transferee, and the file and indicating the date of transfer 
shall be sent by the Top Secret Control Officer of the transferring division to the 
Top Secret Control Officer of the Records Administration Branch. 

(e) The procedure set forth above is to apply to all divisions and offices of the 
Department except that the Federal Bureau of Investigation, Immigration and 
Naturalization Service, Office of Alien Property, Bureau of Prisons and field 
offices shall establish independent control for the receiving, transmission and safe- 
keeping of Top Secret material which shall be consistent with the provisions of 
Executive Order 10501. 

Section 1003. Control of secret and confidential defense information: The head 
of each division shall prescribe such accountability procedures as are necessary 
to control effectively the dissemination of classified defense information in the 
eategories of Secret and Confidential. As a minimum, however, records shall be 
maintained which will identify the original and all copies of all secret and con- 
fidential material received and originated, the date of receipt and disposition. 


PART XI. TRANSMISSION OF CLASSIFIED INFORMATION 


Section 1101. Preparation for transmission outside the department: Such 
material shall be enclosed in opaque inner and outer covers. ‘The inner cover 
shall be a sealed wrapper or envelope plainly marked with the assigned classi- 
fication and address. The outer cover shail be sealed and addressed with no 
indication of the classification of its contents. A receipt form shall be attached 
to or enclosed in the inner cover, except that Confidential material shall require 
a receipt only if the sender deems it necessary. The receipt form shall identify 
the addressor, addressee, and the document, but shall contain no classified infor- 
mation. It shall be signed by the proper recipient and returned to the sender. 

Section 1102. Transmitting top secret material: Subject to the procedure set 
forth in Section 1002, the transmission of Top Secret material shall be effected 
preferably by direct contact of officials concerned, or, alternately, by specifically 
designated personnel, by State Department diplomatic pouch, by a courier 
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system especially created for that purpose, or by electric means in encrypted 
form; or in the case of information transmitted by the Federal Bureau of 
Investigation, such means of transmission may be used as are currently approved 
by the Director, Federal Bureau of Investigation, unless express reservation to 
the contrary is made in exceptional cases by the originating ageticy. 

Section 1103. Transmitting secret material: Secret material shall be trans- 
mitted within the continental United States by one of the means established for 
Top Secret material, by an authorized courier, by United States registered mail, 
or by protected commercial express, air or surface: Secret material may be 
transmitted outside the continental limits of the United States by one of the 
means established for Top Secret material, by commanders or masters of vessels 
of United States registry, or by United States Post Office registered mail through 
Army, Navy, or Air Force postal facilities, provided that the material does not at 
any time pass out of United States Government control and does not pass through 
a foreign postal system. Secret material may, however, be transmitted between 
United States Government and/or Canadian Government installations in conti- 
nental United States, Canada, and Alaska by United States and Canadian regis- 
tered mail with registered mail receipt. Im an emergency, Secret material may 
also be transmitted over military communications circuits in accordance with 
regulations promulgated for such purpose by the Secretary of Defense. 

Section 1104. Transmitting confidential material: Confidential defense mate- 
rial shall be transmitted within the United States by one of the means estab. 
lished for higher classifications, by registered mail, or by express or freight 
under such specific conditions as may be approved by the Department Security 
Officer. Outside the continental United States, Confidential defense material 
shall be transmitted in the same manner as authorized for higher classifications. 

Section 1105. Transmission within the department: When classified defense 
information is transmitted within the department by direct personal contact 
between officers or employees who are required, and cleared, to know the contents 
thereof, no special preparation thereof for transmission shall be required. 
When transmittal is other than by such direct personal contact, classified de- 
fense information shall be prepared in the manner specified for transmission 
thereof outside the department, except that it shall be covered by a receipt only 
when the accountability procedures prescribed pursuant to Sections 1002 and 


1003 of these Regulations so provide. In the case of information transmitted by 
the Federal Bureau of Investigation, such means of transmission may be used 
as are currently approved by the Director of the Federal Bureau of Investigation 


unless express reservation to the contrary is made in exceptional cases by the 
originating agency. 


PART XII. DESTRUCTION OF CLASSIFIED INFORMATION 


Section 1201. Record material: 

(a) Record Material may be destroyed only in accordance with the Act of 
July 7, 1943, ch. 192, 57 Stat. 380, as amended, Title 44, U.S.C. secs. 366-380. 

(b) Classified record material may be destroyed, pursuant to the statutory 
authority mentioned in subsection (a) above, only by written authorization of 
-” Security Officer of the Department, or a Security Officer of the division 
nvolved. 

Section 1202. Nonrecord material: Nonrecord material containing classified 
information (including shorthand notes, used carbon paper, preliminary drafts, 
type, plates, records and tapes, stencils, negatives, and the like, and wastage 
incidental thereto) shall be destroyed, in accordance with section 1203 hereof, 
as soon as it has served its purpose. 

Section 1208. Method of destruction: Material marked “Top Secret’’, “Secret”, 
or “Confidential” shall be destroyed by burning or by equally complete methods 
of destruction. Such material shall not be destroyed except in the presence of 
an appropriate officer or employee specifically designated for such purpose by 
aw Officer of the Department, or a Security Officer of the division 
hvolved. 

Section 1204. Records of destruction: Appropriate records of the destruction 
of record material classified as Top Secret or Secret shall be maintained by the 
Security Officer of the Department, or a Security Officer of the division involved. 
Such records shall contain the nature of the document destroyed, the nature of 
the information therein contained, the method used, the time and place of de- 
Struction, the reason for such destruction, and the name of the witness, or 
witnesses, present. 


41075—60——33 
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PART XIII. CRYPTOGRAPHIC SYSTEMS AND INFORMATION 


Section 1301. All rules or regulations herein promulgated are applicable to 
all cryptographic systems and cryptographic information in the Department 
which are used in connection with classified defense information. 


PART XIV. SECURITY OFFICERS 


Section 1401. Department security officers: There shall be a Security Officer 
of the Department, and such assistants as he may designate, whose duty it shall 
be to supervise the administration of these regulations. Except as otherwise 
provided in these regulations, the Security Officer of the Department shall also 
carry out the functions and exercise the authority of the Attorney General in 
the administration within the Department of the regulations prescribed by execu-. 
tive Order 10501, and he shall assure that appropriate programs are conducted 
to inform employees of the Department concerning the ‘application of these 
regulations. 

Section 1402. Division security officers: 

(a) The head of each division of the Department shall designate or appoint 
one or more Security Officers for his division. 

(b) It shall be the duty of each Division Security Officer, under the general 
direction of the Department Security Officer, and for the Federal Bureau of 
Investigation, its Security Officer, to administer these regulations insofar as 
they pertain to his division and to conduct such inspections and to make such 
reports as will enable the head of his division and the Attorney General to be’ 
fully and currently informed concerning the administration of these regulations, 


Wu.11aM P. Rogers, Attorney General. 





DEPARTMENT OF LABOR 


Orrice OF THE SECRETARY, 
Washington, July 25, 1958. 
Hon. THomas C, Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 

Dear Senator Henninos: This is in further reply to your request 
for certain information respecting the practices of this Department 
in aking information and material in its possession available to the 

ublic. 
: The Department of Labor’s statutory obligations are to advance 
the opportunities and well-being of the wage earners of the country 
and thus the welfare of the Nation as a whole. Such a purpose neces- 
sarily calls for the broadest kind of dissemination of information and 
data to the po public, Congress, Federal and State agencies, busi- 
ness and labor groups, research specialists, and all other interested 


individuals or groups. To a large extent this Department is a service 
and informational agency which can carry out its duties and functions 
only by reaching the greatest number of people possible with its in- 


formation, data, and services. 

The Department, therefore, refrains from restricting the availa- 
bility of information in its possession except in those limited cases in 
which (1) the Congress has expressly directed it by statute to a 
restrictions, or has imposed an obligation upon the Department which 
the Department finds will be defeated if access to some of the infor- 
mation submitted to it is not restricted, or (2) the information is 
subject to security classification for national defense purposes or is 
of such a nature that its disclosure would invade the right of privacy, 
reveal business secrets, or be incompatible with the effective execution 
by the Department or the executive branch of the functions vested 
in them by law. 

The answers to your questions, with respect to particular categories 
of material and covering the procedures of the several bureaus and 
offices of this Department, are set forth in the attachment to this 
ee 

Sincerely yours, 
James P. MrrcHett, 
Secretary of Labor. 
507 
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ATTACHMENT TO DEPARTMENT OF LABorR Repiy To Inquiry DaTep 
June 26, 1958, or Senate SuBCOMMITTEE ON CONSTITUTIONAL 
Rieuts 

GENERAL COMMENT 


Much of the data described in this reply:are covered by the pro- 
visions of two statutes which expressly prohibit disclosure of cer- 
tain types of information. These are 18 U.S.C. sec. 1905 and the 
Federal Reports Act (5 U.S.C. sec. 139(b)). The first penalizes 
any Government official or employee who releases information re- 
lating to “trade secrets * * * or to the identity, confidential statistical 
data, amount or source of any income, profits, losses, or expenditures 
of any person, firm, partnership, corporation, or association * * *.” 
The second prohibits release to another Government agency of statis- 
tical information except in the form of statistical totals, and the person 
supplying the information agrees to such release. This act also pe- 
nalizes any officer or employee who releases to another Government 
agency such information which his agency “obtained in confidence.” 

Departmental authority to issue regulations concerning the use to 
which information in its possession is put, is found in the statutory 
provisions in each law under which it operates to issue necessary 
rules and regulations, and also in the general statutory authority 
given every Government department generally, to prescribe. regula- 
tions for the custody and use of its records. and papers (5 U.S.C, 
sec, 22). 

In addition to these and the statutory provisions described below, 
it is the position of this Department that-the restrictions on dis- 
closure described later are necessary in order fully to carry out its 
statutory obligations. The Department’s Bureau of Labor Sta- 
tistics, for example, is directed to collect, compile, and. publish a 
wide variety of statistics on employment, hours, earnings, and other 
similar matters. In order to secure the voluntary cooperation of 
business firms and individuals in submitting the. necessary data. to 
the Department so that it. can fulfill this statutory obligation, it is 
essential that the data not-be released in such form as will reveal 
the identity of the reporter. The Department’s general - 
lations (29 CFR sec. 2.5); and Administrative Orders Nos. 3 and 6 
of the Commissioner of Labor Statistics therefore so provide. 

The Department’s. general rules for access to originals and copies 
of departmental records appear in 29 CFR sections 2.6, 2.7, 2.9, and 
2.10, a copy of which is attached. _ In. these lations, the Secre- 
tary of Labor has delegated to the Solicitor the authority to rule 
on requests for originals and copies. 

With respect» to particular types of material, the following will 
answer the two questions contained in the subcommittee’s inquiry. 


COMMENT RELATING TO SPECIFIC INFORMATION 


A. Raw financial and other economic data submitted by business- 
men and others for statistical purposes 
Individual business firms and other organizations submit a great 
deal of economic, financial, and other data regarding their own busi- 
ness operations for the purpose of statistical programs the Depart- 
ment is directed by law to carry out. These data are the basis of a 
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great variety of statistical information which the Department pub- 
lishes and disseminates widely on employment, hours, earnings, wages, 
and other economic data. The individual data, however, are not 
released in their raw form but are prepared for publication in such 
a manner that identification of the reporting individual or organiza- 
tion cannot be made. 

Most of this type of information is submitted voluntarily. and on 
the express understanding that it will be held in confidence, There 
is no law requiring its submission. The restrictions on releasing it 
in its raw form apply alike to the press, public, Congress, other 
Federal agencies, oe and other groups, and research specialists, 
with certain limited exceptions for other Government agencies and 
research specialists. Even within the Department, this type of infor- 
mation is restricted on a “need to know” basis to those employees whose 
official duties require access to it. However, once it is prepared in 
such form that the reporter cannot be identified it is fully available 
to all interested parties and is published as widely as possible. 

Copies of the Hepartment’s general regulations (29 CFR sec. 2.5) 
and Administrative Orders Nos. 3 and 6 of the Commissioner of Labor 
Statistics, dealing with this material, are attached. 


B. Personal employment information and data 


This type of information is submitted to State public employment 
offices and unemployment insurance offices by individiogl applicants 
for jobs, claimants for unemployment compensation, their employers, 
and businessmen needing workers, in connection with the administra- 
tion of the unemployment insurance and public employment service 
laws. Most of this information is submitted under the express 
understanding that it will be held in confidence. Most of it, also, 
is in the hands of the State agencies, since the actual operation of these 
programs is in the States. 

Disclosure of information received by the public employment and 
unemployment insurance offices, from an employer about an applicant 
for a job or about a claimant for unemployment compensation, or 
of personal information submitted by the applicant or claimant, 
would tend to discourage workers from exercising their full rights 
under these laws, and employers and applicants from using the 
facilities of the public employment offices, thus defeating the purposes 
of the laws. 

The Department’s regulations (20 CFR secs. 602.18, 604.16) and 
all State employment security laws therefore prohibit disclosure of 
this type of information. The Social Security Act expressly pro- 
hibits the disclosure of any return filed under the Federal Unemp oy- 
ment Tax Act, or of any information obtained at any time in the 
course of administering the Social Security Act except as the ad- 
ministering agency may prescribe by regulations (42 U.S.C. sec. 1306). 
C. Reports by wage and hour law inspectors 

Individuals and business firms are required by wage and hour, safet 
and child Jabor laws, to make their wage and hour and other records 
available to Department, inspectors. Reports made by Department 
inspectors containing the results of those mvestigations are not avail- 
able, as such, to any persons outside the Department. The Depart- 
ment, for example, will not disclose to an employee the data secured 
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from an investigation of the employer’s records. However, if a Mem- 
ber of Congress inquires about an investigation at the request of an 
employer or of an employee, a os detail is made concerning the 
investigation indie gs bus without disclosing the source of any of the 
information furnished in the reply. 

The Department’s general regulations dealing with availability of 
material for inspection and with obtaining copies of material (29 CFR 
sees. 2.6, 2.7, 2.9, and 2.10, referred to above) do not permit the making 
public of these investigative reports. 


D. Union organizational statements and financial oo filed under 
sections 9 (f) and (g) of the National Labor Relations Act, as 
amende | 

Any union which wishes to avail itself of the services, protections 
and procedures of this Act must file annually the statements required 
by these sections. Disclosure of these reports is restricted to members 
of the union filing the report, upon proper identification, to members of 
the National Labor Relations ih or the courts in proceedings under 
the act, and to Members of Congress through the chairman of the 
respective Labor Committees, 

With regard to these reports, the legislative history of sections 9 (f) 
and (g) clearly indicates that the Congress did not intend them to be 
made public. (See statements of Senator Taft, who sponsored the 
bill, and Senator Smith, then chairman of the Labor Committee (93 
Congressional Record, pp. 3955, 4412).) Our regulations (29 CFR 
sec. 2.4(b)), a copy of which is attached, therefore limit access to them 
as described above. However, our legislative program for 1958 con- 
tains a proposal, introduced as House Joint Resolution 335 and Senate 


Joint Resolution 94, which would authorize the Secretary of Labor 
to make these reports available to the public.~ Senate Joint Resolu- 
tion 94 has been passed by the Senate. 


E. Specific information in collective bargaining agreements which is 
submitted in confidence 
Such information is not disclosed to anyone without specific permis- 
sion of the person or OPER etn submitting it. 


The Taft-Hartley Act imposes a duty upon the Department to 
maintain a file of all “available” collective bargaining agreements, but 
expressly prohibits the Department from disclosing any ifie infor- 
mation “submitted in vonstiaigianl2 (29 U.S.C. 181). The Department’s 
regulations (29 CFR sec. 2.4(c)), copy attached, therefore expressly 
so provide, 


F.. Medical and other personal data 


This type of data appears in the case files of claimants for workmen’s 
compensation benefits under the Federal Employees’ Compensation 
Act. It is treated as confidential in the sense that medical informa- 
tion required by a physician from his patient.is privileged material, 
end is restricted for use within the Department on a “need to know” 

asis. 

Persons who cannot readily be identified as parties in interest are 
required to produce written authorization of the beneficiary to inspect 
his file. In general, the beneficiary’s personal physician is given full 
access to any information pertaining to the medical aspects of the 
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claim, with the understanding that it is confidential and may be used 
only in the physician’s professional capacity and imparted only to the 
beneficiary on the usual physician-patient relationship basis. _ 

Such records are made available to any authorized representative of 
the beneficiary with the understanding that they are confidential and 
may be used only if the prosecution of the claim before this Depart- 
ment. The Department makes available, to Members of Congress, in- 
formation relating to the status of claims of their constituents who 
are identified by them, and it also provides such general information 
as they may require to respond to their constituents. 

The rules pertaining to these records appear in regulations of the 
Department’s Bureau of Employees Compensation (20 CFR secs, 1.21, 
1,22), a copy of which is attached. 


G. Working papers, departmental and interdepartmental, and esecu- 
tive branch communications 

All working papers, conversations, minutes of meetings, and similar 
information developed in the course of preparing a final product for 
publication or release are generally restricted to use within the De- 
partment, or to those within the executive, branch who are direct] 
concerned and can demonstrate a need to know in connection wit. 
their official duties. 

This policy also applies to budget estimates and supporting ma- 
terials prior to submission of the budget to the Congress by the Bresi- 
dent. except where arrangements are made. by the Bureau of the 
Budget for the presentation of data to the Appropriations Commit- 
tees. It is likewise applicable to any form of communication between 
the Department and other executive agencies as well as the President’s 
office, which is used in the development of policy decisions. 

The rules with regard to nondisclosure of budget estimates are 
those established for all Government agencies by the Bureau of the 


Budget (Bureau of the Budget. Circular No. A-10, Revised, April 15, 
1954, pars. 3 and 4). 


H. Bids for space, services, supplies or equipment prior to opening 
are completely restricted 

I. Official personnel, folders and personnel “security” files 

Disclosure of information in personnel “security” files and person- 
nel folders is prohibited with the exceptions noted below. Access to 
those files within the Department is limited to those whose official 
duties require it. Other governmental agencies have access to them 
on a similar “need to know” basis. Members of Congress may be 
given information with regard to the employment record of an em- 
ployee (other than information of a “security” nature) if an appro- 
— interest is clearly demonstrated. Similarly, persons ial the 

rovernment, such as prospective employers, may be given informa- 
tion concerning an employee’s employment record. 

The rules for nondisclosure of official : eee folders and per- 
Sonnel “security” files are those established for all Government agen- 
cies by the President and the Civil Service Commission. 
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J. Information formally classified to protect the national defense and 
security 

The requirements for classification of such information are estab- 
lished in various Presidential orders and directives. Access to such 
classified material is strictly limited by such directives, both within 
the agency originating the material, and in other Government agen- 
cies, including Congress. Such information-cannot be disclose to 
anyone outside the executive branch except. in accordance’ with Ex- 
ecutive Order No. 10501. A copy of the pertinent portion of the De- 
partment’s regulations under this Order (BMC No. 57) is attached. 


(The pertinent sections of the materials enclosed with the Labor 
Departments Letter are as follows. For other Labor Department 
regulations in this area, see pp. 954-958 in “Freedom of Information 
and Secrecy in Government”, part 2 :) 


DEPARTMENTAL REGULATIONS 
EXCERPTS FROM CODE OF FEDERAL REGULATIONS 
TITLE 29—LABOR 
Susrirte A—Orrice oF THE SECRETARY OF LABOR 


Parr 2—GENERAL REGULATIONS 


BUREAU OF LABOR STATISTICS : TESTIMONIES AND RESPONSE TO SUBPOENA : DISCLOSURE 
OF INFORMATION : FORMS TO BE USED IN FILING REPORTS 


§2.4 Form to be used in filing reports; information received under sections 
9 (f) and (g) and 211(a) of the Labor-Management Relations. Act, 1947. 

(a) The forms for filing of organizational and financial reports by labor organ- 
izations under sections 9 (f) and (g) of the Labor-Management Relations Act of 
1947, may be obtained from the Department of Labor, Washington, D.C. 

(b) (1) No officer or employee of the Division of Union Registration of the 
Bureau of Labor Standards, nor any other officer or employee of the United 
States Department of Labor, receiving or handling information received under 
sections 9 (f) and (g) of the Labor-Management Relations Act, 1947 (Pub. Law 
101, 80th Cong.) shall make such information public, nor disclose such informa- 
tion to any person outside of the Department of Labor except, upon written 
request, to the following: (1) members of a particular labor organization, or of 
the national or international labor organization of which it is an affiliate or 
eonstituent unit, but only with respect to the information filed for such organ- 
izations; (2). the National Labor Relations Board or courts of competent juris- 
diction in appropriate proceedings under the National Labor Relations Act, as 
amended by the Labor-Management Relations Act, 1947; or (3) members of 
Congress through the Senate Committee on Labor and Public Welfare, the House 
Committee on Education and Labor, or the Joint Committee on Labor-Manage- 
ment Relations. 

(2) The existing regulations of the Department of Labor governing the 
availability for inspection of official records, and the obtaining of copies of 
documents are applicable to requests made for this information. 

(c) (1) Requests for permission to examine or for the furnishing of copies of 
(i) collective bargaining agreements and other available agreements and actions 
thereunder settling or adjusting labor disputes, maintained by the Department 
pursuant to section 211(a) of the Labor-Management Relations Act, 1947, and 
(ii) other available statistical information, tables, studies and reports, collected, 
collated and published or reported by the Bureau of Labor Statistics pursuant 
to the provisions of Title 29, Chapter 1 of the United States Code, may be made 
in writing to the Commissioner of Labor Statistics, United States Department 
of Labor, Washington 25, D.C. The inspection may be made only during busi- 
ness hours at the United States Department of Labor, Washington, D.C., and 
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such inspection or request for copies of such documents will be denied with 
respect to any specific information submitted to the Department in confidence. 

(2) The regulations of the Department of Labor contained in § 2.9 governing 
the withdrawal of originals and copies of documents from Department records 
are not applicable (i) te requests for copies of collective bargaining agreements 
maintained by the Department pursuant to section 211(a) of the Labor Manage 
ment Relations Act, 1947, or (ii) to requests for statistical information, tables, 
studies or reports on subjects related to labor or labor conditions which have 
been collected, collated and published or reported by the Bureau of Labor Statis- 
tics pursuant to Title 29, Chapter 1 of the United States Code. 


(3) The following fees for photostatic copying services by the Bureau of 
Labor Statistics are established : 


Photostatic copies per sheet : 
9x12 


If the copy or copies are to be transmitted by air mail or special delivery mail, 
the postal fees therefor will be added to the fees provided above unless postage 
stamps or stamped envelopes are included with the order. 

§2.5 Bureau of Labor Statistics. (a) No investigator, statistician, econ- 
omist, or other officer or employee of the Bureau of Labor Statistics shall testify 
on behalf of any party at any cause pending in any court or before any board, 
commission, or other administrative agency of the United States or of any State, 
Territory or the District of Columbia, with respect to any information, facts 
or other matter entrusted to him in confidence in such a manner as to reveal the 
identity of the person, firm, or corporation to whom the information, facts or 
other matters pertain, whether in answer to a subpoena or otherwise. 

(b) Whenever atiy sibpoena shall have been served upon any such investiga- 
tor, statistician, economist, or other officer or employee of the Bureau of Labor 
Statistics, he will, unless otherwise expressly directed, appear in court in answer 
thereto and respectfully decline to give the testimony called for, on the ground 
of being prohibited therefrom by the regulations of the Labor Department. 

(c) No exceptions will be made without the written consent of the Secretary. 


INSPECTION OF OFFICIAL RECORDS, OPINIONS, AND ORDERS 


§ 2.6 Official records; availability for inspection. (a) All papers and docu- 
ments made a part of the official record in agency proceedings conducted by the 
Department of Labor in connection with the issuance; amendment or repeal of 
regulations or determinations having general or industry-wide effect, shall be 
made available for public inspection at reasonable times during business hours, 
upon request addressed to the issuing bureau or agency of the Department or 
to the Office of the Solicitor, Department of Labor Building, Washington 25, D.C. 

(b) Papers and documents made a part of the official record in connection with 
the making of determinations addressed to named persons, except insofar as 
such materials are made available to public inspection pursuant to §2.8, and 
teports.and returns required to be filed with the Department of Labor, shall be 
made available for inspection-at reasonable times during business hours, upon 
written request therefor, addressed to the Secretary of Labor, Department of 
Labor Building, Washington 25, D.C., to persons properly and directly concerned. 
Such request must set forth (1) the interest of the applicant in the subject mat- 
ter, and (2) a description of the specific materials desired to be inspected. Any 
such request will be denied as to any papers, documents, reports, or returns 
for good cause found by the Secretary er his duly authorized representative to 
be confidential. 

(c) When permission to inspect records is granted, arrangements will be made 
where practicable for inspection of such records at regional offices of the De- 
partment. 

$2.7 Opinions and orders; availability for inspection. All final opinions or 
orders in the adjudication of cases (except those required for good cause to be 
held confidential and not cited as precedents) and all rules, as defined in the 
Administrative Procedure Act (60 Stat, 237; 5 U.S.C. 1001 et-seq.), issued by the 
Department of Labor will be made available for public inspection at reasonable 
times during business hours. Persons desiring to inspect such material may com- 
municate with the Solicitor of Labor. or the Director of Information, Department 
of Labor Building, Washington, D.C., or the regional attorney at the nearest re- 
gional office of the Department of Labor. 












514 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


TITLE 20—EMPLOYEES’. BENEFITS 


Sec. 1.21 Confidential nature of records and papers relating to injury or 
death of employees. 

(a) All records, medical and other reports, statements of witnesses and other 
papers relating to the disability or death of a civil employee of the United 
States or other person entitled to compensation benefits from the United States 
under said act and all amendments or extensions thereof, are the official records 
of the Bureau and are not records of the agency, establishment or department 
making or having the care or use of such records. Such records and papers 
pertaining to any such injury or death are confidential and no official or em- 
ployee of a Government establishment who has investigated’ or secured state 
ments from witnesses and others pertaining to a claim for compensation, or 
any person having the care or use of such reports, shall disclose information 
from or pertaining to such records to any person, except upon the written 
approval of the Bureau. 

(b) Any person having any such record shall assume ‘no control! over same, 
nor shall such person be vested with any discretion relative to the production 
of same in court, as such discretion shall remain in the Bureau to whose 
business such records appertain. Any such person is prohibited from presenting 
such records or information in court, whether in answer to a subpoena duces 
tecum or otherwise. When a subpoena shall have been served upon such 
person, he shall appear in court and respectfully decline to present such records 
or to divulge the information called for, basing his refusal upon this regulation 
and upon the fact that such person is not the custodian of such records. 

(c) Information with respect to an injury or death which may be necessary 
for the official purpose of any department, agency or other establishment of 
the United States may be disclosed upon the responsibility of the official superior 
to see that such information will be used exclusively for such official purpose. 

Sec. 1.22 Inspection of records of Bureauv. An employee or his beneficiary 
case of death, or the agent of such employee or beneficiary, may, at the discre 
tion of the Bureau, be permitted. to examine the records of the case in which 
he is an interested party. In any request for such permission the Bureau shall 
be the judge of the reasonableness thereof, and may, in its discretion permit 
inspection of such records or part thereof which, in its opinion, will not result 
in damage or harm to the beneficiary or to any person, or which will not be 
inimical to the interests of the Bureau or of the United States. 

Sec. 602.18 Confidential character of records. Each State agency shall: 

(a) Assure that all information contained in the records of the State employ- 
ment service and secured from workers, employers or other persons or groups as 
an incident to the State public employment service program, is used solely for 
the purpose of administering the State system of public employment offices, 
except that such information may be disclosed for other purposes in accordance 
with policies promulgated by the Director of the United States Employment 
Service to assure that such disclosures will not impede the operation of or be 
inconsistent with the purposes of the public employment service program. 

(b) With respect to the receipt, storage, custody, dissemination and transmis- 
sion of materials classified for national security purposes, comply with such 
procedures and instructions as may be promulgated by the Secretary of Labor oF 
by such other officials of the Department of Labor as he may designate. 

Sec. 604.16 Disclosure of information. It is the policy of the United States 
Bmployment Service to permit disclosure of information from the files and 
records of the employment service: 

(a) To individual applicants and employers to the extent necessary for the 
efficient performance of recruitment, placement, employment counseling, and 
other employment service functions. 

(b) To any properly identified claimant for benefits or payments under a State, 
Territorial, or Federal unemployment compensation or readjustment allowance 
law or to his duly authorized representative, information which directly concerns 
~~ claimant and as is reasonably necessary for the proper presentation of his 
claim. 

(ce) To any officer or employee of any agency of the Federal Government or of @ 
State or territorial government, lawfully charged with the administration of a 
Federal, State or territorial unemployment compensation or readjustment allow- 


ance law, but only for purposes reasonably necessary for the proper administra- 
tion of such law. 





tiene Eeas BF 22-235 


WITHHOLD INFORMATION FROM THE PUBLIC AND. PRESS 515 


(da) To any officer or employee of any agency of the Federal Government or a 
State or territorial government, lawfully charged with the old age assistance, or 
other public assistance, work relief, pension, retirement, or other benefit pay- 
ments, but only for purposes reasonably necessary for the proper administration 
of such law. . 

(e) To applicants, employers, and the public, general information concerning 
employment opportunities, employment levels and trends, and labor supply and 
demand, provided such release or publication does not include information identi- 
fiable to individual applicants, employers, or employing establishments. 

(f) To individuals, organizations, and agencies or for purposes other than as 
specified in paragraphs (a), (b), (c), (d), or (e) of this section if such dis- 
closure will not impede the operation of, and is not inconsistent with the al sg 
of, the public employment service program, and is authorized in writing in tndi- 
vidual cases by the State agency official responsible for the employment service 
program. 


DEPARTMENT OF LABOR BUDGET AND MANAGEMENT MANUAL 


BMC NO. 57 
$00-999 
943 (D)-(B). 
May 18, 1954 
General 


D. Classified material requested by sources outside of the Executive Branch 
shall not be furnished unless specifically requested in writing. Intended pur- 
pose or use must be stated. Bureaus and Offices must exercise extreme caution 
in complying with any such request, and classified material may be released 
only with an agreement that the recipient will secure the material in the same 
or comparable manner required by the Order. Such material, if released, shall 
be marked as required by Section 5(i) of Executive Order 10501. 

E. Persons separating from the Department are not authorized to communi- 
eate to anyone classified information obtained while in the employ of the De- 
partment. Prior to receiving final salary payment separating employees will 
turn in to the Records Security Officer or other designated official of his Bureau 
or Office any classified material in his possession. A statement should be ob- 
tained from each person who, at any time during the period of his employment by 
the Department, occupied a sensitive position or was authorized to have access 
to security information that he will not make any divulgence of information 
which would be prohibited by these regulations were he to remain an employee 
of the Department. Procedures for processing Termination Statement, Form 
Gen. 102 (Rev.) are included in Section 925 of this Manual. 


ADMINISTRATIVE ORDERS 


From: U.S. Department of Labor, Bureau of Labor Statistics—Administration 
manual. : 


COMMISSIONER'S ADMINISTRATIVE OrnpEeR No. 38 


BRffective date: June 21, 1948. 
Supersedes: All existing policy and procedural statements pertaining to the 


subject. 
Subject : Release of information. 
Section 1. Purpose 


01 The purpose of this order is to state the Burean’s policies and procedures 
relative to the release of information to persons outside the Bureau. These 
Policies and procedures are intended to insure uniformity in current Bureau 
practices, to provide a guide to new employees, and to prevent contradictory 
statements, duplication, bad timing, etc., in connection with this matter. Re- 
strictions have been held to the minimum consistent with insuring these essen- 
tial safeguards. 

02 This order supersedes Commissioner’s memorandum of January 14, 1947 
on the “Clearance of articles and formally prepared texts of speeches,” and the 
Assistant Commissioner for Program Operations’ memorandum of December 
17, 1946 on a proposed statement regarding authority of Bureau employees to 
give information to reporters and writers. 
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Section 2. General policy 


01 It is the general policy of the Bureau to encourage the widest possible 
dissemination of Bureau materials. 

.02 The Chief of the Office of Publications is the direct representative of the 
Commissioner with respect to press relations and press releases. } 


Section 3. Clearance policies and procedures 


.01 All formal press releases and articles prepared for Departmental or out- 
side publications and the text of formally prepared speeches must be cleared 
with the Chief of the Office of Publications prior to their release or delivery. 
He will set release dates on the basis of a schedule arranged between his office, 
the Division or Office originating the release and the Office of Business Man- 
agement, with the approval of the departmental Director of Information. Re- 
lease copy, article manuscript, speech texts, and the requisitions for their pro- 
cessing must bear the initials of the Chief of the Office of Publications. Fully 
completed requisitions for processing must accompany the copy at the time it is 
submitted for clearance. 

.02 Articles and formally prepared texts of speeches prepared on an indi- 
vidual’s own after-work-hours requires no prior clearance unless the individual 
is to be publicly identified as a Bureau employee or unpublished Bureau data 
have been utilized in connection with the article or speech. If such identity or 
use is made, advance clearance shall be obtained from the Chief of the Office of 
Publications. A Bureau disclaimer shall accompany the article or speech if 
Bureau identification is established. 

.038 The policy for answering special requests for information shall be as 
follows: 

(a) Any Bureau employee who is authorized by his respective Division or 
Office Chief to do so is at liberty to furnish, on request, information con- 
tained in a Bureau press release or publication, with due regard to any 
stipulated release date; however, advance release shall be made only with 
specific prior authority of the respective Chief and the Chief of the Office of 
Publications. 

(b) The release of unpublished Bureau information for publication is 
contingent upon specific permission of the respective Division or Office Chief, 
who shall first clear with the Chief of the Office of Publications. This 
clearance is designed to guard against violation of previously established 
release dates or commitments to hold for future release, and, if the decision 
is made to make the unpublished information available, to insure that all 
members of the press have an equal Opportunity to use the material. It also 
has a converse application in protecting a reporter who has developed a story 
on his own initiative. 

(c) Bureau employees who hold general authority from their respective 
Chiefs to do so may accompany the regular release of information with other 
than routine oral interpretation or explanation, but the nature of the inter- 
pretation shall be reported to the Chief of the Office of Publications, through 
the respective Division or Office Chief, in order to keep the Commissioner’s 
Office informed of possible follow-up requirements in connection with a given 
release and to determine whether the interpretive material should be made 
generally available. 

It is the official policy of the Bureau to furnish such interpretations openly 
and in the name of the Bureau. Interpretations which cannot be ascribed 
directly to the Bureau shall not be given. Bureau employees will not use 
the device of the ‘anonymous spokesman” or the “individual who refused to 
be quoted directly.” If there is any doubt about whether an interpretation 
can safely be attributed to the Bureau it should not be given. 

(d) Forecasts for members of the press or public audiences—on or off the 
record—may be made by Bureau employees, but only through and in coopera- 
tion with the Commissioner’s Office. The substance of such forecasts must’ 
be discussed in advance with the Assistant Commissioner for Publications’ 
and Program Planning, acting for the Commissioner. For certain specific 
subjects (e.g., long-run outlook for the size of the labor force), general dele 
gations of authority may be made by the Commissioner. Prior to release, all 
forecasts made under such authority shail be summarized in a memorandum 
to the Chief of the Office of Publicatioas, who will advise other persons whose’ 
work may be affected by the forecasts, 
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04 Information contained in forthcoming Monthly Labor Review articles will 
ordinarily be released to the press (if not already released prior to manuscript 
submission) on the basis of special release dates. assigned by the Chief of the 
Office of Publications with the cooperation of the Division or Office Chief con- 
cerned, usually at the time Monthly Labor Review page proofs are finally 
approved. 

m0 Public statements committing the Bureau to an official position with re- 
gard to any subject or commenting either on the use to which Bureau data have 
been put or on the manner in which they have been employed will be made only 
by the Commissioner or an individual specifically designated by him to do so. 


Section 4. Effective Date 
01 This order is effective June 21, 1948. 
Ewan CLaGue, Commissioner of Labor Statistics. 


From: U.S. Department of Labor Bureau of Labor Statistics—Administrative 
manual, 
COMMISSIONER’S ADMINISTRATIVE ORDER No. 6 


Effective Date: August 2, 1948. 
Supersedes: All existing orders and instructions pertaining to the subject. 
Subject : Confidential nature of bureau records. 


Section 1. Purpose 


.01 The purpose of this order is to state the Bureau's general policy and pro- 
cedure with regard to the confidential nature of its records. Excerpts from leg- 
islation and Departmental regulations (covering access to Labor Department 
records ; requests to testify ; responsibilities under the Labor-Management Rela- 
tions Act; and requirements of the Federal Reports Act), are appended here- 
with. 

.02 This order supersedes all existing orders and instructions pertaining to 
the subject, including specifically the Assistant Commissioner for Program Oper- 
ations’ memorandum and attachment of August 20, 1946 on “Confidential limita- 
tions of reports to BLS”’. 


Section 2. General policy 


.01 In conformance with existing legislation and Departmental regulations it 
is the policy of the Bureau of Labor Statistics that data collected from all re- 
spondents be used only for statistical summaries in such a way that data relating 
to an individual respondent cannot be identified. This is essential to obtaining 
voluntary cooperation in reporting data. It assures that information given to 
the Bureau will not be divulged in such a manner as to reveal identity of re- 
spondents without their express permission. 

.02 In the execution of this general policy the following major precautions, 
which have been observed in the past, shall continue to be in effect: 

(a) The original schedule itself and the information recorded thereon 
shall not be made available to anyone other than a sworn BLS employee 
without express permission of the respondent in advance. 

(b) Tables shall be presented in such a way that the figures for a given 
reporter cannot be derived, or estimated accurately. 

(c). The list of reporters shall be kept confidential except in certain cases 
which are illustrated in Section 5 of this order. 


Section 3. Procedure for handling original schedules and all information thereon 
01 Individual schedules and the information contained thereon shall always 
be regarded as strictly confidential unless : 

(a) It is made clear to the reporter when the information is obtained 
that it will be released under certain restrictions. This notification must 
be in writing either on the schedule itself or in an accompanying letter, It 
is not sufficient. merely to give verbal notification; or 

(b) The written permission of the respondent to.release the information 
- secured after the data have been furnished to the Bureau on a confidential 

asis. 
02 These exceptions to the general rule of maintaining strict confidence with 
respect to individual. firm information must be handled carefully in order to 
maintain good. relationships with BLS respondents. The procedure to be fol- 
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lowed in securing the respondent's permission to release to other agencies ‘the data 
reported by him is as follows: 

(a) If a sponsoring or cooperating agency is going to use the individual 
schedules, each schedule must state clearly and prominently that the survey 
is conducted by the BLS in cooperation with (or for) such agency. In the 
event that the schedule does not contain this statement or in case field agents 
collect or transcribe information to a Bureau form, in contrast to the prep- 
aration of the material by the respondent himself, an advance official written 
notice must be given each respondent concerning the arrangement with the 
sponsoring or cooperating agency. In addition field agents must make this 
point clear to each respondent in the course of the interview before obtaining 
the information. 

If more than one other agency is interested in information for individual 
firms, it is sometimes possible to secure permission to release information 
to other interested governmental agencies on official request, although many 
firms insist on separate clearance for each agency to which their information 
is released. An example of a successful general notice of release of indi- 
vidual data is the case of accident statistics, where the schedule states on 
its face in heavy print that the information collected will be made available 
to other governmental agencies on official request in order to avoid dupli- 
cate requests of respondents for the same information. Similar arrange- 
ments may not be equally successful with other types of data, but this 
method may be used in connection with surveys for which a number of 
agencies may request information on an individual firm basis. The method 
must, however, be approved in accordance with the general requirements on 
the clearance of statistical plans and report forms. (See Commissioner’s 
Administrative Order No. 4.) 

(b) If the data are already on file in the Bureau, it is necessary to secure 
written permission (by letter or telegram) from each firm before releasing 
its reports to any agency when such permission was not obtained at the time 
of the survey. 

Initial requests for release of individual respondents’ reports will be made 
to the Assistant Commissioner for Program Operations and will be handled 
by a special committee appointed by him. |. Before transmittal to the Assist- 
ant Commissioner, requests initiated in the Washington Office must have 
the approval of the Branch and Division Chief concerned. Requests initiated 
in the field must have the approval of the Regional Director and the Wash- 
ington Division Chief whose program is concerned. 

When a determination is made, Regional Directors and the Washington 
officials concerned will be notified. This notification may also contain 
authority for those persons to whom it is directed to grant requests of a 
similar nature without prior clearance thereafter, but a memorandum (or 
a carbon copy of the letter or request) should be sent to the Assistant Com- 
missioner for Program Operations, notifying him of the release of confi- 
dential data made in line with established policy. 

(c) Oceasionally the Bureau receives a request for data obtained in 
confidence by BLS but available in open file as collected by another agency. 
For example, employment and payrolls information for certain companies 
is on file with the Securities and Exchange Commission, ‘where it is open 
for public inspection. Such data may not be divulged by BLS without 
written permission from each firm concerned. It is permissible, however, 
to refer inquiries to another source which is not confidential—in the example 
cited, to the SEC. 


Section 4. Procedure for handling tabulations © 


.01 Tabulations for public release shall always be arranged so that the 
identity of a respondent is not disclosed. In cases in which individual plant 
comparisons are needed, it may be possible to present data for individual firms 
identified only as A, B, C, ete., in such a way as not to reveal their identity. 
Examples are turnover rates, wage rates, etc. Such tabulations should never 
be accompanied by data on total employment or any other facts which might 
permit the identification of individual respondents. 

.02 The question as to whether it is permissible to present a given entry in 
a table is sometimes a difficult one when a few firms are predominant in an 
industry. It is particularly important that tabulations be presented in such a 
way that the figures in any cell represent two or more respondents and that the 
data be so arranged that the figures which apply to a given respondent cannot 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 519 


be identified. When it is impossible to present all of the entries in a’ table 
without disclosing the identity of individual respondents, a footnote should be 
shown on appropriate items in the table to effect that the data are insufficient 
to justify ‘presentation of an average, ete, etc. If the case is sufficiently 
important, written permission to show data in this way may be asked of the 
principal company or companies. 


Section 5. Release of names of respondents 


01 It is the policy of the Bureau not to release names of respondents or to 
confirm the fact that a given establishment is among the Bureau’s reporters. 
Exceptions to this policy may be made only if such release would aid the Bureau 
in securing adequate samples and insuring the validity of its data. Advance 
approval for such release (whether from headquarters or a Regional Office) 
shall be obtained from the Assistant Commissioner for Program Operations by 
the Chief of the Division or Office involved. 

nO Comprehensive lists of firms from which the Bureau’s own samples have 
been selected may be supplied to other government agencies on special occasions, 
upon request. Release of such lists shall be approved by the Division or Office 
Chief concerned, and notification of each such release shall be sent to the 
Assistant Commissioner for Program Operations as a matter of record. 


Section 6. Effective date 


01 This order is effective August 2, 1948. 
Ewan. CLAGUE, 
Commissioner of Labor Statistics. 


APPENDIX TO COMMISSIONER’S ADMINISTRATIVE ORDER No. 6 


Excerpts From L&GISLATION AND DEPARTMENTAL REGULATIONS PERTINENT TO 
THE CONFIDENTIAL NATURE oF BLS ReEcorps 


General departmental regulations 


The regulations (Ch. V, Art. III) of the Department of Labor provide in 
relevant part as follows: 

“Section 1—No account, letter, record, file, or other document or paper in 
the custody of the Department, or of any bureau, office, or officer thereof, shall 
on any occasion be taken or withdrawn by any agent, attorney, or other person 
not officially connected with the Department; no exception will be made without 
the written consent of the Secretary. 

“Section 2,—Copies of accounts, letters, records, files, and other documents 
or papers shall not be furnished to any person except with the written consent 
of the Secretary. Such written consent will be grantefl only to such persons as 
may have a personal material interest in the subject matter of the papers or 
at their request. Applications for copies of documients, accounts, records, or 
files should be made to the Secretary and should be accompanied by an affidavit 
setting forth the interest of the applicant and showing the reason why and the 
purpose for which the copies are desired. Except where requests are made by 
the Attorney General under section 188 of the Revised Statutes for evidence 
touching the claims of persons suing the United States in the Court of Claims, 
or by persons making the application and affidavit provided for in the act 
of August 13, 1894, as amended by the act of February 24, 1905 (33 Stat. L., 812), 
copies of accounts, letters, documents, records, or other papers desired by or on 
behalf of parties to causes pending in any court shall be furnished only to the 
court or an order or a rule of the court requesting the Secretary to furnish the 
same, and then only when the production of such copies will not, in the judg- 
ment of the Secretary, be prejudicial to the Government or the public interest. 
No exception will be made without the written consent of the Secretary.” 


General BLS responsibility 


~The following parts of title 29, Subtitle A, Code of Federal Regulations, per- 
tain to the Bureau’s general functions and responsibilities in regard to the con- 
fidential nature of its records: 

“No investigator, statistician, economist or other officer or employee of the 
Bureau of Labor Statistics shall testify on behalf of any party at any cause 
Pending in any court or before any board, commissioner, or other administrative 
— of the United States or of any State, territory or the District of Columbia, 

th respect to any information, facts or other matter entrusted to him in con- 
oy apalbe dag tb greene Sp Bg gee | caper tia og ed 
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poration to whom the information, facts or other matters pertain, whether in 
answer to a subpoena or otherwise. 

“Whenever any subpoena shall have been served upon any such investigator, 
statistician, economist, or other officer or employee of the Bureau of Labor 
Statistics, he will, unless otherwise expressly directed, appear in court in answer 
thereto and respectfully decline to give the testimony called for, on the ground 
of being prohibited therefrom by the regulations of the Labor Department. 

“No exceptions will be made without the written consent of the Secretary”, 


(Added by Administrative Order of the Secretary of Labor dated August 16, 
1989.) 


BLS responsibility under Labor-Management Relations Act 

The Bureau's responsibility under the Labor-Management Relations Act, 1947, 
is stated as follows in section 211 of the Act: 

“(a) For the guidance and information of interested representatives of em- 
ployers, employees, and the general public, the Bureau of Labor Statistics of 
the Department of Labor shall maintain a file of copies of all available collective 
bargaining agreements and other available agreements and actions thereunder 
settling or adjusting labor disputes. Such file shall be opened to inspection under 
appropriate conditions prescribed by the Secretary of Labor, except that no 
specific information submitted in confidence shall be disclosed. (b) The Bureau 
of Labor Statistics in the Department of Labor is authorized to furnish upon 
request of the Service, and employers, employees, or their representatives all 
available data and factual information which may aid in the settlement of any 
labor dispute, except that no specific information submitted in confidence shall be 
disclosed.” 

Departmental regulations state specifically that “Requests to examine copies 
of available collective bargaining agreements and. other available agreements 
and actions thereunder settling or adjusting labor disputes, maintained by the 
Department pursuant to Section 211 (a) of the Labor-Management Relations Act, 
1947, may be made orally or in writing to the Chief, Industrial Relations Branch 
(now Division of Industrial Relations), Bureau of Labor Statistics, United States 
Department of Labor, Washington 25, D. C. The inspection may be made only 
during business hours at the United States Department of Labor, Washington, 
D. C., and such inspection will be denied with respect to any specific information 
submitted to the Department in confidence.” 


Federal Reports Act requirements 


The following section of the Federal Reports Act of 1942 (Public 831, 77th Con- 
gress, 2nd Session) is pertinent to the Bureau’s general policy and procedure: 

“Sec. 4, (a) In the event that any information obtained in confidence by a 
Federal agency is released by that agency to another Federal agency, all the 
provisions of law (including penalties) which relate to the unlawful disclosure 
of any such information shall apply to the officers and employee of the agency 
to which such information is released to the same extent and in the same manner 
as sueM provisions apply to the officers and’ employees of the agency which 
originally obtained such information ; and the officers and employees of the agency 
to which the information is released shall in addition be subject to the same 
provisions of law (including penalties) relating to the unlawful disclose of such 
information as if the information had been collected directly by such agency. 

“(b) Information obtained by a Federal agency from any person or persons 
may, pursuant to this Act, be released to any other Federal agency only if (1) 
the information shall be released in the form of statistical totals or summaries; 
or (2) the information as supplied by persons to a Federal agency shall not, at 
the time of collection, have been declared by that agency or by any superior 
authority to be confidential; or (3) the persons supplying the information shall 
consent to the release of it to a second agency by the agency to which the infor- 
mation was originally supplied; or (4) the Federal agency to which another 
Federal agency shall release the information has authority to collect the infor- 
mation has authority to collect the information itself and such authority is 


supported by legal provision for criminal penalties against persons failing to 
supply such information.” 





NATIONAL CAPITAL HOUSING AUTHORITY 


JuLy 18, 1958. 
Hon. Tuomas C. Hennrines, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
Committee on the Judiciary, 
U.S. Senate, Washington, D.C. 


Dear Senator Hennines: This is in response to your letter of 
June 26, 1958, addressed to Mr. Robert E. McLaughlin, Chairman, 
National Capital Housing Authority, requesting answers from the. 
Authority to two questions in order to assist the Subcommittee on 
Constitutional Rights in its current study of the subject of freedom 
of information. 

Your two questions and our answers follow: 

“1. What types of information and records in the possession of your 
department or agency are not available to members of the public or 
press upon request?” 

In general, all information possessed by the Authority is available 
to the public or press and is issued through the Executive Director 
on request or as the needs of the Authority may require. Every effort 
is made to provide Congress and other Federal and District agencies 
with all data that may be required by them. Information is freely 
exchanged with private trade organizations, public affairs organiza- 
tions, and specialists interested in construction statistics, rentals, and 
so forth. 

The exceptions to this general rule are as follows: 

1. Information in the individual employee’s personnel folder. 

2. Confidential information in the Authority’s files relating to 
family composition and income of the Authority’s low-income tenants 
and applicants for low-rent housing. 

3. fbaceeiien and data on the location of possible sites in the Dis- 
trict of Columbia for the wren am = of public low-rent housing 
Oe om before their approval by the Board of the Authority and the 

ublic Housing Administration, the Federal agency authorized to 
Be financially the development and administration of public 

ousing. 

4. Siieeadion which might prove detrimental to either party in 
pending administrative claims or pending litigation. 

5. The Authority is not engaged in operations which require the 
“classification” of information or the withholding of operational 
data on security grounds. However, the Authority’s personnel and 
records officer, who has obtained security clearance, receives certain 
classified information under Executive Order 10450 from other agen- 
cies with respect to the Authority’s employees. The Authority does 
not divulge such classified information. 


41075—60——34 521 





522 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


6. Information which may be the subject of an “executive session” 
at any regular meeting of the Board of the Authority, until policy 
has been determined with respect thereto or definite decisions have been 
reached. 

“2. On the basis of what authority do you withhold such informa- 
tion of limit the availability of such recor 

With respect to withholding information in the personnel folders 
of employees the authority therefor is contained in the Federal Per- 
sonnel Manual issued by the U.S. Civil Service Commission. The 
authority with respect to security information is. containe( in Execu- 
tive Orders Nos. 10450 and 10501. As to the remaining exceptions 
cited above, the authority therefor is contained in the permission 
to employ administrative discretion, under section 3.o0f the Admin- 
istrative Procedure Act, Public Law, 404, 79th Congress 5 U.S.C. 
section 1001 et seq. 

We trust that the above information adequately answers your 
questions. If you desire further information, we will be most happy 
to cooperate with you. 

Sincerely yours, 
James Rina, Executive Director. 





NATIONAL LABOR RELATIONS BOARD 


Juuy 24, 1958. 
Senator Tuomas C. Hennunas, Jr., 


U.S. Senate, Washington, D.C. 


Dear Senator Henninos: This is in response to your letter of June 
26 concerning the current study of the subject of freedom of infor- 
mation by the Subcommittee on Constitutional Rights. 

Practically all of our material is in fact made public. The National 
Labor Relations Board deals almost entirely with information fur- 
nished to it by employers or employees or unions, - Such information, 
if relevant, ie is embodied in the record of a public hearing 
before final agency decision is made. Transcripts of these hearings 
are open for inspection in Washington and in our field offices... As a 
consequence the only matters treated.as confidential by the agency are 
drafts of Board decisions before they issue, drafts of trial examiner’s 
intermediate reports before they issue, drafts of administrative deci- 
sions of the General Counsel before they issue, drafts of petitions or 
briefs addressed to the courts before they are filed, and the Manual 
of Operating Instructions to Field Personnel, and internal or admin- 
istrative correspondence. 

The denial of a access to the above-designated data is based upon the 
fact that these are internal communications of the agency. Such 
materials represent, in effect, “the operation of the agency’s mind.” 
These documents contain the ideas and suggestions and drafts by 
various personnel for possible courses of action that might be taken 
in matters pending before the agency. . The end resul e decision— 
of course 1s disclosed by the agency to the parties, and copies are 
supplied to them as well as to anyone else who expresses an interest. 

n response to the latter part of your letter we are enclosing a 
statement appearing in the above-mentioned manual which contains 
instructions to be followed concerning non-Communist affidavits. 

If we can be of further assistance to you, please do not hesitate to 
call upon us, 

Sincerely yours, 


Boyp Lzepom, Chairman. 
(For other regulations of the Board, see p. 960, Freedom of Information and 
Secrecy in Government, Part 2.) 
EXCERPTS FROM NLRB MANUAL OF OPERATING 
INSTRUCTIONS TO FIELD PERSONNEL 


11682 Dissemination of compliance information: 


1. Nationals or internationals: Upon oral or written request, any person may 
be advised as to the qualification status of national or international labor organi- 
zations. Requests for more detailed information than whether or not the 
organization in question is in compliance should be referred to the Affidavit 
Compliance Officer in Washington. 
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2. Locals and individual officers: Upon oral or written request, any persom 
may be advised as to the qualification status of a local union. 

Upon written request made by or on behalf of one of the parties to an actual 
or potential proceeding before the Board, or by an employee within the group 
which is or may be affected by a proceeding, the Regional Director may disclose 
any detail requested with respect to the qualification status of a local union, 
including, for example, the offices, names of officers, and terms of offices listed 
on the Certificate of Union Officers (NLRB-—1081) ; the dates of such affidavits; 
the date of any other form and the name and office of its signer; the method of 
distribution indicated on NLRB-1085; dates of compliance and non-compliance,. 
and whether or not the organization in question is currently considered to be 
qualified. The documents themselves are not to be displayed, In order to avoid 
disruption of necessary office work, inspection of constitutions and bylaws will 
be permitted only if showing is made that the information or documents are 
not available elsewhere. 

3. The following parties are typical of those to whom the Regional Director 
may supply information upon request; 

a. An employer who has received a demand for recognition from a labor 
organization. 

b. An employer in 8(a) (5) proceedings or engaged in bargaining with a 
union. Information supplied may include the date when the labor organi- 
zation originally qualified and all periods of non-compliance, 

e. An employee in a group which a labor organization is attempting to 
organize. 

d. A representative of a labor organization which is attempting to or- 
ganize a plant in competition with another labor organization. 

e. Any party to an actual proceeding before the Board, or an employee 
within the group affected. 

Where information is denied, the inquirer should be advised that he may appeal 
to the General Counsel, giving the reasons for his request. 

4. None of the restrictions noted above apply to the F.B.I. or other govern- 
ment agencies requiring such information from us in connection with their offi- 
cial work. To these organizations all documentary material may be displayed 
and copies or photostats made as requested, giving full access to the files and 
extending complete cooperation. Having supplied this information, the region 
should notify the Division of Operations of the following : 

. Name and office of union official involved. 

. Name of union. 

. Signature and filing date of all 9(h) affidavits photostated. 
. Date of F.B.I. or other agency_request. 

. Date of delivery of material to the agency. 

. Any other information considered pertinent. 





NATIONAL MEDIATION BOARD 


WasuHineton, June 27, 1958. 
Hon. Taomas C, Henntna@s, Jr., 
Chairman, Committee on the Judiciary, 
Subcommuttee on Constitutional Rights, 
U.S. Senate, Washington, D.C. 


Dear Senator Henninos: This has reference to your letter of June 
26, 1958, addressed to Francis A. O'Neill, Jr., Chairman, National 
Mediation Board, requesting information for the Subcommittee on 
Constitutional Rights of the Committee on the Judiciary as to infor- 
mation and records in the possession of the National Mediation Board 
not available to members of the public or press upon request. 

The National Mediation Board administers the Railway Labor Act 
which requires the mediation of differences between railroads and air- 
lines, and their employees, growing out of their attempts to make and 
maintain agreements oie rates of pay, rules, and working 
conditions. In addition, when a dispute arises among a rail or airline 
carrier’s employees as to who are the representatives of such employees 
for the purposes of the Railway Labor Act, the Board is Bian ira. doe 


to investigate such dispute and to seen an election or other 
appropriate method who is the duly designa 


and authorized rep- 
resentative of the employees and to certify such representative to 
the parties and to the carrier. 

The Board’s mediation and representation case files contain infor- 
mation submitted to the Board in confidence by carriers and employees 
during the handling of these cases. The files also contain reports sub- 
mitted by the Board’s staff of mediators recording observations and 
recommendations which because of the nature of the mediation and 
operates proceedings are considered confidential. 

n answer to your specific questions, all information and records 
of the National Mediation Board with the exception as to its case 
files noted above is available to anyone upon request. The Board has 
never issued any instructions prohibiting its employees from makin 
comment to the press or public nor has it any restrictions or contro 
for withholding information or limiting the availability of its records. 


Very truly yours, 
E.. C. THompson, 
Executive Secretary, 
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NATIONAL SCIENCE FOUNDATION 


Orrice oF THE Drrecror, 
Washington, D.C., July 18, 1958. 
Hon. Tuomas C. Hennriné6s, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on 
the Judiciary, US. Senate, Washington, D.C 

My Dear Mr. Henninos: This is in reply to your letter of June 26, 
1958, requesting the Foundation to supply your subcommittee with 
responses to the following questions which are answered in the order 
in which they were presented in your letter: 

“1. What types of information and records in the possession of 
your department or agency are not available to members of the public 
or press upon request ¢” 

First, I would like to point out that the National Science Foundation 
Act of 1950, in section 3(a) (5), authorizes and directs the Founda- 
tion “* * * to foster the interchange of scientific information among 
scientists in the United States and foreign countries.” The Con 
enacted this legislation after determining that dissemination of un- 
classified research information to the fullest extent possible is in the 
best interests of this country. The Foundation, therefore, has, as one 


of its major goals, the ae of the widest possible dissemination 


and interchange of unclassified scientific information. Furthermore, 
the activities of the Foundation deal almost entirely with unclassified 
information. Only in exceptional cases has the Foundation found it 
necessary to place a security classification on information originating 
within the Foundation itself. 

Outside of the security classified information, the only material 
which is not freely available to the public and to the press is that 
which must be considered privileged, such as proposed budget esti- 
mates before release by the President of his budget, or an individual 
scientist’s personal appraisal of a research proposal. It is apparent 
that the latter type of material must, as a matter of proper Government 
administration, not be publicized, If a scientist’s views on a rese 
proposal were publicized, the Foundation might have difficulty in 
obtaining his frank opinion of proposals submitted by other scientists. 

“2. On the basis of what authority do you withhold such informa- 
tion or limit the availability of such records?” 

Where classified information is involved, appropriate procedures 
are followed as set forth in Executive Order 10501 and in applicable 
statutes. Section 15(b) (2) of the National Science Foundation Act 
of 1950, a copy of which is attached, directs the Foundation to establish 
such restrictions with respect to access to information and property, 
as it deems necessary in the case of scientific research activities relating 
to the national defense. 
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With regard to the privileged material referred to in paragraph 1, 
the Foundation believes that limiting access to such information is 
necessary in order to permit the Foundation to carry on its functions 
in an appropriate manner. r 

I am attaching for your information, in addition to the National 
Science Foundation Act, copies of various administrative instructions 
issued by the Foundation relating to the availability of records and 
information, together with a staff memorandum on “Public Informa- 


tion Responsibilities” of the Foundation and an excerpt from Bureau 
of the Budget Circular A-10, relating to disclosure of agency budget 
estimates. 
— there is anything further you would like to have, please Jet\me 
ow. 
Sincerely yours, 


Aran T. Waterman, Director. 
STATUTE 


[Pustic Law 507—S8isr Conckess] 
[CHarpTer 171—2p SEssi1on ] 
LS. 247] 


AN ACT To promote the progress of science ; to advance the national health, prosperity, 
and welfare; to secure the national defense ; and for other purposes. 


Be it enacted by the Senate and House of Representatives of the United States 


of America in Congress assembled, That this Act may be cited as the “National 
Science Foundation Act of 1950”. 


SECURITY PROVISIONS 


Sec. 15. (a) The Foundation shall not support any research or development 
activity in the field of nuclear energy, nor shall it exercise any authority pursu- 
ant to section 11(e) in respect to that field, without first having obtained the 
eoncurrence of the Atomie Energy Commission that such activity will not ad- 
versely affect the common defense and security. To the extent that such activity 
involves restricted data as defined in the Atomic Energy Act of 1946 the provi- 
sions of that Act regarding the control of the dissemination of restricted data and 
the security clearance of those individuals to be given access to restricted data 
shall be applicable. Nothing in this Act shall supersede or modify any provision 
of the Atomic Energy Act of 1946. 

(b)(1) In the case of scientific or technical research activities under this Act 
in connection with matters relating to the national defense, with respect to which 
funds have been transferred to the Foundation from the Department of Defense 
in accordance with the provisions of section 14(h) of this Act, the Secretary of 
Defense shall establish such security requirements and safeguards, including 
restrictions with respect to access to information and property, as he deems 
necessary. 

(2) In the case of scientific research activities under this Act in connection 
with matters relating to the national defense other than research activities 
referred to in paragraph (1) of this subsection, the Foundation shall establish 
such security requirements and safeguards including restrictions with respect 
to access to information and property, as it deems necessary. 

(3) Any agency of the Government exercising investigatory functions is hereby 
authorized to make such investigations and reports as may be requested by the 
Foundations in connection with the enforcement of security requirements and 
safeguards, including. restrictions with respect to access to information and 
Property, established under paragraph (1) or (2) of this subsection. 

(c) No employee of the Foundation shall be permitted to have access to infor- 
mation or property with respect to which access restrictions have been estab- 
lished under subsection (b) (1) or (2) until the Civil Service Commission shall 
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have made an investigation into the character, associations, and loyalty of such 
individual and shall have reported the findings of said investigation to the 
Foundation, and the Foundation shall have determined that permitting such 
individual to have access to such information or property will not endanger the 
common defense and security. 


ADMINISTRATIVE INSTRUCTIONS 


ADMINISTRATIVE INSTRUCTION No. 17 
May 8, 1952. 


Subject: Disclosure, Transmission and Protection of Classified Security Infor- 
mation. 


1. Purpose and Scope 


This instruction prescribes the basic regulations to be followed by all em- 
ployees handling classified security information, pending isstance of a more 
detailed Instruction. Classified security information is defined as official infor- 
mation the safeguarding of which is necessary in the interests of national secur- 
ity and which is classified for such purpose by appropriate classifying authority. 
Classified security information normally will carry one of the following desig- 
nations: RESTRICTED, CONFIDENTIAL, SECRET, TOP SECRET, or RE- 
STRICTED DATA, either with or without the further notation SECURITY 
INFORMATION. 


2. Policy 


Standards and procedures for handling classified security information will 
be in general accordance with provisions of Executive Order 10290. Questions 
eoncerning points not covered in this instruction should be referred to the Secur- 
ity Officer. 


3. Disclosure 


Classified security information may be disclosed or delivered to another per- 
son only when that person is known to be authorized to receive it. Such author- 
ization is conditional first on the existence of official duties which require knowl- 
edge of the information and second on an appropriate security clearance. NSF 
security clearance is appropriate clearance for the receipt of classified security 
information other than RESTRICTED DATA; security clearance by the Atomic 
Energy Commission is required for access to RESTRICTED DATA. If it is not 
positively known whether an individual has been granted appropriate security 
clearance, inquiry must be made of the Security Officer, or in his absence of the 
Personnel Officer. 


4. Transmission 


Transmission of TOP SECRET or RESTRICTED DATA security information 
within the Foundation will be by direct contact of the officials concerned or by 
other persons specially designated by the Director. Other classified security 
information may be transmitted within the Foundation by the regular mail and 
messenger service, i 


5. Storage 


Classified security information not in actual use by or under direct observation 
of an authorized person located in the same room, if classified TOP SECRET 
or RESTRICTED DATA will be stored in a locked three-tumbler combination 
steel file cabinet; if classified SECRET or CONFIDENTIAL will be stored as 
above or in a locked file cabinet having a steel lockbar and a three-tumbler com- 
bination lock provided by the Security Officer; and if classified RESTRICTED 
will be stored outside of regular working hours as above or in a locked file with 
a key type lock. 


6. Effective Date 


This Instruction is effective as of date of issue. 


W. F. Harwoop, 
Assistant Director for Administration. 
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ADMINISTRATIVE INSTRUCTION No. 17, AMENDMENT No. 1 


DECEMBER 20, 1955. 


Subject: Disclosure, Transmission and Protection of Classified Security In- 
formation 


1. Purpose and Scope 

This instruction amends Administrative Instruction No. 17, dated May 8, 1952, 
insofar as reference is made to (a) Executive Order 10290, (b) the words 
SECURITY INFORMATION as part of a classification category, and (c) RE- 
STRICTED as a category of classification. 


2. Authority 

Executive Order 10501, effective December 15, 1953, revokes Executive Order 
10290, and by omission cancels the former classification category RESTRICTED. 
The order also revokes the use of the notation SECURITY INFORMATION 
with Top Secret, Secret, or Confidential designation. Therefore, in Administra- 
tive Instruction 17, all reference to the classification category RESTRICTED 
and the notation SECURITY INFORMATION should be deleted. Executive 
Order 10501 also becomes the basic document for classification and storage of 
classified material, and should be substituted in line 3 of Paragraph 2, Policy. 


8. Restricted Classification 


Unless advised to the contrary in regard to a specific document, each docu- 
ment marked RESTRICTED before the effective date of Executive Order 10501 
will now be considered unclassified. 

3.1 The term RESTRICTED should not be confused with AEC’s classifica- 
tion RESTRICTED DATA, which is not changed by Executive Order 10501. 


4. Disclosure and Storage 


Classified information not in actual use by, or under direct observation of 
a person with appropriate security clearance, will be stored in accordance with 
Administrative Instruction 17, dated May 8, 1952. Because not all NSF em- 
ployees are cleared at any given time for access to classified material, a com- 
plete review of the Instruction is suggested for all employees, with particular 
reference to Paragraphs 3 and 5. 


5. Effective Date 


The amendment is effective as of date of issue. 
F. J. CALLEN 
Assistant Director for Administration (Acting). 


ADMINISTRATIVE MEMORANDUM No. 31 


DecEMBER 18, 1952. 
Subject : Disclosure of Classified Information 

1. This is to remind all employees that information on which access restric- 
tions have been placed may be disclosed to or discussed with only those persons 
known to hold proper security clearance. Classified information should be pro- 
tected at all times in such a way as to guard against opportunity for access 
by persons not property cleared. 

2. The clearance status of all NSF employees may be determined by in- 
quiry of the Security Officer, the Personnel Office, or the Communications and 
Records Section. The clearance status of other persons should be determined 
by inquiry of the Security Officer. 

3. Administrative Instruction No. 17 states the basic rules for handling and 
disclosure of classified information. 

W. F. Harwoop, 
Assistant Director for Administration. 
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May 28, 1957. 
MEMORANDUM 


To: The Senior Staff 
From : Public Information Officer 
Subject : Public information responsibilities of the foundation 


This memorandum results from considerable careful thought I have given to 
my responsibilities to you following more'than a year of experience with the 
Foundation. It is designed to serve us mutually asa kind of “position state- 
ment” with reference to our relations with each other. I hope that it is accept- 
able to you. If it is not, I will appreciate it if I may have an opportunity to dis- 
cuss it with you. 

1. We must remember that we are an agency of the United States Government. 
We are therefore working for the public. The people who pay for our services 
have a right to know what we are doing, how we carry out our responsibilities, 

2. The NSF is not an end in itself. Nor is it an agency established solely for 
the benefit of scientists or educators. It is an agency established to benefit peo- 
ple through science and education. Public understanding, therefore, is extremely 
important to the success of Foundation operations. Our success in serving the 
public interest thus depends in large measure on how well the public is informed. 

3. Our story is carried to the public essentially through public information 
media—the press, magazines (professional, trade, and lay), radio, television, 
and visual media (exhibits, ete.). Reasonable requests from responsible repre- 
sentatives of such media should be welcomed as an opportunity to keep the 
public well informed about the work of the Foundation, thus serving publie in- 
terest. 

4. Although we are concerned about opinions held by the press about the 
Foundation, we recognize the press prerogative to express its opinion of us— 
favorable or unfavorable. We need not be greatly concerned, however, about 
an occasional unfavorable report. We should be more concerned if our policies 
and programs were not criticized from time to time. We are not infallible. 

5. We may fairly distinguished between opinion and fact, however. Respon- 
sible newsmen are as concerned about accuracy as scientists. Irresponsible 
newsman need not concern us over the long pull because they are better known 
to their associates than they are to us, and I need not point out to scientists the 
loneliness which soon engulfs the faker found in the fraternity... Furthermore, 
the discerning public is not long in recognizing indifference to fact and honest 
reporting. 

6. If, as may happen, the. Foundation becomes involved in a controversial issue, 
it should release all facts about it as quickly and completely as possible. Pub- 
lic acceptance of the Foundation will-be_better if we quickly admit an honest 
mistake, explain our position and what we are doing to correct it. 

7. Although the Public Information Officer:is an important day-to-day chan- 
nel through which the Foundation meets is public-information responsibilities, 
he cannot do the job alone. Officers of the Foundation should work cooperatively 
with the PIO in dicussing Foundation work with responsible representatives of 
public information media. Often a brief interview with the press accomplishes 
much toward better public understanding of Foundation programs. 

8. The PIO and his staff must be kept fully informed of significant Founda- 
tion programs as they develop. Only in this way can they serve as informed 
spokesmen for the Foundation. 

©. Hatt, 


Cryne ©, 
Public Information Oficer, 
Section 3 or CrrcutaR A-10, BurREAU or THE BupeEr 
“RESTRICTIONS ON DISCLOSURES OF AGENCY ESTIMATES 


“All budget estimates and supporting material submitted to the Bureau of the 
Budget are privileged communications. Their confidential nature must be main- 
tained, since they are the basic data and worksheets in the process by which the 
President resolves budget problems and arrives at conclusions with respect to his 
recommendations to the Congress. The head of each agency is responsible for 
preventing disclosure of such information except on request in formal appropria- 
tions hearings and when requested by Members of the Congress in connection 
with their consideration of the budget after its transmittal.” 





POST OFFICE DEPARTMENT 
OFFICE OF THE GENERAL COUNSEL, 


Washington, D.C., August 14,1958. 
Hon. Tuomas C, Hennunas, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Mr. Cuatrrman: This is in reference to your letter addressed 
to the Postmaster General in which you seek information which you 
state will be helpful to the Subcommittee on Constitutional Rights in 
its current study of freedom of information. The Postmaster General 
has asked me to respond to your inquiry. 

You seek answer to the following questions: 

“1, What types of information and records in the possession of your 
department or agency are not available to members of the public or 
press upon request ? 

“2. On the basis of what ‘authority do you withhold such information 
or limit the availability of such records?” 

The Post Office Department, with more: than: half a million 
employees, is the largest Government Department outside the Depart- 
ment of Defense. Represented by more than 37,000 post offices in 
every town or village throughout the country, it collects and delivers 
more mail than all the rest of the world combined. In all of this, 
there is involved a continuous daily contact with all segments of our 
Nation. It is, therefore, an established and necessary policy to make 
available to the public and to the press the widest possible information 
on the Department, its activities, and services. 

Some limitations do exist. Restrictions are principally for the 
protection of the private affairs of citizens and patrons. For exampl 
the Department treats as privileged information records of the Posta 
Inspection Service, names and addresses of postal patrons and former 
patrons, records regarding mail matter, postal savings accounts, and 
money orders. 

The Department will usually authorize inspection of other records 
after taking into consideration (1) the interest of the person request- 
ing the information, (2) whether disclosure will violate the privacy 
of mail matter, (3) whether release will jeopardize further Govern- 
ment access to information, (4) whether disclosure at the time of 
the request is premature and will improperly affect a pending action, 
(5) whether disclosure will have the effect of hindering free adminis- 
trative decisions in the same or similar matters in the future, (6) 
whether the purpose for which the information is sought is prejudicial 
to the public interest, and (7): whether the record is saeady otherwise 
available to the public. . 

The raw files of the Department are not available to the public or 
the press. To make these files available would have the effeet-of nulli- 
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fying the above-recited rules, because in most instances the files will 
contain some information which is privileged in nature. Specific in- 
formation requests, however, are recognized, and the information 
sought is provided without erenseme the raw file for inspection. 

Internal management papers are, of course, not made available for 
public scrutiny. We do not as a general rule open our records in 
proceedings under the so-called obscenity statutes to the idle curi- 
osity seeker. These records later, however, are available to members 
of the press. 

Matters concerning the contracts and operations of the Department 
are available within the rules above mentioned. However, we do not 
reveal, prior to the execution of a contract, research and development 
proposals submitted to the Department for evaluation and then only 
when the contract specifically authorizes this disclosure. 

The Department and all its officials give the fullest consideration 
to the publie’s right to know, and in every case this is the presumption 
with which we begin our determinations. We strongly believe that 
an informed public is of the highest importance in the successful 
operation of our Government. The restrictions on the availability 
of information are dictated only by the most cogent demands for the 
protection of the public interest. 

In response to the second question in your letter, we do not believe 
that we could do better than to refer you to the testimony of the 
Attorney General before your committee on March 6, 1958.1_ We be- 
lieve that he very ably presented to your committee the authority of 
the executive branch of the Government to withhold information in 
certain cases. There are, however, several provisions of law which 


deal specifically with the Post Office ee Section 1717(c), 


title 18, United States Code, provides that no person other than a 
duly authorized employee of the Dead Letter Office, or other person 
upon a search warrant authorized by law, shall open any letter not 
addressed to himself. From this law, which makes the private com- 
munications between patrons of the postal service secure from all 
eyes other than the sender and addr stems our position that other 
records relating to mail matter are equally protected. We believe that 
if disclosure of the contents of a letter may not properly be made, 
that any information concerning the letter itself is also free from 
inspection. 

itle 39, United States Code, section 762,? provides that no person 
connected with the postal service may disclose to any person other 
than the depositor the amount of any deposits, unless directed to do 
so by the Postmaster General. 

There are, of course, the provisions of section 1002, title 5, United 
States Code, which exempts from the public information requirements 
of the Administrative Procedure Act matter relating solely to the 
internal management of an agency. 

The regulations of the Department dealing with the disclosure of 
information and records to the public are published in section 114.3 
and 114.4 of the Postal Manual. These same regulations appear in 
39, Code of Federal Regulations, 4.3 and 44° For your convenience, 


2 Freedom of Information and Secrecy in Government, pt. 1. 85th Cong., 2d sess. 
2 Freedom of Information and Secrecy in Government, pt. 2, p. 10:17. 
3 See also, ibid., pp. 964-965. 
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copies of the parts of the Postal Manual are attached. There is also 
attached a copy of the Post Office Department regional letter dated 
August 6, 1958, concerning the restriction on distribution of data in 
research and development proposals. 

Sincerely, 


Hersert B. Warsurron. 


REGULATIONS 
114.8 Privileged matter 


The following records, documents, and information are privileged matter, 
and may not be disclosed by subordinate officers or employees of the Depart- 
ment without authorization : 


a. Reports of postal inspectors. 

b. Records of the postal inspection service. 

c. Names of post office box holders. 

d. Names and address of post office patrons and former patrons, except as 
provided in 123.5. 

e. Records regarding mail matter. 

f. Records regarding postal savings accounts. 

g. Records regarding money orders. 


114.4 Available records 


41 Formal hearing records. You may inspect formal records of proceeding 
in which a hearing has been held or offered if you have a proper interest in 
them. 

42 Conditions. You may inspect all other records of the Department or 
field service if permitted to do so by the head of a bureau or office in the Post 
Office Department. In making such determinations, the following items will be 
taken into consideration : 

a. The interest of the person requesting permission to make the inspec- 
tion. 

b. Whether disclosure of the information contained in the records will 
violate the privacy of mail matter. 

e. Whether the release of the record will jeopardize future Government 
access to information. 

d. Whether the release of the record at the time is premature and will 
improperty affect a pending action. 

e. Whether the disclosure of the record will have the effect of hindering 
free administrative decisions in the same or similar matters in the future. 

f. Whether the purpose for which the record is sought is prejudicial to 
the public interest. 

g. Whether the record is already otherwise made public, such as reports 
of public hearings and conferences; recorded maps, plats and documents, 
records published for the information of the public, and material of a 
similar public nature. 

43 Transfer of records. All records of the Post Office Department and its 
field service are the property of the Department. Postmasters and other em- 
ployees are not authorized to turn over such records to ‘other persons without 
authorization from the head of a bureau or office of the Post Office: Department. 

44 Compliance with subpenas duces tecwm. Postmasters. and postal em- 
ployees will comply with a proper subpena duces tecum issued. by a court of 
record only after consultation with the Post Office Department and authorization 
from the Department. When employees are authorized to comply with subpenas 
dtites tecum, they will not leaye the records themselves. with the court but will 
leave copies prepared for that purpose. 

1 45 -Compliance with summons,.... . aa i bli ue ae ears 

451 A postmaster. or other postal employee will comply with a summons 
requiring his appearance in court. He will not testify as to names and addresses 
of post office patrons, mail matter, postal savings accounts, or money orders 
unlegs héis specifically directed ‘to do so by the court after first calling attention 
of the court to this rezniation °°! 2°) 

.452 Postal inspectors and other employees having possession of inspectors’ 
reports or Inspection Service records are prohibited from presenting such re- 
ports, records, or information in a State court or for the use of parties to a suit 
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or habeas corpus proceedings in a Federal court, if the United States is not a 
party in interest. They will inform the parties interested that the regulations 
of the Post Office Department prohibit them, from furnishing official reports, 
records, or information direct unless authorized by the Department: Should 
an attorney for a private litigant attempt to compel an employee to disclose 
sources of official information or similar privileged matter, the employee will 
decline to produce the information or matter and state that it is privileged and 
cannot be disclosed without specific approval from the Department. 

453 When appearing as a witness for the United States in Federal grand 
jury proceedings, criminal prosecutions of violations of postal laws, suits 
brought by the United States, or other action in which the United States is a 
party in interest, postal inspectors and other officers and employees will testify 
as to their knowledge of the facts in the matter involved. With respect to privi- 
leged matters (see 114.3), each case must be given individual consideration as it 
arises. The Department will offer every possible assistance to the courts, but the 
question of disclosing privileged information is a matter entirely in the 
discretion of the head of the department. 

46 Costs. The head of any bureau or office of the Post Office Department 
may authorize copies of records which are open to public inspection to be fur- 
nished to members of the public at the cost of the person requesting them. 


MEMORANDUM 


RL NO. 58-32 
Post OrricE DEPARTMENT REGIONAL LETTER 


Deputy Postmaster General 


Subject: Restrictions on Disclosure of Data in Date: August 6, 1958. 
Research and Development Proposals 
I. Purpose 


This circular provides instructions, based on the Armed Services Procure 
ment Regulation (ASPR), restricting unauthorized disclosure of data contained 
in research and development proposals submitted by prospective contractors to 
the Post Office Department. 


II. Restrictions on disclosure of data in proposals 


A. When requests for research and development proposals require the offeror 
to submit information which he does not want disclosed to the public or used 
by the Government for any purpose other than evaluation of the proposal, the 
offeror shall mark each sheet of data which he so wishes to restrict with the 
following legend : 

“This data, furnished in response to the Post Office Department’s request for 
proposal, dated , Shall not be disclosed outside the Government or 
be duplicated, used or disclosed in whole or in part for any purpose other than 
to evaluate the proposal, provided that if a contract is awarded to this offeror 
as a result of or in connection with the submission of such data, the Government 
shall have the right to duplicate, use, or disclose this data to the extent provided 
in the contract. This restriction does not limit the Government’s right to use 
information contained in such data if it is.obtained from another source.” 

The Contracting Officer shall not refuse to consider any proposal merely 
because data submitted with that proposal is so marked. Data so marked shall 
be used only to evaluate proposals and shall not be disclosed outside the Govern- 
ment without the written permission of the offeror except under the conditions 
provided in the legend. If it is desired to duplicate, use, or disclose the data of 
the offeror to which the contract is awarded, for purposes other than to evaluate 
the proposal, the contract should so provide. 

B. The provisions of A above do not apply to procurements by formal adver- 
tising. 


Ill. A copy of. this letter must be sent with each request for research and 
development proposals made by the Post Office Department. 


Ww. A. ——, 
Deruty Postmaster GENERAL. 
(For the Deputy Postmaster General). 





THE PRESIDENT’S COMMITTEE ON 
SCIENTISTS AND ENGINEERS 


OrFice oF THE CHAIRMAN, 


July 2, 19658. 
Hon. THomas. C, Henntnes, Jr., 


US. Senate, Senate Office Building, 
Washington, D.C. 


Dear Senator Hennines: Referring to your communication of 


June 26: We have no information or records which are not available 
to the public or the press. 
Sincerely, 


Howarp L. Bevis, Chairman. 
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RAILROAD RETIREMENT BOARD 


JULY 3, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Henntines: This will acknowledge receipt of your 
letter dated June 26, 1958, in which you inquire (1) what types of 
information and records in the Railroad Retirement Board’s posses- 
sion are not available to members of the public or press upon request 
and (2) the authority for withholding such information or limiting 
the availability of such records. : 

At the outset, I wish to advise that the Board: administers a retire- 
ment system for the payment of pensions and retirement and disability 
annuities to railroad employees, annuities to their spouses, and annul- 
ties or other benefits to their survivors; and correlated unemployment 
insurance-employment service system for paying unemployment, ma- 
ternity, and sickness benefits to, and securing the reemployment of, 
unemployed railroad workers. In its administration of these pro- 
grams, the Board has the wage and service records of millions of rail- 
road workers as well as hundreds of thousands of records of a more 
personal nature covering such workers and their families, including 
reports of medical examinations. 

(1) The information and records in the Board’s possession not 
available to the public or press upon request are those which identify 
an individual and the disclosure of which is proscribed by the legisla- 
tion administered by the Board and the regulations adopted to imple- 
ment the same. Information with respect to the Board’s operations is 
made available to the public and press upon request and through press 
releases. 

(2) Authority to withhold information or limit the availability of 
records is found in the Railroad Unemployment Insurance Act, 45 
U.S.C. section 362 (d), (n), and the power to make regulations, in- 
cluding those prohibiting disclosures from Board records, is found in 
the Railroad Retirement Act, 45 U.S.C. section 228 (b) (4), and the 
Railroad Unemployment Insurance Act, 45 U.S.C. section 12(1). 

As requested in your letter, I enclose the following which reflect the 
policy of the Board under the law and regulations: 

(a) Compilation containing the Railroad Retirement Act and 
Railroad Unemployment Insurance Act marked with red pencil 
to show the specific nondisclosure provisions and the authority to 
make regulations; 

(b) Board regulations on disclosures published in title 20 Code 
of Federal Regulations, part IT, section 262.16 ; 

(c) Statement on disclosure of information from the Board’s 
administrative manual; 
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(d) Instructions on. release of information from the Board’s 
field operating manual, part I, retirement ; and part II, unemploy- 
ment insurance; 

(e) Instructions on the release of information from the re- 
gional operating manual, part I, adjudication ; 

(f) Instructions on disclosure of information contained in re- 
tirement claims manual, part I (Bureau of Retirement Claims) ; 
and 

(g) Statement on disclosure of information from operating 
manual, part I (Bureau of Wage and Service Records). 

Because of the vast number of such communications and their diffuse 
locations, it would not be possible to gather all letters to inquiries and 
informal memoranda relating to this subject. 

Sincerely yours, 

















Howarp W. Hasermeyer, Chairman. 
(Following are the statutes, regulations, and memorandums cited 


above. ) 
STATUTES 
(Exhibit a) 










Title 45, United States Code, Section 228(b) (4) 
RAILROAD RETIREMENT ACTS 
With Amendments to September 1, 1954 








[Pustic—No. 162—75rH ConerEss] 


[CuaptTer 382—IistT Sesston] 






[H.B. 7519] 


AN ACT To amend an Act entitled “An Act to establish a retirement system for employees 
of carriers subject to the Interstate Commerce Act, and for other purposes,” approved 
August 29, 1935. 

Be it enacted by the Senate and House of Representatives of the United States 
in Congress assembled, 









PART I 


That the Act of August 29, 1935, entitled “An Act to establish a retirement 
system for employees of carriers subject to the Interstate Commerce Act, and 
other purposes,” be, and it is hereby, amended to read as follows: 












“RETIREMENT BOARD 
“Duties 


“(b) 4. The Board shall establish and promulgate rules and regulations to 
provide for the adjustment of all controversial matters arising in the admin- 
istration of such Acts, with power as a Board or through any member or 
designated subordinate thereof, to require and compel the attendance of wit- 
hesses, administer oaths, take testimony, and make all necessary investigations 
in any matter involving annuities or other payments and shall maintain such 
offices, provide such equipment, furnishing, supplies, services, and facilities, 
and employ such individuals and provide for their compensation and expenses 
as may be necessary for the proper discharge of its functions, In the employ- 
ment of such individuals under the civil-service laws and rules the Board 
shall give preference over all others to individuals who have had experience 
in railroad service, if, in the judgment of the Board they possess the qualifica- 
tions necessary for the proper discharge of the duties of the positions to which 
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they are to be appointed. All rules, regulations, or decisions of the Board 
shall require the approval of at least two members, except as provided in 
subdivision 5 of this subsection and they shall be entered upon the records of 
the Board, which shall be a public record. Notice of a decision of the Board, 
or of an employee thereof, shall be communicated to the applicant in writing 
within thirty days after such decision shall have been made. 

The Board shall gather, keep, compile, and publish in convenient form such 
records and data as may be necessary to assure proper administration of such 
Acts. The Board shall have power to require all employers and employees and 
any officer, board, commission, or other agency of the United States to furnish 
such information and records as shall be necessary for the administration of 
such Acts. The several district courts of the United States and the District 
Court of the United States for the District of Columbia shall have jurisdiction 
upon suit by the Board to compel obedience to any order of the Board issued 
pursuant to this section. The orders, writs, and processes of the District 
Court of the United States for the District of Columbia in such suits may run 
and be served anywhere in the United States. The Board shall make an 
annual report to the President of the United States to be submitted to Congress. 
Witnesses summoned before the Board shall be paid the same fees and mileage 
that are paid witnesses in the courts of the United States.” 


Title 45, United States Code, Section 362 (d) and (n) 
RAILROAD UNEMPLOYMENT INSURANCE ACT 
With Amendments to September 1, 1954 
[Pustic—No. 722—75rH CoNneREss] 
[CHAPTER 680—3p SESSION] 


[H.R. 10127] 





AN ACT To regulate interstate commerce by establishing an unemployment insurance 


system for individuals employed by certain. employers engaged in interstate commerce, 
and for other purposes. 


Be it enacted by the Senate and House of Representatives of the United 
States of America in Congress assembled, 


DUTIES AND POWERS OF THE BOARD 

Sec. 12. 

(d) Information obtained by the Board in connection with the administra- 
tion of this Act shall not be revealed or open to inspection nor be published 
in any manner revealing an employee’s identity: Provided, however, That (i) 
the Board may arrange for the exchange of any information with governmental 
agencies engaged in functions related to the administration of this Act; (ii} 
the Board may disclose such information in cases in which the Board finds 
that such disclosure is clearly in furtherance of the interest of the employee 
or his estate; and (iii) any claimant of benefits under this Act shall, upon his 
request, be supplied with information from the Board’s records pertaining to 
his claim. 

(n) Any employee claiming, entitled to, or receiving sickness benefits under 
this Act may be required to take such examination, physical, medical, mental, 
or otherwise, in such manner and at such times and by such qualified individ- 
uals, including medical officers or employees of the United States or a State, 
as the Board may prescribe, The place or places of examination shall be 
reasonably convenient for the employee. No sickness or maternity benefits 
shall be payable under this Act with respect to any period during which the 
employee unreasonably refuses to take or wilfully obstructs an examination 
as prescribed by the Board. 

Any doctor who renders any attendance, treatment, attention, or care, 
or performs any examination with respect to a sickness of an employee or as 
to the expected date of birth of & female employee’s child, or the birth of 
such a child, upon which a claim or right to benefits under this Act is based, 
shall furnish the Board, in such manner and form and at such fimes as the 
Board by regulations may prescribe, information and reports relative thereto 
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and to the condition of the employee. An application for sickness or maternity 
benefits under this Act shall contain a waiver of any doctor-patient privilege 
that the employee may have with respect to any sickness or maternity period 
upon which such application is based: Provided, That such information shall 
not be disclosed by the Board except in a court proceeding relating to any claim 
for benefits by the employee under this Act. 


REGULATIONS OF THE BOARD 
[Published in Title 20, Code of Federal Regulations] 


Section 262.16 Records and other papers of the Board; disclosure; service 
of process. (a) No document, or any information acquired therefrom or other- 
wise officially acquired, which is in the possession of the Board or any member, 
officer, agent, or employee of the Board, shall be produced, disclosed, or delivered 
by any such member, officer, agent, or employee to any person or tribunal out- 
side the Board, whether in response to a subpena or otherwise, except as author- 
ized by this section or with the consent of the Board. The consent of the Board 
to such production, disclosure, or delivery of any such document or informa- 
tion will not be granted, and no such document will be open to inspection by any 
person other than a member, officer, agent, or employee of the Board in the per- 
formance of his official duties, unless the Board finds that such production, dis- 
closure, delivery, or opening to inspection will not be detrimental to the interest 
of the person to whom the document pertains, or to the estate of such person. 
Except as otherwise ordered by the Board or authorized by this section, any 
request or demand made by any person or tribunal, or otherwise, for any such 
document or information shall be refused upon the authority of this section. 

(b) When any member, officer, agent, or employee of the Board is served with 
a subpena to produce, disclose, or deliver any document described in paragraph 
(a) of this section, or to furnish any information acquired therefrom or other- 
wise officially acquired, he shall immediately notify the Board of the fact of the 
service of such subpena. Unless otherwise ordered by the Board or authorized 
by this section, he shall appear in response to the subpena and respectfully 
decline to produce, disclose, or deliver the document, or to furnish the informa- 
tion, basing his refusal upon the authority of this section. 

(c) When any document described in paragraph (a) of this section is called 
for by a subpena duces tecum or other judicial order upon the Board for pro- 
duction, inspection, or disclosure thereof, issued by a court of competent jurisdic- 
tion in a proceeding in which such document is relevant, a copy of such docu- 
ment, certified by the Secretary of the Board as a true copy; will be produced, 
disclosed, or delivered, unless the Board finds that such production, disclosure, 
or delivery would be prejudicial to the public interest. In determining whether 
such production, disclosure, or delivery would be prejudicial to the public interest, 
the Board will consider, together with such other considerations as it deems 
relevant, the probable effect of such production, disclosure, or delivery upon the 
furnishing of complete and accurate information requested by the Board. 

(d) When pursuant to paragraph (c) of this section the Board determines 
that the production, disclosure, or delivery of any document described in para- 
graph (a) of this section would be prejudicial to the public interest, no member, 
officer, agent, or employee of the Board shall make any disclosure or testify 
with respect to such document. Refusal to make such disclosure or so to testify 
shall be based upon the authority of this section. 

(e) In the event the production, disclosure, or delivery of any document 
described in paragraph (a) of this section is called for on behalf of the United 
States or the Board, such document shall be produced, disclosed, or delivered only 
upon and pursuant to the advice of the General Counsel of the Board. 

(f) No officer, agent, or employee of the Board is authorized to accept or 
receive service of subpenas, summons, or other judicial process addressed to the 
Board except as the Board may from time to time delegate such authority by 
power of attorney. The Board has issued such power of attorney to the General 
Counsel and to no one else. 

(g) Subject to the limitation expressed in paragraph (j) of this section, dis- 
closure of documents and information is hereby authorized, in such manner as 
the Board may by instructions prescribe, in the following cases: 

(1) To any employer, employee, applicant, or prospective applicant for an 
annuity, pension, or death benefit under the 1937 act or the 1985 act, or his duly 
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authorized representative, as to matters directly concerning such employer, 
employee, applicant, or prospective applicant in the administration of such acts, 

(2) To any employer, employee, applicant, or prospective applicant for benefits 
under the Railroad Unemployment Insurance Act, or his duly authorized repre- 
sentative, as to matters directly concerning such employer, employee, applicant, 
or prospective applicant in the administration of such act. 

(3) To any officer or employee of the United States lawfully charged with 
the administration of the Railroad Retirement Tax. Act, the Social Security Act, 
or acts or executive orders administered by the Veterans’ Administration, and 
for the purpose of such administration only. 

(4) To any applicant or prospective applicant for death benefits or accrued 
annuities under the Railroad Retirement Acts, or to his duly authorized repre- 
sentative, as to the amount payable as such death benefits or accrued annui- 
ties, and the name of the person or persons determined by the Board to be the 
beneficiary, or beneficiaries, thereof, if such applicant or prospective applicant 
purports to have a valid reason for believing himself to be, in whole or in part, 
the beneficiary thereof. 

(5) To any officer or employee of any State of the United States lawfully 
charged with the administration of any law of such State concerning taxes 
imposed by such State with respect to amounts payable at death, as to the 
amount of death benefits or accrued annuities payable under the Railroad 
Retirement Acts and the name of the person or persons to whom such amount 
was payable. 

(6) To any officer or employee of any State of the United States lawfully 
charged with the administration of any law of such State concerning unemploy- 
ment compensation, as to the amounts payable to payees or beneficiaries under 
the Railroad Retirement Acts and the Railroad Unemployment Insurance Act. 

(7) To any court of competent jurisdiction in which proceedings are pending 
which relate to the care of the person or estate of an incompetent individual, as 
to amounts payable under the Railroad Retirement Acts to such incompetent 
individual but only for the purpose of such proceedings. 

(h) No document, and no information acquired solely by reason of any agree- 
ment, arrangement, contract, or request by or on behalf of the Board, relating 
to the gathering, preparation, receipt or transmittal of documents or informa- 
tion to, from or for the Board which is, by virtue of such agreement, arrange- 
ment, contract or request, in the possession of any person other than an employee 
of the Board, shall be produced, reproduced, or duplicated, disclosed or de- 
livered by any person to any other person or tribunal (other than the Board 
or an employee thereof, or the person to whom the document or information 
pertains), whether in response to a subpena or otherwise, except with the con- 
sent of the Board. Any person, upon receipt of any request, subpena, or order 
calling for the production, disclosure, or delivery of such document or informa- 
tion shall notify the Board of the request, subpena or order and shall take no 
further action except upon advice of the Board. Unless consent of the Board 
is given, the person shall respectfully decline to comply with the request, subpena 
or order, basing his refusal upon the authority of this section. 

(i) As used in this section, the word “document” includes correspondence, 
applications, claims, reports, records, memoranda and any other papers used, 
prepared, received or transmitted to, from, or for the Board in connection with 
the administration of any act of Congress administered by the Board. 

(j) Notwithstanding any other provision of this section, no disclosure ot 
information may be made by the Board or any member, officer, agent, or employee 
of the Board, if the disclosure of such information is prohibited by law. 


(OC) 


STATEMENT F'RoM THE Boarp’s ADMINISTRATIVE MANUAL 


DISCLOSURE OF INFORMATION 
9010. General 


The material contained in the following sections is informational only and is 
not regulatory or instructional. (See section 262.16 of the Regulations.) Some 
of the general statements are subject to exceptions and restrictions and when- 
ever precise information is desired the, regulations and other formal instruc- 
tions, including the KOM and the U.I. Operating Manual, should be consulted. 


If further information is required, inquiry should be sent through administra- 
tive channels to the office of chief executive officer. 
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9011. Service of Subpoenas 

In general, the Board will not disclose personal information from its files 
unless it finds that disclosure will not be detrimental to the interest of the 
person to whom the information applies, or to his estate, and will not be 
prejudicial to the public interest. 

Originally, the disclosure or non-disclosure of information relating to the 
administration of the Retirement Acts was a matter of discretion with the Board. 
However, the policy as stated in section 262.16 of the regulations, which had 
been followed for several years, received Congressional approval in the specific 
prohibition against disclosure contained in the Railroad Unemployment Insur- 
ance Act (section 12(d)). (The Board’s authority to issue section 262.16 of 
the regulations is contained in section 10 of the Railroad Retirement Act.) 

There were several reasons for the stand the Board had taken: 

1. The policy of Congress is against disclosure of confidential informa- 
tion secured only by means of an invasion of the citizen’s rights of privacy 
unavoidable in the administration of social insurance laws, 

2. A pledge of non-disclosure is necessary to insure the truthfulness of 
information submitted by employers and employees alike. 

8. Disclosure in even a few cases would probably result in a flood of 
requests, which would impose on the Board a heavy burden in administra- 
tion not related to its duties, not contemplated by Congress and not pro- 
vided for in appropriations, and 

4. This policy had been thoroughly tested in all federal social insurance 
administration. 

Among the questions that have been raised regarding application of the policy 
outlined above was one concerning official publications of the Board. Since “The 
Monthly Review”, the annual reports, and the Board’s booklets explaining the 
various provisions of the Acts, do not contain information concerning any in- 
dividual, these publications obviously do not come within the regulation and may 
be identified as Board publications and quoted from if necessary or desirable. 
Field personnel should not attempt, however, to give official interpretations of 
any of these documents, especially in court, and should avoid being considered 
“expert witnesses” on either the Retirement Acts or the Railroad Unemployment 
Insurance Act. 


9012. Fraud Cases 


It is clear that the regulations prohibiting disclosures do not apply to fraud 
cases which the Board has recommended to United States Attorneys for prosecu- 
tion. Obviously, it would be illogical for the Board to recommend prosecution 
and then fail or refuse to disclose the information on which the recommenda- 
tion is based. Field personnel may, therefore, render any assistance necessary 
in these cases and make available to the United States Attorney any and all 
of the data in the Board’s possession relating to the individual being prosecuted. 


9013. Courts 


Since the Board is an agency of the Federal Government it partakes of the 
Federal Government’s immunity to suit, except to the extent that immunity is 
waived in the Retirement and Unemployment Insurance Acts. Under section 
11 of the Railroad Retirement Act and Section 5(f) of the R.U.L.A. court juris- 
diction over the Board is limited to a review of final decisions in the United States 
Circuit Courts of Appeals and the Circuit Court of Appeals for the District of 
Columbia. Local and State courts are not therefore, courts “of competent juris- 
= from which the Board will ordinarily honor subpoenas or other judicial 
orders. 


9014. Confidential Nature of Administrative Material 

Duplicated forms, instruction manuals or informational material prepared 
only for use within the Board are considered confidential. Such material may not 
be released to the public, including covered employees and claimants. 

If requested by other Government agencies, sample forms may be furnished ; 
manuals or operating instructions may be made available for perusal or short 
excerpts may be furnished. Requests for copies are to be forwarded to the chief 
executive officer for reply. 

Requests received by a regional or field office, are to be acknowledged with the 
explanation that extra copies are not available there and the request is being 
forwarded to the chief executive officer. ; 
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(D-1) 
OPERATING MANUAL, Part 1—RETIREMENT REGULATIONS 


Section 110. Representative of applicant 

02 By Congressmen, labor representatives, or Mexican Consul. It is the 
Board’s policy to extend full cooperation to any member of Congress or labor 
organization representative designated to act in behalf of members of the or- 
ganization when these officials express an interest in claims for benefits filed by 
their constituents or members. In such instances, the desired information, if 
available, should be furnished as it is to be assumed that these officials will act 
in the applicant’s best interests. Likewise, any Mexican consular office acting 
in behalf of a Mexican national who is an applicant or a prospective applicant 
for payments under the RR Act may be furnished with information pertinent 
to the claim and to which the applicant or prospective applicant would be en- 
titled upon his own request, unless there is definite evidence that the disclosure 
would be detrimental to the interest of the individual applicant or prospective 
applicant. 


Section 119. Service of judicial process (summons, subpoena, etc.) 


01 Subpoena, summons, or other judicial process addressed to the Board. 
Under the Regulations of the Board, no officer, agent or employee of the RRB, 
except the general counsel, is authorized to accept or receive any subpoena, sum- 
mons or other judicial process addressed to the Board. 

If service of a subpoena, summons or other judicial process addressed to the 
Board is attempted to be made upon an RRB employee, the employee should 
advise the serving office that, under section 262.16 of the Regulations of the 
Board, he lacks authorization to accept or receive such service. The Board, 
through the chief executive office, should be immediately notified in detail of the 
attempt to effect service of such process. A copy of the memorandum to the 
Board should be sent to the regional director. 

If, despite the advice by the employee that he has no authority to accept the 
subpoena, the serving office leaves such subpoena with the employee, the subpoena 
should be immediately forwarded to the Board through the chief executive 
officer. 

.02 Subpoena, summons, or other judicial process addressed to RRB employee. 
Where a subpoena, summons or other judicial process is specifically addressed 
to an RRB employee, follow the procedure set forth under a. or b. below, depend- 
ing on whether the case involves prosecution for fraud under the RR Act. 

a. Prosecution for fraud under the RR Act is not involved. If a prosecu- 
tion for fraud under the RR Act is not involved (see b. below), the Board, 
through the chief executive officer, should be immediately notified in detail 
of the facts, and furnished with an exact copy of the subpoena. A copy of 
the memorandum to the Board should be sent to the regional director. 

The district manager or other contact representative or employee to whom 
the subpoena is addressed should appear in court in response to the sub- 
poena, but should follow instructions from the Board transmitted to him 
through the chief executive officer. Unless specifically ordered otherwise by 
the Board, he should respectfully decline to produce, disclose or deliver to 
the court any document in the possession of the Board or any member, 
officer, agent or employee of the Board. He should also decline to furnish 
any information acquired from such document or any information otherwise 
officially acquired. Such refusal should be based on section 262.16 of the 
Regulations of the Board. 

b. Prosecution for fraud under the RR Act is involwed. Where a sub- 
poena is issued on behalf of the United States and addressed to an RRB 
employee in a case involving a prosecution for fraud under Section 18 of 
the Railroad Retirement Act, the memoranda referred to in the .01 and .02, a. 
of this section need not be prepared. In these situations, the General 
Counsel has determined pursuant to Section 262.16 ( e) of the Regulations of 
the Board that documents may be produced and information disclosed in 
accordance with the instructions appearing in section 122 of this article. 


Section 121. Diselosure of information 


01 General. No document, or any information acquired therefrom, or other- 
wise officially acquired, shall be produced or disclosed to any person or tribunal 
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outside the RRB unless the RRB finds that such production or disclosure will 
not be detrimental to the interest of the person to whom the document pertains 
or to the estate of such person. Under this policy, information may not be dis- 
closed except as ordered by the Board, or as specifically authorized in the cir- 
cumstances stated in the sections which follow. In any case in which release 
of information is not specifically authorized, the request or demand shall be re- 
fused, unless it appears that the disclosure of the information would serve a 
legitimate purpose and would not be detrimental to the best interest of the per- 
sons concerned, or to his estate. In the latter case, the request should be made 
in writing addressed to the director of retirement claims and signed by the 
individual making the request. Such writing must cite the information required 
and the purpose for which it is needed. 

02 Person directly concerned. 

a. General. Information and documents may be disclosed to any employer, em- 
ployee, applicant or prospective applicant for benefits, or to a duly authorized 
representative (see section 110) as to matters directly concerning such em- 
ployer, employee, applicant or prospective applicant in the administration of 
the RR Act. 

b. Employers operating private pension plans. The monthly amount of any re- 
tirement annuity to which a former employee of an employer is entitled or, in 
the case of a former employee who died in the month in which his annuity would 
have begun to accrue, the monthly amount of the retirement annuity based on his 
service and compensation, may be disclosed by the BRC to any authorized official 
of an employer provided a request for such information is submitted in writing 
and it is shown that the information is necessary to determine the amount of a 
supplemental pension of payment to the former employee, or his survivors, under 
@ private pension plan of the employer. (Such requests should not be made by 
the employer on G-88a or similar forms—they should be the subject of a separate 
communication and should show that the information is requested in connection 
with a private pension plan of the employer.) 

03 Survivors of employees. Information concerning amounts payable as sur- 
vivor benefits or accrued annuities, and the name of the person or persons deter- 
mined by the RRB to be the beneficiary or beneficiaries thereof, may be disclosed 
to any applicant or prospective applicant for survivor benefits or accrued annui- 
ties under the RR Act, or to his duly authorized representative, if such appli- 
cant or prospective applicant has a valid reason for believing himself to be, in 
whole or in part, the beneficiary thereof. 

04 Social Security Administration. Information may be disclosed to any 
officer or employee of the U.S. lawfully charged with the administration of the 
SS Act when it appears that the information requested is to be used for the pur- 
pose of administration of such Act. 

.05 State or local welfare or relief agencies. Information concerning the 
amount of benefits paid or payable to an individual may be disclosed to a state 
or local welfare or relief agency whenever the request for such information is 
submitted in writing accompanied by a G—154, Authorization to Furnish Infor- 
mation, or similar authorization, properly executed by the individual concerned. 
If the request for information is not accompanied by a completed G~154, or 
similar authorization, G-154 should be headed up in accordance with Article 7 
and released to the agency by means of RL-35-F. Witnesses to an authoriza- 
tion furnished on C—154, or on any similar form, are required only under the con- 
ditions specified in Article 7. Where multiple copies of an authorization are 
submitted, the agency should be notified that only one copy in required. 


Section 122. Fraud 


01. General. Penalties are provided for individuals who shall knowingly 
make, or aid in making, any false or fraudulent statements or claims for the 
purpose of causing an award or payment under the RR Act. Annuity cases 
involving fraud are referred by the director of retirement claims to the United 
States Attorney assigned to the district in which the alleged fraud was com- 
mitted, together with a statement of facts prepared after consultation with the 
RRB’s general counsel. 

02 Jurisdiction. Copies of the statement of facts released to the United 
States Attorney will be transmitted by the director of retirement claims to the 
RRB’s field office having jurisdiction of the area in which the alleged fraud 
was committed and to the regional director having jurisdiction of.such field 
office. After release of a case to the United States Attorney for action, it is 
extremely important that field offices make no commitments that may impede 
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prosecution by the Attorney. As a guard against this possibility, inquiries re- 
lating to the basise of prosecution or settlement will be referred for answer to 
the United States Attorney having jurisdiction and the director of retirement 
claims will be informed by memorandum concerning the nature of the inquiries 
and the disposition made thereof by the field office. 

.08 Field office assistance to the United States Attorneys. It is the Board’s 
desire and intention that full cooperation be given to the United States Attor- 
neys handling fraud cases under the legislation the Board administers. Upon 
receipt in the field office of a copy of the statement of facts submitted to the 
United States Attorney, a responsible employee of the field office will call upon 
such Attorney and offer investigative or other service as may be required to 
properly dispose of the case. Before offering such assistance, the employee 
will make certain he understands the facts and the law as explained in the 
statement of facts. [The following specific instructions apply in such fraud 
cases : 

a. The RRB employee will, upon request, assist the United States Attorney in 
developing and furnishing required information. 

b. Any subpoena served on an RRB employee in connection with such fraud 
cases should be accepted (see 119.02, b.). Where a subpoena is served, immedi- 
ate notice should be sent to the director of retirement claims. 

The RRB employee may appear as a witness for the United States govern- 
ment, taking with him documents and other necessary data. The employee 
should explain that original documents may not be placed in the record but that 
copies will be furnished for the record. 

c. The RRB employee may testify fully from files in his possession. Records 
and testimony must relate solely to the individual being prosecuted. 

d. The director of retirement claims should be kept informed of all actions 
taken by an RRB employee in connection with a fraud case. Any additional 
information or instructions needed from headquarters should be requested by 
telephone or teletype from the director of retirement claims.] 

With respect to cases involving fugitive defendants, the facilities of the RRB 
and its field offices are also to be made available to the United States Attorneys 
to aid in locating missing defendants and in any other way which will further 
prosecution of such cases. 

04 Field office action after indictment or conviction. As a deterrent to 
others who may be tempted to commit fraud, field offices will arrange with 
publications within the area to publish news of any indictment or conviction. 
Clippings from publication of this character will be forwarded to the director 
of retirement claims. 

.05 Fraud detected by field ofices. If it becomes apparent to employees of a 
field office that fraud exists in any case, the director of retirement claims will 
be notified immediately and instructions as to how to proceed in the individual 
case will be issued. 


Section 123. Civil Litigation 


01 General. Civil litigation may be required to recover certain types of 
erroneous payments, especially from estates that may or may not have been 
probated. Some cases of this character required immediate civil action as a 
means of protecting the Board’s interest. In such cases, the director of retire 
ment claims will prepare and submit to the Comptroller General of the United 
States a statement of facts concerning the matter and copies thereof will be 
released to the Attorney General of the United States and the field office of the 
RRB in the area wherein the litigation is contemplated. 

02 Field office assistance to United States Attorneys. Upon receipt in the 
field office of a copy of the statement of facts submitted to the Comptroller Gen- 
eral of the United States and the Attorney General of the United States, a re 
sponsible employee of the field office will call upon the United States Attorney 
in the area and offer such investigative or other service as may be required to 
dispose of the case. Before offering such assistance, the employee will make cer- 
tain he understands the facts and the law as explained in the statement of facts, 
Additional information or instructions, if needed from headquarters, may be ob- 
tained by telephone or teletype from the director of retirement claims. 

.03 Field office action after settlement. Newspaper publicity of civil actions 
need not be released by field offices: However, the director of retirement claims 
will be informed by the field offices concerning the results of the litigation or 
any settlement. 
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(D-2) 

(Effective July 15, 1955) 
FIELD OPERATING MANUAL 
Part II.—UNEMPLOYMENT INSURANCE 
ARTICLE 26—RELEASE OF INFORMATION 


Section 2601. Provisions of the Act 
Section 2602. Provisions of the Regulations 
Section 2603. General Policy 
Section 2604. Fraud Cases 
Section 2605. Other Cases Where Information May be Released 
.01 Under Section 12(d) of the Act 
.02 Under Section 12(n) of the Act 
Section 2606. Authorization for Release 
.01 Conditions 
.02 Specific Information 
Section 2607. Action by Field Office Upon Receipt of Proper Request for In- 
formation 
Section 2608. Action by Field Office When Information Cannot Be Released 
Section 2609. Action When Approval for Release by Chief Executive Officer is 


Required 
Section 2610. Replies to Letters from Attorneys 
Section 2611. Action When a Subpoena is Served Requiring a Board Employee 
to Testify or Produce Information Obtained in Administering the 
R.U.1L. Act 
.01 Fraud prosecution cases 
.02 12(0) cases 
.03 Withdrawal of subpoena 
.04 Other cases 
.05. Reports on subpoenas 


Appendices : 
A. Court Decision in Yellow Cab Case 


Section 2601. Provisions of the Act. The provisions of Sections 12(d) and 
12(n) of the Act are set forth in ROM-—I-26. 

Section 2602. Provisions of the Regulations. Section 262.16 of the Board's 
regulations provides that no document or any information officially acquired by 
the Board may be released whether in response to a subpoena or otherwise except 
as authorized by regulation or with the consent of the Board. 

Section 2603. General Policy. Except as provided for in this article informa- 
tion with respect to an employee or a claimant is not to be released to any person 
or organization. General information about the Railroad Unemployment Insur- 
ance Act may, however, be furnished any individual or organization. 

Section 2604. Fraud Cases. The Board has directed that fraud cases under 
Section 9 of the Railroad Unemployment Insurance Act be fully developed in the 
region and where evidence warrants it, be presented to the United States Attorney 
for the area. Release of information to the United States Attorney is per- 
missible in any such case. (See also FOM-II-—16.) 

Section 2605. Other Cases Where Information May Be Released, 

01. Under Section 12(d) of the Act. Information requested may be released, 
except as provided in section 2605.02 below, when— 

a. the inquirer is the claimant or employee; or 

b. the inquirer submits a properly executed authorization ; or 

c. the disclosure of the requested information is approved by the chief 
executive officer of the Board ; or 

d, the inquirer is a state agency administering an unemployment, sickness 
or maternity benefit law and is requesting the information in connection 
with its administration of such law, or in connection with prosecution under 
such law ; or 

e. the information is requested by a labor union official to whom it appears 
that the employee has referred his. case for advice or assistance; or 

f. the information is requested by a member of Congress to whom it 
appears that the employee has referred his case for advice or assistance. 
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02 Under Section 12(n) of the Act. Section 12(n) contains a prohibition of 
disclosure of information and reports furnished by a doctor relative to his treat- 
ment or examinaiton of an employee. The prohibition is not absolute. An 
exception authorizes disclosure in a court proceeding relating to a benefit claim 
by the employee involved. Casés may also arise in which some disclosure of 
information to a claimant is proper. If a claim for sickness benefits has been 
denied and it appears that the claimant needs medical information contained 
in the Board’s files in order to prosecute his claim against the Board, the case 
will be submitted by the regional office to the bureau of unemployment and sick- 


ness insurance for advice whether the information may be released to the 
claimant. 


Section 2606. Authorization for release. 

.01. Conditions. To be acceptable, an authorization must be— 

a. signed by the employee, or, if he signs by mark, his mark must be 
witnessed ; 

b. addressed to the Railroad Retirement Board ; 

c. specific as to what information is to be disclosed ; and 

d. specific as to whom the information is to be disclosed. 

.02. Specific Information. Except as provided for in section 2605.02, a claim- 
ant’s authorization for the release of all information regarding his claims under 
the Railroad Unemployment Insurance Act may be considered sufficiently spe- 
cific for the disclosure of such information in connection with the Railroad Un- 
employment Insurance Act as the inquirer may request. 

Section 2607. Action by Field Office Upon Receipt of Proper Request For In- 
formation. When, in accordance with the policy stated above, the inquirer is 
entitled to the information requested, the field office shall promptly supply all 
appropriate information available. The information shall be furnished in a 
specially prepared letter signed by the field office manager, and shall be limited 
to the information requested. If the field office does not have sufficient informa- 
tion to make a proper reply, the request shall be forwarded to the regional office 
and the inquirer so informed. 

Section 2608. Action by Field Office When Information Cannot Be Released. 
When the requested information cannot be released because an authorization 
from the claimant is not supplied or is deficient in any respect, the field office 
shall write a letter to the inquirer advising him that requested information is 
being furnished direct to the employee if the identity of the employee and his 
address are known. In such case the field office shall also senda letter to the 
employee or claimant giving him the information requested. If the authoriza- 
tion for release is deficient and the identity or address of the employee is not 
known, the inquirer shall be advised wherein it is deficient. The employee's 
address and social security account number are not to be shown on letters reply- 
ing to requests for information which cannot be disclosed. 

Section 2609. Action When Approval for Release by Chief Executive Officer is 
Required. When the information requested cannot be released to a State agency 
without the approval of the chief executive officer, or where the request for 
disclosure of information cannot be handled in accordance with the foregoing 
instructions, the request shall be referred to the regional office for attention and 
action, and the inquirer shall be so informed. 

Section 2610. Replies to Letters from Attorneys. Reply to a letter of inquiry 
from an attorney shall advise him of the provisions of Section 5(i) of the Act 
in accordance with instructions contained under Adjudication Subjects Code, 
“Attorneys’ Fees.” 

Section 2611. Action When a Subpoena is Served Requiring a Board Employee 
to Testify or Produce Information Obtained in Administering the Railroad Un- 
employment Insurance Act. 

.01. Fraud prosecution cases. In any case where prosecution for fraud under 
section 9 of the Act has been recommended, necessary information may be dis- 
closed in response to a subpoena issued on behalf of the government . (See 
FOM-II-16.) 

.02. 12(0) cases. A U.S. Attorney acting to protect the Board’s rights under 
section 12(0) may ask the court to subpoena a Board employee to serve as wit- 
ness. In response to such a subpoena the Board employee may disclose infor- 
mation relating to the amount of reimbursement due the Board. Medical in- 


formation in any such case may be disclosed only if advice to do so is obtained 
as provided in .04. 
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03. Withdrawal of. subpoena, _When the government is not.a party to, the liti- 
gation, immediate action shall be taken to seek withdrawal or cancellation of the 
subpoena. The Board representative shall communicate with the attorney 
responsible for issuance of the subpoena... Section 12(d) of the Act, and section 
12(n), if it is applicable, shall be cited as the basis for requesting withdrawal of 
the subpoena. The Board representative may also call attention to the memoran- 
dum of law in the case of Greene vs. Yellow Cab Company. (Appendix A). 

04. Other cases., In any case where .01 or .02 above does not permit the dis- 
closure of information in response to a subpoena such information may be dis- 
closed only on advice from headquarters, or, in an emergency, on advice of the 
local United States Attorney. 

a. When a subpoena asking for such information is not withdrawn, a Board 
representative shall appear in response to the subpoena and respectfully decline 
to testify. He shall explain his refusal to disclose information on the basis of 
Section 12(d), and 12(n), if it is applicable, of the Act. These sections should 
be cited for the Court as 45 U.S. Code 362 d and 362 n. The Board representative 
may call attention to the memorandum of law in the case of Greene vs. Yellow 
Cab Company. (See Appendix A.) 

b. Before a Board representative appears in court and declines to testify, the 
matter will ordinarily be called to the attention of the U.S. Attorney either 
through an initial contact by the Board Headquarters Office with the Depart- 
ment of Justice or by an initial contact made locally by a Board representative 
with the U.S. Attorney’s office. In some cases, it may not be necessary to con- 
sult the U.S. Attorney as, for example, when the information called for by the 
subpoena is not available in the territory where the court which issued the sub- 
poena has jurisdiction. 

c. In any case where a subpoena does not call for an appearance within 7 days, 
the regional director shall be notified by wire.. The notice shall include: 

1. The name of the court which issued the subpoena ; 

2. The date on which the subpoena is returnable ; 

3. A description of the information called by the subpoena ; 

4. A statement whether this information is in the possession of the Board 
office within the jurisdiction where the subpoena is issued ; 

5. A description of the efforts to have the subpoena withdrawn ; 

6. The names of the parties, the names and addresses of their attorneys, 
and an indication of which party initiated the subpoena. 

The regional director will notify the director of unemployment and sick- 
ness insurance and the chief executive officer. On receipt of this notice, the 
region will be advised what to do. If the matter is taken up with the Depart- 
ment of Justice, the region will be notified and will be expected to acquaint 
the U.S. Attorney with the case and tell him about the contact with the 
Department of Justice. 

d. In any case where a subpoena calls for an appearance within 7 days, the 
initial contact with the U.S. Attorney shall be made by the Board representative 
who will appear in response to the subpoena. A copy of Appendix A should be 
given to the U.S. Attorney. 

oo making the initial contact with a U.S. Attorney, a Board representative 
should: t 
1. Tell the U.S. Attorney that contact is not being made through the 
Department of Justice because time is short, and 
2. Ask the U.S. Attorney to notify the Department of Justice, since the 
regular procedure cannot be followed. 

e. Where it is apparent that declining to testify may lead to immediate im- 
prisonment, proceed as the U.S. Attorney advises. 

f. If a Board representative who is called upon to appear in connection with 
a subpoena cannot get assistance from a U.S. Attorney’s office, the regional 
director should be notified at once. 

.05. Reports on subpoenas. 

a. [In each case where withdrawal of a subpoena is obtained a report shall 
be sent to the regional director in four copies. The report shall include: 

The name of the court that issued the subpoena. 

The date on which the subpoena was withdrawn. 

A description of the information called for by the subpoena. 

. Reason why subpoena was withdrawn, if known. 

. The names and addresses of the litigants and their attorneys. 

. Name of person that initiated the subpoena. ] 


Zz 
2. 
3. 
4 
5 
6 





















































548 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 





b. In each case where a Board representative consults with a U.S. Attorney 
or appears in response to a subpoena and declines to disclose information ob 
tained in the administration of the Railroad Unemployment Insurance Act, he 


shall prepare a complete report. Four copies of this report shall be sent to the 
regional director. 






MEMORANDUM 


Ocroser 10, 1951. 
To: The Board. 


From: The General Counsel. 
Subject: Notification re Litigation. 


In response to a subpoena duces tecum served upon me last Friday afternoon, 
October 5, 1951, in the case of John K. M, Greene S.S.A. No. 707-05-9486 y. 
Yellow Cab Company, in the United States District Court for the Northern 
District of Illinois, the United States Attorney’s Office appeared in behalf of 
the Board on Monday, October 8, 1951, and moved to quash the subpoena. That 
afternoon the motion was filed in writing together with a supporting memo- 
randum of law which quoted and relied upon Sections 12 (d) and (n) of the 
Railroad Unemployment Insurance Act. Copies of the motion and memorandum 
have been distributed. This morning, Wednesday, October 10, 1951, the motion 
was heard before the Honorable Michael L. Igoe, United States District Judge, 
and was granted. The subpoena in the case was retained in the office of the 
United States Attorney. 


My tes F. Gisrons, General Counsel. 
APPENDIX A 
(Effective July 15, 1955) 


In THE UNITED States Districr CourT FOR THE NORTHERN DISTRICT OF ILLINOIS, 
EASTERN DIVISION 








50 O 1144 
L-51-468 


John K. M. Greene, plaintiff v. Yellow Cab Company, a corporation, defendant 
MOTION 





Comes now the Railroad Retirement Board by its attorney, OTTO KERNER, 
JR., United States Attorney for the Northern District of Illinois, and moves the 
court as follows: 

That the subpoena duces tecum issued by this court on October 5, 1951, and 
directed to the Secretary or Custodian of the records, Railroad Retirement 
Board, 844 North Rush Street, Chicago, Illinois, and served upon the aforesaid 
Myles F.. Gibbons on October 5, 1951, returnable to this court on October 8, 1951, 
at 10:00 o’clock, A.M., and issued on behalf of the Yellow Cab Company, defend- 
ant in case No. 50 C 1144, entitled Greene V. Yellow Cab Company, be quashed. 

And in support of this Motion the government submits its memorandum of 
law. 


Ortro KERNER, Jr., United States Attorney. 


IN THE UNITED STATES District CouRT FOR THE NORTHERN DIsTRICT OF ILLINOIS, 
EASTERN DIvIsIoNn 


50 © 1144 
John KE. M. Greene, Plaintiff v. Yellow Cab Company, a Corporation, Defendant 


MEMORANDUM IN SUPPORT OF MOTION TO QUASH SUBPOENA 





The subpoena calls for the production of “Any and all records, compensation 
or accident reports, medical reports, reports from doctors from time to time made 
to the Railway Retirement Fund, pertaining to medical examinations made from 
time to time by them, or any of them, whether in connection with injuries sus- 
tained by him at any time or for any other purpose; any and all x-ray films 
and Roentgenologists’ reports in connection with such x-ray films taken of John 
K. M. Greene, all relating and pertaining to one John K. M. Green residing at 
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492 West 1st Street, Galesburg, Illinois; also any and all books, records, docu- 
ments, reports, papers and memoranda containing information relative to said 
John K. M. Greene’s employment by the Chicago, Burlington Railroad, or any 
other Railroad, and showing. absences from his work for any purpose or reason 
whatsoever, whether said reason be injury, illness or any other reason.” 

The medical reports in the possession of the Railroad Retirement Board have 
been secured by the Board in the administration of the Railroad Unemployment 
Insurance Act in connection with the claims of the plaintiff, John K. M. Greene, 
for benefits under that Act. Similarly, the Board’s detailed records of the 
employment of the plaintiff with the “Chicago, Burlington Railroad”, which 
might be relevant, have been secured by the Board in accordance with the pro- 
visions of Section 6 of the Railroad Unemployment Insurance Act. (45 U.S.C., 
Section 356.) 

Section 12(d), (45 U.S.C., section 362(d) ) provides as follows: 

“Information obtained by the Board in connection with the administra- 
tion of this Act shall not be revealed or open to inspection nor be published 
in any manner revealing an employee’s identity: Provided, however, that 
(i) the Board may arrange for the exchange of any information with gov- 
ernmental agencies engaged in functions related to the administration of 
this Act; (ii) the Board may disclose such information in cases in which 
the Board finds that such disclosure is clearly in furtherance of the interest 
of the employee or his estate; and (iii) any claimant of benefits under this 
Act shall, upon his request, be supplied with information from the Board’s 
records pertaining to his claim.” 

Moreover, with specific reference to medical reports secured under the Act, 
section 12(n) (45 U.S.C., section 362(n)) provides, in pertinent part, as follows: 

“Any doctor who renders any attendance, treatment, attention, or care, 
or performs any examination with respect to a sickness of an employee or 
as to the expected date of birth of a female employee’s child, or the birth 
of such a child, upon which a claim or right to benefits under this Act is 
based, shall furnish the Board, in such manner and form and at such times 
as the Board by regulations may prescribe, information and reports relative 
thereto and to the condition of the employee. An application for sickness 
or maternity benefits under this Act shall contain a waiver of any doctor- 
patient privilege that the employee may have with respect to any sickness 
or maternity period upon which such application is based: Provided, that 
such information shall not be disclosed by the Board except in a court pro- 
ceeding relating to any claim for benefits by the employee under this Act.” 

In the face of this plain statutory language there is no occasion for considering 
cases dealing with the power of government departments or agencies to issue 
regulations making their records confidential, under general statutory provisions 
authorizing them to maintain their offices, and to administer the acts under 
which they operate. 

The authority and duty of the Board are fully stated in the statute itself. 
Under section 12(n) of the Railroad Unemployment Insurance Act the medical 
records of the Board, which apparently constitute the only possibly important 
information in the Board’s possession, cannot be disclosed by the Board in any 
circumstance in this case. Under section 12(d) of the Act, the possibly relevant 
employment history of the plaintiff clearly cannot be disclosed by the Board in 
the absence of a showing to the Board, and a finding by the Board, that such 
disclosure would be in the interest of the plaintiff. 

Orto KERNER, Jr., 


United States Attorney. 
Mytes F. Gresons, 
General Counsel, Railroad Retirement Board. 
Epwarp EB. Retry, 
Assistant General Counsel, Railroad Retirement Board of Counsel. 
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(B) 
(effective October 1, 1956) 


REGIONAL OPERATING MANUAL 


Part I—ApDJUDICATION 


ARTICLE 26. RELEASE OF INFORMATION 


Section 2601. Provisions of the Act 
OL Section eu 
.02 Section 12(n 
Section 2602. Provisions of the Regulations 
Section 2603. General Polic 
Section 2604, Cases Where Release of IST Tete is ape 
01 Under Section 12(d 
.02 Under Section i2in of the Act 
Section 2605. Authorization for Release 
01 conditions. 
.02 Specific information 
Section 2606. Action by egional Office Upon Proper Request for Information 
Section 2607. Action by Regional Office When Information Cannot be Released 
01 Ane ice to the inquirer when identity and address of employee are 
nown 


.02 aasoms to inquirer when identity and address of employee are not 
nown 

Section 2608. Action When Approval for Release Is Required by Executive Officer 

Section 2609, Replies to Letters from Attorneys : 

Section 2610. Action When a Subpoena is Served: Requiring a Board Employee to Testify 
or Produce Information Obtained in Administering the Railroad Unem- 
ployment Insurance Act. 

.01 Fraud prosecution cases 
02 12(0) eases 
.03 Withdrawal of subpoena 
-04 Other cases 
.05 Reports on subpoenas 
Section 2611. Instructions Superseded 
Section 2612. Form Letter Prescribed 


Section 2601. Provisions of the Act. 
.01 Section 12(d). Section 12(d) of the Act provides that: 

“Information obtained by the Board in connection with the administra- 
tion of this Act shall not be revealed or open to inspection nor be published 
in any manner revealing an employee’s identity: Provided, however, that 
(i) the Board may arrange for the exchange of any information with gov- 
renmental agencies engaged in functions related to the administration of 
this Act; (ii) the Board may disclose such information in cases in which 
the Board finds that such disclosure is clearly in furtherance of the interest 
of the employee or his estate; and (iii) any claimant of benefits under this 
Act shall, upon his request, be supplied with information from the Board’s 
records pertaining to his claim.” 

02 Section 12(n). Section 12(n) of the Act provides that: 

“Any doctor who renders any attendance, treatment, attention, or care, 
or performs any examination with respect to a sickness of an employee or 
as to the expected date of birth of a female employee’s child, or the birth 
of such a child, upon which a claim or right to benefits under this Act is 
based, shall furnish the Board, in such manner and form and at such times 
as the Board by regulations may prescribe, information and reports relative 
thereto and to the condition of the employee. An application for sickness 
or maternity benefits under this Act shall contain a waiver of any doctor- 
patient privilege that the employee may have with respect to any sickness 
or maternity period upon which such application is based: Provided, That 
such information shall not be disclosed by the Board except in a court 
proceeding relating to any claim for benefits by the employee under this 
Act.” (Italics supplied.) 

Section 2602. Provisions of the Regulations 

See section 262.16 of the Regulations of the Board. 

Section 2603. General Policy 

Except as provided for in this article, information with respect to an employee 
or a claimant is not to be released to any person or organization. General in- 
formation about the Railroad Unemployment Insurance Act may, however, be 
furnished any individual or organization. 
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Section 2604. Cases Where Release of Information is Proper 


01 Under section 12(da) of the Act. Except as provided for in section 2604-02 
below, information requested may be released to the inquirer when— 

a. the inquirer is the claimant or employee; or 

b. the inquirer submits a properly executed authorization ; or 

ec. the disclosure of the requested information is approved by the chief 
executive officer of the Board ; or 

d. the inquirer is a state agency administering an unemployment, sickness 
or maternity benefit law and is requesting the information in connection 
with its administration of such law, or in connection with prosecution under 
such law; or 

e. the information is requested by a labor union official to whom it 
appears that the employee has referred his case for advice or assistance; 
or 

f. the information is requested by a member of Congress to whom it 
appears that the employee has referred his case for advice or assistance; or 

g. the information is requested by a United States attorney in connection 
with prosecution of a fraud case. (Similarly, information may be given in 
testimony in court in fraud cases. See ROM-I-—16) ; or 

h. the Veterans Administration requests in writing information concern- 
ing the amount of unemployment or sickness benefits paid or payable and 
it appears that the Veterans Administration needs the information to adju- 
dicate an application for benefits ; or 

i. the relief department of an employer submits a statement from a claim- 
ant asking that the relief department be informed of the last date for which 
sickness benefits will be paid; reply should be made in some such form as 
“Based on information now available, John Doe will exhaust his sickness 
benefits in the current benefit year on January 10, 1952, provided he con- 
tinues to file claims for benefits which are in order ;” or 

j. an employer asks for what periods sickness benefits have been paid and 
indicates that all or part of a personal injury settlement may be allocated 
as pay for time lost ; or 

k. attorneys or other persons ask for information which must be given 
in order to accomplish the purposes of the Act; for example, to effect re- 
imbursement under Section 12(0) or to effect recovery under Section 2(f) 
If there is any doubt whether release of information is necessary to accom- 
plish the purposes of the Act, advice should be requested from the head- 
quarters office. 

02 Under Section 12(n) of the Act. Section 12(n) contains a prohibition of 
disclosure of information and reports furnished by a doctor relative to his treat- 
ment or examination of an employee. This prohibition is not absolute. An ex- 
ception authorizes disclosure in a court proceeding relating to a benefit claim by 
the employee involved. Cases may also arise in which some disclosure of infor- 
mation to the claimant is proper. If a claim for sickness benefits has been de 
nied and it appears that the claimant needs medical information contained in 
the Board’s file in order to prosecute his claim against the Board, the case shall 
be submitted to the bureau of unemployment and sickness insurance for advice 
whether the information may be released to the claimant. Medical data obtained 
in the administering the Railroad Unemployment Insurance Act may not be 
furnished to the Bureau of Old-Age and Survivors Insurance, even though the 
employee so requests. (L-55-420 re: “Disability Freeze” ) 

Section 2605. Authorization for Release. 

O01 Conditions. To be acceptable, an authorization must be 

a. signed by the employee, or, if he signs by mark, his mark must be 
witnessed ; 

b. addressed to the Railroad Retirement Board; 

c. specific as to what information is to be disclosed; and 

d. specific as to whom the information is to be disclosed. 

02 Specific information. Except as provided for in section 2604.02, a claim- 
ant’s authorization for the release of all information regarding his claims under 
the Railroad Unemployment Insurance Act may be considered sufficiently spe- 
cifie for the disclosure of such information in connection with the Railroad Un- 
employment Insurance Act as the inquirer may request. 

—e 2606. Action by Regional Office Upon Proper Request for Information. 
en in accordance with the policy above stated, the inquirer is entitled to the 


information requested, the regional office shall supply it promptly. The infor- 
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mation shall be contained in a specially prepared letter signed by the regional di- 
rector, and shall be limited to the information requested. 

Section 2607. Action by Regional Ofice When Information Cannot Be 
Released. 

01 Advise to Inquirer When Identity and Address of Employee Are Known, 
When the requested information cannot be released because an authorization 
from the claimant is not supplied or is deficient in any respect, the regional office 
shall write a letter (a) to the inquirer advising him that the requested infor- 
mation is being furnished directly to the employee, if the identity of the em- 
ployee and his address are known (see Form Letter ID-26, Exhibit A) and (b) 
to the employee or claimant giving him the information requested (see Form 
Letter ID-26a, Exhibit B). 

.02 Advice to Inquirer When Identity and Address of Employee Are Not 
Known. If the authorization for release is deficient and the identity or address 
of the employee is not known, the inquirer shall be advised wherein it is deficient. 
The employee’s address and social security account number are not to be shown 
on letters replying to requests for information which cannot be disclosed. 

Section 2608. Action When Approval for Release is Required by Hrecutive 
Officer. When the information cannot be released to a State agency without 
the approval of the executive officer, or where the request for disclosure of 
information cannot be handled in accordance with the instructions given above, 
the request shall be referred by brief of case, giving the name of the agency re- 
questing the information, the name and title of the person making the request, the 
date of the request, the manner in which the request was made, the name, address, 
and social security account number of the employee concerning whom information 
is requested, the nature of the information requested, the reasons stated by the 
inquirer for requesting the information, and whether or not the information re- 
quested is in the regional office files. If the regional office is advised that the 
information requested may be disclosed, such information shall be furnished in the 
form of a letter signed by the regional director. 

Section 2609. Replies to Letters from Attorneys. Reply to a letter of inquiry 
from an attorney shall advise him of the provisions of section 5(i) of the Act, in 
accordance with instructions in ROM-I-27 “Attorney’s Fees”’. 

Section 2610. Action When a Subpoena is Served Requiring a Board Employee 
to Testify or Produce Information Obtained in Administering the Railroad 
Unemployment Insurance Act. 

01 Fraud prosecution cases. In any case where prosecution for fraud under 
section 9 of the Act has been recommended, necessary information may be dis- 
closed in response to a subpoena issued on behalf of the government. (See 
ROM-I-16.) 

02 12(0) cases. A U.S. Attorney acting to protect the Board’s right under 
Section 12(0) may ask the court to subpoena a Board employee to serve as 
witness. In response to such subpoena the Board employee may disclose in- 
formation relating to the amount of reimbursement due the Board. Medical 
information in any such case may be disclosed only if advice to do so is obtained 
as provided in .04 below. 

.03 Withdrawal of subpoena. When the government is not a party to the 
litigation, immediate action shall be taken to seek withdrawal or cancellation of 
the subpoena. The Board representative shall communicate with the attorney 
responsible for issuance of the subpoena. Section 12(d) of the Act, and Section 
12(n), if it is applicable, shall be cited as the basis for requesting withdrawal 
of the subpoena. The Board representative may also call attention to the memo- 
randum of law in the case of Greene vs. Yellow Cab Company (Appendix A). 

0.4 Other cases. In any case where .01 or .02 above does not permit the 
disclosure of information in response to a subpoena such information may be 
disclosed only on advice from headquarters, or, in an emergency, on advice 
of the local United States Attorney. 

a. When a subpoena asking for such information is not withdrawn, a 
Board representative shall appear in response to the subpoena and re- 
spectfully decline to testify. He shall explain his refusal to disclose in- 
formation on the basis of Section 12(d), and 12(n), if it is applicable, of 
the Act. These sections should be cited for the Court as 45 U.S. Code 362 d 
and 362 ni The Board representative may call attention to the memo- 
randum of law in the case of Greene vs. Yellow Cab Company. (See 
Appendix A.) 

b. Before a Board representative appears in court and declines to testify, 
the matter will ordinarily be called to the attention of the U.S. Attorney 
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either through an initial contact by the Beard Headquarters Office with the 
Department of Justice or by an initial contact made locally by a Board 
representative with the U.S. Attorney’s office. In some cases, it may not 
be necessary to consult the U.S. Attorney as, for example, when the in- 
formation called for by the subpoena is not available in the territory where 
the court which issued the subpoena has jurisdiction. 

c. In any case where a subpoena does not call for an appearance within 
7 days, the director of unemployment and sickness insurance shall be noti- 
fied by wire. The notice shall include: 

1. The name of the court which issued the subpoena ; 
2. The date on which the subpoena is returnable; 
3. A description of the information called for by the subpoena ; 
4. A statement whether this information is in the possession of the 
Board office within the jurisdiction where the subpoena was issued ; 
5, A description of the efforts to have the subpoena withdrawn ; 
6. The names of the parties, the names and addresses of their attor- 
neys, and an indication of which party initiated to subpoena. 
A copy of this notice shall be sent to the chief executive officer. On 
receipt of this notice, the region will be advised what to do. If the matter 
is taken up with the Department of Justice, the region will be notified and 
will be expected to acquaint the U.S. Attorney with the case and tell him 
about the contact with the Department of Justice. 

d. In any case where a subpoena calls for an appearance within 7 days, 
the initial contact with the U.S. Attorney shall be made by the Board 
representatives who will appear in response to the subpoena. A copy of 
Appendix A should be given to the U.S. Attorney. 

In making the initial contact with a U.S. Attorney, a Board representative 
should : 

1. Tell the U.S. Attorney that contact is not being made through the 
Department of Justice because time is short, and 

2. Ask the U.S. Attorney to notify the Department of Justice, since 
regular procedure cannot be followed. 

e. Where it is apparent that declining to testify may lead to immediate 
imprisonment, proceed as the U.S. Attorney advises. 

f. If a Board representative who is called upon to appear in connection 
with a subpoena cannot get assistance from a U.S. Attorney’s office, head- 
quarters should be notified at once. 

.0 Reports on subpoenas. 

a. In each case where withdrawal of a subpoena is obtained, a report 
shall be prepared. A copy of this report shall be sent to the chief executive 
officer and a copy to the director of unemployment and sickness insurance. 

b. In each caSe where a regional representative consults with a U.S. 
Attorney or appears in response to a subpoena and declines to disclose 
information obtained in the administration of the Railroad Unemployment 
Insurance Act, he shall prepare a complete report. A copy of this report 
shall be sent to the chief executive officer and a copy to the director of 
unemployment ‘and sickness insurance. 

Section 2611. Instructions Superseded. [This is a reissue of R.O.M.—I-26. The 
following instructions are hereby superseded : 

ROM- I-26 and all exhibits effective prior to 10-1-56 

Section 2612. Form Letters Prescribed. The following form letters are hereby 
prescribed or retained: ID—-26 and ID-26(a)]. 


To Be Sent WHEN INFORMATION UNDER THE RatLROoAD UNEMPLOYMENT INSUR- 
ANCE Act Is Nor Bering FURNISHED TO THE INQUIRER 
Re (Name of Claimant)* 


(Name and title of person requesting information and name and address of 
agency ) 


of (date) requesting the disclosure of information concerning the above-named 
person. 


1 Address and social security account number should not be shown. 
41075—60——_36 
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The regulations of the Board do not permit us to release information regarding 
the rights of an individual to benefits under the Railroad Unemployment Insur- 
ance Act without specific authorization for disclosure from the individual. Fur- 
ther consideration may be given to your request if the employee concerned will 
furnish an authorizaton for disclosure of informaton, signed by him and ad- 
dressed to the Railroad Retirement Board. The authorization must be specific, 
not general, as to what information is to be furnished, and to whom it is to be 
furnished. i 


Alternative paragraph A 
However, I am furnishing (insert name of claimant) with a statement of the 
information. 


Alternative paragriph B 

Ordinarily the requested information would be submitted to the individual 
direct,.but the individual’s (address) and/or (social security account number) 
were/was not given in your letter.. Before this information can be released, it is 
necessary that we have the individual’s address (and social security account 
number) and/or his authorization for disclosure. 


Very truly yours, 
, Regional Director 


To Be Sent To CLAIMANT CONCERNING WHOM DISCLOSURE OF INFORMATION UNDER 
THE RarLRoAD UNEMPLOYMENT INSURANCE AcT HAs BEEN REQUESTED WHEN 
No AUTHORIZATION FOR RELEASE Has BEEN RECEIVED 


(Name and address of claimant) 


DEAR MR 
Under the Railroad Unemployment Insurance Act, information 

about a claimant may not be given without his consent unless it is clearly to his 
best interest. We did, however, advise that we would send the requested infor- 
mation to you. Our records show: (Information) 

If you want( name of inquirer) to have the above information, you may show 
him this letter. 

Very truly yours, 


ID-26a 
8-15-53 


MEMORANDUM OPINION No. 369 


CurIcaco, Itzt., March 22, 1943. 


[Reissued October 1, 1956] 
To: Regional Directors. 
From: Director of Employment and Claims. 
Subject: Request of North Carolina Unemployment Compensation Commission 


That a Representative of the Board Appear ata Trial. Jessie Coston—S.S.A. 
No. 579-03-7757 
Code No. 2603* 


Claimant registered simultaneously under the Railroad Unemployment Insur- 
ance Act and under the North Carolina Unemployment Compensation Law for 
days of unemployment. He was paid benefits under both laws. 

It was determined that section 4(a) (iv) of the Railroad Unemployment Insur- 
ance Act was not applicable. Claimant isilliterate. No evidence was presented 
to show that he understood Statements A, B, and C on the reverse side of Form 
UI-3. It was not established that he was ever questioned concerning registration 
under both laws. 

The North Carolina Unemployment Compensation Commission desires to pre- 
sent this case for prosecution in the Courts of Wayne County, North Carolina. 
The Commission requested that a representative of the Board be permitted to 
serve as a witness On behalf of the prosecution to testify as to payment of bene- 
fits to the claimant by the Railroad Retirement Board and that this representa- 
tive of the Board have in his possession photostats of the benefit checks. 

These photostats have been transmitted to the regional office. The general 
counsel was asked whether a representative of the Board should be permitted to 
serve as a witness. 

The general counsel advises (L-43-200) that the procedure that should be fol- 
lowed in this and all other similar cases is as follows: 








he 
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If the prosecuting attorney desires to have a representative of the Board 
testify he should have the representative served with a subpoena duces tecum. 
‘Then in accordance with Section 262.16(b) of the Regulations, the representative 
should notify the Board of the fact of the service of such subpoena by forward- 
ing a copy of the subpoena to the director of employment and claims. When 
the director receives the copy he will forward it to the general counsel, who 
will then take the necessary steps to have the Board, in accordance with Section 
262.16(c) of the Regulations, authorize the appearance of the representative as a 
witness on behalf of the prosecution at the trial. 
H. G. Pert, D.M.S. 











MEMORANDUM OPINION No. 388 


CHrcaco 11, Itt, May 19, 1949. 
[Reissued October 1, 1956] 










To: Regional Directors. 
From: Director of Employment and Claims. 
Subject : Preventing Disclosure of Medical Information in Telephone 


Conversations. 
Code Nos. 2604.02 
3003 











Board representatives should take care not to disclose medical information 
about claimants in telephone conversations with employers regarding the appli- 
cation of section 12(0) of the Railroad Unemployment Insurance Act. Dis 
closure of medical information is prohibited by section 12(n). 

When an employer inquires what amount should be withheld from a damage 
settlement as reimbursement for the Board under section 12(0), some identify- 
ing information must be disclosed. The Board representative may refer to the 
reported time, place and description of the accident. He may not disclose any 
information about the infirmity which resulted from the accident. For example: 
the Board representative may advise that “the amount of benefits paid to 
Claimant X in connection with his fall from a freight car on July 1 was $100”. 
He should not reveal the fact that the medical report indicates that Claimant X 
broke a leg when he fell. 

H. L, Carrer. 
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GENERAL 





1800. Board policy—No document, or any information acquired therefrom, or 
otherwise officially acquired, may be produced or disclosed to any pérson or 
tribunal outside the Board unless the Board finds that such production or disclo- 
sure will not be detrimental to the interest of the person to whom the document 
pertains or to the estate of such person. 

Under this policy, information may not be disclosed except as ordered by the 
Board, or as specifically authorized in the circumstances stated in the sections 
which follow. In any case in which release of information is not specifically 
authorized, the request or demand is to be refused, unless it appears that dis- 
closure would serve a legitimate purpose and would not be detrimental to the 
best interest of the person concerned, or his estate. In the latter case, the 
folder is to be routed to the Secretary of the Board by means of a G—26. 

{Even though an employee, applicant or annuitant authorizes the release of 
information concerning himself or his claim, such information is not to be fur- 
nished unless specifically authorized in the following sections. Where a person 
requests that information be released, and permission to disclose such informa- 
tion is not specifically authorized in this chapter, a letter may be sent to the 
person, giving the desired information and stating that inasmuch as our regula- 
tions do not specifically authorize such disclosure, we are giving him the informa- 
tion he has requested and he may give it to whomever he chooses. ] 

Information and documents may be disclosed to any employee, applicant or 
prospective applicant for benefits, or to a duly authorized representative as to 
matters directly concerning such employee, applicant or prospective applicant in 
the administration of the RR Act. 

An applicant is not required to utilize the services of an attorney, agent, or 
other representative in any claim filed with the Board. However, the Board may 
recognize attorneys and certain other persons acting in behalf of applicants 
under the conditions prescribed in this chapter. 


DISCLOSURE TO AUTHORIZED REPRESENTATIVES OF CLAIMANT 





1810. Power of attorney.—Information which is not of a general nature may not 
be released nor recognition extended to an agent or attorney, other than one of 
the types of authorized representatives, shown in the following sections, unless 
the applicant or prospective applicant has filed with the Board a power of 
attorney signed by him, naming such other person as the person authorized to act 
for him in matters pertaining to his claim or potential claim. Formal authenti- 
cation of an applicant’s (or prospective applicant’s) signature on a power of 
attorney is no longer required; therefore, any written request by an applicant 
that another person be recognized as his representative may be accepted as a 
power of attorney. G-142 may be used when requested or when otherwise 
appropriate. 

When documents or information concerning a claim is received from an at- 
torney, and such attorney appears to be acting for the applicant although a 
power of attorney has not been filed with the Board, release a G—142 to the 
applicant with a letter suggesting that he complete and return the G—142 if 
he wishes the attorney to represent him in matters pertaining to his claim. 
Notify the attorney that this has been done. 

(a) Where power of attorney has been filed.—If a properly executed power 
of attorney has been filed, handle all matters pertaining to the claim, within 
the limitations of the power of attorney, with the authorized representative, 
except that the amounts of the benefit and accrued payments may not be disclosed, 
As a precautionary measure, copies of all correspondence to an authorized 
representative should be furnished the applicant, 

A power of attorney which places any qualification or limitation on the 
authority of the representative to act for the applicant may not be recognized 
beyond the qualification or limitation specified. After certification of an award, 
notify the representative that initial or. final action has been taken. No effect 
may be given to any provision in. a power of attorney which authorizes the 
Board to make payment to any person other than the applicant or his duly 
appointed guardian, conservator, or other fiduciary. 

(b) Cancellation of power of attorney—A power of attorney is canceled 
upon receipt of a written notification of its withdrawal over the signature 
of the applicant or his authorized representative, The signature of the notifica- 
tion does not require formal authentication. A power of attorney once with- 
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drawn may not again be recognized. If an applicant desires representation 
after cancellation of a power of attorney, advise him that a new authorization 
will be required. 

(c) Where power of attorney has not been filed—Upon receipt of a request 
for information from an individual who claims to be the agent or attorney of 
an employee, applicant or annuitant, and a power of attorney has not been filed, 
release to the inquirer an RL-36 which states that the regulations of the Board 
do not permit disclosure of the information requested in the absence of a power 
of attorney but that a letter on the subject is being sent directly to the person 
concerned who is also to be advised that it is being furnished as a result of the 
inquirer’s request. A statement is to be included in the letter to the effect 
that if the person wants someone to represent him in matters pertaining to his 
case, he should complete a G—142, Power of Attorney, and return it to the Board. 
Enclose a copy of this form in the letter. 

1811. Legal guardian or other legal representative—If an employee applicant 
or prospective applicant has a legal guardian or other legal representative of 
his person or estate and such guardian or representative requests information, 
disclose all required information to such legal guardian or representative as 
though the employee, applicant or prospective applicant were requesting the 
information. 

1812. Labor organization representatives —A person designated by a railway 
labor organization to act in behalf of members of that organization may be given 
recognition as the authorized representative of an applicant, without power of 
attorney, when it appears that such recognition is in the interest of the appli- 
eant. Labor organization representatives may be recognized only with respect 
to their own craft or class and not with respect to any other classes or crafts 
of employees. These persons may also be furnished with information per- 
taining to the award or denial of benefits except that the amount of annuity 
benefits awarded or the amount of accrual is not to be furnished unless it is 
necessary to disclose it in order to explain the award. 

1813. Members of Congress—A member of Congress may be given recognition 
as the authorized representative of an applicant, without power of attorney, 
when it appears that such recognition is in the interest of the applicant. Such 
person may also be furnished with information pertaining to the award or denial 
of benefits except that the amount of annuity benefits awarded or the amount of 
accrual is not to be furnished unless it is necessary to disclose it in order to 
explain the award. 

1814. Consular officers—(a) Disclosure of information to Mexican consular 
oficers—Any Mexican consular officer acting in behalf of a Mexican National 
who is a claimant or a prospective claimant for benefits or payments under the 
Railroad Retirement Act, may be furnished in writing with information perti- 
nent to the claim and to which the claimant or prospective claimant would be 
entitled upon his own request, unless there is definite evidence that the dis- 
closure would be detrimental to the interest of the individual claimant or pro- 
spective claimant. 

(b) Consular officers other than Mexican.—Except in a case in which infor- 
mation may be disclosed to a Mexican Consular Officer, (see (a) above) recog- 
nition should not be extended to a consul of a foreign government as the repre- 
sentative of an applicant unless a properly executed power of attorney has been 
filed with the Board. If correspondence is received from a consular officer, 
(other than a Mexican consular officer) who states that he represents an indi- 
vidual who is a citizen of the foreign country served by such consul, or that he is 
writing in the interest of such individual, and the consular officer has not been 
authorized by power of attorney to act as the individual’s representative, the 
correspondence and the folder is to be referred to the office of the Secretary of 
the Board with a note indicating the reason for referral. 


DISCLOSURE TO EMPLOYERS 


1820. General.—Information and documents pertaining to the claim of an 
employee for benefits under the R.R. Act may be disclosed to an employer where 
such information or documents directly concerns that employer. 

1821. Employers operating private pension plans.—The monthly amount of any 
retirement annuity to which a former employee of an employer is entitled or, in 
the case of a former employee who died in the month in which his annuity would 
have begun to accrue, the monthly amount of the retirement annuity based on his 
service and compensation, may be disclosed to any authorized official of an em- 
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ployer whenever a request for such information is submitted in writing and it ig 
shown that the information is necessary to determine the amount of a supple. 
mental pension or payment to the former employee, or his survivors, under a 
private pension plan of the employer. 

1822. Canadian employers.—The authorized officials of the Canadian employers 
listed in (a) and (b). below are to be furnished the information indicated for each 
retirement annuity awarded for a former employee: 

(a). Canadian National Railways.— 

(1) Complete statement of service claimed by applicant prior to January 
1, 1937.and subsequent to December 31, 1936, for each employer. 

(2) Total service allowed prior to January 1, 1937 and subsequent to De- 
cember 31, 1936. 

(3) A statement accounting for the difference, if any, between claimed 
and allowed service. Differences may be due to non-creditable service, 
service performed outside the United States, or service not allowed because 
of necessity of applying reducing ratio. 

(4) The figures constituting the reducing ratio and the resulting per- 
centage by which prior service is to be reduced. 

(5). The average monthly compensation and the method of arriving at it. 

(6) The annuity awarded, explaining how the amount of the annuity was 
obtained (by multiplying the average monthly compensation by the annuity 
factor and by multiplying that product by the number of years of service). 

For special award notification letters to be furnished the Canadian National 
Railways concerning awards to former employees who were engaged in inter- 
national service see code letters 456 and 457 in the correspondence manual. 

(b) Canadian Pacific Railways.— 

(1) The accrual date and type of annuity; in the case of a joint and 
survivor annuity, the amount of the normal award. 

(2) Years and months of service rendered the Canadian Pacific Railway 
which are allowed in the computation of the award. 

(3) Average monthly compensation allowed which was paid by the 
Canadian Pacific Railway. 

(4) Amount of annuity based only on Canadian Pacific service and com- 
pensation. 

For the special award notification letter to be furnished the Canadian 
Pacific Railway concerning awards to former employees who were engaged in 
international service, see code letter 455 


DISCLOSURE TO GOVERNMENTAL, JUDICIAL AND WELFARE AGENCIES 


1830. United States governmental agencies——Information may be furnished 
to the U.S. governmental agencies listed below under the conditions shown. 
Requests for information from U.S. governmental agencies other than those 
listed in this section are to be handled in accordance with paragraph 2 of 
sec. 1800. 

(a) Social Security Administration—Information and documents may be 
disclosed to any officer or employee of the United States lawfully charged with 
the administration of the Social Security Act when it appears that the in- 
formation or documents requested are to be used only for the purpose of 
administration of such Act. 

(b) Veterans Administration—This agency may be furnished the informa- 
tion specified in subsection (1), (2) and (3) of this section, under the con- 
ditions stated, upon receipt of a request submitted in writing and signed by 
an official whose title is listed in (4) below. 

(1) The amount of a retirement annuity, pension or survivor benefit paid 
or payable under the Railroad Retirement Act—This information may be fur- 
nished if it appears to be necessary to the adjudication of an application for 
benefits under Acts or Executive Orders administered by the Veterans Ad- 
ministration or in matters relating to the guardianship or custodianship of a 
beneficiary under such laws and is to be used solely in connection with such 
application or estate. 

(2) The amount of creditable compensation earned by an annuitant or 
sioner subsequent to December 1936—This information may be furnished if it 
appears to be necessary to the adjudication of an application for benefits. un- 
der the Acts administered by the. Veterans Administration and is to be used 
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solely in connection with such application. It should be furnished in totals for 
each of the following groups of years: 

1937, 1938 and 1989 

1940, 1941 and 1942 

1943, 1944 and 1945 

1946 

1947 and 1948 

1949, 1950 and 1951 

After 1951 

Where the record of creditable compensation available in the claim folder 
eannot be segregated according to the year groups listed above, the desired in= 
formation should be requested from the bureau of wage and service records on 
Form G—563. When completing that form, specify in item 3 the year groups 
for whieh totals are desired. 

(3) Information with respect to an individual claimed to be missing.—Any 
information contained in the records of the Board as to whether an individual 
claimed to be missing is alive, or was alive following the date of his disap- 
pearance, may be furnished the Veterans Administration in the absence of 
definite evidence that disclosure will clearly be detrimental to the interest of 
the individual or his estate, and whenever it is shown that the information 
is necessary to the adjudication of an application for benefits under the Acts 
administered by the Veterans Administration and is to be used solely in con- 
nection with such application. 

If the person’s “A”, “H”, “D”, or general file does not contain sufficient 
information, or if the person does not have an “A”, “HH”, “D”, or general file, 
memoranda should be addressed to the bureau of wage and service records and 
the bureau of unemployment and sickness insurance, as well as any other office 
which might have the desired data, requesting the information available in 
those offices. 

(4) Who must sign requests from VA.—Requests from VA must be signed 
by one of these persons : 

Central office: 
{Chief Benefits Director 
Director, Compensation and Pension Service 
Assistant Director for Veterans Claims 
Assistant Director for Dependents Claims 
Chief Insurance Director 
Deputy Chief Insurance Director 
Director Insurance Claims Service 
Controller, Department of Veterans Benefits 
Chairman, Boaré of Veterans Appeals] 
Regional office: 
Manager 
Adjudication Officer 
District office: 
Manager 
Director of Claims Service 
[Director of Insurance Service] 
Center: 
Manager 
Adjudication Officer 
Director of Claims Service 
{Assistant Manager or Director of Insurance Service] 

(ce) Officers or employees of the United States charged with administering 
the Railroad Retirement Tag Act.—Information may be disclosed to any officer 
or employee of the United States lawfully charged with the administration of 
the Railroad Retirement Tax Act when it appears that the information requested 
is to be used only for the purpose of the administration of that Act. 

(a) Federal Housing Administration—Information as to the correct amount 
of the annuity or pension paid or payable to a person may be disclosed to the 
proper Federal Housing Administration official or officials (First Assistant 
Administrator, Mutual Mortgage Insurance; Assistant Administrator, Title I), 
whenever a written request for such information is submitted by the Federal 
Housing Administration and it appears that the information is desired solely 
for use in connection with an application for mortgage insurance in which the 
Person is a mortgager, and in which application the person has listed an amount 
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claimed to be received as an annuity or pension from the Railroad Retirement 
Board. 

1831. State unemployment insurance agencies.—Information as to whether 
or not an annuity has been granted a particular individual may be furnished 
a State Unemployment Insurance Agency whenever a written request for such 
information is received from the Unemployment Compensation Administration 
of a state and it is indicated that the purpose of the request is to determine the 
eligibility of such individual to receive unemployment compensation under the 
state law. The amount of the annuity may be disclosed if it is under $65. If 
more than $65 per month, only the information that the amount is in excess of 
$65 may be disclosed. 

1832. Persons charged with administration of State laws concerning tages 
imposed with respect to amounts payable at dealth.—Upon receipt of a written 
request for information as to the amount of a lump-sum death benefit or accrued 
annuities payable under the Act and the name of the person or persons to whom 
such amount was payable, such information may be disclosed to any officer or 
employee of any state of the United States lawfully charged with the administra- 
tion of any law concerning taxes imposed by such state with respect to amounts 
payable at death, when it appears that the information requested is to be used 
for the purpose of the administration of such state law. 

1833. Courts.—Information as to the correct amount of the annuity, pension 
or other benefit of an incompetent may be disclosed to a court of competent juris- 
diction upon receipt of a written request from such court provided that it is 
indicated that the information is required in order to enable the court to fix the 
amount of the bond required of a guardian or other person to be legally vested 
with the care of the person or estate of the incompetent individual. Where a 
lump-sum, annuity or pension has been awarded to a legally appointed guardian 
on behalf of a minor or incompetent adult, the amount of the lump-sum, or the 
rate and effective date of the annuity or pension may be furnished to the court 
which made the appointment, upon receipt of a written request for such 
information. 

In any case in which an individual has been appointed as guardian, committee, 
conservator, etc., of the estate (or of the estate and person) of a minor or an 
incompetent adult who is entitled to benefits, and such appointment was made 
before the time an award of either a lump-sum or monthly annuity is approved 
in the case, the court which made the appointment is te be furnished information 
in accordance with [RCM 3552 or 7256]. 

1834. State or local welfare or relief agencies._—Information concerning the 
amount of benefits paid or payable to an individual may be disclosed to a state 
or local welfare or relief agency upon receipt of a written request, provided the 
release of such information has been authorized on a G—154, or similar authoriza- 
tion, by the applicant, annuitant, pensioner, beneficiary or other individual over 
his personal signature. Where an authorization to furnish information is made 
on a G—154 or on a similar form, witnesses to execution of the form are required 
only when the individual concerned signs by mark. Any agency which sends 
in requests for information in multiple copies should be informed that only a 
single copy is required for Board purposes. If the request for information is 
not accompanied by a properly executed G—154 or similar authorization, Forms 
RL-35 and G—154 should be prepared and released to the inquiring agency. 


REQUESTS FOR SPECIFIC TYPES OF INFORMATION 


1840. Amounts of benefits and names of survivors to whom payable.—Informa- 
tion concerning amounts payable as survivor benefits, or accrued annuities, and 
the name of the person or persons determined by the Board to be the beneficiary 
or beneficiaries thereof, may be disclosed to any applicant or prospective appli- 
eant for survivor benefits or accrued annuities under the Railroad Retirement 
Act, or to his duly authorized representative, if such applicant or prospective 
applicant has a valid reason for believing himself to be, in whole or in part, the 
beneficiary thereof. 

1841. Taz rates.—Information concerning the tax rates applied or applicable 
to an employee’s earnings under the provisions of the Railroad Retirement Tax 
Act may be furnished to any employee, applicant, or annuitant, or to his sur- 
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yivors, including a designated beneficiary or legal representative. The tax rates 
and the years to which they apply are as follows: 


Tax Rates Years 


1937, 1938, and 1939. 
1940, 1941, and 1942. 
1943, 1944, and 1945. 
3% percent 1946. 
5% percent 1947 and 1948. 
5 1949, 1950, and 1951. 
After 1951. 


When it appears that the inquiry has been prompted by a demand from a 
state or federal tax agent, the reply should contain some reference to the exemp- 
tion from taxation of railroad retirement benefits. An appropriate paragraph 
may be selection from the code paragraphs in the correspondence manual. 


(G) 
(Effective 4-20-49) 
OPERATING MANUAL 
Part I—INTRODUCTION TO MANUAL 


ARTICLE 1—ORGANIZATION AND FUNCTIONS OF THE BUREAU OF WAGE AND SERVICE 
RECORDS 

Section 10. Purpose 

Section 20. Organization of the Bureau 

Section 30. Functions of the Bureau and Divisions 

Section 40. Lines of Authority 

Section 50. Disclosure of Information 

Appendix A. Organization Chart 

Section 10. Purpose—tThis article describes the organization and functions 
of the bureau, the limits for transmitting information on file in the bureau and 
the proper channels of authority. 

Section 20. Organization of the Bureau 

01 Major organization.—The bureau of wage and service records is made up of 
an office of the director, and four divisions known as the division of registration, 
division of accounting operations, division of certification and the division of 
operating services. 

.02 Divisional organization.—Each division is broken down into sections which, 
when necessary, are further broken down into units. 

Section 30. Functions of the Bureau and Divisions.—The functions of the 
bureau are described in Section 1013 of the administrative manual. An organ- 
izational chart describing the bureau organizational units to the sectional level 
and the functions of each section is attached as Appendix A. 

Section 40. Lines of authority—Comments, suggestions, questions, criticisms, 
and grievances of employees should be taken up through constituted lines of 
authority. Individuals should discuss matters of this type with their immediate 
Supervisor. If the subject cannot be brought to a satisfactory conclusion at that 
level, it should be brought to the next higher supervisor, continuing through 
the division chief to the director of the bureau if necessary. 

Section 50. Disclosure of information.—Information maintained in the bureau’s 
registration record, and in its records of service and compensation is confidential 
and may not be disclosed to other than authorized Board employees, except as 
provided in Section 262.16 of the Board's Regulations. 
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Wasuineton, D.C., July 3, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on 
the Judiciary, US. Senate, Washington, D.C. 

Dear Senator Henninos: I have your letter of June 26, 1958, re- 
questing answers to two questions on the availability of information 
and records of this Board. 

Your first question asks what types of information and records in 
the possession of this Board are not available te members of the public 
or press upon request. I enclose a copy of part 1480 of the regulations 
of this Board governing the control of renegotiation records and in- 
formation. You will note that section 1480.2 of this regulation pro- 
vides that renegotiation agreements, reports, records, files, correspond- 
ence, memorandums, and all other data, documents, and material which 
have been transferred to or have been prepared by the Board in con- 
nection with any renegotiation proceeding are not to be distributed, 
nor their contents revealed, to any person. other than as provided in 
such regulation or as may be prescribed by the Board in any specific 
instance. 

Section 1480.4 of this regulation permits inspection by any person 
of the transcript of any official Board action granting exemptions of 
contracts from renegotiation except in cases where such Board action 
is of a nature required to be held confidential for good cause. This 
section also permits access to the files by departments of the Govern- 
ment concerned with procurement or performing renegotiation func- 
tions. Persons properly and directly concerned in a particular pro- 
ceeding are also permitted access to the records of such proceedings 
except with respect to memorandums and reports prepared by the 
Government. 

Your second question asks the basis of the authority for withhold- 
ing information or limiting the availability of records. In order to 
carry out its responsibility under the Renegotiation Act of 1951, 
this Board must necessarily rely on defense contractors. to submit 
information and data to the Board voluntarily. The Board’s deter- 
minations are based almost entirely on information and data so sub- 
mitted. Much of this information is of a highly confidential nature, 
involving intimate financial data, trade secrets, and other information 
which a company would be reluctant to furnish unless it had assur- 
ance that the information would be kept in strictest confidence. It 
includes much the same information as is furnished to the Internal 
Revenue Service plus information on the contractor’s methods and 
techniques of production the disclosure of which would be highly 
detrimental to the contractor. 
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In safeguarding such information against public disclosure, the 
Board in its regulations follows a A similar to that maintained 
by the Internal Revenue Service. The enclosed part 1480, which ex- 
presses that policy, has been adopted to implement section 1905, title 
18, United States Code, quoted in said ation, and pursuant to 
the general authority vested in the Board by section 109 of the Re- 
negotiation Act of 1951 to issue such regulations as it deems necessary 
or aperopyiete to carry out, its functions and responsibilities under 
the act. Regulations of this type have been in existence since the in- 
ception of renegotation during World War II, without objection by 
the committee of either House having responsibility for such legisla- 
tion. These regulations are also well known to other congressional 
committees. 

Sincerely yours, 
Tuomas CoccrsHai., Chairman. 


REGULATIONS 


Part 1480. ConTRoL oF RENEGOTIATION REcORDS AND INFORMATION CONTALNED 
THEREIN 


Sec, 
1480.1 Scope of part. 
General. 
Income tax data. 
Access to renegotiation records. 
Affording access to documents parsuent to subpoena or other judicial process. 


Disclosure of information acquired in the performance of duties In connection with 
renegotiation. 


Control of physical possession of documents. 
Opinions and orders. 
.9 Copies of documents. 
AtTHorRITY: Sections 1480.1 to 1480.9 issued under section 109, Pub. Law 9, 82d Cong. 


1480.1 Scope of part.—This part establishes the regulations governing access 
to and disclosure of information, records and files relating to renegotiation pro- 
ceedings conducted by or under the authority of (a) The Renegotiation Board, 
(b) the Military Regenotiation Policy and Review Board, transferred to The 
Renegotiation Board pursuant to delegation by the Secretary of Defense (17 
F.R. 736), and (c) the War Contracts Price Adjustment Board, transferred to 
The Renegotiation Board pursuant to section 201(e) of the act. Nothing con- 
tained in this part will authorize the transmission or disclosure of any informa- 
tion or material classified as “Top Secret”, or “Secret” or “Confidential” within 
the meanings assigned to those terms in Executive Order 10501, dated November 
5, 1953 (18 F.R. 7049), or of any “restricted data” as that term is defined in the 
Atomic Energy Act of 1946, as amended. All officers and employees of the Board 
are subject to the provisions of section 1905, title 18, United States Code, which 
reads as follows: 

“Sec. 1905. Disclosure of confidential information generally. Whoever, being 
an officer or employee of the United States or of any department or agency thereof, 
publishes, divulges, discloses, or makes known in any manner or to any extent 
not authorized by law any information coming to him in the course of his employ- 
ment or official duties or by reason of any examination or investigation made by, 
or return, report or record made to or filed with, such department or agency or 
officer or employee thereof, which information concerns or relates to the trade 
secrets, processes, operations, style of work, or apparatus, or to the identity, 
confidential statistical data, amount or source of any income, profits, losses, or 
expenditures of any person, firm, partnership, corporation, or association; or 
permits any income return or copy thereof or any book containing any abstract 
or particulars thereof to be seen or examined by any person except as povided by 
law ; shall be fined not more than $1,000, or imprisoned not more than one year, 
or both ; and shall be removed from office or employment.” 

1480.2 General.—Renegotiation agreements, reports, records, files, correspond- 
ence, memoranda and all other data, documents and material (hereinafter re- 
ferred to generally as “documents”) which have been transferred to or have been 
prepared by the Board in connection with any renegotiation proceeding, are the 
property of the Government of the United States. They are in the legal custody 
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of the Board and are subject to this part notwithstanding that they may be in 
the physical possession of another agency. They are not to be distributed, nor 
are their contents to be revealed to any person other than as provided in this part 
or aS may be prescribed by the Board in any specific instance. “Access” to docu- 
ments, as used in this part, includes the furnishing of copies of such documents 
and oral disclosure of the contents of the documents. . Authority to grant access 
to documents includes the authority to prescribe the extent of such access and 
the terms and conditions upon which it will be granted. This part does not apply 
to documents which the Board has authoribed to be distributed to the public. 

1480.3 Income tax data—Under section 55(f)(1) of the Internal Revenue 
Code, it is unlawful for any person “to divulge or make known in any manner 
whatever not provided by law” any information set forth or disclosed in any 
Federal income tax return or copy thereof or abstract therefrom. Pursuant to 
other provisions of the Internal Revenue Code, procedures have been established 
by the Treasury Department under which persons entitled to such information 
may get it from the Treasury Department. Accordingly, under no circumstances 
will access be afforded to copies of Federal tax returns, revenue agents’ reports, 
or other Federal tax data in the custody of the Board. Any such material will, 
in every case, be carefully excluded from any documents to which access is 
granted in accordance with this part. 

1480.4 Access to renegotiation records.—(a) The public—Upon request to the 
Secretary of The Renegotiation Board, Washington 25, D.C., any person may 
inspect during usual business hours, at the office of the Secretary, a copy of the 
transcript of any official Board actions granting exemptions of contracts from 
renegotiation under the act, except in cases where such Board action is of @ 
nature required to be held confidential for good cause. The purpose of this para- 
graph (a) is to make available for public inspection Board actions on applica- 
tions for exemptions, when such actions are not issued as regulations and are not 
required to be held confidential for good cause. 

(b) Departmental procurement personnel.—Any Department named in or des- 
ignated pursuant to section 108(a) of the act may be afforded access to docu- 
ments in the custody of the Board when such Department determines that such 
assistance is necessary to further its procurement activities.. Credentials duly 
issued to employees of any such Department for such purpose will be honored 
accordingly. 

(ec) Departments performing renegotiation functions—Any Department 
named in or designated pursuant to section 103(a) of the act and any Depart- 
ment named in a prior Renegotiation Act will be afforded access to documents 
in the custody of the Board when any such agency determines that such access 
is necessary to the performance of duties imposed on it by the several acts 
under which such documents were obtained. Credentials duly issued to em- 
ployees of any such agency for such purpose will be honored accordingly. 

(d) Persons properly and directly concerned in renegotiation.—Persons prop- 
erly and directly concerned in any renegotiation proceeding, or their duly au- 
thorized representatives, may apply in writing to the Secretary of The Renego- 
tiation Board for access to records of such proceeding. Access will be granted 
at times and places which are convenient in the light of the physical location of 
the records to which access is sought. Access will not be furnished under this 
paragraph (d) to memoranda and reports prepared by Government employees 
for use within the Government or to any other material which, in the opinion 
of the Board, should be held confidential for good cause. A person will not be 
deemed properly and directly concerned in any renegotiation record unless it 
relates to renegotiation of the contracts of such person, or of a partnership 
or joint venture in which he was a partner or joint venturer during the period 
renegotiated, or unless the person has such other pecuniary interest in the result 
of a renegotiation proceeding that, in the opinion of the Board, he would be 
caused unreasonable hardship by being denied access to records relating thereto. 

1480.5 Affording access to documents pursuant to subpoena or other judicial 
process.—Subpoenas duces tecum, or other judicial process constituting a demand 
for access to or the production of documents in the custody of the Board, are 
properly to be served upon the Chairman of the Board. No person, notwith- 
standing that he may have physical possession of such documents, is authorized 
to afford access thereto or to produce the same pursuant to subpoena duces 
tecum or other judicial process except upon authorization or direction from the 
Chairman of the Board. Whenever a subpoena or other process demanding the 
production of documents which are in the custody of the Board, whether issued 
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by a Federal court, State court, or administrative tribunal, is served upon any 
person, other than said Chairman, having possession of such documents, such 
person will appear in such court or tribunal and respectfully decline to present 
such documents, basing his refusal upon this regulation and pointing out that 
the Board’s regulation makes provision for the serving of subpoenas upon its 
Chairman. 

1480.6 Disclosure of information acquired in the performance of duties in 
connection with renegotiation.—Disclosure of facts, knowledge of which was 
acquired in the course of official duty in connection with any renegotiation pro- 
ceeding conducted by or under the authority of the Board, the Military Renego- 
tiation Policy and Review Board or the War Contracts Price Ajustment Board is 
to be made only to such persons or bodies and subject to the same restrictions as 
are provided in this part with respect to access to documents in the custody of 
the Board. 

1480.7 Control of physical possession of documents.—Any person transferred 
or separated from duty or employment in connection with renegotiation, or 
transferred or separated from duty or employment in any other connection in 
which possession of documents in the custody of the Board is authorized, shall, 
upon such transfer or separation, deliver all such documents in his possession 
into the possession of a responsible official. 

1480.8 Opinions and orders.—Except as authorized in section 1480.4(a), opin- 
ions and orders will not be published or made available to the public under 
section 3(b) of the Administrative Procedure Act, inasmuch as they are re- 
garded as confidential for good cause shown, by reason of the confidential data 
furnished by contractors and relating to their business, and included therein. 
For the purposes of this paragraph, the term “opinion” includes a statement 
furnished by contractors and relating to their business, and included therein. 
eludes an agreement to eliminate excessive profits, as well as a unilateral de- 
termination. Opinions and orders are not cited as precedents in any renegotia- 
tion proceedings. 

1480.9 Copies of documents.—A person or Department entitled to access to 
documents under this part will, upon request, be given copies of such documents, 
provided that such person or Department reimburses the Board for any ex- 
penses incurred in connection with the preparation of such copies which the 
Board considers should properly be borne by such person or Department. 





SECURITIES AND EXCHANGE COMMISSION 
Wasurneron, D.C., July 8, 1958. 


Hon. Tuomas C. Henninos, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
U.S. Senate, Washington, D.C. 


Dear Senator Hennrnes: In your letter of June 26, 1958, you in- 
quired what types of information and records in our possession are not 
available to members of the public or press upon request and on the 
basis of what authority do we withhold such information or limit the 
availability of such records. 

I am enclosing a “Compilation of Documentary Materials Avail- 
able in the SEC” which was prepared as of February 26, 1957, and 
which has not been superseded. This lists the nonpublic materials 
(pp. 11-12) as well as the public materials which are available 

. 1-11). 
PR ie 201.13(£) of the Commission’s “Rules of Practice” provides 
as follows: 

“Unless otherwise provided by statute or rule or otherwise directed 
by the Commission, all information contained in any notification, 
statement, application, declaration, intermediate decision, or other 
document filed with the Commission pursuant to requirement of a 
statute or a rule or regulation or order of this Commission shall be 
available to the public.” 

In conformity with this, the mass of material described at pages 
1-11 of the enclosed “Compilation of Documentary Materials Avail- 
able in the SEC” is available to the public. Information which is 
not made public falls under a number of rules under the various 
statutes, lading to classified defense information, trade secrets, in- 
formation obtained in investigations etc. These include the follow- 
ing rules relating to requests for confidential treatment: Rule 230.485 
under the Securities Act of 1933, rules 240.17A-5(b)(3) and 
240.24B-2 under the Securities Act of 1934, rule 250.104 under the 
Public Utility Holding Company Act of 1935, rule 270.45A-1 under 
the Investment Company Act of 1940, and rule 201.13 (g) and (h) 
of the Rules of Practice. Rule 240.14A-6(e) under the Securities Ex- 
change Act. of 1934 relates to preliminary copies of the proxy material. 

In addition rule 230.122 under the Securities Act of 1933, rule 
240.0-4 under the Securities Exchange Act of 1934, and rule 250.104 
under the Public Utility Holding Company Act of 1935 restrict dis- 
closure of information obtained in investigations. A general pro- 
vision along these lines is contained in rule 1(d) of the Commission’s 
regulations regarding conduct of members and employees and former 
members and employed of the Commission. 

The rules cited here are based on authority conferred by the various | 
statutes administered by the Commission, including sections 8(e), 
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19(a), 19(b), and 20(a), and schedule A, clause (30), of the Securi- 
ties Act of 1933, sections 17(a), 21(a), 23(a), and 24(b), of the Se- 
curities Exchange Act of 1934, sections 11(a), 13(g), 18(a), 18(b), 
20, 22, and 30 of the Public Utility Holding Compan Act. of 1935, 
sections 319 and 321(a) of the Trust Indenture Act of 1939, sections 
14(b), 38, 42(a), and 45 of the Investment Company Act of 1940, and 
sections 209(a), 210, and 211 of the Investment Advisers Act of 1940. 
Copies of these statutes and the Commission’s rules are enclosed. 

t trust the foregoing supplies the information you desire. If 
further information is necessary, we will be happy to furnish it. 

Sincerely yours, 


Epwarp N. Gapssy, Chairman. 


STATUTORY AUTHORITY 


SECURITIES ACT OF 1983 
As Amended to August 10, 1954 
[PuBLIc—No. 22—73p Coneress ] 

[ H.R. 5480] 


AN ACT To provide full and fair disclosure of the character of securities sold in interstate 
and foreign commerce and through the mails, and to prevent frauds in the sale thereof, 
and for other purposes. 


Be it enacted by the Senate and House: of Representatives of the United States 
of America in Congress assembled, 


TITLE I 


Taking Effect of Registration Statements and Amendments Thereto 


Sec. 8. 

(e) The Commission is hereby empowered to make an examination in any 
case in order to determine whether a stop order should issue under subsection 
(a). In making such examination the Commission or any officer or officers 
designated by it shall have access to and may demand the production of any 
books and papers of, and may administer oaths and affirmations to and examine, 
the issuer, underwriter, or any other person, in respect of any matter relevant to 
the examination, and may, in its discretion, require the production of a balance 
sheet exhibiting the assets and liabilities of the issuer, or its income statement, 
or both, to be certified to by a public or certified accountant approved by the 
Commission. If the issuer or underwriter shall fail to cooperate, or shall 
obstruct or refuse to permit the making of an examination, such conduct shall be 
proper ground for the issuance of a stop order. 


Special Powers of Commission 


Sec. 19. (a) The Commission shall have authority from time to time to make, 
amend, and rescind such rules and regulations as may be necessary to carry out 
the provisions of this title, including rules and regulations governing registration 
statements and prospectuses for various classes of securities and issuers, and 
defining accounting, technical, and trade terms used in this title. Among other 
things, the Commission shall have authority, for the purposes of this title, to 
prescribe the form or forms in which required information shall be set forth, the 
items or details to be shown in the balance sheet and earning statement, and the 
methods to be followed in the preparation of accounts, in the appraisal or valua- 
tion of assets and liabilities, in the determination of depreciation and depletion, 
in the differentiation of recurring and nonrecurring income, in the differentiation 
of investment and operating income, and in the preparation, where the Commis- 
sion deems it necessary or desirable, of consolidated balance sheets or income 
accounts of any person directly or indirectly controlling or controlled by the 
issuer, or any person under direct or indirect common control with the issuer : 
but insofar as they relate to any common carrier subject to the provisions of 
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section 20 of the Interstate Commerce Act, as amended, the rules and regulations 
of the Commission with respect to accounts shall not be inconsistent with the 
requirements imposed by the Interstate Commerce Commission under authority 
ef such section 20. The rules and regulations of the Commission shall be 
effective upon publication in the manner which the Commission shall prescribe, 
Neo provision of this title imposing any liability shall apply to any act done or 
emitted in good faith in conformity with any rule or regulation of the Commis- 
sion, notwithstanding that such rule or regulation may, after such act or omis- 
sion, be amended or rescinded or be determined by judicial or other authority to 
be invalid for any reason.” 

(b) For the purpose of all investigations which, in the opinion of the Commis- 
sion, are necessary and proper for the enforcement of this title, any member of 
the Commission or any Officer or officers designated by it are empowered to 
administer oaths and affirmations, subpena witnesses, take evidence, and require 
the production of any books, papers, or other documents which the Commission 
deems relevant or material to the inquiry. Such attendance of witnesses and the 
production of such documentary evidence may be required from any place in the 
United States or any Territory at any designated place of hearing. 


Injunctions and Prosecution of Offenses 


Sec. 20. (a) Whenever it shall appear to the Commission, either upon com- 
plaint or otherwise, that the provisions of this title, or of any rule or regulation 
prescribed under authority thereof, have been or are about to be violated, it may, 
in its discretion, either require or permit such person to file with it a statement 
in writing, under oath, or otherwise, as to all the facts and circumstances con- 
cerning the subject matter which it believes to be in the public interest te 
investigate, and may investigate such facts. 


Schedule A 


(30) a copy of all material contracts referred to in paragraph (24) of this 
schedule, but no disclosure shall be required of any portion of any such contract 
if the Commission determines that disclosure of such portion would impair the 
value of the contract and would not be necessary for the protection of the 
investors. 

SECURITIES EXCHANGE ACT OF 1934 


As amended to August 10, 1954 
[Pus~ro—No. 291—73p Congress] 


[ H.R. 9323] 


AN ACT To provide for the regulation of securities exchanges and of over-the-counter 
markets operating in interstate and foreign commerce and through the mails, to prevent 
inequitable and unfair practices on such exchanges and markets, and for other purposes 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, 


TITLE I—REGULATION OF SECURITIES EXCHANGES 


Accounts and Records, Reports, sneer of Exchanges, Members, and 
ers 


Secrion 17. (a) Every national securities exchange, every member thereof, 
every broker or dealer who transacts a business in securities through the medium 
of any such member, every registered securities association, and every broker 
or dealer registered pursuant to section 15 of this title, shall make, keep, and 
preserve for such periods, such accounts, correspondence, memoranda, papers, 
books, anid other records, and make such reports, as the Commission by its rules 
and regulations may prescribe as necessary or appropriate in the public interest 
or for the protection of investors. Such accounts, correspondence, memoranda, 
papers, books, and other records shali be subject at any time or from time to 
time to such reasonable periodic, special, or other examinations by examiners 
or other representatives of the Commission as the Commission may deem neces 
sary or appropriate in the public interest er for the protection of investors. 


% This sentence was added by Public No. 291, 73d Cong. 
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Investigations; Injunctions and Prosecution of Offenses 


Section 21. (a) The Commission may, in its discretion, make such investi- 
gations as it deems necessary to determine whether any person has violated or 
is about to violate any provision of this title or any rule or regulation there- 
under, and may require or permit any person to file with it a statement in 
writing, under oath or otherwise as the Commission shall determine, as to all 
the facts and circumstances concerning the matter to be investigated. The 
Commission is authorized, in its discretion, to publish information concerning 
any such violations, and to investigate any facts, conditions, practices, or matters 
which it may deem necessary or proper or aid in the enforcement of the pro- 
visions of this title, in the prescribing of rules and regulations thereunder, or 
in securing information to serve as a basis for recommending further legislation 
concerning the matters to which this title relates. 


Rules and Regulatiens; Annual Reports 


Section 23. (a) The Commission and the Board of Governors of the Federal 
Reserve System shall each have power to make such rules and regulations as 
may be necessary for the execution of the functions vested in them by this title, 
and may for such purpose classify issuers, securities, exchanges, and other 
persons or matters within their respective jurisdictions. No provision of this 
title imposing any liability shall apply to any act done or omitted in good faith 
in conformity with any rule or regulation of the Commission or the Board of 
Governors of the Federal Reserve System, notwithstanding that such rule or 
regulation may, after such act or omission, be amended or rescinded or be deter- 
mined by judicial or other authority to be invalid for any reason.” 


Information Filed With the Commission 


Section 24. (a) Nothing in this title shall be construed to require, or to au- 
thorize the Commission to require, the revealing of trade secrets or processes in 
any application, report, or document filed with the Commission under this title. 

(b) Any person filing any such application, report, or document may make 
written objection to the publie disclosure of information contained therein, stat- 
ing the grounds for such objection, and the Commission is authorized to hear 
objections in any such case where it deems it advisable. The Commission may, 
in such cases, make available to the public the information contained in any such 
application, report, or document only when in its judgment a disclosure of such 
information is in the public interest; and copies of information so made avail- 
able may be furnished to any person at such reasonable charge and under such 
reasonable limitations as the Commission may prescribe. 

(c) It shall be unlawful for any member, officer, or employee of the Com- 
mission to disclose to any person other than a member, officer, or employee of 
the Commission, or to use for personal benefit, any information contained in 
any application, report, or document filed with the Commission which is not 
made available to the public pursuant to subsection (b) of this section: Provided, 
That the Commission may make available to the Federal Reserve Board any 
information requested by the Board for the purpose of enabling it to perform its 
duties under this title. 


PUBLIC UTILITY HOLDING COMPANY ACT OF 1935 
{Pusiic—No. 333—74TH ConeREss] 


[s. 2796] 


other pu 


Be it enacted by the Senate tnd House of Representatives of the United States 
. ae in Congress assembled, That this act may be cited as the “Public Util- 
y 0 985 » 


AN ACT To provide for control and genes of public-utility holding companies, and for 
rposes, 


* Subsection (a) was amended by section 8 of Public‘No. 621, 74th Cong. Prior 
amendment ae (a) read as follows: ' Se 


(a) The Commission and the Federal Reserve Board shall each have power to make 
Such rules and regulations as may be for the execution of the functions 
vested in them 4 this title, and may for a classify issuers, secu 
exchanges, and other persons or matters within their respective jurisdictions. 


41075—60——87 
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TITLE I—CONTROL OF PUBLIC-UTILITY HOLDING COMPANIES 


Simplification of Holding-Company Systems 


Sec. 11. (a) It shall be the duty of the Commission to examine the corporate 
structure of every registered holding company and subsidiary company thereof, 
the relationships among the companies in the holding-company system of every 
such company and the character of the interests thereof and the properties 
owned or controlled thereby to determine the extent to which the corporate struc: 
ture of such holding-company system and the companies therein may be simpli- 
fied, unnecessary complexities therein eliminated, voting power fairly and equi- 
tably distributed among the holders of securities thereof, and the properties and 
business thereof confined to those necessary or appropriate to the operations 
of an integrated public-utility system. 


Service, Sales, and Construction Contracts 


Sec. 13. * * * 

(zg) The Commission, in order to obtain information to serve as a basis for 
recommending further legislation, shall from time to time conduct investigations 
regarding the making, performance, and costs of service, sales, and construction 
contracts with holding companies and subsidiary companies thereof and with 
public-utility companies, the economies resulting therefrom, and the desirability 
thereof. The Commission shall report to Congress, from time to time, the results 
of such investigations, together with such recommendations for legislation as it 
deems advisable. On the basis of such investigations the Commission shall 
classify the different types of such contracts and the work done thereunder, and 
shall make recommendations from time to time regarding the standards and 
scope of such contracts in relation ‘to public-utility companies of different kinds 
and sizes and the costs incurred thereunder and economies resulting therefrom. 
Such recommendations shall be made available to State commissions, public- 
utility companies, and to the public in such form and at such reasonable charge 
as the Commission may prescribe. 


Investigations; Injunctions, Enforcement of Title, and Prosecution of Offenses 


Sec. 18. (a) The Commission, in its discretion, may investigate any facts, 
conditions, practices, or matters which it may deem necessary or appropriate 
to determine whether any person has violated or is about to violate any provi- 
sion of this title or any rule or regulation thereunder, or to aid in the enforce 
ment of the provisions of this title, in the prescribing of rules and regulations 
thereunder, or in obtaining information to serve as a basis for recommending 
further legislation concerning the matters to which this title relates. The Com- 
mission may require or permit any person to file with it a statement in writing; 
under oath or otherwise as it shall determine, as to any or all facts and cir- 
cumstances concerning a matter which may be the subject of investigation. The 
Commission, in its discretion, may publish, or make available to State commis- 
sions information concerning any such subject. 

(b) The Commission upon its own motion or at the request of a State com- 
mission may investigate, or obtain any information regarding the business, 
financial condition, or practices of any registered holding company or subsidiary 
company thereof or facts, conditions, practices, or.matters affecting the relations 
between any such company and any other company or companies in the same 
holding-company system. 


Rules, Regulations, and Orders 


Sec. 20, (a) The Commission shall have authority from time to time to make, 
issue, amend, and rescind such rules and regulations and such orders as it may 
deem necessary or appropriate to carry out the provisions of this title, includ- 
ing rules and regulations defining accounting, technical, and trade terms used 
in this title. Among other things, the Commission shall have authority, for the 
purposes of this title, to prescribe the form or forms in which information re 
quired in any statement, declaration, application, report, or other. document 
filed with the Commission shall beset forth, the‘items or details to be shown 
in balance sheets, profit and loss statements, and surplus accounts, the manner 
in which the cost ‘of all assets, whenever determinable, shall be shown in regard 
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to such statements, declarations, applications, reports, and other documents 
filed with the Commission, or accounts required to be kept by the rules, regula- 
tions, or orders of the Commission, and the methods to be followed in the keeping 
of accounts and cost-accounting procedures and the preparation of reports, in the 
segregation and allocation of costs, in the determination of liabilities, in the de- 
termination of depreciation and depletion, in the differentiation of recurring 
and nonrecurring income, in the differentiation of investment and operating 
income, and in the keeping or preparation, where the Commission deems it 
necessary or appropriate, of separate or consolidated balance sheets or profit 
and loss statements for any companies in the same holding-company system. 

(b) In the case of the accounts of any company whose methods of accounting 
are prescribed under the provisions of any law of the United States or of any 
State, the rules and regulations or orders of the Commission in respect of ac- 
counts shall not be inconsistent with the requirements imposed by such law or 
any rule or regulation thereunder; nor shall anything in this title relieve any 
public-utility company from the duty to keep the accounts, books, records, or 
memoranda which may be required to-be kept by the law of any State in which 
it operates or by the State commission of any such State. But this provision 
shall not prevent the Commission from imposing such additional requirements 
regarding reports or accounts as it may deem necessary or appropriate in the 
public interest or for the protection of investors or consumers. 

(ec) The rules and regulations of the Commission shall be effective upon pub- 
lication in the manner which the Commission shall prescribe. For the purpose 
of its rules, regulations, or orders the Commission may classify persons and 
matters within its jurisdiction and prescribe different requirements for different 
classes of persons or matters. Orders of the Commission under this title shall 
be issued only after opportunity for hearing. 

(d) The Commission, by such rules and regulations or order as it deems 
necessary or appropriate in the public interest or for the protection of investors 
or consumers, may authorize the filing of any information or documents required 
to be filed with the Commission under this title, or under the Securities Act 
of 1933, as amended, or under the Securities Exchange Act of 1934, by incorpo- 
rating by reference any information or documents theretofore or concurrently 


filed with the Commission under this title or either of such Acts. No provision 
of this title imposing any liability shall apply to any act done or omitted in 
good faith in conformity with any rule, regulation, or order of the Commission, 
notwithstanding that such rule, regulation, or order may, after such act or 
omission, be amended or rescinded or be determined by judicial or other author- 
ity to be invalid for any reason. 


Information Filed With the Commission 


Sec. 22. (a) When in the judgment of the Commission the disclosure of such 
information would be in the public interest or the interest of investors or con- 
sumers, the information contained in any statement, application, declaration, 
report. or other document filed with the Commission shall be available to the 
public, and copies thereof may be furnished to any person at such reasonable 
charge and under such reasonable limitations as the Commission may prescribe: 
Provided, however, That nothing in this title shall be construed to require, or to 
authorize the Commission to require, the revealing of trade secrets or processes 
in any application, declaration, report, or document filed with the Commission 
under this title. 

(b) Any person filing such application, declaration, report, or document may 
make written objection to the public disclosure of information contained therein, 
stating the grounds for such objection, and the Commission is authorized to 
hear objections in any such case where it finds it advisable. 

(c) It shall be unlawful for any member, officer, or employee of the Com- 
mission to disclose to any person other than a member, officer, or employee of 
the Commission, or to use for personal benefit, any information contained in 
any application, declaration, report, or document filed with the Commission 
which is not made available to the public pursuant to this section. 


Study of Public-Utility and Investment Companies 


Sec. 30. The Commission is authorized and ‘directed to make studies and 
investigations of public-utility companies, the territories served or which can 
be served by public-utility companies, and the manner in which the same are or 
can be served, to determine the sizes, types, and locations of public-utility com- 
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panies which do or can operate most economically and efficiently in the public 
interest, in the interest of investors and consumers, and in furtherance of a 
wider and more economical use of gas and electric energy; upon the basis of 
such investigations and studies the Commission shall make public from time to 
time its recommendations as to the type and size of geographically and econom- 
ically integrated public-utility systems which, having regard for the nature and 
character of the locality served, can best promote and harmonize the interests 
of the public, the investor, and the consumer. ‘The Commission is authorized 
and directed to make a study of the functions and activities of investment trusts 
and investment companies, the corporate structures, and investment policies of 
such trusts and companies, the influence exerted by such trusts and companies 
upon companies in which they are interested, and the influence exerted by in- 
terests affiliated with the management of such trusts and companies upon their 
investment policies, and to report the results of its study and its recommenda- 
tions to the Congress on or before January 4, 1937. 


TITLE Ill. TRUST INDENTURBE ACT OF 19389 AS AMENDED 
[Pustic—No. 253—76tH ConGREss] 
[Cuapter 411—I1sr Session] 


[s. 2065] 


AN ACT To provide for the regulation of the sale of certain securities in interstate and 
foreign commerce and through the mails, and the regulation of the trust indentures 
under which the same are issued, and for other purposes. 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, That the Act entitled ‘An Act to provide full 
and fair disclosure of the character of securities sold in interstate and foreign 
commerce and through the mails, and to prevent frauds in the sale thereof, 
and for other purposes”, approved May 27, 1933, as amended, is amended by 
adding at the end thereof the following: 


“TITLE Iil 
“RULES, REGULATIONS, AND ORDERS 


“Sec. 319. (a) The Commission shall have authority from time to time to 
make, issue, amend, and rescind such rules and regulations and such orders as 
it may deem necessary or appropriate in the public interest or for the protection 
of investors to carry out the provisions of this title, including rules and regula- 
tions defining accounting, technical, and trade terms used in this title. Among 
other things, the Commission shall have authority, -(1) by rules and regulations, 
to prescribe for the purposes of section 310(b) the method (to be fixed in in- 
dentures to be qualified under this title) of calculating percentages of voting 
securities and other securities; (2) by rules and regulations, to prescribe the 
definitions of the terms ‘cash transaction’ and ‘self-liquidating paper’ which 
shall be included in indentures to be qualified under this title, which definitions 
shall include such of the creditor relationships referred to in paragraphs (4) 
and (6) of subsection (b) of section 311 as to which the Commission determines 
that the application of subsection (a) of such section is not necessary in the 
public interest or for the protection of investors, having due regard for the 
purposes of such subsection; and (3) for the purposes of this title, to prescribe 
the form or forms in which information required in any statement, application, 
report, or other document filed with the Commission shall be set forth. For the 
purpose of its rules or regulations the Commission may classify persons, secu 
rities, indentures, and other matters within its jurisdiction and prescribe differ- 
pe requirements for different classes of persons, securities, indentures, or mat 

rs. 

“(b) Subject to the provisions of the Federal Register Act and regulations 
prescribed under the authority thereof, the rules and regulations of the Com- 
mission under this title shall be effective upon publication in the manner which 
the Commission shall prescribe, or upon such later date as may be provided in 
such rules and regulations. 
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“(e) No provision of this title imposing any liability shall apply to any act 
done or omitted in good faith in conformity with any rule, regulation, or order 
of the Commission, notwithstanding that such rule, regulation, or order may, after 
such act or omission, be amended or rescinded or be determined by judicial or 
other authority to be invalid for any reason. 


“SPECIAL POWERS OF THE COMMISSION 


“Seo. 821. (a) For the purpose of any investigation or any other proceeding 
which, in the opinion of the Commission, is necessary and proper for the en- 
forcement of this title, any member of the Commission, or any officer thereof 
designated by it, is empowered to administer oaths and affirmations, subpena 
witnesses, compel their attendance, take evidence, and require the production of 
any books, papers, correspondence, memoraada, contracts, agreements, or other 
records which the Commission deems relevant or material to the inquiry. Such 
attendance of witnesses and the production of any such books, papers, cor- 
respondence, memoranda, contracts, agreements, or other records may be re- 
quired from any place in the United States or in any Territory at any designated 
place of investigation or hearing. In addition, the Commission shall have the 
powers with respect to investigations and hearings, and with respect to the en- 
forcement of, and offenses and violations under, this title and rules and regula- 
tions and orders prescribed under the authority thereof, provided in sections 
20, 22(b), and 22(c) of the Securities Act of 1933. 
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PEs 


E 


[Pustic—No. 768—76TH CONGRESS] 
[Cuaprer 686—3pD SESSION] 


[H.R. 10065] 


AN ACT To provide for the registration and regulation of investment companies and 
investment advisers, and for other purposes, 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, 


TITLE I—INVESTMENT COMPANIES 


SIZE OF INVESTMENT COMPANIES 


sABEE if 


Src. 14. * * * 

(b) The Commission is authorized, at such times as it deems that any substan- 
tial further increase in size of investment companies creates any problem in- 
volving the protection of investors or the public interest, to make a study and 
investigation of the effects of size on the investment policy of investment com- 
panies and on security markets, on concentration of control of wealth and in- 
dustry, and on companies in which investment companies are interested, and 
from time to time to report the results of its studies and investigations and its 
recommendations to the Congress. 


gEEREREFES 


RULES, REGULATIONS, AND ORDERS; GENERAL POWERS OF COMMISSION 


Sec. 38. (a) The Commission shall have authority from time to time to make, 
issue, amend, and rescind such rules and regulations and such orders as are nec- 
essary or appropriate to the exercise of the powers conferred upon the Commis- 
sion elsewhere in this title, including rules and regulations defining accounting, 
technical, and trade terms used in this title, and prescribing the form or forms 
in which information required in registration statements, applications, and re- 
ports to the Commission shall be set forth. For the purposes of its rules or regu- 
lations the Commission may classify persons, securities, and other matters within 
its jurisdiction and prescribe different requirements for different classes of per- 
Sons, securities, or matters. 

(b) The Commission, by such rules and regulations or order as it deems neces- 
Sary or appropriate in the puplic interest or for the protection of in may 
authorize the filing of any information or. documents required to be filed with 
the Commission under this title, title II of this Act, the Securities Act of 1983, 
the Securities Exchange Act of 1984, the Public Utility Holding Company Act of 
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1935, or the Trust Indenture Act of 1939, by incorporating by reference any in- 
formation or documents theretofore or concurrently filed with the Commission 
under this title or any of such Acts. 

(c) No provision of this title imposing any liability shall apply to any act 
done or omitted in good faith in conformity with any rule, regulation, or order 
of the Commission, notwithstanding that such rule, regulation, or order may, 
after such act or omission, be amended or rescinded or be determined by judicial 
or other authority to be invalid for any reason. 


ENFORCEMENT OF TITLE 


Sec. 42. (a) The Commission may make such investigations as it deems, 
necessary to determine whether any person has violated or is about to violate 
any provision of this title or of any rule, regulation, or order hereunder, or to 
determine whether any action in any court or any proceeding before the Com- 
mission shall be instituted under this title against a particular person or per- 
sons, or with respect to a particular transaction or transactions. The Com- 
mission shall permit any person to file with it a statement in writing, under 
oath or otherwise as the Commission shall determine, as to all the facts and cir- 
eumstances concerning the matter to be investigated. 


INFORMATION FILED WITH COMMISSION 


Sec. 45. (a) The information contained in any registration statement, appli- 
cation, report, or other document filed with the Commission pursuant to any 
provision of this title or of any rule or regulation thereunder (as distinguished 
from any information or document transmitted to the Commission) shall be 
made available to the public, unless and except insofar as the Commission. by 
rules and regulations upon its own motion, or by order upon application, finds 
that public disclosure is neither necessary nor appropriate in the public interest 
or for the protection of investors. It shall be unlawful for any member, officer, 
or employee of the Commission to use for personal benefit, or to disclose to any 
person other than an official or employee of the United States or of a State, for 
official use, or for any such official or employee to use for personal benefit, any 
information contained in any document so filed or transmitted, if such informa- 
tion is not available to the public. 

(b) Photostatic or other copies of information contained in documents filed 
with the Commission under this title and made available to the public shall be 
furnished any person at such reasonable charge and under such reasonable limi- 
tations as the Commission shall prescribe. 


INVESTMENT ADVISERS AOT OF 1940 


[PusL1c—No. 768—76rH ConeREss] 


[CHAPTER 686—3p Session] 
[H. R. 10065] 


AN ACT To provide for the registration and regulation of investment companies and 
investment advisers, and for other purposes 


Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled, 


* > * * * é . 


TITLE II—INVESTMENT ADVISERS 


ENFORCEMENT OF TITLE 


Sec. 209. (a) Whenever it shall appear to the Commission, either upon com- 
plaint or otherwise, that the provisions of this title or of any rule or regulation 
prescribed under the authority thereof, have been or are about to be violated by 
any person, it may in its discretion require, and in any event shall permit, such 
person to file with it a statement in writing, under oath or otherwise, as to all 
the facts and circumstances relevant to such violation, and may otherwise in- 
vestigate all such facts and circumstances. 
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PUBLICITY 


Spc. 210. (a) The information contained in any registration application or 
report or amendment thereto filed with the Commission pursuant to any provi- 
sion of this title shall be made available to the public, unless and except insofar 
as the Commission, by rules and regulations upon its own motion, or by order 
upon application, finds that public disclosure is neither necessary nor appropriate 
in the public interest or for the protection of investors. Photostatic or other 
copies of information contained in documents filed with the Commission under 
this title and made available to the public shall be furnished to any person at 
such reasonable charge and under such reasonable limitations as the Commission 
shall prescribe. 

(b) Subject to the provisions of subsections (c) and (e), of section 209, the 
Commission shall not make publie the fact that any investigation under this title 
is being conducted, nor shall it make public the results of any such investigation, 
or any facts ascertained during any such investigation, except that the provi- 
sions of this subsection shall not apply— 

(1) in the case of any hearing which is public under the provisions of 
section 212; or 
(2) in the case of a resolution or request from either House of Congress. 

(ec) No provision of this title shall be construed to require, or to authorize the 
Commission to require any investment adviser engaged in rendering investment 
supervisory services to disclose the identity, investments, or affairs of any client 
of such investment adviser, except insofar as such disclosure may be necessary 
or appropriate in a particular proceeding or investigation having as its object 
the enforcement of a provision or provisions of this title. 


RULES, REGULATIONS, AND ORDERS 


Sec. 211. (a) The Commission shall have authority from time to time to make, 
issue, amend, and rescind such rules and regulations and such orders as are 
necessary or appropriate to the exercise of the powers conferred upon the 
Commission elsewhere in this title. Fer the purposes of its rules or regulations 
the Commission may classifiy persons and matters within its jurisdiction and 
prescribe different requirements for different classes of persons or matters. 

(b) Subject to the provisions of the Federal Register Act and regulations 
preseribed under the authority thereof, the rules and regulations of the Com- 
mision under this title, and amendments thereof, shall be effective upon publi- 
eation in the manner which the Commission shall prescribe, or upon such later 
date as may be provided in such rules and regulations. 

(ec) Orders of the Commissioner under this title shall be issued only after 
appropriate notice and opportunity for hearing. Notice to the parties to a 
proceeding before the Commission shall be given by personal service upon each 
party or by registered mail or confirmed telegraphic notice to the party’s last 
known business address. Notice to interested persons, if any, other than parties 
may be given in the same manner or by publication in the Federal Register. 

(d) No provision of this title imposing any liability shall apply to any act 
done or omitted in good faith in conformity with any rule, regulation, or order 
of the Commission, notwithstanding that such rule, regulation, or order may, 
after such act or omission, be amended or rescinded or be determined by judicial 
or other authority to be invalid for any reason. 


ADMINISTRATIVE AUTHORITY 


GENERAL RULES AND REGULATIONS UNDER THE SECURITIES ACT 
OF 1933 (EXCERPTS) 


Rule 122. Nondisclosure of Information Obtained in the Course of Examinations 
and Investigations 


Information or doeuments obtained by officers or employees of the Com- 
mission in the course of any examination or investigation pursuant to section 
8(e) or 20(@) shall, unless made a matter of public record, be deemed con- 
fidential. Officers and employees are hereby prohibited from making such 
confidential information or documents available to anyone other than a mem- 
ber, officer, or employee of the Commission, unless the Commission authorizes 
the disclosure of such information or the production of such documents as not 
being contrary to the public interest. Any officer or employee who is served 
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with a subpena requiring the disclosure of such information or the production 
of such documents shall appear in court and, unless the authorization described 
in the preceding sentence shall have been given, shall respectfully decline to 
dislose the information or produce the documents called for, basing his refusal 
upon this rule. Any officer or employee who is served with such subpena shall 
promptly advise the Commission of the service of such subpena, the nature 
of the information or documents sought, and any circumstances which may 
bear upon the desirability of making available such information or documents, 


ARTICLE 7. NONDISCLOSURE OF CONTRACT PROVISIONS 


Rule 485. Contracts in General 


Public disclosure will not be made of the provisions of any material contract 
or portion thereof if the Commission determines that such disclosure would 
impair the value of the contract and is not necessary for the protection of in- 
vestors. In any case where the registrant desires the Commission to make such 
a determination, the procedure set forth below shall be followed: 

(a) The registrant shall omit from the registration statement as originally 
filed the portion of the contract which it desires to keep undisclosed, or, if the 
registrant desires to keep the entire contract undisclosed, any copy of the 
contract. 

(b) The registrant shall file with the registration statement, but not bound 
as part thereof, (1) three copies of the contract or portion thereof which it 
desires to keep undisclosed, clearly marked “Confidential Treatment,” and (2) 
an application for an order making the above described determination. Such 
application shall set forth the considerations relied upon for obtaining such 
order. Pending the granting or denial by the Commission of the application, 
the terms and existence of the contract or portion thereof will be kept 
undisclosed. 

(c) If the Commission determines that the application shall be granted, an 
order to that effect will be entered. Prior to any determination denying the 
application, confirmed telegraphic notice of an opportunity for hearing, at a 
specified time within 10 days after the dispatch of such notice, will be sent to 
the agent for service. After such hearing, an order granting or denying the 
application will be entered. 

(@) If the Commission denies the application, confirmed telegraphic notice 
of the order of denial will be sent to the agent for service. In such case, within 
10 days after the dispatch of such notice, the registrant shall have the right to 
withdraw the registration statement in accordance with the terms of Rule 477, 
but without the necessity of stating any grounds for the withdrawal or of 
obtaining the further assent of the Commission. In the event of such with- 
drawal, the contract or portion thereof filed confidentially will be returned 
to the registrant. 

(e) If the registration statement is not withdrawn pursuant to paragraph 
(d), the contract or portion thereof filed confidentially will be made available 
for public inspection as part of the registration statement, and the registrant 
shall amend the registration statement to include all information required to 
be set forth in regard to such contract or portion thereof. 


Excerrts From GENERAL RULES AND REGULATIONS UNDER THE SECURITIES 
ExcHANGE Act oF 1934, As IN ErFrect JANUARY 10, 1958 


REGULATION 14. SOLICITATION OF PROXIES 


Rule 14a-6. Material Required to be Filed. 


(a) Three preliminary copies of the proxy statement and form of proxy and 
any other soliciting material to be furnished to security holders concurrently 
therewith shall be filed with the Commission at least 10 days prior to the date 
definitive copies of such material are first sent or given to security holders, or 
such shorter period prior to that date as the Commission may authorize upon 
a showing of good cause therefor. 

(b) Three preliminary copies of any additional soliciting material, relating to 
the same meeting or subject matter, furnished to security holders su 
to the proxy statement shall be filed with the Commission at least 2 days (exclu- 
sive of Saturdays, Sundays or holidays) prior to the date copies of such material 
are first sent or given to security holders, or such shorter period prior to such 
date as the Commission may authorize upon a showing of good cause therefor. 
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(c) Four definitive copies of the proxy statement, form of proxy and all other 
soliciting material, in the form in which such material is furnished to security 
holders, shall be filed with, or mailed for filing to, the Commission not later 
than the date such material is first sent or given to any security holders. Three 
copies of such material shall at the same time be filed with, or mailed for filing 
to, each national securities exchange upon which any security of the issuer is 
listed and registered. 

(d) If the solicitation is to be made in whole or in part by personal solicita- 
tion, three copies of all written instructions or other material which discusses 
or reviews, or comments upon the merits of, any matter to be acted upon and 
which is furnished to the individuals making the actual solicitation for their 
use directly or indirectly in connection with the solicitation shall be filed with 
the Commission by the persons on whose behalf the solicitation is made at least 
5 days prior to the date copies of such material are first sent or given to such 
individuals, or such shorter period prior to that date as the Commission may 
authorize upon a showing of good cause therefor. 

(e) All copies of material filed pursuant to paragraph (a) or (0b) shall be 
clearly marked “Preliminary Copies’? and shall be for the information of the 
Commission only, except that such material may be disclosed to any depart- 
ment or agency of the United States Government and the Commission may make 
such inquiries or investigation in regard to the material as may be necessary 
for an adequate review thereof by the Commission. All material filed pur- 
suant to paragraph (a), (b) or (c) shall be accompanied by a statement of the 
date upon which copies thereof are intended to be, or have been, released to 
security holders. All material filed pursuant to paragraph (d) shall be ac- 
companied by a statement of the date upon which copies thereof are intended 
to be released to the individuals who will make the actual solicitation. 

(f) Copies of replies to inquiries from security holders requesting further in- 
formation and copies of communications which do no more than request that 
forms of proxy theretofore solicited be signed and returned need not be filed 
pursuant to this rule. 

(g) Notwithstanding the provisions of paragraphs (@) and (0b) of this rule 
and of paragraph (e) of Rule 14a—11, copies of soliciting material in the form 
of speeches, press releases and radio or television scripts may, but need not, 
be filed with the Commission prior to use or publication. Definitive copies, 
however, shall be filed with or mailed for filing to the Commission as required 
by paragraph (c) not later than the date such material is used or published. 
The provisions of paragraphs (a) and (b) of this rule and of paragraph (e) of 
Rule 14a-11 shall apply, however, to any reprints or reproductions of all or any 
part of such material. 

Note. Where preliminary copies of material are filed with the Commission pur- 
suant to this rule, the printing of definitive copies for distribution to security 
holders should be deferred until the comments of the Commission’s staff have 
been received and considered. 


Excerpt From RULES or Practice In Errect as or Aprit 1, 1950 


BULE XIII. FILING PAPERS; DOCKET; COMPUTATION OF TIME; PUBLIC INFORMATION ; 
CONFIDENTIAL TREATMENT 


(f) Unless otherwise provided by statute or rule or otherwise directed by the 
Commission, all information contained in any notification, statement, application, 
declaration, intermediate decision, or other document filed with the Commission 
pursuant to requirement of a statute or a rule or regulation or order of this 
Commission shall be available to the public. 

(g) Confidential treatment of material listed in paragraph (f) hereof may 
be requested for good cause where authorized by statute. Request for confi- 
dential treatment pursuant to the provisions of Clause 30 of Schedule A of the 
Securities Act of 1933, as amended, Section 24(b) of the Securities Exchange 
Act of 1934, as amended, or Section 22(b) of the Public Utility Holding Company 
Act of 1935 shall be made, respectively, in accordance with Rule 580 X-24B-2, 
or U-104 of the Rules and Regulations of the Commission. In any case where 
a hearing for the purpose of taking testimony relating to whether confidential 
treatment should be granted or continued is to be held, the Commission may in 
its discretion, prior to the hearing, require the person desiring the confidential 
treatment to furnish in writing additional information in respect of its grounds 
of objection to public disclosure. Failure to supply the information so 
Within 15 days from the date of receipt by the registrant of a notice of the in- 





578 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


formation required, shall be deemed a waiver of the objections to public dis- 
closure of that portion of the information filed confidentially with respect to 
which the additional information required by the Commission relates, unless the 
Commission shall otherwise order for good cause shown at or before the ex- 
piration of such 15-day period. 

(h) All papers containing data as to which confidential treatment is sought, 
together with any application making objection to the disclosure thereof, or 
other papers relating in any way to such application, shall be made available 
to the public only in accordance with the applicable provisions of Rules 580(h), 
X-24B-2(i) or U-104(b) of the Rules and Regulations of the Commission, 
Papers in connection with proceedings instituted by the Commission pursuant 
to Rule N-45A-1 of the Rules and Regulations of the Commission shall not be 
made public except by order of the Commission. An intermediate decision, ex- 
ceptions thereto, proposed findings and conclusions, and briefs in support of such 
proposed findings and conclusions or in support of or in opposition to such exe¢ep- 
tions, which are filed in connection with any hearing relating to a proceeding 
concerning confidential treatment shall, unless otherwise ordered by the Com- 
mission, first be made available to the public on the opening date of public argu- 
ment on the merits before the Commission, or in the event of submission to the 
Commission without argument or with private argument, upon final determina- 
tion of the proceedings by the Commission, and prior thereto shall be for the 
confidential use only of the Commission, the parties and counsel. 


Rule ae Reports To Be Made by Certain Exchange Members, Brokers, and 
ers 


(a) Filing reports.—This rule shall apply to every member of a national 
securities exchange who transacts a business in securities directly with or for 
others than members of a national securities exchange, every broker or dealer 
(other than a member) who transacts a business in securities through the me 
dium of any member of a national securities exchange, and every broker or 
dealer registered pursuant to section 15 of the Act. 

Every member, broker or dealer subject to this rule shall file reports of 
financial condition containing the information required by Form X-—17A-5, as 
follows: (A) a report shall be filed as of a date within each calendar year, ex- 
cept that (i) the first such report of a member, broker or dealer (other than one 
succeeding to the continuing the business of another member, broker or dealer) 
shall be as of a date not less than one nor more than five months after the date 
on which such member, broker or dealer becomes subject to this rule (in the 
ease of a registered broker or dealer this shall be the date the registration be 
comes effective) and (ii) a member, broker or dealer succeeding to and contin- 
uing the business of another member, broker or dealer need not file a report as of 
a date in the calendar year in which the succession occurs if the predecessor 
member, broker or dealer has filed a Form X-—17A-5 report in compliance with 
this rule as of a date in such calendar year; (B) such reports shall be filed not 
more than 45 days after the date of the report of financial condition; and (C) 
reports for any two consecutive years shall not be as of dates within four months 
of each other. The reports provided for in this rule shall be filed in duplicate 
original with the Regional Office of the Commission for the region in which the 
member, broker, or dealer has his or its principal place of business. 

(b) Nature and form of reports.—Each report of financial condition filed 
pursuant to paragraph (@) hereof shall be prepared and filed in accordance 
with the following requirements: 

(1) The report of a member, broker or dealer shall be certified by a certified 
public accountant or a public accountant who shall be in fact independent; pro- 
vided, however, that such report need not be certified if, since the date of the 
previous financial statement or report filed pursuant to Rule 15b-8 or 17a-5 
(A) said member has not transacted a business in securities directly with or 
for others than members of a national securities exchange; has not carried any 
margin account, credit balance or security for any person other than a general 
partner; and has not been required to file a certified financial statement with 
any national securities exchange; or (B) his or its securities business has been 
limited to acting as broker (agent) for the issuer in soliciting subscriptions for 
securities of such issuer, said broker has promptly transmitted to such issuef 
all funds and promptly delivered to the subscriber all securities received in con- 
nection therewith, and said broker has not otherwise held funds or securities for 
er owed money or securities to customers; or to) his or its securities business 
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has been limited to buying and selling evidences of indebtedness secured by 
mortgage, deed of trust, or other lien upon real estate or leasehold interests, 
and said broker or dealer has not carried any margin account, eredit balance, 
or security for any securities customer. A member, broker or dealer who files 
a report which is not certified shall include in the oath or affirmation required 
by paragraph (b)(2) of this rule a statement of the facts and circumstances 
relied upon as a basis for exemption from the certification requirements. 

(2) Attached to the report shall be an oath or affirmation that, to the best 
knowledge and belief of the person making such oath or affirmation, (A) the 
financial statement and supporting schedules are true and correct and (B) 
neither the member, broker, or dealer, nor any partner, officer, or director, as the 
case may be, has any proprietary interest in any account classified solely as 
that of a customer. The oath or affirmation shall be made before a person duly 
authorized to administer such oaths or affirmations. If the member, broker, or 
dealer is a sole proprietorship, the oath or affirmation shall be made by the 
proprietor; if a partnership, by a general partner; or if a corporation, by a 
duly authorized officer. 

(3) If the schedules furnished pursuant to the requirements of items (@), 
(b), and (c) of part II of Form X-17A-5 are bound separately from the bal- 
ance of the report they shall be deemed confidential, except that they shall be 
available for official use by any official or employee of the United States or any 
State; by national securities exchanges and national securities associations of 
which the person filing such report is a member; and by any other person to 
whom the Commission authorizes disclosure of such information as being in the 
public interest. Nothing contained in this paragraph shall be deemed to be in 
derogation of the rules of any national securities association or national se- 
curities exchange which give to customers of a member, broker, or dealer the 
right, upon request to such member, broker, or dealer, to obtain information 
relative to his financial condition. 


Rule 24b-2. Nondisclosure of Information Filed With the Commission and With 
an Exchange 


Any person filing any application, report, or document under the Act may 
make written objection to the public disclosure of any information contained 
therein in accordance with the procedure set forth below : 

(a) The person shall omit from the application, report, or document, when 
it is filed, the portion thereof which it desires to keep undisclosed (hereinafter 
called the confidential portion). In lieu thereof, it shall indicate at the appro- 
priate place in the application, report, or document that the confidential portion 
has been so omitted and filed separately with the Commission. 

(b) The person shall file with the copies of the application, report, or docu- 
ment filed with the Commission— 

(1) As many copies of the confidential portion, each clearly marked “CON- 
FIDENTIAL TREATMENT,” as there are copies of the application, report, or 
document filed with the Commission and with each exchange. Hach copy shall 
contain the complete text of the item and, notwithstanding that the confidential 
portion does not constitute the whole of the answer, the entire answer thereto ; 
except that in case.the confidential portion is part of a financial statement or 
schedule, only the particular financial statement or schedule need be included. 
All copies of the confidential portion shall be in the same form as the remainder 
of the application, report, or document. 

(2) An application making objection to the disclosure of the confidential por- 
tion. Such application shall be on a sheet or sheets separate from the con- 
fidential portion, and shall contain: (i) An identification of the portion of the 
application, report, or document which has been omitted; (ii) a statement of the 
grounds of objection; (iii) either a consent that the Commission shall determine 
the question of public disclosure upon the basis of the application and without 
a hearing, or a request for a hearing on the question of public disclosure, if 
that is desired; (iv) the name of each exchange with which the application, 
report, or document is filed. 

The copies of the confidential portion and the application filed in accordance 
With this paragraph (b) shall be enclosed in a separate envelope marked “CON- 
FIDENTIAL TREATMENT” and addressed to The Chairman, Securities and 
Exchange Commission, Washington 25, D.C. 

(¢) Pending the determination by the Commission as to the objection filed in 
accordance with paragraph (b), the confidential portion will be kept undisclosed. 
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(d) If the Commission determines that the objection shall be sustained, a 
notation to that effect will be made at the appropriate place in the application, 
report, or document. 

(e) Prior to any determination overruling the objection, if a hearing shall 
have been requested in accordance with paragraph (0b), at least 10 days’ notice 
of the time and place of such hearing will be given by registered mail to the 
person or his agent for service. Failure of any person making an application 
pursuant to paragraph (b) to request a hearing, to appear at such hearing, or 
to offer evidence at the hearing in support of his application, shall be deemed a 
consent by such person to the submission of his objection for determination by 
the Commission, In any case in which a hearing has been held, the Commission 
need consider only such grounds of objection as shall have been supported by 
evidence adduced at the hearing and the failure at the hearing to adduce evidence 
2 pamert of any ground of objection may be deemed by the Commission a waiver 
thereof. 

(f) If after such hearing the Commission determines that the objection shall 
be sustained, a notation to that effect will be made at the appropriate place in 
the application, report, or document. 

(g) If such hearing either (i) shall not have been requested, or (ii) if re 
quested, shall have been held, and the Commission shall have determined that 
disclosure of the confidential portion is in the public interest, a finding and 
determination to that effect will be entered and notice of the finding and deter- 
mination will be sent by registered mail to the person or his agent for service. 

(h) If such finding and determination are made with respect to the confiden- 
tial portion of an application, report, or document filed pursuant to section 12 
or 13 of the Act, the registration of the securities with respect to which. the 
application, report, or document was filed may be withdrawn at any time within 
fifteen days of the dispatch of notice by registered mail of such finding and. 
determination. Such withdrawal shall be effected as follows: 

(1) The issuer shall file with the Commission a written. notification of 
withdrawal. 

(2) Upon receipt of such notification, the Commission will send confirmed 
telegraphic notice thereof to each exchange on which the securities are 
registered. 

(3) The registration shall continue in effect until, and shall terminate on, the 
close of business of the tenth day after the dispatch of such telegraphic notice 
to the exchange by the Commission. 

(4) Ali applications, reports, or documents filed in connection with the regis- 
tration shall be retained by the Commission and the exchange on which filed, 
and shall be plainly marked: “Registration withdrawn as of 
(date of termination of registration)” except that all copies of the confidential 
portion will be returned to the issuer. 

(i) The confidential portion shall be made available to the public at the time 
and according to the conditions specified: below : ry 

(1) Upon the lapse of fifteen days after the dispatch of notice by registered) 
mail of the finding and determination of the Commission described in paragraph. 
(g), if prior to the lapse of such fifteen days the person shall not have filed a 
written statement that he intends in good faith to seek judicial review of the 
finding and determination ; 

(2) Upon the iapse of sixty days after the dispatch of notice by registered 
mail of the finding and determination of the Commission, if the statement, 
deseribed in subparagraph (1) immediately above shall have been filed and ifa 
petition for review shall not have been filed within such sixty days; or 

(3) If such petition for review shall have been filed within such sixty days, 
upon final disposition, adverse to the person, of the judicial p 

(j) If the confidential portion is made available to the public, one copy thereof 
shall be attached to each copy of the application, report, or document filed with 
the Commission and with each exchange. 
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Excerpt From GENERAL RULES AND RecuLaTions UNDER THE Pusiic UTILITY 
Hovprne Company Act oF 1935, as 1N Errect Marca 10, 1958 


Rule 104. Public Disclosure of Information and Objections Thereto * 

(a) General provisions..—Unless otherwise directed by the Commission, all 
information contained in any notification, statement, application, declaration, 
report, or other document filed with the Commission shall be available to the 
public, and copies of any or all information filed in connection with or asa 
part of any of the above documents will be furnished to any person upon request 
and upon payment of the charge therefor. 

(b) Confidential treatment.—If any persons filing a notification, statement, 
application, declaration, report, or other document with the Commission under 
any provision of the Act, or of any rules or order of the Commission thereunder, 
wishes to object to the public disclosure of any information, contained therein 
he shall file that portion thereof which contains such information separately 
from the remainder and shall plainly mark it “confidential treatment.” There 
shall also be filed with such information written objection to its public dis- 
closure which (1) shall identify that portion of the notification, statement, 
application, declaration, report or other document to the public disclosure of 
which objection is made, (2) shall state the reasons why public disclosure 
thereof is not necessary or appropriate in the public interest or for the protection 
of investors or consumers, and (3) may request a hearing on the question of 
public disclosure. Thereafter such information shall not be made available to the 
public unless and until the Commission so directs. 

(c) Information obtained in the course of examinations, studies and investi- 
gation.—Information or documents obtained by officers or employees of the 
Commission in the course of any examination, study or investigation pursuant to 
section 13(g), section 15(f) or parargaph (a) or (b) of section 18 shall, 
unless made a matter of public record, be deemed confidential, Officers and 
employees are hereby prohibited from making such confidential information or 
documents available to anyone other than a member, officer, or employee of the 
Commission, unless the Commission authorizes the disclosure of such information 
or the production of such documents as not being contrary to the public interest. 
Any officer or employee who is served with a subpoena requiring the disclosure 
of such information or the production of such documents shall appear in court, 
and, unless the authorization described in the preceding sentence shall have 
been given, shall respectfully decline to disclose the information or produce the 
documents called for, basing his refusal upon this rule. . Any officer or employee 
who is served with such a subpoena shall promptly advise the Commission of 
the service of such subpoena, the nature of the information or documents sought, 
and any circumstances which may bear upon the desirability of making available 
such information or documents, 


Rule 105. Disclosure Detrimental to the National Security ‘ 


(@) Any requirement to the contrary notwithstanding, no notification, state- 
ment, application, declaration, report or other document filed with the Com- 
mission shall contain any document or information that has been classified or 
determined by an appropriate department or agency of the United States to 
require protection in the interests of national defense. 

(0) Where a document is omitted pursuant to paragraph (a) hereof, there 
shall be filed, in lieu of such document, a statement from an appropriate 
department or agency of the United States to the effect that such document 
has been classified or that the status of such document is awaiting determination. 


® Sections 18(g), 15(f), 18 (@) 18 (b) and 22. 
* Sections 13(g), 15(f) and 22. 
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Where a document is omitted pursuant to paragraph (@) hereof, but informa. 
tion relating to the subject matter of such document is nevertheless included 
in material filed with the Commission pursuant to a determination of an appro- 
priate department or agency of the United States that disclosure of such 
information would not be contrary to the interests of national defense, a state 
ment to that effect shall be submitted for the information of the Commission, 

(c) The Commission may protect any information in its possession which may 
require classification in the interests of national defense pending determination 
by an ee department or agency as to whether such information should 
be classified. 


RULE 45 A-1 


Excerpt From GENERAL RULES AND REGULATIONS UNDER THE INVESTMENT 
Company Aocr or 1940, as IN Errect May 1, 1955 


RULES UNDER SECTION 45 


Rule N-45A-1. Confidential Treatment of Names and Addresses of Dealers of 
Registered Investment Company Securities 


(a) Exhibits calling for the names and addresses of dealers to or through 
whom principal underwriters of registered investment companies are currently 
offering securities and which are required to be furnished with registration state- 
ments filed pursuant to Section 8(b) of the Act or periodic reports filed pursuant 
to Section 30(a) or Section 30(b) (1) of the Act, shall be the subject of confi 
dential treatment and shall not be made available to the public, except that the 
Commission may by order make such exhibits available to the public if, after 
appropriate notice and opportunity for hearing, it finds that public disclosure 
of such material is necessary or appropriate in the public interest or for the 
protection of investors. 

(b) The exhibits referred to in paragraph (@) of this rule shall be filed in 
quadruplicate with the Commission at the time the registration statement or 
periodic report is filed. Such exhibits shall be enclosed in a separate envelope 
marked “Confidential” and addressed to the Chairman, Securities and Exchange 
Commission, Washington, D.C. 

Fesrvuary 26, 1957. 


COMPILATION OF DOCUMENTARY MATERIALS AVAILABLE IN THE 
SECURITIES AND EXCHANGE COMMISSION 


The Securities and Bxchange Commission, in its administration of several 
statutes in the general field of securities and finance, enacted by Congress for 
the protection of the interests of the public, receives for filing and issues in con- 
nection with such filings, a large amount of financial information which is of 
interest to the investing public and others, and which, under the statutes, is 
available to the public for its guidance and information. 

The statutes administered are the Securities Act of 1933, the Securities Bx- 
change Act of 1934, the Public Utility Holding Company Act of 1935, the Trust 
Indenture Act of 1939, the Investment Company Act of 1940 and the Investment 
Advisers Act of 1940. The Commission also serves as advisor to the federal 
courts in corporate reorganization proceedings under Chapter X of the National 
Bankruptcy Act. The materials available are listed below by the various Acts 
and the Sections of the Acts under which they are required to be submitted. 
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PusLic MATERIALS 


SECURITIES ACT OF 1933 
Pursuant to 
Description 

Registration statements and amendments thereto 

Prospectuses 

Periodic Reports 

Trust indenture and prospectus by issuer (Regulation B-T) 

Preliminary data (prospectus, cireular letters, etc.) to oil offer- 
ing (Regulation B). 

Offering sheets for oil or gas rights and royalties (Regulation B) ~~ 

Notification (Regulation A) 

Offering circular and written advertisements or other communi- 
cations (Regulation A). 

Reports of sales (Regulation A) 

Consent by non-resident to service of process (Regulation A) 

Prospectus, Statement to accompany assessment notice, and Sell- 
ing Literature (Regulation A-M). 


SECURITIES EXCHANGE ACT OF 1934 


Application for registration of securities on a national securities 
exchange and amendments thereto. 

Certification of exchange approving securities for listing and 
registration. 

Suspension of trading notices 

Application to withdraw or strike a security from listing and 
registration. 

Notification of removal from listing and registration of matured, 
redeemed or retired securities. 

Notification by an exchange of the admission to trading of a 
substituted or additional class of security. 

Periodic reports and amendments thereto 


Definitive proxy soliciting material (Regulation X-14) 

Report of ownership or of change in ownership of equity secu- 
rities by officers, directors and principal stockholders of is- 
suers having listed equity securities. 

Application for permission to extend unlisted trading privileges, 
notification of changes and notification of termination or sus- 
pension. 

Application for registration as a broker and dealer or to amend 
or supplement such an application. 

Reports of financial condition 

Irrevocable appointment of agent for service of process, plead- 
ings and other papers. 

Notice by non-resident broker or dealer specifying address of 
place in U.S. where copies of books and records are located and 
undertaking to furnish to Commission, upon demand, copies 
of books and records he is required to maintain. 

Application by an exchange for registration or exemption from 
registration as a national securities exchange. 

Abin Riniii tel: ES Se ES oo seareheietieiinenionemeres “i 

Record disposal plans of national securities exchanges 

Application for listing securities on an exempted exchange, and 
amendments. 

Periodic reports re securities on an exempted exchange, and 
amendments. 


ee of exempted exchange approving securities for 
isting. 


1 Section 15(d)—Securities Exchange Act of 1934. 
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PUBLIC MATERIALS—Continued 


PUBLIC UTILITY HOLDING COMPANY ACT OF 1935 


Description 


Statement by a person employed or retained by a registered com- 
pany or subsidiary thereof. 

Annual statement 

Notification of registration and registration statment by public 
utility holding companies. 

Application for order declaring registrant has ceased to be a 
holding company. 

Annual reports by registered holding companies 

Applications for exemption and applications for declaratory orders 
regarding status of Company under Act by holding companies, 
subsidiaries, and other companies. 


Twelve month statement by bank claiming exemption 

Application for approval of mutual service company or declara- 
tion with respect to organization and conduct of business of sub- 
sidiary service company, 

Statement executed by financial institution authorizing repre- 
sentative to serve as officer or director of holding company or 
subsidiary, filed by representative. 

Statement of security ownership or change in such ownership filed 
by officers and directors of registered public utility holding 
companies. 

Annual reports by mutual and subsidiary service companies 
Application by interested persons for approval of reorganization 
plans required in court proceedings for reorganization of regis- 

tered holding companies and subsidaries. 

Application by or on behalf of persons requesting approval of 
payment of fees, expenses or remuneration for services rendered 
in connection with a proceeding in reorganization in a United 
States Court involving. registered holding companies or 
subsidiaries. 

Application by registered holding companies and subsidiaries for 
approval of voluntary plans of reorganization to enable com- 
panies to conform with provisions of Section 11(b), and appli- 
cations or affidavits in support of requests for fees and expenses 
by participants. 

Report by an affiliate service company or by a person principally 
engaged in performance of services for public utilities propos- 
ing to take any step in performance of service, construction or 
sale of goods. 

Application by registered holding company for approval of amount 
at which to enter investments pursuant to Paragraph 8C of 
Uniform System of Accounts. 

Annual statements claiming exemption for small holding com- 
pany systems. 

Declaration with respect to solicitation of proxies or consents 
regarding reorganization and security transactions of registered 
holding company or subsidiary. 

Annual statement claiming exemption for a holding company 


system which is intrastate or predominantly an operating 
company. 


Applications, declarations and amendments thereto regarding sale 
and acquisition of assets and securities by registered holding 
companies, subsidiaries, and certain persons. 
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Pursuant to 
section 


12(i) 


12(i) 
5(a), 5(b) 


5(d) 


5, 14 

2(a) (3), 2 
(a) (4),2 
(a) (7) 
(B), 2 (a) 
(8) (B), 
3(a),3(b) 

3(a), 3(d) 
13(a), 
13(b) 


17(¢) 
17 (a) 


13, 14 
11(f) 


11(f) 


13(e), 18(f) 


15 


3(d) 
li(g), 12(c) 


3(a) (1), 
3(a) (2) 


6(b), 7, 9(a) 
(2), fe) 
(3), 10, 12 
(b), (ce) 
(d), (f) 
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PUBLIC MATERTALS—Continued 
PUBLIC UTILITY HOLDING COMPANY ACT OF 1935—continued 


Pursuant to 
Description section 


Certificate of notification for short term borrowings not requiring 6(b), 7, 9(c) 
Commission approval. , 10, 


12(b), 
a (d), 


(f) 
Notices of intention regarding proposed sales of securities and 11,12(d),12 
other assets not requiring filing of application or declaration. (f) 
Statements in justification of fees and expenses proposed to be paid_ eb) ne a 
1 ( 
Reports to stockholders by registered holding company or sub- . 
sidiary thereof and annual reports submitted by registered hold- 
ing company or subsidiary thereof to a State Commission cover- 
ing operations not reported to Federal Power Commission. 


TRUST INDENTURE ACT OF 1939 


Statement of eligibility and qualification of corporations or indi- 305 or 307 
viduals as trustees. 

Application for qualification of indenture 307 

Application for exemption 304(c), 304 


(d) 
Application re conflict of interest of trustees 310(b) (1) 
Indenture PePOLt Bik sists. chin nema sete ta Se—nebh ieee Ole 
Application relative to affiliations between trustees and under- 310(b) (3) 
writers. * ramen) 


INVESTMENT ADVISERS ACT OF 1940 


Application for registration as investment adviser or to amend or 203(c) or 
supplement such an application. 203 (f), 
204 
Irrevocable appointment of agent for service of process, plead- 211(a) 
ings and other papers. 


Application by person who does not deem himself to be an in- .202(a) (11) 
vestment adviser. (f) 


INVESTMENT COMPANY ACT OF 1940 


Notification of registration of investment company 

Registration statement of investment company 

Fidelity bond, resolution of board of directors, modifications 
thereto, notice of cancellation or termination of bond for offi- 
cers and employees of investment companies. 

Waiver of indemnification of officers and directors of investment 
companies, 

Application for order determining registrant has ceased to be an 
investment company, 

Periodic reports of investment companies. 


Annual, semi-annual, and other periodic reports to security holders 30(b) (2) 
of investment companies. 

Proxy soliciting material 20(a) 

Report of independent auditors examining records of invest- 17(f) 
ment companies. 

Copies of Court documents, etc....------.---.--.--.------..-- 33(b) 

Request by company for certificate to be issued to Secretary of ¢) 
Treasury pursuant to, 


+ Section 851(e)(1) of the Internal Revenue Code of 1954, 


41075—_60——-388 
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Pusiic MATERIALS—Continued 


INVESTMENT COMPANY ACT OF 1940—continued 
Pursuant to 
Description section 
Applications for exemption and other relief 2(a)(9), 
3(b) (2), 
6 (ce), (d), 
7(d), 
10(e), 
10(f), 
11{a), (¢), 
12(d) (1), 
(d) (2), 
14(a), 
15(a), 
16(a), 
17(a), 
(b), (da), 
(e), 18(i), 
22(d), 
23(b) (5), 
(ce) (3), 
24(d), 
26 (a) (2) 
(C), 28(¢), 
35(d), and 
others 
Application for exemption of an employee’s security company... 6(b) 
Application for an ineligible person to serve as officer, director, 9(b) 
etc. of a registered investment company. 
Request for advisory report of the Commission relating to the 25(b) 
reorganization of registered investment company. 
Repurchase of its own securities by a closed-end company 2c) 
(a) (4) 
Notice of proposed redemption of outstanding securities of a 23(c) 
closed-end company. 
Sales Literature regarding securities of certain investment com- 24(b) 
panies. 
Statement of the Federal Savings and Loan Corporation relating 
to the exemption of certain issuers. 
Statement of security ownership and changes in such ownership 30(f) 
filed by officers, directors and other specified insiders of reg- 
istered closed-end investment companies, 
Reports submitted pursuant to an order of the Commission. 


MISCELLANEOUS 


Transcripts of proceedings in public hearings, including intermediate decisions, 
testimony, oral argument, motions, briefs, exceptions, and exhibits received in 
evidence. 

Periodic reports filed by the International Bank for Reconstruction and De- 
velopment (Regulation BW—Rules 1 to 4—Section 15(a) of the Bretton Woods 
Agreement Act). 

Documents filed with any clerk of court except such as may be impounded 
or ordered to be kept secret by the court. These include such papers and docu- 
ments as are received by the Commission from the Federal Courts relating to 
the reorganization and arrangements of corporations pursuant to Chapter X and 
XI, respectively, of the National Bankruptcy Act. 

Commission findings, opinions, orders, rulings and notices issued for public 
release. 

Hearings and comments on proposed rules or statements of policy, etc., except 
where the writer requests that his comments not be made public. 

Reports by the Commission to the Congress as a whole. 

Matters of public record may be inspected in the Public Reference Room at 
the principal office of the Commission, and such material on file at regional offices 
of the Commission may be inspected at those offices during regular business 





tant to 
tion 


), 
(2), 
}» (d), 
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hours. Copies of matters of public record will be sold to any person upon pay- 
ment of 20¢ for the first reproduction of an original page where the reproduction 
does not exceed 9 x 12 inches, 30¢ where it is larger but does not exceed 12 x 18 
inches, and 50¢ where it is larger but does not exceed 18 x 24 inches. Additional 
copies of these pages will be at the rate of 15¢, 25¢ and 45¢ per page, respec- 
tively. In the absence of special circumstances, documents will be photocopied 
at a 25% reduction in size. In addition to any copying charge a charge of 50¢ 
will be made for each certification relating to the Commission's records without 
additional charge for the seal of the Commission, which will be affixed in all 
instances. There will be a minimum charge of 50¢ for each order. 

A list of Releases for which mailing lists are maintained by the Commission 
and a list of selected Commission publications available for purchase from the 
Superintendent of Documents, Government Printing Office, Washington 25, D. C., 
may be obtained by writing to the Securities and Exchange Commission, Branch 
of Records, and Services, Washington 25, D. C. 


NONPUBLIC MATERIALS 


Certain materials other than those specified above, which if disclosed might 
adversely affect the public interest, are generally not available to the public and 
are designated as nonpublic or confidential, Such documents include, but are 
not limited to— 

Documents, papers, data or evidence obtained in the course of any non- 
public examination or investigation including statements by witnesses or 
other persons. 

Staff working papers or drafts. 

Transcripts of testimony in any nonpublic hearing or investigation. 

Correspondence ; inter-agency and internal memoranda. 

Personnel files, and documents relating to internal matters. 

Material classified for purposes of national security. 

Letters or reports to members of Congress, committees of Congress, and 
other government agencies or officials unless and until such documents are 
made public by such recipients. 

Preliminary copies of proxy material. 

Minutes of Commission meetings and deliberations. 

Documents afforded confidential treatment pursuant to Schedule A, Para- 
graph 30, of the Securities Act of 1933, Section 24(b) of the Securities Ex- 
change Act of 1934, Section 22 of the Public Utility Holding Company Act 
of 1935, and Section 45(a) of the Investment Company Act of 1940, and the 
rules and regulations promulgated under these Acts. 


REGULATION REGARDING CONDUCT OF MEMBERS AND EMPLOYEES AND ForRMER 
MEMBERS AND EMPLOYEES OF THE COMMISSION 


Rule 1. General Statement of policy 


It is deemed contrary to Commission policy for a member or employee of the 
Commission to— 


(d) divulge confidential commercial or economic information to any 


unauthorized person, or release any such information in advance of au- 
thorization for its release.’ 


rule is intended to cover cases where, apart from specific ibition any statute or 
other rule, the disclosure or use of such information would be uneth Detailed pro- 
hibitions regard disclosure or use of confidential information are set forth in Rule 122 
under the Securities Act of 1933; Section 24(c)} and Rule X—4 under the Securities Ex- 
change Act of 1934; Section aa io) and Rule U-104 under the Public Utility Holding 
Company Act of 1935; Section 45(a) and Rule N-45A-1 under the Investment Company 
Act of 1940; and Section 210(b) under the Investment Advisers Act of 1940. 


® The policy regarding confidential information stated in ‘aphs ia) and (da); of this 
s 
ical. 





SMALL BUSINESS ADMINISTRATION 


OFFICE OF THE ADMINISTRATOR, 
November 21, 1958. 
Hon. Tuomas C. Hennes, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 

Dear Senator Henninos: This is in further response to your letter 
of June 26, 1958, requesting answers to the following questions : 

1. What types of information in the possession of the Small Busi- 
ness Administration are not available to members of the public or press 
upon request ? 

2. On the basis of what authority do we withhold such information 
or limit the availability of such records? 

Pursuant to Executive Order 10501,? the Administration has issued 
a regulation (sec. 1001 of SBA-100) designed to ——— informa- 
tion, the disclosure of which might seriously impair or harm the inter- 


ests of the Nation. Information or material classified as top secret, 
secret, or confidential, in accordance with the standards established in 
the order, is not disclosed to any member of the public or of the press. 
In addition, the Administration has imposed five limitations on the 


availability of information and records in accordance with snbsection 
5(b) (6) of the Small Business Act (Public Law 85-536), w!.ich pro- 
vides that the Administrator may— 

* * * make such rules and regulations as he deems necessary to carry out the 
authority vested in him by or pursuant to this Act; * * * 

The first of these limitations is a regulation (sec. 1102 of SBA-400) 
covering all files, documents, records, and information in the posses- 
sion of the Administration. In effect, the regulation forbids an officer 
or employee of the agency to disclose such material or make it avail- 
able to a member of the public or of the press without specific authori- 
zation from me, as Administrator. . The files of this agency consist, in 
large part, of applications for loans pursuant to section 7 of the Small 
Business Act; applications for certificates of competency pursuant to 
subsection 8(b) (7) of the act; applications for certification as a small- 
business concern within the meaning of section 8 of the act; and 
ee for managerial advice, for assistance in obtaining machinery 
and other equipment, for assistance in obtaining contracts with the 
Government, etc. These applications and requests contain disclosures 
by small business concerns of such matters as their income, profits, 
losses, productive capacity, future plans, methods of operation, and 
similar data. 

Disclosures of this nature rarely can be obtained from a business. 
concern without assurances that they will be protected. . The requisite: 


2 P. 667, this volume. 
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confidence would hardly be evoked from applicants if employees of the 
Administration were given discretion to determine what information 
in their possession should be released to the press. In order to satisfy 
every applicant that his interests will be safeguarded, insofar as they 
are consistent with those of the public, I have reserved all such deci- 
sions to myself. 

Quite apart from subsection 5(b) (6) of the Small Business Act, 
uoted above, another reason for section 1102 of SBA-400 is to be 
ound in 18 U.S.C. 1905, which reads as follows: 

Whoever, being an officer or employee of the United States or of any department 
or agency thereof, publishes, divulges, discloses, or makes known in any manner 
or to any extent not authorized by law any information coming to him in the 
course of his employment or official duties or by reason of any examination or 
investigation made by, or return, report or record made to or filed with, such 
department or agency or officer or employee thereof, which information concerns 
or relates to the trade secrets, processes, operations, style of work, or apparatus, 
or to the identity, confidential statistical data, amount or source of any income, 
profits, losses, or expenditures of any person, firm, partnership, corporation, or 
association ; or permits any income return or copy thereof or any book containing 
any abstract or particulars thereof to be seen or examined by any person except 
as provided by law; shall be fined not more than $1,000, or imprisoned not more 
than one year, or both; and shall be removed from office or employment. 

This statute appears to prohibit the Administration from divulging, 
to the public or the press, information filed with it by a business con- 
cern respecting the income, profits, losses, methods of operation, etc., 
of such concern. Some of the information in our files lies outside the 
scope of the statute; but, in view of the difficulties entailed in segre- 
gating the latter from the former, I consider it necessary to retain con- 
trol over the release of all information. 

It should be noted that the primary purpose of section 1102 of SBA- 


400 is to protect applicants from disclosures that would injure or em- 
barrass them. Information selating te income, profits, losses, methods 


of operation and other matters which does not reveal the identity of the 
business concerns involved is of legitimate interest to the public and 
the press. All reasonable requests for compilations of this nature 
are granted. In addition, compilations which we consider to be of 
special significance are released to the press, even in the absence of re- 
quest, and included in our semiannual reports to Congress. 

The second limitation is to be found in the first, p ph of section 
301.03E(3) of SBA-500, forbidding disclosures to the ublic or to 
the press of the names of business firms whose loan a rations are 
pending or whose loan applications have been denied. ther or not 
this information is covered by the prohibition of 18 U.S.C. 1905, it is 
clear that publication of it would seriously meee the loan p 
conducted by the administration. If it were to be disclosed, melban 
hess firms would be reluctant to apply for the financial assistance 
which Congress wants it to have... Few concerns would be willing te 
risks application if they knew that, in the event of denial, their credit 
standing would be further impaired by public notification of their 
plight to their creditors, competitors, suppliers and customers. The 
protection accorded applicants by section 301,03E (3) is similar to that 
offered to their customers by private banks, 

The names of unsuccessful loan applicants are, of course, made avail- 
able at the request of any cognizant committee of Congress, In ad- 
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dition, the names of successful applicants, and the amounts loaned to 
each, are included in the semiannual reports made by the adminis- 
tration to Congress pursuant to subsection 10(a) of the Small Busi- 
ness Act. 

The third limitation relates to the joint set-aside program conducted 
by the administration, with the cooperation of Government agencies 
having procurement authority, to insure that a fair proportion of the 
total purchases and contracts for property and services for the Gov- 
ernment are placed with small business enterprises, in accordance with 
the policy laid down by Congress in section 2 of the Small Business 
Act.. To carry out this program, a number of Government procure- 
ment, offices disclose their purchasing plans to representatives of the 
administration. ‘The purpose of such disclosure is to enable our repre- 
sentatives to review thisns proposed purchases, determine the type of 
facilities needed to produce the items involved, evaluate the prospects: 
for small business competition and advise procurement officials of those 
which they believe should be earmarked for competition exclusively 
among small firms. 

In effect, section 301.053 of SBA-600 forbids premature disclosure 
of Government purchasing plans to anybody outside of the Admin- 
istration. Such plans, it is to be noted, are often revised substan- 
tially and, in some cases, entirely abandoned. Public announcement 
of plans by this agency before they are ready to be put into opera- 
tion would create confusion which would be harmful to both the 
Government and small business. Accordingly, the Administration 
preserves silence until procurement officials have finalized their pro- 
grams. 

Section 301.053 of SBA-600 is also designed to forbid premature 
disclosure of pending procurements to an individual member of the 
public as distinguished from the public generally. Such advance 
information as to the types and quantities of items which the Gov- 
ernment intends to purchase would, of course, give the recipient an 
unfair advantage over his competitors. 

The fourth limitation, which is to be found in section 203.02 of 
SBA-600 and in the second paragraph of section 301.03E(3) of SBA- 
500, relates to the procedures followed by the Administration in proc- 
essing applications for loans, certificates of competency and other 
forms of assistance. When final action is taken on an application, 
the applicant receives prompt notification. These provisions of the 
regulations merely remind personnel of the agency that preliminary 
actions, such as recommendations made by subordinate officials for 
the consideration of their superiors, are not to be divulged. Informa- 
tion of this type has little practical value to applicants, especially 
since there is seldom a substantial time lapse between recommenda- 
tion and final action. On the other hand, as experience has demon- 
strated, disclosure of it would endanger applicants and impede the 
operations of the Administration. 

Most applicants are in great need of the assistance they seek from 
the Administration. The urgency of the average situation is such 
that it is difficult to dissuade an applicant, who learns that a sub- 
ordinate official has made a favorable recommendation, from acting 
on the assumption that his application is going to be granted. How- 
ever carefully it is explained that the recommendation is only ad- 
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visory in nature and that it may not be accepted, the tendency of a 
loan applicant, for example, is to make financial commitments antici- 
pating the funds he expects to receive. In the event that the Ad- 
ministration finds it necessary to deny assistance, such business con- 
cerns find themselves in serious difficulty. Needless to say, they sin- 
cerely believe that they were mislead by the Administration and con- 
tend that, even if they were initially ineligible for the assistance re- 
quested, their plight now makes it imperative. The purpose of the 
cited provisions of our regulations, then, is to avoid this problem and 
the time-consuming complaints attending it. 

The fifth limitation relates to investigations conducted by the Ad- 
ministration to determine the moral and financial responsibility of 
loan applicants. Unless assured that their confidences will be re- 
spemaal essential sources of credit information would be unwilli 
or reluctant to cooperate with us. In accordance with establish 
investigative pes followed by banks and other private insti- 
tutions as well as by Government agencies, the last two sentences of 
section 301.03E(3) of SBA-500 remind SBA personnel that such in- 
formation is not to be disseminated outside of the agency. 

I trust that this letter satisfies your inquires. In the event that 
you wish further information, I should be glad to furnish it. 

In accordance with your request, I enclose herewith copies of all 
the regulatory provisions cited above. 

The Bureau of the Budget has no objection to the submission of 


this mage 
incerely yours, 


Wenvett B. Barnes, 
Administrator. 


(The enclosed regulations follow.) 
REGULATIONS 


PHyYsIcaL SECURITY PROGRAM 


Authority: Executive Order 10501 dated November 5, 1953 


1000. Purpose and Responsibility. 


.01 Purpose. The purpose of the physical security program is to safeguard 
information, the unauthorized disclosure of which might seriously impair or 
harm the interests of the nation. The physical security program is designed 
to prevent the compromise of such information, while recognizing that it is 
essential that the citizens of the United States be informed concerning the 
activities of their government. 

02 Responsibility. Responsibility for the SBA physical security program is 
assigned as follows: 

a. The Director, Office of Personnel, has been designated as the agency’s 
Security Officer, and he is assisted by a Deputy Security Officer. The Secur- 
ity Officer is responsible for developing, installing, maintaining, inspecting, 
and advising on facilities, procedures, and controls for safeguarding classi- 
fied material originating in, received by, in transit through, or in custody 
of the SBA. He shall maintain active training and orientation programs 
for employees concerned with classified information and material to impress 
each such employee with his individual responsibility for exercising dili- 
gence and care in complying with the provisions of these regulations. He 
Shall make or cause to be made such inspections as are necessary to insure 
that the provisions of these regulations are administered effectively. This 
will include a continuing review of the implementation of these regulations 
to insure that no information is withheld which the people of the United 
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States have a right to know, and that classified information is properly 
safeguarded. 

b. The responsibility of the Deputy Administrators, the Office Directors 
and Regional Directors is to protect classified information and material 
within their areas of jurisdiction, and to insure compliance with these 
regulations by subordinates. 

ec. All SBA employees who have access to classified information are re- 
sponsible for the protection of such information at all times, as outlined 
in these regulations. 


1001. Classification. 


.01 Categories. “Classified Information and Material” as used in these regu- 
lations means all official information and material which requires protection 
in the interests of national defense and which in descending order of importance 
has been assigned one of the following designations: TOP SECRET, SECRET 
or CONFIDENTIAL. Such information or material includes all copies of the 
official records (documents, letters, reports, memoranda, telegrams, airgrams, 
notes, drafts, shorthand notes, carbons, ete.) which contain defense information 
classified under any of the above categories. No other designation shall be 
used to classify defense information, including military information, as requir- 
ing protection in the interests of national defense, except as expressly provided 
by statute. 

a. TOP SECRET. Except as may be expressly provided by statute, the 
use of the classification TOP SECRET shall be authorized, by appropriate 
authority, only for defense information or material which requires the highest 
degree of protection. The TOP SECRET classification shall be applied only 
to that information or material the defense aspect of which is paramount, 
and the unauthorized disclosure of which could result in exceptionally grave 
damage to the Nation such as leading to a definite break in diplomatic rela- 
tions affecting the defense of the United States, an armed attack against the 
United States or its allies, a war, or the compromise of military or defense 
plans, or intelligence operations, or scientific or technological developments 
vital to the national defense. 

b. SECRET. Except as may be expressly provided by statute, the use of 
the classification SECRET shall be authorized, by appropriate authority, 
only for defense information or material the unauthorized disclosure of which 
could result in serious damage to the Nation, such as by jeopardizing the 
international relations of the United States, endangering the effectiveness of 
a program or policy of vital importance to the national defense, or compromis- 
ing important military or defense plans, scientific or technological develop- 
ments important to national defense, or information revealing important 
intelligence operations. 

ce. CONFIDENTIAL, Except as may be expressly provided by statute, the 
use of the classification CONFIDENTIAL shall be authorized, by appropriate 
authority, only for defense information or material the unauthorized dis 
closure of which could be prejudicial to the defense interests of the nation. 

d. RESTRICTED DATA. This is a classification used by the Atomic 
Energy Commission. The Atomic Energy Act of 1946 (Public Law 585, 79th 
Cong., 2nd Sess.) Section 10(b)(1), defines RESTRICTED DATA. as 
follows : 

The term RESTRICTHD DATA as used in this section means all data 
eoncerning the manufacture or utilization of atomic weapons, the pro 
duction of fissionable material, or the use of fissionable material in the 
production of power, but shall: not include any data which the Com- 
mission from time to time determines may be published without adversely 
affecting the common defense and security. 

RESTRICTED DATA will be classified TOP SECRET, SECRET, or CON- 
FIDENTIAL. Before any person may be permitted to have access to RE- 
STRICTED DATA, such person must be granted a special (Class “Q") clear- 
ance by the Atomic "Energy Commission. 

SBA-100 


02. Original Classifying Authority. Documents originating in the Small Busi- 
ness Administration may be classified Top Secret, Secret, or Confidential, only 
by the Administrator. Officials of SBA initiating a document which in their 

judgment should be classified, pretence gn BB Pep Aer sya Ses Bad 
Administrator with a recommendation as to the proper classification. 
sary classification and overclassification shall be scrupulously avoided. 
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The following special rules shall be observed in classification of defense in- 
formation or material; 

a. Documents in General: Documents shall be classified according to their 
own content and not necessarily according to their relationship to other 
documents. References to classified material which do not reveal classified 
defense information shall not be classified. 

b. Physically Connected Documents: The classification of a file or group 
of physically connected documents shall be at least as high as that of the 
most highly classified document therein. Documents separated from the 
file or group shall be handled in accordance with their individual defense 
elassification. 

ce. Multiple Classification: A document, product, or substance shall bear 
a classification at least as high as that of its highest classified component. 
The document, product, or substance shall bear only ene over-all classifica- 
tion, notwithstanding that pages, paragraphs, sections, or components there- 
of bear different classifications. 

d. Transmittal Letters: A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure. 

e. Information Originated by a Foreign Government. or Organization: 
Defense information of a classified nature furnished to the United States 
by a foreign government or international organization shall be assigned a 
classification which will assure a degree of protection equivalent to or 
greater than that required by the government or international organization 
which furnished the information. 

08. Declassification, Downgrading, or Upgrading. The Security Officer is 
responsible for continuing review of material originally classified in the SBA 
for the purpose of declassifying or downgrading it whenever national defense 
considerations permit, and for receiving requests for such review from all 
sources. Whenever he determines that classified material originated in SBA 
should be declassified, downgraded, or upgraded, he will make a recommendation 
to the Administrator for final action. The following special rules shall be 
observed with respect to changes of classification of defense material : 

a. Automatic Changes: To the fullest extent practicable, the Administra- 
tor will indicate on the material (except telegrams) at the time of original 
classification that after a specified event or date, or upon removal of classi- 
fied enclosures, the material will be downgraded or declassified. 

b. Non-Automatic Changes: The Security Officer may make a recommen- 
dation to downgrade or declassify such material when circumstances no 
longer warrant its retention in its original classification provided the con- 
sent of the appropriate classifying authority has been obtained. The down- 
grading or declassification of extracts from or paraphrases of classified 
documents shall also require the consent of the appropriate classifying 
authority unless the SBA official making such extracts knows positively that 
they warrant a classification lower than that of the document from which 
extracted, or that they are not classified. 

c. Material Officially Transferred: In the case of material transferred by 
or pursuant to statute or Executive erder from another department or 
agency to SBA for SBA’s use and as part of its official files or property, as 
distinguished from transfers merely for purposes of storage, the SBA shall 
be deemed to be the classifying authority for all purposes under this order, 
including declassification and downgrading. 

d. Material Not. Officially Transferred: When the SBA has in its posses- 
sion any classified material which has become five years old, and it appears 
(1) that such material originated in an agency which has since become de- 
funct and whose files and other property have not been officially trans- 
ferred to another department or agency within the meaning of subsection 
(c), above, or (2) that it is impossible for the possessing department or 
agency to identify the originating agency, and (3) a review of the material 
indicates that it should be downgraded or declassified, the Administrator 
may declassify or downgrade such material. If it appears probable that 
another department or agency may have a substantial interest in whether 
the classification of any particular information should be maintained, the 
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other department or agency may, if is so desires; express its objections to 
declassifying or downgrading the particular material, but the power to make 
the ultimate decision shall reside in the SBA. 

e. Classified Telegrams: Such telegrams shall not be referred te, extracted 
from, paraphrased, downgraded, declassified, or disseminated, except in 
accordance with special regulations issued by the head of the originating 
department or agency. Classified telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the transmit- 
ting department or agency. 

f. Downgrading: If the recipient of classified material believes that it has 
been classified too highly, he may make a request to the Security Officer who 
may recommend that the Administrator downgrade or declassify the mate- 
rial after obtaining the consent of the appropriate classifying authority. 

g. Upgrading: If the recipient of unclassified material believes that it 
should be classified, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accord- 
ance with the classification deemed appropriate and a request made to the 
Security Officer who may recommend that the Administrator classify the 
material or upgrade the classification after obtaining the consent of the 
appropriate classifying authority. 

h. Notification of Change in Classification: The Security Officer taking 
action to declassify, downgrade, or upgrade classified material shall notify 
all addressees to whom the material was originally transmitted. 

04 Marking of Classified Material: After a determination of the proper de- 
fense classification to be assigned has been made in aceordance with the provi- 
sions of this order, the classified material shall be marked as follows: 

a. Bound Documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back 
page and on the outside of the back cover. In each case the markings shall 
be applied to the top and bottom of the page or cover. 

b. Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other similar 
documents, the pages of which are not permanently and securely fastened 
together, shall be conspicuously marked or stamped at the top and bottom of 
each page, in such manner that the marking will be clearly visible when the 
pages are clipped or stapled together. 

c. Charts, Maps, and Drawings: Classified charts,.maps, and drawings 
shall carry the defense classification marking under the legend, title biock, 
or seale in such manner that it will be reproduced on all copies made there 
from. Such classification shall also be marked at the top and bottom in each 
instance. 

d. Photographs, Films and Recordings: Classified photographs, films, and 
recordings, and their containers, shall be conspicuously and appropriately 
marked with the assigned defense classification. 

e. Products or Substances: The assigned defense classifications shall be 
conspicuously marked on classified products or substances, if possible, and 
on their containers, if possible, or, if the article or container cannot be 
marked, written notification of such classification shall be furnished to recip- 
ients of such products or substances. 

f. Reproductions: All copies or reproductions of classified material shall be 
appropriately marked or stamped in the same manner as the original thereof. 

g. Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to impos- 
ing a defense classification and has been determined not to require such 
classification. 

h. Change or Removal of Classification: Whenever classified material is 
declassified, downgraded; or upgraded, the material shall be marked or 
stamped in a prominent place to reflect the change in classification, the au- 
thority for the action, the date of action, and the identity of the person 
or unit taking the action. In addition, the old classification marking shall 
be cancelled and the new classification (if any) substituted therefor. Avuto- 
matic change in classification will be indicated by the Administrator through 
marking or stamping in a prominent place to reflect information specified in 
subsection 1101.03a, hereof. 
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i. Material Furnished Persons not in the Executive Branch of the Govern- 
ment: When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the 
executive branch, the following notation, in addition to the assigned classi- 
fication marking, shall whenever practicable be placed on the material, on its 
container, or on the written notification of its assigned classification : 

“This material contains information affecting the national defense 
of the United States within the meaning of the espionage laws, Title 18, 
U.S.C., Secs. 793 and 794, the transmission or revelation of which in any 
manner to an unauthorized person is prohibited by law.” 

Use of alternative marking concerning “Restrictive Data” as defined by 
the Atomic Energy Act is authorized when appropriate. 

.05 Custody and Safekeeping: The possession or use of classified defense in- 
formation or material shall be limited to locations where facilities for secure 
storage or protection thereof are available by means of which unauthorized 
persons are prevented from gaining access thereto. Whenever such information 
or material is not under the personal supervision of its custedian, whether dur- 
ing or outside of working hours, the following physical or mechanical means 
shall be taken to protect it: 

a. Storage of Top Secret Material: Top Secret defense material shall be 
protected in storage by the most secure facilities possible. Normally it will 
be stored in a safe or a safe-type steel file container having a three-position, 
dial-type, combination lock, and being of such weight, size, construction, or 
installation as to minimize the possibility of surreptitious entry, physical 
theft, damage by fire, or tampering. The Administrator may approve other 
storage facilities for this material which offer comparable or better pro- 
tection, such as an alarmed area, a vault, a secure vault-type room, or an 
area under close surveillance of an armed guard. 

b. Secret and Confidential Material: These categories of defense material 
may be stored in a manner authorized for Top Secret material, or in metal 
file cabinets equipped with steel lockbar and an approved three combination 
dial-type padlock from which the manufacturer’s identification numbers 
have been obliterated, or in comparably secure facilities approved by the 
Administrator. 

ce. Lock Combinations: The Security Officer shall maintaim a master rec- 
ord of combinations for all safekeeping equipment in SBA. A label shall be 
pasted on the outside front near the top of each safe or safe-type file cabi- 
net on which will be recorded the name, home address, and home telephone 
number of all persons in possession of the combination. A similar listing is 
required of personnel responsible for locking metal file cabinets equipped 
with steel lockbar and padlock. 

d. Changes of Lock Combinations: Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security 
clearance, whenever such equipment is placed in use after procurement 
from the manufacturer or other sources, whenever a person knowing the 
combination is transferred from the office to which the equipment is as- 
signed, or whenever the combination has been subjected to compromise, and 
at least once every year. Knowledge of combinations shall be limited to 
the minimum number of persons necessary for operating purposes. Records 
of combinations shall be classified no lower than the highest category of 
classified defense material authorized for storage in the safekeeping 
equipment concerned, 

e. Custodian’s Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and account- 
ability for such material at all times and particularly for securely locking 
classified material in approved safekeeping equipment whenever it is not in 
use or under direct supervision of authorized employees. Custodians shall 
follow procedures which insure that unauthorized persons do not gain access 
to classified defense information or material by sight or sound, and classified 
information shall not be discussed with or in the presence of! unauthorized 
persons. 

f. Telephone Conversations: Defense information classified in the three 
eategories under the provisions of this order shall not be revealed in tele- 
phone conversations, except as may be authorized under section 1103., 
hereof with respect to the transmission of Secret and Confidential material 
over certain military communications circuits. 
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g. Loss or Subjection to Compromise: Any person in the SBA who has 
knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to the Security 
Officer, and the latter shall take appropriate action forthwith, including 
advice to the originating department or agency. 


DISCLOSURE OF INFORMATION 


1100. Purpose. This regulation establishes criteria and procedures to govern 
the disclosure of information contained in the files, documents and records of the 
Small Business Administration. 

1101. Scope. This regulation applies to all files, documents, records and infor- 
mation obtained by officers and employees of the Small Business Administration 
in the course of their official duties and all files, documents, records and informa- 
tion in the custody or control of any officer or employee of the Small Business 
Administration, unless such files, documents, records and information be a 
matter of public record. ); 

1102. Disclosure Prohibited. Officers and employees of the Small Business 
Administration are hereby prohibited from disclosing or making available to 
anyone the files, documents, records and information described in 1101 hereof for 
any purpose other than the performance of his official duties, unless the Admin- 
istrator specifically authorizes the disclosure of such information or the produc 
tion of such files, documents and records, or parts thereof, as not being contrary 
to the public interest. 

1108. Advice to Administrator. Whenever an officer or employee of the Ad- 
ministration is served with a subpoena demanding the disclosure of the informa- 
tion or the production of the files, documents and records described in 1101 
hereof, or is requested by any court, committee or other body to disclose the 
information or produce the files, documents and records described in 1101 hereof, 
such officer or employee shall promptly inform his superior of the requirements 
of the subpoena or request and shall ask for instructions from the Administrator 
with respect thereto. 

1104. Appearances and Testimony. Any officer or employee of the Small Busi- 
ness Administration who is served with a subpoena demanding the disclosure of 
information or the production of the files, documents and records described in 
1101 hereof, or who is requested by any court, committee or other body to disclose 
the information or produce the files, documents and records described in 1101 
hereof, shall appear before the court, committee or other body which issued the 
subpoena or made the request, and, unless the authorization described in 1102 
hereof shall have been given by the Administrator, shall respectfully decline to 
disclose the information or produce the files, documents and records demanded 
or requested, basing such refusal upon this regulation. 


E. DISCLOSURE OF INFORMATION 


(1) General Policy. It is the policy of SBA to make available to any inter- 
ested person or group for legitimate purposes, information concerning loans 
authorized. This is in recognition of the rights of a taxpayer to know how 
government funds are being loaned. Information, other than that listed below, 
obtained concerning a loan shall be held in strict. confidence. 

(2) Information to be Disclosed. 'The Small Business Administration makes 
available from its Washington Office, regularly, press releases on business loans 
tentatively approved, both in Washington and in the field. Field offices are 
authorized to issue information on loans approved in their regions at the dis- 
eretion of the Regional Director or the Branch Manager. Information to be 
disclosed, however, shall be limited to the name of the borrower, amount and 
type of loan approved, number of employees of the company, type of business 
and general purpose of the loan. In no event shall the name of the participat- 
ing lending institution or extent of participation be disclosed without prior 
approval of that institution. The same information as is disclosed on new loans 
may be made available on outstanding loans, if requested. In addition, ordi- 
nary credit information such as unpaid balance of loan and compliance with 
repayment terms may be disclosed on outstanding loans at the discretion of the 
Regional Director. When an application has. been declined, the applicant and 
his authorized representative, but no others, may be informed as to such de- 
cline and the reasons therefor. 
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(3) Information Not to be Disclosed... Names of business concerns filing ap- 
plications and the names of business firms for which loans have been declined 
shall not be disclosed to the public or press. Neither shall the information con- 
tained in an application for a loan or submitted in support of an application 
be revealed to anyone outside of SBA or the participating institution. Copies 
of the Financial Specialist’s report shall not be released to a participating in- 
stitution, but certain information, such as appraisals or financial information, 
may be extracted from the report and given to the participating institution, if 
requested, when the disclosure of such information is in the interests of the 
applicant. 

ENO one in any Regional or Branch Office shall disclose or otherwise indicate 
to an applicant that office’s recommendation to Washington in respect to the 
approval or declination of the loan applied for. Financial Specialists may, 
however, discuss with the applicant in advance, if desired, the feasibility of ap- 
plicant’s compliance with possible proposed terms and conditions. In such cir- 
cumstances it must be pointed out to the applicant that such discussion is solely 
for the purpose of developing feasible terms and conditions in the event a loan 
should be favorably acted upon, and that such discussion should not in any 
way be taken as an indication that the application will receive favorable con- 
sideration. Information concerning investigations of loan applicants or other 
parties having business with this Agency is for the use of SBA personnel only 
and is not to be disseminated in any manner outside of this Agency. This policy 
is in accordance with established investigative procedures and should be strictly 
adhered to by all SBA personnel. 

(6) If the applicant is a newspaper, magazine, radio broadcasting company 
or television broadcasting company, or similar enterprise. 

(7) If any substantial portion of the gross income of the applicant (or of 
any of its principal owners) is derived from the sale of alcoholic beverages. 

(8) If any part of the gross income of the applicant (or of any of its principal 
owners) is derived from gambling purposes. Note: Administratively, it has 
been determined that if any part of the gross income is derived from the rental 
of premises for gambling purposes, the financial assistance will not be granted. 

(9) If the loan is to provide capital to an enterprise primarily engaged in 
the business of lending or investment. 

(10) If the effect of the granting of the financial assistance will be to encour- 
age monopoly or will be inconsistent with the accepted standards of the Ameri- 
can system of free competitive enterprise. 

(11) If the proceeds of the loan will be used for moving an eligible business 
when the move is prompted by a desire to avoid obligations which might have 
been incurred in the location from which the move is to be made. This might 
involve an effective labor union contract or a commitment to negotiate a col- 
lective bargaining agreement. Furthermore, such use of proceeds will not be 
permitted where the relocation is either from an area of present labor surplus 
or where the relocation will cause serious unemployment. Note: In those cases 
where it is demonstrated that there is a sound business purpose behind a move, 
such as to locate closer to a source of basic materials, to consolidate operations in 
one location, to take advantage of decreased state taxes or to locate closer to major 
consumers, the proceeds of a loan may be used for the expenses of such a move, 
provided the loan is not otherwise prohibited by this subparagraph. 


May 29, 1957. 
208.02 Disclosure of Privileged Information. With respect to information on 
procurement contracts, prime or subcontracts, certificates of competency, and 
the like, an applicant may not be informed of the SBA’s official position regard- 
ing these matters until formal action has been taken either by SBA or by con- 
stituent agencies having authority to make decisions on the subject matter. 
Under no circumstances should the recommendation of the Regional Office be 
disclosed prior to formal action. 
March 14, 1957. 





598 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


.053 Restrictions on Mailing of Joint Set-Aside Reports. SBA will not di- 
vulge to the public any information regarding pending procurements until the 
IFB or RFP has been issued, or until authority has been granted by the pro- 
curing office. Precautions must be taken to safeguard, after working hours, 
the reports containing pending procurements. 

Each copy of the forms and the attachments, except SBA Form 69, shall be 
stamped as follows unless they already contain the notation : 


NOT FOR PUBLIC INFORMATION UNTIL ISSUANCE OF THE IFB OR RFP 


Mail Joint Set-Aside Reports direct to the Procurement Assistance Division, 
Office of Procurement and Technical Assistance in Washington. Stamp on the 
envelope: “Deliver Unopened.” 


APRIL 10, 1958. 





SMITHSONIAN INSTITUTION 


Wasurneron, D.C., July 8, 1958. 
Hon. Tuomas C. Hennin6s, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
US. Senate, Washington, D.C. 

Dear Mr. Hennines: Reference is made to your letter of June 26, 
1958. The Smithsonian Institution has always supplied records and 
information upon request to the public and the press. To my knowl- 
edge, no records are withheld except reports of investigating agencies 
pertaining to employees or prospective employees or classified infor- 
mation which is referred to the Institution by another Government 


ney. 
The Institution has issued no directives or regulations dealing with 
the availability of records or information. 
Sincerely yours, 


Leonarp CaRMICHAEL, Secretary. 
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DEPARTMENT OF STATE 


Wasurnerton, D.C., July 11, 1958. 
Hon. Tuomas C. Hennino@s, Jr., 
Chairman, Subcommittee on Constitutional Rights, 
U.S. Senate. 

Dear Senator Hennrnos: Reference is made to your letter to the 
Secretary of State dated June 26, 1958, in which you requested infor- 
mation with respect to the availability to the ublic or to the press of 
information and records in the Department of State. 

The response of the Department to this and related questions ma 
be found at pages 458 through 480 of the committee print entitled 


“Replies From Federal Agencies to Questionnaire Submitted by 
Special Subcommittee on Government Information of the Committee 
on Government Operations,” dated November 1, 1955, House of Rep- 
resentatives, 84th Congress, Ist Session. It is understood that a copy 
of this print is available to you. 

acisels yours, 


WiuraMm B. Macomser, Jr., 
Assistant Secretary. 
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SUBVERSIVE ACTIVITIES CONTROL BOARD 


J uy 1, 1958. 
Hon. Tomas C. Hennino6s, Jr., 


U.S. Senate, Washington, D.C, 


My Dear Senator Hennines: On June 26, 1958, you wrote me as 
Chairman of the Subversive Activities Control Board in respect to in- 
formation available to the public. 

1. The only information and records in the ion of the Board 
which are not available to members of the public and press upon re- 
quest, are those involving matters es solely to the internal man- 
agement of the Board, such as employee loyalty and confidential per- 
sonnel records, 

2. The authority for not making these few items available to the 

ublic is found in the various lations contained in the Federal 

ersonnel Manual issued by the Civil Service Commission. By way 
of example, one of the pertinent items therein is the Presidential direc- 
tive'issued March 13, 1948, pertaining to the confidential status of em- 
ployee loyalty records. 

The statute under which our Board functions provides that all hear- 
ings conducted by the Board shall be public. Further, the Statement 
ef Organization and Rules of Procedure adopted by the Board 
provide— 

Information. Any person desiring information about a par- 
ticular case or phase of work of the Board may write to the Sub- 
versive Activities Control Board, attention of the Executive Sec- 
retary of the Board. 

Availability of records. All matters of official record, includ- 
ing final orders of the Board, shall be made available to persons 
properly concerned therein. 

The Board does not have available an extra copy of the Federal 
Personnel Manual so as to comply with your request for copies of 
authorities. Except for the manual and the Board’s Statement of 
Organization and Rules of Procedure, from which pertinent extracts 
are quoted above, there have been no directives, regulations (published 
as well as unpublished), instructions to personnel, letters, policy state- 
ments, or memorandum dealing with the availability of records and 
information. 

The Board will be pleased to furnish any further or additional in- 
formation that you may desire. 

Sincerely yours, 


Dorotuy McCourt oven Ler, Chairman. 
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TARIFF COMMISSION 


Wasuineron, D.C., July 2, 1958. 
Hon. Tuomas C. Henninos, Jr., 
Constitutional Rights Subcommittee, 
US. Senate. 


Dear Senator Henninos: In response to your letter of June 2%, 
1958, there are listed below the types of information and records im 
the custody of the Tariff Commission which are not available to mem- 
bers of the public or press upon request, together with the basis for 
such action. 

(1) National security information classified by other Federal 
cies under Executive Order 10501 of November 5, 1953 (18 F.R, 
7049).*_ The Tariff Commission itself is prohibited from originating 
national security information by the President’s letter accompanying 
Executive Order 10501, but is bound by the classifications of other 
Federal agencies from which it may receive material. Such informa- 
tion is released only in accordance with Executive Order 10501, 

(2) Information of a confidential nature affecting private business 
operations. The Commission is prohibited by title 18, United States 

ode, section 1905 as well as by the Federal Reports Act (5 U.S.C. 139 
et seq.) from revealing information concerning the confidential busi- 
ness operations of firms or individuals who may supply such data to 
the Commission or which has been supplied the Commission by other 
Federal agencies. 

(3) Material, such as reports on bills or other studies, submitted 
to congressional committees, until its release is authorized by the com- 
mittee. The Commission has long been under instruction from the 
committees of Congress with which it deals not to release such reports 
until authorized to do so by the committee. We are not aware of 
legislation which specifically governs this practice. 

(4) Reports to the President, except as may otherwise be required 
by law. Unless otherwise provided by law, the Commission’s reports 
to the President are considered of a confidential nature until released 
by the White House. We are not aware of legislation which specifi- 
cally governs this practice. 

(5) Information concrete the internal status of the Commission’s 
investigations and actions. The Commission does not release informa- 
tion concerning the progress or trend of its investigations or of the 
views or votes of Commissioners relating thereto until its final and 
official report is ready for release to all parties and the public at the 
same time. We are not aware of legislation which specifically governs 
this practice. 

e will be glad to furnish any additional information which may 
be of assistance. 
Sincerely yours, 
Epear B. Brossarp, Chairman. 


1 See p. 667, this volume. 
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TENNESSEE VALLEY AUTHORITY 


Aveust 1, 1958. 
Hon. THomas ©. Henntnos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on 
the Judiciary, Senate Office Building, Washington, D.C. 

Dear Senator Hennines: The following material is provided in 
answer to your inquiry of June 26 concerning your study of the subject 
of freedom of information. The following questions were asked in 
your above letter: 

1. What types of information and records in the possession of 
your Department or agency are not available to members of the 
public or press upon a 

2. On the basis of what authority do you withhold such infor- 
mation or limit the availability of such records? 

The following types of information are not available to members of 
the public or the press upon request : 


[ ADMINISTRATIVE 


1. Staff planning in process on matters of policy which have not 
been approved by the Board of Directors. 
2. Details of uncompleted negotiations, such as wage or contract 


tiations. 
eTOnce matters in (1) and (2) above have been submitted to and 
ee by the Board, the results are available to the press and the 
public. 

8. Details of the TVA budget program as submitted to the Bureau 
of the Budget, and details of the President’s budget as it relates to 
TVA, are not released to the public or the press until after the Presi- 
dent delivers his budget message to the Congress. Even after pres- 
entation of the budget message, any differences between this bu 
and the original TVA recommendations are not made available to the 
press and public. They are available to congressional committees at 
their request. (See Bureau of the Budget Circular (No. A-10), 
attached.) 


COMMERCIAL AND INDUSTRIAL 


1. Information on details of freight movements by common carrier, 
particularly origins and destinations, are not made available to the 
oui without the consent of the shipper. (See 49 U.S.C., 
sec, ; 

2. Information provided by industries on a confidential basis in 
the dre of their investigation of plant sites and the availability 
of electricity. 
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3. Information relating to forest products, secured by TVA em. 
ployees acting as special agents for the Bureau of the Census. Cen. 
sus Bureau restrictions on the release of this material are observed, 

4, Salary data and information collected on a nondisclosure basis 
from firms in the vicinity in the determination of prevailing salary 
scales. 


LEGAL 


1. Privileged material involved in litigation... (See decision ig 
Cogdilly. TV A,7 F.R.D. 411 (E.D. Tenn. 1947).) 


NATIONAL SECURITY 


1. Security plans covering the protection of properties in the event 
of a national emergency and plans for maintaining continuity of 
essential wartime functions. 

2. Classified information concerning the operations of other Federal 
agencies, received as a result of TVA’s relationship with them or in 
the course of work performed for them, dissemination of which is 
forbidden by law. Examples of these relationships include the fur- 
nishing of electric power to the Atomic Energy Commission and 
research in the dels dtcpianlin of nuclear reactors; chemical research 


and operation of chemical plants in cooperation with the Army Chem 
ical Corps; and military mapping performed for the armed services 
(See Administrative Code I, “Security for National Defense,” and 
Interdivisional Instruction IT, “Classification, Transmission, and Han- 
dling of Classified Defense Information,” attached. These regula 


tions have been issued pursuant to Executive Order 10501.) 

8. Employees’ security investigation records, unavailable under 
Executive Order 10450 covering the Government employees’ security 
program. 

PERSON NEL 


1. The personal history record of TVA employees, except for the 
employee’s address, job title, length of service, and factual information 
provided to TVA on a nonconfidential basis. See Interdivisional Tit 
struction III, “Employee Record, the Personal History Record, Its 
Purpose, Content, and Availability,” attached. 

2. Records of grievance cases. (See Instruction ILI, “Grievances 
Salary Policy,” August 17, 1955, and “Trades and Labor,” September 
7, 1956, attached.) 

3. Records of medical examinations of TVA employees. (See Ad 
ministrative Code VIII, “Health Services, Health and Safety of Em 
ployees,” and Interdivisional Instruction VIII, “Injury, Employee, 
Accidental Injury to Employees,” p. 3, attached. ) 

Except where other specific authority has been referred to, thes? 
limitations on the availability of information are based upon the TVA 
Board’s authority under the TVA Act (16 U.S.C., sec. 831 et seq.) todo 
what is necessary or appropriate in carrying out the purposes of the 
act. 

Sincerely yours, 
Hersert D. Voce, 
Chairman of the Board. 


(The pertinent excerpts from the materials enclosed by the TVA 
follow :) 
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REGULATIONS 


[From: Administrative Code, Tennessee Valley Authority, Office of the General 
Manager] 


II. SECURITY 
SECURITY FOR NATIONAL DEFENSE 


The following statement of policy was approved by the Board of Directors on 
March 25, 1954, effective December 15, 1953. 

TVA takes all appropriate measures necessary to provide security for its prop- 
erty and essential program activities, and to safeguard information and cooper- 
ate with other agencies and groups concerned with security and protection 
activities important to national defense. It is guided by applicable legislation 
and Executive orders and by standards, information, and advice received from 
other agencies which have responsibilities for industrial security or military and 
civil defense. Security also includes restoring or repairing by all feasible means 
essential facilities destroyed or damaged by hostile attack and providing relief 
to injured employees and other persons on TVA property at the time. Advance 
plans and preparations for damage control and relief are related to state or local 
civil defense programs. 

In the classification, handling, storage, and transmission of documents and 
information which require safeguarding in the interest of national defense, TVA 
complies with Executive Order No. 10501. 

The responsibility for the protection of classified defense information rests 
upon each individual in TVA having such information or knowledge thereof, no 
matter how that information or knowledge was obtained. Each individual in 
TVA is directly responsible for familiarizing himself with and adhering to all 
regulations applicable to him which are issued for the protection of classified 
defense information. 

(See also IIIT SECURITY REQUIREMENTS for policy on personnel security 
requirements, V PROTECTION on prevention of damage to TVA property, and 
VITI SAFETY, Disaster Assistance, on assistance to communities in case of 
disasters. ) 

RESERVATION 


The Board of Directors assigns or approves the assignment of specific security 
classifications to defense information originating in TVA, and acts on requests 
to upgrade, downgrade, or declassify defense information which originated in 
TVA. 

The General Manager gives prior review to and advises the Board with 
Tespect to the above actions. He authorizes all persons who shall have access 
to TOP SECRET defense information and designates the individuals respon- 
sible for TOP SECRET information control. He establishes procedures and 
issues instructions necessary to carry out effectively the provisions of this policy 
and of Executive Order No. 10501. He authorizes for access to classified 
defense information those persons who report directly to him and whose duties 
require such information. 

DELEGATION 


A Special Assistant to the General Manager performs the following functions: 

1. Secures from other agencies information and standards on security and 
protection matters, communicates them within TVA, or arranges for divisions 
to obtain such information directly. 

2. Develops, with the aid of the several divisions, and recommends over-all 
guides and policies on security and protection matters, and advises on the 
adequacy of security measures within TVA. 

3. Is responsible for TOP SECRET defense information control for TVA. 

4. Develops, with the collaboration of appropriate divisions, and recommends 
to the General Manager procedures and instructions necessary or desirable in 
carrying out the security provisions of applicable legislation and Executive 
orders including those related to: 

a. Classification, upgrading, downgrading, or declassification of defense 
information 

b. Handling of classified defense documents and information in TVA, 
mene marking, transmission, 1eceipting, storing, destruction, and simi- 

r matters 
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ec. Dissemination of classified defense information outside of TVA 
d. Indoctrination of all individuals in TVA in security regulations and 
procedures which apply to them 

5. Makes a continuing review of the implementation of Executive Order No. 
10501 within TVA to insure that no information is withheld thereunder which 
the people of the United States have a right to know and to insure that clagsi- 
fied defense informaion is properly safeguarded. 

6. Coordinates the activities of all divisions in security and protection and 
acts in a general liaison capacity for TVA as a whole in relations with outside 
agencies on these matters. 

A Security Committee established by the General Manager determines if pro- 
tective measures are consistent with the degree of hazard. Membership of the 
Security Committee consists of the Chief Engineer, Manager of Power, Manager 
of Chemical Engineering, Director of Reservoir Properties, and the Special 
Assistant to the General Manager (c=2irman). 

All offices and divisions are responsible for establishing adequate security 
measures for their respective operations and for carrying out the requirements 
of general policies and instructions related to TVA’s over-all cooperation in 
national security and protection matters. Offices and divisions prepare advance 
plans for damage control and relief measures in accord with general TVA guides 
and policies, and carry them out as needed. They observe and enforce the in- 
structions relating to the classification of documents and information and the 
handling and transmission of classified documents and information, and train 
their employees in security measures. 

*Heads of offices and divisions recommend to the General Manager, after 
coordination with the Special Assistant to the General Manager, the classi- 
fication, upgrading, downgrading, or declassification of official information 
originating in their organizations which may require safeguarding in the inter- 
ests of the defense of the United States. Heads of offices and divisions desig- 
nate persons within their organizations to review classified defense information 
for purposes of downgrading or declassifying when national defense consider- 
ations permit and subject to consent of the appropriate classifying authority, 
and to receive requests for such review; and designate persons within their 
organizations to perform such coordination, supervision, orientation and train- 
ing, and inspection functions as are required for the proper implementation of 
Executive Order No. 10501. Heads of offices and divisions authorize individuals 
within their organizations, including consultants and those under personal serv- 
ice contracts, for access to defense information classified up to and including 
SECRET where their duties require access to such information; with the ap 
proval of the General Manager, the head of the office or division may delegate 
this authority to employees who occupy sensitive positions and have respon- 
sibilities not less than those exercised by a branch chief. All such recommenda- 
tions, authorizations, and designations specified above are made only after the 
individuals have been determined to be trustworthy in accordance with estab 


a ne as described in other policies. (See III SECURITY REQUIRE 
NTS.) 


[INTERDIVISIONAL INSTRUCTION II, SECURITY, Tennessee Valley 
Authority—Office of the General Manager] 


CLASSIFICATION, TRANSMISSION, AND HANDLING OF CLASSIFIED 
DEFENSE INFORMATION 


Executive Order No. 10501, effective December 15, 1953, revises existing require 
ments for safeguarding defense information. Its purpose is to attain the proper 
balance between the need to protect information important to the defense of 
the United States and the need for citizens of this democracy to know what their 
Government is doing. The standards established in this instruction are in accord 


with this Executive order. They do not supersede any higher standards estab 
lished by statute. 
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CLASSIFICATION CATEGORIES 


Official information which requires protection in the interests of national de- 
fense is limited to three categories of classification, which in descending order of 
importance carries one of the following designations : TOP SECRET, SECRET, or 
CONFIDENTIAL. No other designation is used to classfy defense information, 
including military information, as requiring protection in the interests of national 
defense, except as expressly provided by statute. These categories are defined 
as follows: 


TOP SECRET. Except as may be expressly provided by statute, the use 
of the classification TOP SECRET shall be authorized, by appropriate author- 
ity, only for defense information or material which requires the highest 
degree of protection. The TOP SECRBET classification shall be applied only 
to that information or material the defense aspect of which is paramount, 
and the unauthorized disclosure of which could result in exceptionally grave 
damage to the nation, such as leading to a definite break in diplomatic rela- 
tions affecting the defense of the United States, an armed attack against the 
United States or its allies, a war, or the compromise of military or defense 
plans, or intelligence operations, or scientific or technological developments 
vital to the national defense. 

SECRET. Except as may be expressly provided by statute, the use of the 
classification SECRET shall be authorized, by appropriate authority, only 
for defense information or material the unauthorized disclosure of which 
could result in serious damage to the nation, such as by jeopardizing the inter- 
national relations of the United States, endangering the effectiveness of a 
program or policy of vital importance to the national defense, or compromis- 
ing important military or defense plans, scientific or technological develop- 
ments important to national defense, or information revealing important 
intelligence operations. 

CONFIDENTIAL. Except as may be expressly provided by statute, the 
use of the classification CONFIDENTIAL shall be authorized, by appropriate 
authority, only for defense information or material the unauthorized dis- 
closure of which could be prejudicial to the defense interests of the nation. 
Consequently, the term “Confidential” by itself may not be used to designate 
other information the use of which is restricted for administrative purposes. 
Other words or phrases such as “Personal,” ‘Keep in Confidence,” “Limit to 
Addressee,” “Addressee Only,” should be used for administrative limitations. 


LIMITATION OF AUTHORITY TO CLASSIFY 


The authority for original classification of information or material which 
requires protection in the interests of national defense is exercised in TVA by 
the Board of Directors. The term “original classification” refers only to infor- 
mation or material originating in the department or agency which first classifies 
it. It does not include the classification of documents which must he classified 
merely because they incorporate information which has been received from 
another agency and which has already been classified by the agency having 
primary responsibility. 

CLASSIFICATION 


When any office or division originates information which is believed to require 
classification, the information is protected in the manner prescribed in this 
instruction for that category of classified defense information into which it is 
believed to fall. The head of the office or division transmits the information to 
the General Manager under appropriate safeguards, and recommends, with the 
concurrence of the Special Assistant to the General Manager, the classification 
of the information. The following special rules are observed relating to classified 
information, whether the information is classified by TVA or by some other 
agency: 

Documents in General. Documents are classified according to their own 
content and not necessarily according to their relationship to other docu- 
ments. References to classified material which do not reveal classified 
defense information are not classified. 

Physically Connected Documents. The classification of a file or group 
of physically connected documents is at least as high as that of the most 
highly classified document therein. Documents separated from the file or 
aver are handled in accordance with their individual defense classifica- 

ons. 
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Multiple Classification. A document, product, or substance bears a classi- 
fication at least as high as that of its highest classified component. The 
document, product, or substance bears only one over-all classification, not- 
withstanding that pages, paragraphs, sections, or components thereof bear 
different classifications. 

Transmittal Letters. A letter transmitting defense information is classj- 
fied at least as high as its highest classified enclosure. 

Information Originated by a Foreign Government or Organization. De- 
fense information of a classified nature furnished to the United States by 
a foreign government or international organization is assigned a classifica- 
tion which will assure a degree of protection eqivalent to or greater than 


that required by the government or international organization which fur- 
nished the information. 


DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of offices and divisions originating classified material are responsible for 
eontinuing reivew of such classified material for the purpose of declassifying or 
downgrading it whenever national defense considerations permit, and for re- 
ceiving requests for such review from all sources. They may designate persons 
in their organization to perform these functions in accordance with delegations 
in the Administrative Code, “Security for National Defense.” Periodically, and 
when conditions change so as to warrant such action, classified material will be 
reviewed for the purpose of declassifying or downgrading it whenever national 
defense considerations permit. This action is necessary to preserve the effec- 
tiveness and integrity of the classification system and to eliminate accumulation 
of classified material which no longer requires protection in the defense interest. 
The following special rules are observed with respect to changes of classification 
of defense material : 

Automatic Changes. To the fullest extent practicable, the classifying 
authority indicates on the material (except telegrams) at the time of orig- 
inal classification that after a specified event or date, or upon removal of 
classified enclosures, the material will be downgraded or declassified. 

Nonautomatic Changes. The persons designated to receive requests for 
review of classified material may downgrade or declassify such material 
when circumstances no longer warant its retention in its original classifica- 
tion, provided the consent of the appropriate classifying authority has been 
obtained. The downgrading or declassification of extracts from or para- 
phrases of classified documents also requires the consent of the appropriate 
classifying authority unless the agency making such extracts knows posi- 
tively that they warrant a classification lower than that of the document 
from which extracted, or that they are not classified. 

Material Officially Transferred. In the case of material transferred by 
or pursuant to statute or Executive order from one department or agency 
to another for the latter’s use and as part of its official files or property, 
as distinguished from transfers merely for purposes of storage, the receiving 
department or agency is deemed to be the classifying authority for all pur- 
poses under this order, including declassification and downgrading. 

Material Not Officially Transferred. When any department or agency has 
in its possession any classified material which has become five years old, 
and it appears (1) that such material originated in an agency which has 
since become defunct and whose files and other property have not been 
officially transferred to another department or agency within the meaning 
of the subsection headed “Material Officially Transferred”; or (2) that it 
is impossible for the possessing department or agency to identify the origi- 
nating agency; and (3) from a review of the material that it should be 
downgraded or declassified, the said possessing department or agency has 
power to declassify or downgrade such material. If it appears probable that 
another department or agency may have a substantia! interest in whether 
the classification of any particular information should be maintained, the 
possessing department or agency does not exercise the power conferred upon 
it by this subsection, except with the consent of the other department or 
agency, until 30 days after it has notified such other department or agency 
of the nature of the material and of its intention to declassify or downgrade 
it. Dusing such 30-day period the other department or agency may, if it 
so desires, express its objections to declassifying or downgrading the par- 
ticular material; but the power to make the ultimate decision resides in 
the possessing department or agency. 
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Classified Telegrams. Classified telegrams are not referred to, extracted 
from, paraphrased, downgraded, declassified, or disseminated, except in 
accordance with special regulations issued by the head of the originating 
department or agency. Classified telegrams transmitted over cryptographic 
systems are handled in accordance with the regulations of the transmitting 
department or agency. 

Downgrading. If the recipient of classified material believes that it has 
been classified too highly, he may make a request to the reviewing official 
who may downgrade or declassify the material after obtaining the consent 
of the appropriate classifying authority. 

Upgrading. If the recipient of unclassified material believes that it should 
be classified, or if the recipient of classified material believes that its classi- 
fication is not sufficiently protective, the material is safeguarded in accord- 
ance with the classification deemed appropriate and a request is made to 
the reviewing official, whe may classify the material or upgrade the classifi- 
cation after obtaining the consent of the appropriate classifying authority. 

Notification of Change in. Classification. The reviewing official taking 
action to declassify, downgrade, or upgrade classified material notifies all 
addressees to whom the material was originally transmitted. 

In the foregoing the reviewing official is the head of the office or division 
originating the information, or having primary interest in the information if it 
originated outside of TVA, or persons designated for this purpose in accordance 
with delegations in the Administrative Code, “Security for National Defense.” 
For information originating within TVA, the “classifying authority” and the 
“appropriate classifying authority” mean the Board ef Directors. The consent 
of the Board to downgrade, declassify, or upgrade information is obtained by 
recommendation to the General Manager with the concurrence of the Special 
Assistant to the General Manager. For information originating outside of 
TVA the “classifying authority” and the “appropriate classifying authority” 
mean the head of the originating agency or the official to whom he may have 
delegated authority to classify defense information. Consent of the classifying 
authority is obtained in such instances. by request from the office or division 
having primary interest in the information direct to the originating agency. If 
such requests are made and consents given orally, they are confirmed in writing. 

Information Formerly Classified “RESTRICTED” or “RESTRICTED 
Security Information.” When information, documents, or material which 
has been classified “RESTRICTED” or “RESTRICTED Security Informa- 
tion” is removed from the files for use, it is subjected to review to determine 
whether it should be declassified or upgraded as provided above. 


MARKING OF CLASSIFIED MATERIAL 


After a determination of the proper defense classification to be assigned has 
been made in accordance with the provisions of this instruction, the classified 
material is marked as follows: 

Bound Documents. The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, is conspicuously marked or stamped on the out- 
side of the front cover, on the title page, on the first page, on the back page, 
and on the outside of the back cover. In each case the markings are applied 
to the top and bottom of the page or cover. 

Unbound Documents. The assigned defense classification on unbound 
documents, such as letters, memorandums, reports, telegrams, and other 
similar documents, the pages of which are not permanently and securely 
fastened together, is conspicuously marked or stamped at the top and bottom 
of each page, in such manner that the marking will be clearly visible when 
the pages are clipped or stapled together. 

Charts, Maps, and Drawings. Classified charts, maps, and drawings carry 
the defense classification marking under the legend, title block, or scale in 
such manner that it will be reproduced on all copies made therefrom. Such 
classification is also marked at the top and bottom in each instance. 

Photographs, Films, and Recordings. Classified photographs, films, and 
recordings, and their containers are conspicuously and appropriately marked 
with the assigned defense classification. 

Products or Substances. The assigned defense classification is eenspicu- 
ously marked on classified products or substances, if possible, and on their 
containers if possible ; or, if the article or container cannot be marked, written 
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notification of such classification is furnished to recipients of such produets 
or substances. 

Reproductions. All copies or reproductions of classified material are ap 
propriately marked or stamped in the same manner as the original thereof, 

Unclassified Material. Normally, unclassified material is not marked or 
stamped Unclassified unless it is essential to convey to a recipient of such 
material that has been examined specifically with a view to imposing a 
defense classification and has been determined not to require such classi- 
fication. 

Change or Removal of Classification. Whenever classified material is de- 
classified, downgraded, or upgraded, the material is marked or stamped in 
a prominent place to reflect the change in classification, the authority for 
the action, the date of action, and the identity of the person or unit taking 
the action. In addition, the old classification marking is canceled and the 
new classification (if any) substituted therefor. Automatic change in clasai- 
fication is indicated by the appropriate classifying authority through mark- 
ing or stamping in a prominent place to reflect the condition under which 
the classification is changed. (See “Automatic Changes,” p. 3.) 

Material Furnished Persons Not in the Executive Branch of the Govern 
ment. When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the 
executive branch, the following notation, in addition to the assigned clasai- 
fication marking, is, whenever practicable, placed on the material, on its 
container, or on the written notification of its assigned classification : 

This material contains information affecting the national defense of 
the United States within the meaning of the espionage laws, Title 18, 
U.S.C., Sections 793 and 794, the transmission or revelation of which 
in any manner to an unauthorized person is prohibited by law. 
Use of alternative marking concerning “Restricted Data” as defined by the 
Atomic Energy Act is used in accordance with AEC regulations when appropriate, 


CUSTODY AND SAFEKEEPING 


The possession or use of classified defense information or material is limited 
to locations where facilities for secure storage or protection thereof are avail- 
able by means of which unauthorized persons are prevented from gaining access 
thereto. Whenever such information or material is not under the personal super- 
vision of its custodian, whether during or outside of working hours, the following 
physical or mechanical means shall be taken to protect it: 

Storage of TOP SECRET Material. TOP SECRET defense material 
shall be protected in storage by the most secure facilities possible. Normally 
it will be stored in a safe or a safe-type steel file container having a three 
position, dial-type, combination lock, and being of such weight, size, con- 
struction, or installation as to minimize the possibility of surreptitious entry, 
physical theft, damage by fire, or tampering. The General Manager may 
approve other storage facilities for this material which offer comparable 
or better protection, such as an alarm area, a vault, a secure vault-type room, 
or an area under close surveillance of an armed guard. 

SECRET and CONFIDENTIAL Material. These categories of defense 
material may be stored in a manner authorized for TOP SECRET material; 
or in metal file cabinets equipped with steel lock-bar and an approved three 
combination dial-type padlock from which the manufacturer’s identification 
numbers have been obliterated (three-combination dial-type padlocks, the 
combination of which can be changed in the same manner as the combina- 
tion of a lock affixed to a safe-file, need not have the manufacturer's 
identification number obliterated); or in comparably secure facilities 
approved by the General Manager. 

Restricted Data. “Restricted Data,” as defined in the Atomic Dnergy Act 
of August 1, 1946, as amended, is stored in accordance with the regulations 
of the Atomic Bnergy Commission. 

Changes of Lock Combinations. Combinations of locks of safekeeping 
equipment are changed, only by persons having appropriate security clear- 
ance, whenever such equipment is placed in use after procurement from the 
manufacturer or other sources, whenever a person knowing the combination 
is transferred from the office to which the equipment is assigned, or when- 
ever the combination has been subjected to compromise, and at least once 
every year. Knowledge of combinations is limited to the minimum number 
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of persons necessary for operating purposes. Records of combinations are 
classified no lower than the highest category of classified defense material 
authorized for storage in the safekeeping equipment concerned. 

Custodian’s Responsibilities. Custodians of classified defense material 
are responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classi- 
fied material in approved safekeeping equipment whenever it is not in use 
or under direct supervision of authorized employees. Custodians follow 
procedures which insure that unauthorized persons do not gain access to 
classified defense information or material by sight or sound, and classified 
information shall not be discussed with or in the presence of unauthorized 

rsons. 

Trarephnde Conversations, Classified defense information is not revealed 
in telephone conversations except that in an emergency SECRET and CON- 
FIDENTIAL material may be transmitted over military communications 
circuits in accordance with regulations promulgated by the Secretary of 
Defense. 

Loss or Subjection to Compromise. Any person in TVA who has knowledge 
of the loss of classified defense information or of the possibility that 
unauthorized persons may have had access to such information will promptly 
report the circumstances to the Special Assistant to the General Manager, 
who will take appropriate action including advice to the originating office, 
division, or agency. 


ACCOUNTABILITY AND DISSEMINATION 


Knowledge or possession of classified defense information is permitted only 
to persons whose official duties require such access in the interest of promoting 
national defense and only if they have been determined to be trustworthy. (See 
III SECURITY Requirement Clearance.) Proper control of dissemination of 
classified defense information is maintained at all times, including good account- 
ability records of classified defense information documents, and severe limita- 
tion on the number of such documents originated as well as the number of copies 
thereof reproduced. The number of copies of classified defense information is 
kept to a minimum to decrease the risk of compromise of the information con- 
tained in such documents and the financial burden on the Government in pro- 
tecting such documents. The following special rules are observed in connection 
with accountability for and dissemination of defense information or material: 

Accountability Procedures. Heads of offices and divisions originating 
or having custody of classified defense information and material establish 
accountability procedures which will effectively control the dissemination 
of and provide good accountability for such material. Standard procedures 
set forth in the Manual of Files Operation Standards supplemented by such 
special procedures as are necessary may be used. The accountability 
records will include such information as the number of copies of a document 
produced, records of recipients of copies, and the current location of 
documents in the custody of the office or division, 

The Special Assistant to the General Manager is the TOP SECRET 
control officer for TVA. He is responsible for receiving, maintaining ac- 
countability registers of, and dispatching TOP SECRET material. 

Restricted Data. “Restricted Data,” as defined in the Atomic Energy 
Act of August 1, 1946, as amended, may be disclosed only to those persons 
who have been granted appropriate security clearance by the Atomic 
Energy Commission. 

Dissemination Outside the Hwecutive Branch. Classified defense informa- 
tion originating within TVA is not disseminated outside the executive branch 
except with the approval of the head of the office or division originating 
information, or his representative authorized to act in his absence, and 
subject to appropriate clearance. 

Information Originating in Another Department or Agency. Classified 
defense information originating in another department or agency may not be 
disseminated outside TVA without the consent of the originating department 
or agency, except as otherwise provided by Section 102 of the National 
Security Act of July 26, 1947, ¢. 343, 61 Stat. 498, as amended, 50 U.S.C, 

tion 403. This exception relates to the functions of the Central Intelli- 
gence Agency. Documents and material containing defense information 
which are classified TOP SECRET or SECRET are not reproduced without 
the consent of the originating department or agency. 
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TRANSMISSION OUTSIDE TVA 


For transmission outside of TVA, classified defense material is prepared and 
transmitted as follows: 

Preparation for Transmission. Classified defense information is enclosed 
in opaque inner and outer covers. 

The inner cover is a sealed wrapper or envelope plainly marked with the 
assigned security classification, address, and return address. 

The outer cover is sealed, addressed, and return-addressed with no indica- 
tion that the contents involve classified defense information. 

Receipt for Classified Material, form TVA 4653 (GMO), is prepared in 
triplicate containing no classified defense information but identifying the 
sender, the addressee, and the material. The original and duplicate are 
attached to or enclosed in the inner cover. The triplicate is retained by the 
sender in a tickler. The original is signed by the proper recipient and 
returned to the sender. The duplicate is retained by the addressee, Any 
abnormal delay in the return of the original receipt will be checked by the 
sender. Receipt for Classified Material is required for CONFIDENTIAL 
material only if the sender deems it necessary. 

Written material is protected from direct contact with the inner cover by 
a cover sheet or by folding inward. 

Transmitting TOP SECRET Material. The Special Assistant to the Gen- 
eral Manager, as TOP SECRET Control Officer for TVA, will dispateh all 
TOP SECRET material. The transmission of TOP SECRET material will 
normally be effected by direct personal contact. If necessary, specifically 
designated employees or other alternative means authorized by Executive 
Order No. 10501 will be utilized. 

Transmitting SECRET and CONFIDENTIAL Material. SECRET and 
CONFIDENTIAL material is transmitted within the continental United 
States by one of the means established for TOP SECRET material, by United 
States registered mail, or by protected commercial express, air or surface, 


TRANSMISSION WITHIN TVA 


For transmission within TVA, classified defense material is prepared and 
transmitted as follows: 

Preparation for Transmission. Unless the material is transmitted by 
direct personal contact between authorized persons, it is prepared for trans- 
mission in the same manner as prescribed above for transmission outside 
TVA. Regardless of the manner of transmission, receipts are required as 
set forth above. 

Transmitting TOP SECRET Material. TOP SECRET material is trans- 
mitted in the manner prescribed above for transmission outside TVA. 

Transmitting SECRET and CONFIDENTIAL Material. SHCRET and 
CONFIDENTIAL material is transmitted between offices in different cities 
in the same manner as prescribed above for transmission outside TVA. 
Between offices in the same city served by a central mail room, it may be 
transmitted by interoffice mail, provided the Special Mail Receipt, form TVA 
1245A, is used as set forth in the Interdivisional Instruction under VI COM- 
MUNICATIONS, Mail. In such instances the special mail receipt is pre 
pared with no indication of the classified nature of the mail and is used in 
addition to form TVA 4653 (GMO) as described above. 


TRANSMISSION OUTSIDE CONTINENTAL UNITED STATES 


Classified defense information is transmitted outside the continental United 
States in accordance with the provisions of Executive Order No. 10501. 


DISPOSAL AND DESTRUCTION 


Destruction. Classified documents are destroyed by burning; products and 
substances, by an equally complete method of destruction. Destruction is accom- 
plished by or under the observation of an individual designated for the purpose 
by the head of the office or division having custody of the material. If it is 
record material by definition in the Act of July 7, 1948, as amended (44 U.S.C. 
Sec. 366, et. seq.), its destruction requires formal approval within TVA and by 
the National Archives and the Congress. If it is nonrecord material, it is de 
stroyed as soon as it has served the purpose for which it was created. 
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Disposal Certificate. Each disposal of file material containing classified infor- 
mation, regardless of the volume of material destroyed, is recorded on form TVA 
3244, Certificate of Record Disposal, which is signed by the division officer desig- 
nated to accomplish such destruction. The original of this form is retained by 
the division destroying the material; the first carbon is sent to the Special 
Assistant to the General Manager and a second carbon to the Office Methods 
Staff. The classification of the material destroyed is written in parentheses at 
the right of the description of the material, which will contain no classified 
information. 

Nonrecord material such as shorthand notes, used carbon paper, preliminary 
drafts and other material of similar nature is destroyed as prescribed above 
except that the disposal certificate is not required. 


ORIENTATION AND INSPECTION 


Heads of offices and divisions originating classified defense information, or 
handling such information in quantity, designate experienced persons to coordi- 
nate and supervise the activities applicable to their offices or divisions under 
Executive Order No. 10501 and this instruction. Persons so designated main- 
tain active training and orientation programs for employees concerned with 
classified defense information to impress each such employee with his individual 
responsibility for exercising vigilance and care in complying with the Executive 
order and this instruction. Such persons are authorized to establish adequate 
and active inspection programs to the end that the provisions of the Executive 
order and this instruction are administered effectively: 

Heads of offices and divisions handling classified defense information in such 
limited quantity as to make it impractical to designate members of their staffs to 
perform the functions described in the preceding paragraph, may request the 
Special Assistant to the General Manager to assist them in providing the neces- 
sary orientation, training, and inspection. 


STATUTORY REQUIREMENT 


Nothing in this instruction is to be construed to authorize the dissemination, 
handling, or transmission of classified information contrary to the provisions 
of any statute, 


“RESTRICTED DATA” AS DEFINED IN THE ATOMIC ENERGY ACT 


Nothing in this instruction supersedes any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended. “Restricted Data’ as 
defined by the said act is handled, protected, classified, downgraded, and.declas- 
sified in conformity with the provisions of the Atomic Energy Act of 1946, as 
amended,.and the regulations of the Atomic Energy Commission, 


REVIEW 


The Special Assistant to the General Manager conducts a continuing review 
of the implementation of Executive Order No. 10501 and this instruction within 
TVA to insure that no information is withheld hereunder which the people of 
the United States have a right to know, and to insure that classified defense 
information is properly safeguarded. 


{TVA Instruction—Division of Personnel] 
III. EMPLOYER RECORD 
THE PersonaL History REcorD 
Its Purpose, CONTENT, AND AVAILABILITY 


The Division of Personnel maintains in a centralized file the official TVA 
personal history record for present and former employees. 


The chief purpose of this record is to provide information to facilitate and 
substantiate all official actions in regard to the person’s status with respect 
to TVA employment. The official status, selected content, and arrangement of 
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the information assembled for this purpose are such as to make the personal 
history record file useful for preparing and filing copies of replies to requests 
from inside and outside TVA for information about an employee. 


CONTENT 


The material admitted to this record is restricted to items whose authenticity 
has been confirmed through established procedures, e.g., official TVA forms and 
other signed statements from the employee, management representatives, ac. 
credited representatives of unions recognized by TVA, or references selected by 
the Division of Personnel. Except for the reference statements and interview 
reports cited in the following section, the record includes only material which 
is available for the employee’s inspection and which he has had previous oppor. 
tunity to review and appeal. The record excludes materials not appropriate 
to the determinations of the examining officers, personnel officers, or supervisors 
in the selection process, e.g., indebtedness, relations, correspondence, security 
data, copies of tests administered, details of TVA medical examination, or 
grievance records. Subject to the above restrictions, the record includes the 
following. 

Qualifications information: evidence of abilities, skills, training, experience, 
and character, e.g., the personal history record form filed at time of application 
for employment, supplementary qualifications facts from the employee, his union 
representative, or his supervisor; tests results; interview reports; reference 
reports; service evaluations; job descriptions; TVA medical examination con- 
clusions; information on work assignments not specifically covered in the job 
description ; records of enrollment and progress in employee training programs; 
evidence of participation in union-management relations; and correspodence 
with and about the employee regarding qualifications. : 

Other information: personnel action forms and correspondence with and 
about the employee pertaining to appointment, status change, leave of absence, 
separation, and reappointment; information forms and correspondence regarding 
veteran status and reemployment rights status; and copies of all replies to 
inquiries about the employee. 


*ACCESS THROUGH PERSONNEL FILES UNIT 


All officers and certain designated clerical employees of the following organi- 
zation units may have direct access through the Personnel Files Unit to the 
personal history records of other employees as indicated : 

Board of Directors and General Manager. 

Division of Personnel. 

Payroll Audit Section and Retirement Accounting Section of Division of 
Finance. 

Supervisory employees and administrative officers—to the records of those 
working under them. 

Division personnel officers—to records of employees in organization units 
served by them. 

*ACCESS THROUGH PERSONNEL OFFICERS 


The following have access to personal history records through their personnel 
officers : 


Supervisors and administrative officers—to the records of employees not work 
ing under them. 


*ACCESS THROUGH EMPLOYMENT BRANCH FIELD OFFICES 


Division personnel officers—to the records of employees not in their divisions. 

Medical officers and safety officers of the Division of Health and Safety—to 
the records of employees as needed for official TVA business, 

A representative of a union recognized by TVA, where the record informa- | 
tion is relevant to legitimate union business involving TVA—to the record of 
an employee materially involved. (See special requirements, below.) 

An employee acting in his own interest—(a) to his own record; or (b) to the 
records of other employees when such record information is relevant to a griey- 
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ance of the employe (see special requirements, below). The same access may 
be given to a nonunion representative of the employee where such representa- 
tion is not excluded by union agreement, 


*gPECIAL REQUIREMENTS REGARDING RECORD ACCESS BY AN EMPLOYEE, A UNION 
REPRESENTATIVE, OR OTHER REPRESENTATIVE 


2 
Ee 


An employee acting in his own interest, a union representative or a nonunion 
ntative may not see (1) confidential statements from references (ie., 

solicited or unsolicited statements from former employers, teachers, associates, 
ete., regarding the employee’s qualifications), or (2) reports of qualification 
appraisal interviews conducted by TVA officers as part of the candidate exami- 

nation process. He may examine other materials in the personal history record 
in the presence of an Employment Branch officer. The officer who provides such 
access to the record is responsible for : 

a. Determining, in the case of a union or other representative, that the repre- 
sentative is duly authorized. 

b. Determining whether a record is or is not relevant to a specific and legiti- 
mate TVA employee-management matter identified by the requesting party. 

ce. Identifying the portion of the record which the requesting party may ex- 
amine, and taking such measures as are necessary to limit the record examination 
according 
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RESPONSIBILITIES OF EMPLOYEES TO WHOM PERSONAL HISTORY RECORDS ARE CHARGED 


bss 


Employees to whom personal history records are charged are obligated. 

To use the record for official TVA purposes only. 

To take care of the record in a manner consistent with its confidential 
character. 

To make no removals from or entries in the record. 

To return the record promptly. Absence of this official permanent record 
fram the centralized file where it belongs may occasion serious problems be- 
eause of other actions dependent on its information. 

To notify the Personnel Files Unit (or the personnel officer if the record 
was obtained through him) whenever the record is transmitted to another 
employee who is authorized to receive it. This procedure is vital to expedite 
tracing of the record in emergencies, 


set 
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AVAILABILITY OF PERSONAL HISTORY RECORD INFORMATION TO PERSONS 
OUTSIDE TVA 


For each of the following, the personal history record information which 
is stated as being available is provided only when there is no reason to doubt 
its legitimate use in connection with the understood functions of the organi- 
sation requesting the information. The information is provided by the Divi- 
sion of Personnel, which represents TVA in handling such inquiries. 

Prospective Employers. In reply to inquiries from prospective employers 
of present or former TVA employees, the following information may be given: 
date of appointments, titles of positions held in TVA (job descriptions only 
upon specific request), present status with respect to TVA employment, and 
latest service evaluation including the supervisor’s comments. If the latest 
evaluation is not representative of the employee’s total service, appropriate 
additional information is given. Supervisors who wish to reply directly to 
inquiries from prospective employers should indicate that their remarks are 
in addition to the official record which the Division of Personnel provides. 

In reply to requests from outside TVA for assistance in recruiting, the in- 
formation usually given is name and address of possible candidates, with the 
suggestion that direct inquiries be made to them. 

Credit Agencies and Creditors. To such agencies as the Retail Credit Asso- 
dation, Commercial Credit Association, General Motors Acceptance Corporation, 

ce investigation companies, retail stores, and other business firms, the 
Division of Personnel verifies the pay rate the employee has given the inquirer 
and upon the inquirer’s request gives: dates of TVA employment, titles of TVA 

positions held, and the employee’s address (home or TVA office). 
t and Other Public Service Agencies. Federal, state, and munici- 
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pal agencies, Congressmen and Senators, public welfare agencies (American 
Red Cross, publicly supported hospitals, etc.), Selective Service System, ete, 
may be given any of the record information, except that such items as confi. 
dential reference statements and supplementary supervisors’ comments ordinar- 
ily are restricted to specific inquiries from such sources as the Department of 
Justice, United States Civil Service Commission, Bureau of Employees’ Compen- 
sation, congressional committees, police departments, or sheriffs’ offices. 

Newspapers. The employee’s address (home or TVA office), job title, and 
length of service are given in answer to newspaper inquiries. Any additional 
information is given only after coordinating with the Information Staff. 

*Attorneys and Subpoenas. Requests from attorneys for information in excess 
of that available to newspapers and subpoenas for the production of employee 
records in court or in any other legal proceeding are referred to the Division of 
Law. 

Inquiries Having Uncertain Purposes. Only the employee’s address (home 
or TVA office) is given when the purpose of the inquiry is unknown. 


Ill, GRIEVANCES; SALARY POLICY 


i 
[Interdivisional instruction, Tennessee Valley Authority, Division of Personnél)} 
ih: 


ADJUSTMENT OF GRIEVANCES OF SALARY POLICY EMPLOYEES 3 
RECORDS 


The Division of Personnel keeps a central file of all grievance cases for record 
and study. 

When a grievance is appealed beyond the immediate supervisor, the division 
sends a copy of the appeal, the decision, and any other materials on the case 
to the Division of Personnel. 


Hither party to a grievance may see personnel records which pertain to the 
ease. ‘(See IIT. Employee Record.) 

After a grievance case is closed, any matter referring to the grievance is re 
moved from the personal history record of the employee involved. The material 
is placed in a separate grievance file. 


August 17, 1955.” 
VIII. HEALTH SERVICES 


[Administrative Code, Tennessee Valley Authority, Division of Health and 
Safety] 


HEALTH AND SAFETY OF EMPLOYPES 
POLICY 


The policy stated below was approved by the Board of. Directors on June 26, 
1951. 

In the interest of the efficiency of its operations and the well-being of its 
employees, TVA provides a program of medical service, industrial hygiene, 
and safety for all employees. 

All appointees to TVA positions are given medical examinations to assure 
that from the standpoint of physical and mental health they are capable of per- 
forming the duties to be assigned to them without hazard to themselves. or en- 
dangering the health and safety. of others. In addition, employees are given 
periodic health examinations to review and appraise the status of health in re- 
lation to the requirements of work, and.to. provide or direct them to such treat- 
ment or other health guidance as may be necessary or desirable. 

Records of medical examinations are confidential and are divulged only to: 
(1) the examinee, (2) officers, agents,.and employees of TVA when necessary in 
connection with the performance ‘of their official duties, (3) officers, agents, 
and representatives of the executive branches of the Federal Government when 
necessary in the performance of their official duties, (4) State and local health 
authorities in connection with the prevention and control of communicable dis- 
eases, or (5) other persons or agencies with the consent of the examinee... Suc 
records are not subject to court orders known.as subpoenas duces tecum. When- 
ever a person is served with one of these orders, he appears in court and respect- 
fully declines to produce the record on the basis of this instruction. Tnforma- 
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tion contained in medical examination records which does not identify the ex- 
aminee may be made available for statistical purposes. 

*C(laims. Reports of injuries and claims for compensation are submitted to 
the Bureau through the Chief, Health Office Branch, Division of Health and 
Safety, Chattanooga, Tennessee. All records of injuries and claims are con- 
sidered confidential, and no information derived from them is disclosed except 
upon written approval of the Bureau. Ali requests for information of this 
kind or for release of compensation files are referred to TVA area or project 
health offices or te the Chief, Health Office Branch. However, if desired for 
record purposes, supervisors may prepare and retain copies of reports sub- 
mitted by them, and information as to the status of a claim may be given an 
injured employee. 


BUREAU OF THE BUDGET CIRCULAR NO. A-10, 
REVISED 


(The text, of this circular Apres at p. 108, this document, in con- 
nection with the reply of the 


ureau of the Budget.) 
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DEPARTMENT OF THE TREASURY 


OFFICE OF THE SECRETARY OF THE TREASURY, 
Washington, D.C., August 4, 1958. 
Hon. THomas C. Henn1inos, Jr., 
Chairman, Subcommittee on Constitutional Rights, Committee on the 
Judiciary, U.S. Senate, Washington, D.C. 


Dear Mr. Cuarrman: This is in further response to your letters 
of June 26, 1958, addressed to the Secretary of the Treasury and to 
Assistant Secretary Robbins, asking two questions with regard to 
availability of information to the public and the press. 

In response to a questionnaire, the Department discussed this sub- 
ject at length in a letter to the House Committee on Government Oper- 
ations dated October 7, 1955. That letter was printed in a committes 
print released by the Committee on November 1, 1955. 

In briefer form, the answers to the two questions propounded in 
your letters are as follows: 

1. What types of information and records in the possession of your 
department or agency are not available to members of the public or 
press upon request ? 

Answer: Treasury Department information is available to the pub- 
lic unless good cause exists for holding information to be confidential. 
Regulations covering central office procedures of the Treasury De- 
partment codified at 31 CFR 1.2(e) * specify that the following are 

ood causes for which information will be held confidential : (1) the 
information has been submitted in confidence to the Treasury Depart- 
ment; (2) the information relates to a financial matter or some other 
type of transaction between the Government and an individual or cor- 
poration, the disclosure of which would be prejudicial to the individ- 
ual or corporation involved (such as by aiding a competitor) without 
furthering the public interest; (3) for security reasons, such as pro- 
tection against counterfeiting; (4) the information pertains to ne- 
gotiations with foreign countries, which information, because of its 
nature or because of an agreement between this Government and the 
foreign countries concerned, is required to be held confidential; te 
the material is made confidential by law, such as tax returns; or (6 
the disclosure of the information would clearly be inimical to the pub- 
lic interest. Similar provisions are applicable to constituent bureaus. 

2. On the basis of what authority do you withhold such information 
or limit the availability of such records 

Answer: In some cases the law specifically forbids disclosure. 
Examples of statutes of this kind most pertinent to the operations of 


2 These and other regulations of the Treasury Department are printed in Part 2, Free- 
dom of Information and Secrecy in Government, 85th Congress, Session, pp. 975-079. 
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the Treasury Department are section 55(f) of the Internal Revenue 
Code of 1939 and section 7213 of the Internal Revenue Code of 1954,? 
forbidding the disclosure of tax information, and section 1905 of 
Title 18 of the United States Code. In other instances, under the 
Administrative Procedure Act, if good cause is found for withholding 
a particular item, the exception included in section 3(c) of the Act 
(5 U.S.C. 1001 (c)) is the authority for withholding. 
Sincerely yours, 


Frep C. Sorrener, Jr., 
Acting Secretary of the Treasury. 


2For this and other statutory provisions applicable to the Treasury Department, see 
pp. 1006-8, Part 2, ibid. 





VETERANS’ ADMINISTRATION 


Orrick OF THE ADMINISTRATOR OF VETERANS Arras, 
Washington, D.C., July 25, 1958. 
Hon. Tomas C. HENNINGs, JY., 
Chairman, Subcommittee on Constitutional Rights, Conumittee on the 
Judiciary, US. Senate; Washington, D.C. 

Dear Senator Hennines: Upon receipt of your request of June 26, 
1958, a survey among Department heads and top staff officials in 
Central Office was conducted to secure information upon which to 
answer the questions in your letter. The attached answers are based 
on that survey. 

I trust that the information will prove helpful to the subcommit- 
tee in its study. 

Sincerely yours, 


Sumner G. Wuirtter, Administrator. 


Types or INFORMATION AND RECORDS IN THE VETERANS’ ADMINISTRATION WHICH 
ArgE Nor AVAILABLE TO MEMBERS OF THE PUBLIC AND PRESS UPON REQUEST 


(1) Information from the files, records, reports, and other papers and docu- 
ments pertaining to any claim under laws administered by the Veterans’ Ad- 
ministration, except the amount of pension, compensation, dependency and in- 
demnity compensation, retirement pay, subsistence allowance or readjustment 
allowance of any beneficiary. 

Authority : Section 1201 of the Veterans’ Benefits Act of 1957 (71 Stat. 126; 
38 U.S.C. 3201). 

Veterans’ Administration Regulations 500-526, copies enclosed. 

(2) Classified defense information received from other Federal agencies and 
maintained pursuant to Executive Order No. 10501, November 5, 1953, “Safe 
guarding Official Information in the Interests of the United States.” 

Authority: Executive Order No. 10501 (8 CFR, 1953 Supp., p. 115). 

Veterans’ Administration Regulations 700-717, copies enclosed. 

(3) Information contained in security case files maintained under Executive 
Order No. 10450, April 27, 1953, “Security Requirements for Government Em- 
ployment”, as amended. 

Authority : Executive Order No. 10450 (3 CFR, 1953 Supp., p. 72), as amended. 

Executive Order No. 10501 (3 CFR, 1953 Supp., p. 115). 

Doctrine of separation of powers between Executive and Legislative Branches. 
of the Government. (See Memorandum of the Attorney General forwarded by 
the President to the Secretary of Defense, (White House press release dated 
May 17, 1954, copies of which undoubtedly have been or will be furnished by the 
Department of Justice) ). 

Veterans’ Administration Regulations 700-717. 

(4) Information concerning budget requests for the Veterans’ Administration 
prior to official submission by the President to Congress. 

Authority: Section 98, Circular No. A-11, Revised, Executive Office of the 
President Bureau of the Budget, “Instructions for the Preparation and Submis- 
sion of Annual Budget Estimates”, copy enclosed. 

(5) Estimates of the probable cost of construction projects, and certain pre 
liminary detail of such projects (e. g. site selections). 

Authority: Section 3(c) of the Administrative Procedure Act (60 Stat. 238; 
5 U.S.C. 1002(c) ). 
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(6) Veterans’ Administration reports (as distinguished from summaries) of 
investigation, Veterans’ Administration internal audit reports, and reports sub- 
mitted to the Veterans’ Administration by the Federal Bureau of Investigation 
or other Federal agencies. 

Authority: Section 3 (c) of the Administrative Procedure Act (60 Stat. 238; 
5 U.S.C 1002(c)). 

Veterans’ Administration Regulation 454, copy enclosed. 

Agreements with the Federal agencies which furnish reports. 

(7) Information within the purview of the Memorandum of the Attorney 
General forwarded by the President to the Secretary of Defense. (White House 
press release dated May 17, 1954). 

Authority: Doctrine of separation of powers between the Pxecutive and 
Legislative Branches of the Government. (see item (3) above). 

(8) Information contained in official personnel folders, the release of which is 
precluded by the Federal Personnel Manual. 

Authority: Executive Order No. 10561, September 13, 1954, “Designating 
Official Personnel Folders in Government Agencies as Records of the Civil Serv- 
ice Commission and Prescribing Regulations Relating to the Establishment, 
Maintenance, and Transfer Thereof”. (3 CFR, 1954 Supp, p. 71). 

Page R1-40, Federal Personnel Manual issued by the United States Civil 
Service Commission (undoubtedly a copy has been or will be furnished by the 
Commission ). 

(NotrE.—Copies of Chapter 4, ‘Veterans’ Administration Information Policy” 
and Chapter 5, “Safeguarding Classified Defense (and other) Information or 
Material”, Part I, Veterans’ Administration Manual MP-=1, which reflect Vet- 
erans’ Administration policy on the quoted subjects, are also enclosed.) 


VETERANS ADMINISTRATION REGULATIONS 


INVESTIGATION 


454. [UNAuTHORIzED DiIscLOsURE oF INVESTIGATIVE INFORMATION.} All testi- 
mony given in an investigation [conducted by the Investigation Service and the 
report of investigation and its contents are for the use of the Administrator and 
his staff only and will not be disclosed to unauthorized persons within or without 
the VA. Under no circumstances should reports of investigation or their con- 
tents be forwarded or disclosed to field stations, Managers, or other officials 
within or without the VA, without clearance through and authorization by 
either the Administrator, Deputy Administrator, Assistant Administrator for 
Appraisal and Security, or the Director, Investigation Service, except those 
reports referred to the Office of the General Counsel or the Chief Attorney for 
purposes of criminal prosecution or litigation, or reports of investigation author- 
ized by the Chairman, Board of Veterans Appeals.}] In order that investigations 
may not interrupt the normal functions of a station, all employees are instructed 
to refrain from discussing matters under investigation [either] during the 
investigation or after its completion. Particularly those employees called upon 
to testify will refrain from discussing their testimony except with [the] investi- 
gator. (Dec. 28, 1956) 


RELEASE OF INFORMATION [ ] FROM VA RECORDS 


500. GENERAL. Files, records, reports, and other papers and documents per- 
taining to any claim filed with the VA, whether pending or adjudicated, will be 
deemed confidential and privileged, and no disclosure thereof or information 
therefrom will be made except in the circumstances and under the conditions set 
forth in VA Regulations 501 through 526. (Mar. 1, 1948) 

501. RELEase or InForMaTION By [VA OrrictaLs AnD EMPLOYEES] 

[(A) Release of Information by the Administrator} The Administrator of 
Veterans Affairs or his designee may release information, statistics, or reports 
to individuals or organizations when in his judgment such release would serve 
auseful purpose. (July 29,1958) 

E(B) Release of Information Concerning Policy and Administration. Cor- 
respondence, reports, records, and other papers concerning matters of policy and 
administration, the disclosure of which may either (1) violate the provisions of 
personnel procedures on conduct of VA employees, (2) adversely reflect upon a 
special group of veterans, (3) have a detrimental effect upon business or private 
interest, or (4) involve the VA in a controversy, will not be disclosed by any 
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officer or employee of the VA to any person or persons outside the VA without 
the consent of the Administrator, Deputy Administrator, a department head; 
top staff official, or Manager having jurisdiction over the particular subject 
matter. Disclosure of all investigative information or reports may be made 
only as provided by VA Regulation 454.] (July 29, 1958) 

502. DISCLOSURE OF THE AMOUNT OF MONETARY BENEFITS. The monthly mone 
tary rate of pension, compensation, retirement pay, subsistence allowance, or 
readjustment allowance of any beneficiary shall be made known to any person 
who applies for such information. (Mar. 1, 1948) 

503. DiscLosuRE OF INFORMATION TO A VETERAN OR His DuLy AUTHORIZED Rep: 
RESENTATIVE AS TO MATTERS CONCERNING THE VETERAN ALONE. Information may 
be disclosed to a veteran or his duly authorized representative as to matters 
concerning himself alone when such disclosure would not be injurious to the 
physical or mental health of the veteran. If the veteran be deceased, matters 
concerning him may be disclosed to his widow, children, or next of kin if such 
disclosure will not be injurious to the physical or mental health of the person 
in whose behalf information is sought or cause repugnance or resentment toward 
the decedent. (Mar. 1, 1948) 

504. Disclosure OF INFORMATION TO A Wipow, CHILD, OR OTHER CLAIMANT. 
Information may be disclosed to a widow, widower, child, or dependent parent 
or other claimant, or the duly authorized representative of any of these persons 
as to matters concerning such person alone when such disclosure will not be 
injurious to the physical or mental health of the person to whom the inquiry 
relates. If the person concerning whom the information is sought is deceased, 
matters concerning such person may be disclosed to the next of kin if the dis- 
closures will not be injurious to the physical or mental health of the person in 
whose behalf the information is sought or cause repugnance or resentment 
toward the decedent. (Mar. 1, 1948) 

505. GengaLtocy. Information of a genealogical nature when its disclosure 
will not be detrimental to the memory of the veteran and not prejudicial, so far 
as may be apparent, to the interests of any living person or to the interests of the 
Government may be released by the VA or in the case of inactive records may 
— ene by the Archivist of the United States if in his custody. (Mar. 1, 

) 

506. DiscLosuRE oF ReEcORDS TO FEDERAL GOVERNMENT DEPARTMENTS AND 
State UNEMPLOYMENT COMPENSATION AGENCIES. All records or documents 
required for official purposes by any department or other agency of the United 
States Government or any State Unemployment Compensation Agency acting 
in an official capacity for the VA shall be furnished in response to an official 
request, written or oral, from such department or agency. If the requesting 
department or agency does not indicate the purpose for which the records or 
documents are requested and there is doubt as to whether they are to be used 
for official purposes, the requesting department or agency will be asked to 
specify the purpose for which they are to be used. (Mar. 1, 1948) 

507. DiscLosuRES TO MEMBERS OF CoNnGRESS. Members of Congress shall be 
furnished in their official capacity in any case such information contained in 
the VA files as may be requested for official use. However, in any unusual 
case, the request will be presented to the Administrator, Deputy Administrator, 
Assistant Administrator, or department head for personal action. When the 
requested information is of a type which may not be furnished a claimant, the 
Member of Congress shall be advised that the information is furnished to him 
confidentially in his official capacity and should be so treated by him. [(See 
sec. 1201, PL 85-56.)] Information concerning the beneficiary designation of @ 
United States Government Life Insurance or National Service Life Insurance 
policy is deemed confidential and privileged and during the insured’s lifetime 
shall not be disclosed to anyone other than the insured or his duly appointed 
fiduciary unless the insured or the fiduciary authorizes the release of such 
information. (July 29, 1958) 

508. Disclosure IN CASES Wiere CLAIMA!!TS ARE CHARGED WirH oR CON- 
VICTED OF CRIMINAL OrreNses. (A) Where incompetent claimants are charged 
with, or convicted of, offenses other than those growing out of their relationship 
with the VA and in which it is desired to disclose information from the files 
and records of the VA, the Chief Attorney, Chief Benefits Director, Department 
of Veterans Benefits, or the General Counsel, if he deems it necessary and 
proper, may disclose to the court having jurisdiction so much of the information 
from the files and records of the VA relating to the mental condition of such 
beneficiaries, the same to be available as evidence, as may be necessary to show 
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the mental condition of the accused and the time of its onset. This provision, 
however, does not alter the general procedure for handling offenses growing 
out of relations with the VA. (Dec. 28, 1956) 

(B) When desired by a United States district court, the Chief Attorney or 
the General Counsel may supply information as to whether any person charged 
with crime served in the military or naval service of the United States and 
whether the VA has a file on such person. If the file is desired either by the 
court or by the prosecution or defense, it may be produced only in accord with 
these regulations. (Dec. 28, 1956) 

509. DISCLOSURE TO CoURTS IN PROCEEDINGS IN THE NATURE OF AN INQUEST. 
The Chief Benefits Director, Department of Veterans Benefits, Chief Attorneys, 
and Managers are authorized to make disclosures to courts of competent juris- 
diction of such files, records, reports, and other documents as are necessary and 
proper evidence in proceedings in the nature of an inquest into the mental 
eompetency of claimants and other proceedings incident to the appointment and 
discharge of guardians, curators, or conservators to any court having jurisdic- 
tion of such fiduciaries in all matters of appointment, discharge, or accounting 
in such courts. (Dec. 28, 1956) 

510. DISCLOSURE TO INSURANCE COMPANIES COOPERATING WITH THE DEPARTMENT 
or JUSTICE IN THE DEFENSE OF INSURANCE SUITS AGAINST THE UNITED STATES. 
Oopies of records from the files of the VA will, in the event of litigation involv- 
ing commercial insurance policies issued by an insurance company cooperating 
with the Department of Justice in defense of insurance suits against the United 
States, be furnished to such companies without charge, provided the claimant 
or his duly authorized representative has authorized the release of the informa- 
tion contained in such records. If the release of information is not authorized 
in writing by the claimant or his duly authorized representative, information 
contained in the files may be furnished to such company if to withhold same 
would tend to permit the accomplishment of a fraud or miscarriage of justice. 
However, before such information may be released without the consent of the 
claimant, the request therefor must be accompanied by an affidavit of the repre- 
sentative of the insurance company, setting forth that litigation is pending, the 
character of the suit, and the purpose for which the information desired is to 
be used. If such information is to be used adversely to the claimant, the affi- 
davit must set forth facts from which it may be determined by the General 
Counsel or Chief Attorney whether the furnishing of the information is neces- 
sary to prevent the perpetration of a fraud or other injustice. The averments 
contained in such affidavit should be considered in connection with the facts 
shown by the claimant's file, and, if such consideration shows the disclosure of 
the record is necessary and proper to prevent a fraud or other injustice, infor- 
mation as to the contents thereof may be furnished to the insurance company 
or copies of the records may be furnished to the court, workmen’s compensation, 
or similar board in which the litigation is pending upon receipt of a subpoena 
duces tecum addressed to the Administrator of Veterans Affairs, or the Manager 
of the office in which the records desired are located. In the event the sub- 
poena requires the production of the file, as distinguished from the copies of 
the records, no expense to the VA may be involved in complying therewith, and 
arrangements must be made with the representative of the insurance company 
causing the issuance of the subpoena to insure submission of the file to the court 
without expense to the VA. (Dec. 28, 1956) 

511. Juprcran Proceepines GENERALLY. [A] Where a suit has been threatened 
or instituted against the Government, or a prosecution against a claimant has 
been instituted or is being contemplated, the request of the claimant or his duly 
authorized representative for information, documents, reports, ete., shall be 
acted upon by the General Counsel in Central Office, or the Chief Attorney in 
the field station, who shall determine the action to be taken with respect thereto. 
{C J Where the files have been sent to the Department of Justice in connec 
tion with any such suit, the request will be referred to. the Department of Jus- 
tice, Veterans Affairs Section, Washington, D.C.; [through the office of the 
General Counsel,] for attention. In all other cases where copies of documents 
or records are desired by or on behalf of parties to a suit, whether in a court of 
the United States or any other, such copies shall be furnished as provided in 
subparagraph (D) of this paragraph; otherwise to the court only, and on an 
order of the court of subpoena duces tecum addressed to the Administrator of 
Veterans Affairs or the Manager of the field station in which the records desired 
are located requesting the same. The determination as to the action to be taken 
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upon any order received in this class of cases shall be made by the service 
having jurisdiction over the subject matter in Central. Office or the diy 
having jurisdiction over the subject matter in the field station, except in thoge 
cases in which the records desired are to be used adversely to the claimant, in 
which latter event the order of the court or the subpoena will be referred to the 
(General Counsel] in Central Office or to the Chief Attorney in the field station 
for disposition. (Dec. 28, 1956) 

(B) Where the process of a United States court requires the production of 
documents or records (or copies thereof) contained in the VA file of a 
such documents or records (or copies) will be made available te the court out 
of which process has been issued. Where original records are prod they 
must remain at all times in the custody of a representative of the VA, and, if 
offered and received in evidence, permission should be obtained te substitute a 
copy so that the original may remain intact in the file. Where the subpoena.is 
issued [on the] praecipe of a party litigant other than the United States,.such 
party litigant must pr the costs of copies in accordance with fees prescribed 
by VA Regulation 526 i (1)] and any other costs incident to production. (De 
28, 1956) 

(C) Where copies of documents or records are requested by the process of 
any State or municipal court, workmen’s compensation board or other admin- 
istrative agency, functioning in a quasi-judicial capacity, the process when 
presented must be accompanied either by authority from the claimant concerned 
to comply therewith or by an affidavit of the attorney of the party securing the 
same, setting forth the character of the pending suit, the purpose for which the 
documents or records sought are to be used as evidence, and, if adversely to 
the claimant, information from which it may be determined whether the fur- 
nishing of the records sought is necessary to prevent the perpetration of fraud 
or other injustice. When the process received is accompanied by authorization 
of the claimant to comply therewith, if otherwise it be proper under VA Regu 
lations 501-526, copies of the records requested shall be furnished to the attorney 
for the party who caused the process to be issued upon the payment of the 
prescribed fee. If it appears by the process or otherwise that the records are 
to be used adversely to the claimant, the averments contained in the affidavit 
shall be considered in connection with the facts shown by the claimant’s file, 
and, if such consideration shows the disclosure of the records is necessary and 
proper to prevent a fraud or other injustice, the records requested. shall be 
produced before the court, or board or other agency on the date stipulated in 
the subpoena duces tecum, or other proper process and appropriate disclosure 
made within the limits of VA Regulations 501-526. In such case both the 
attorney for the veteran and the attorney for the party who secured the process 
shall be advised by the VA representative having custody of the records or file 
that the same are available for examination within said limits by either o 
both of the said attorneys. Payment of the fees are prescribed by the schedule 
of fees, as well as the amount of any other cost incident to producing the records, 
must first be deposited with the VA by the party whe caused the process te be 
issued. If the responsible VA employees (see subpar. (A) of this paragraph) 
decide that insufficient cause has been shown to warrant releasing the requested 
information, the VA employee who responds to the process will insist that VA 
records are confidential and privileged and, although [they are] produced at 
the hearing, [he] will decline to reveal their content. ‘The file must remain at 
all times in the custody of a representative of the VA, and, if there is an offer 
and admission of any record or document contained therein, permission should 
be obtained to substitute a copy so that the original may remain intact in the 
file. (Dec. 28, 1956) 

(D) Requests received from attorneys or others for copies of records for use 
in suits in which the Government is not involved, not accompanied by a subpoena 
or court order, will be handled by the service or division having jurisdiction 
over the subject matter. If the request is such as can be complied with undef 
VA Regulation 503 or 504, the records requested will be furnished upon receipt 
of the required fee. If, however, the records cannot be furnished under such 
paragraphs, the applicant will be advised of the procedure to obtain copies of 
records for court use as set forth above. (Mar. 1, 1948) ‘ 

(EB) In suits by or against the Administrator under section 509, title fl 
Servicemen’s Readjustment Act of 1944 (PL 846, 78th Cong.), as amended, the 
files pertaining to the guaranteed or insured loan may be made available by 
the [General Counsel] or the Chief Attorney subject to the usual rules of evr 
dence. (Dec, 28, 1956) 
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512. DiscLosuRE or LOAN GUARANTY INFORMATION. In general, the facts in 
loan guaranty files will be made available to any party privy to a guaranteed 
or insured loan if deemed proper by a Loan Guaranty Officer or Chief Attorney. 
Information in the claims folder, insurance or other file, will be released to 
jenders or prospective lenders only in accord with these regulations: Provided, 
That the fact of adjudication of incompetency by court or rating board may be 
made known in appropriate circumstances to a lender or prospective lender. 
(Mar. 1, 1948) 

513. DiscLOSURE OF INFORMATION CONTAINED IN MILITARY AND NAVAL SERVICE 
AND RELATED MepicaL Recorps RECEIVED BY THE VA FROM THE NATIONAL MILI- 
TARY ESTABLISHMENT. (A) Service Records. Information received by the VA 
from the Departments of the Army, Navy, Air Force, and the Department of the 
Treasury relative to the military or naval service of a claimant is furnished 
solely for the official use of the VA, but such information may be disclosed under 
the limitations contained in VA Regulaticns 501-526. 

(B) Medical Records. Information contained in the medical records (includ- 
ing clinical records and social data) may be released under the following 
conditions : 

(1) Complete transcript or résumé of medical records on request to: 

(a) The Department of the Army. 

(b) The Department of the Navy (including naval aviation and United 
States Marine Corps). 

(ce) The Department of the Air Force. 

(d) The Department of the Treasury (Coast Guard). 

(e) Selective Service (in the case of registrants only). 

(f) Federal or State hospitals or penal institutions when the veteran 
isa patient or inmate therein. 

(g) United States Public Health Service, or other governmental or con- 
tract agency in connection with research authorized by, or conducted for, 
the VA. 

(h) Registered civilian physicians, on the request of the individual or 
his or her legal representative, when required in connection with the treat- 
ment of the veteran. (The transcript or résumé should be accompanied 
by the statement “It is expected that the information contained herein will 
be treated as confidential, as is eustomary in civilian professional medical 
practice.” ) 

(i) The veteran on request, except information contained in the medical 
record which would prove injurious to his or her physical or mental health. 

(j) The next of kin on request of the individual, or legal representative, 
when the information may not be disclosed to the veteran because it will 
prove injurious to his or her physical or mental health, and it will not be 
injurious to the physical or mental health of the next of kin or cause re- 
pugnance or resentment toward the veteran; and directly to the next of kin, 
or legal representative, when the veteran has been declared to be insane or 
is dead. (Mar. 1, 1948) 

(k) Health and: social agencies, on the authority of the veteran or his 
duly authorized representative. (Sept. 8, 1948) 

(2) In addition to the above, the Department of Justice, the Department of the 
Treasury, and the Post Office Department may, on request, be given pertinent in- 
formation from medical records for use in connection with investigations con- 
ducted by these departments. Each such request shall be considered on its 
merits, and the information released should be the minimum necessary in con- 
nection with the investigation conducted by these departments. 

(8) Compliance with court orders calling for the production of medical records 
in connection with litigation or criminal prosecutions will be effected in accord- 
ance with VA Regulation 511. (Mar. 1, 1948) 

514. DiscLosuRE TO PRIVATE PHYSICIANS AND Hosprrats OrnHer THAN VA. 
When a beneficiary elects to obtain medical attention from a private practitioner 
or in a hospital other than a VA hospital, there may be disclosed to such private 
practioner or head of such hospital (State, municipal, or private) such informa- 
tion as to the medical history, diagnosis, findings, or treatment as is requested, 
provided there is also submitted a written authorization from the beneficiary, or, 
in the event he is incompetent, from his representative or his nearest. relative, 
for release of desired data. The said information will be supplied without 
charge directly to the private physician or hospital head and not through the 
beneficiary. In forwarding this information, it will be accompanied by the 
stipulation that it is released with the consent of the patient and then only on 
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condition that it is to be treated as a privileged communication. However, such 
information may be released without charge and without consent of the patient, 
his representative, or nearest relative when a request for such information is re. 
ceived from the superintendent of a State hospital for psychotic patients, [ ] 
a commissioner [or head of a State] department of mental hygiene, [or head of 
a State, county or city health department.] (Dec. 28, 1956) 

515. To COMMANDING OFFICERS OF STaTE Soipiers’ Homes. When a request is 
received in a VA regional office, center, or hospital from the commanding officer 
of a State soldiers’ home for information other than information relative to 
the character of the discharge from a VA center or hospital concerning a veteran 
formerly domiciled or hospitalized therein, the provisions of VA Regulation 500 
are applicable, and no disclosure will be made unless the request is accompanied 
by the authorization outlined in VA Regulation 508. However, Managers of 
regional offices, centers, and hospitals, upon receipt of a request from the com- 
manding officer of a State soldiers’ home for the character of the discharge of 
a veteran from a period of hospital treatment or domiciliary care as a beneficiary 
of the VA, will comply with the request, restricting the information disclosed 
solely to the character of the veterans’ disharge from such treatment or care, 
Such information will be disclosed only upon receipt of a specific request therefor 
from the commanding officer of a State soldiers’ home. (Mar. 1, 1948) 

516. DiscLosuRE OF INFORMATION TO UNDERTAKER CONCERNING BURIAL OF A 
DECEASED VETERAN. When an undertaker requests information believed by him 
to be necessary in connection with the burial of a deceased veteran, such as the 
name and address of the beneficiary of the veteran’s adjusted service certificate 
or Government insurance policy, name and address of the next of kin, rank or 
grade of veteran and organization in which he served, character of the veteran’s 
discharge, or date and place of birth of the veteran, and it appears that the 
undertaker is holding the body awaiting receipt of the information requested the 
undertaker, in such instances, may be considered the duly authorized repre 
sentative of the deceased veteran for the purpose of obtaining said information. 
In ordinary cases, however, the undertaker will be advised that information 
concerning the beneficiary of an adjusted service certificate or Government in- 
surance policy is confidential and cannot be disclosed the beneficiary will be ad- 
vised immediately of the inquiry, and the furnishing of the desired information 
will be discretionary with the beneficiary. In no case will the undertaker be 
informed of the net amount due under the certificate or policy or furnished in- 
formation not specifically mentioned herein. (Mar. 1, 1948) 

517. DIscLOSURE OF VOCATIONAL REHABILITATION AND EDUCATION INFORMATION 
TO EDUCATIONAL INSTITUTIONS COOPERATING WITH THE VA. Requests from educa- 
tional institutions and agencies cooperating with the VA in the vocational re 
habilitation and education of veterans for the use of vocational rehabilitation 
and education of veterans for the use of vocational rehabilitation and education 
records for research studies will be forwarded to Central Office with the Man- 
ager’s recommendation for review by the [Chief Benefits Director]. Where the 
request to conduct a research study is approved by the [Chief Benefits Director], 
the Manager is authorized by this paragraph to release information for such 
studies from vocational rehabilitation and education records as required: Pro 
vided, however, That any data or information obtained shall not be published 
without prior approval of the [Chief Benefits Director] and that data contained 
in published material shall not identify any individual veteran. (Dec. 28, 1956) 

518. AppRESSES OF CLAIMANTS. (A) It is the general policy of the VA 
refuse to furnish addresses from its records to persons who desire such it 
formation for purposes of debt collections, canvassing, or harassing a claimant, 

(B) The address of VA claimant as shown by VA files may be furnished t0 
duly constituted police or court officials upon official request and the submis- 
sion of a certified copy either of the indictment returned against the claimant 
or of the warrant issued for his arrest. Such request shall be forwarded for 
disposition to the operating service having jurisdiction over the subject matter 
or possession of the file. (Mar. 1, 1948) 

(C) When an address is requested that may not be furnished under VA 
Regulations 500-526, the person making the request will be informed that @ 
letter, or in those cases involving judicial actions, the process or notice in judi 
cial proceedings, enclosed in an unsealed envelope showing no return address, 
with the name of the addressee thereon, and bearing sufficient postage to cover 
mailing costs will be forwarded by the VA. If a request indicates that jud- 
cial action is involved in which a process or notice in judicial proceedings #8 
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required to be forwarded, the VA will inform the person who requests the for- 
warding of such a document that the envelope must bear sufficient postage 
to cover mailing and registry costs, including cost of obtaining receipt for the 
registered mail when transmission by this type special mail is desired. At the 
time the letter, process, or notice in judicial proceedings is forwarded, the 
station return address will be placed on the envelope. When the receipt for 
registered mail or the undelivered envelope is returned to the VA, the original 
sender will be notified thereof: However, the receipt or the envelope will be 
retained by the VA. This provision will be applicable only when it does not 
interfere unduly with the functions of the service or division concerned. In no 
event will letters be forwarded to aid in the collection of debts. (June 18, 1952) 

519. Lists or CLaIMANTs. Lists of claimants will not be furnished except as 
the Administrator may direct. (Mar. 1, 1948) 

520. CONFIDENTIALITY oF Soctan Data. Persons having access to social data 
will be conscious of the fact that the family, acquaintances, and even the vet- 
eran himself have been willing to reveal these data only on the promise that 
they will be held in complete confidence. There will be avoided direct, ill- 
considered references which may jeopardize the personal safety of these indi- 
viduals and the relationship existing among them, the patient, and the social 
worker, or may destroy their mutual confidence and influence, rendering it im- 
possible to secure further cooperation from these individuals and agencies. 
Physicians in talking with beneficiaries will not quote these data directly but 
will regard them as indicating possible directions toward which they may wish 
to guide the patient’s self-revelations without reproaching him for his behavior 
or arousing natural curiosity or suspicion regarding any informant’s statement. 
The representatives of service organizations and duly authorized representa- 
tives of veterans will be especially cautioned as to their grave responsibility 
in this connection. (Mar. 1, 1948) 

521. Spectra, Restrrotions Concerntne Socran Securtry Recorps. [Infor- 
mation received from the Social Security Administration may be filed in the 
veteran’s claims folder without special provision. Such information will be 
deemed privileged and may not be released by the VA except that the amount 
of a social security payment made to the claimant in conjunction with a VA 
benefit payment may be disclosed to the claimant. Any request from outside 
the VA for social security information will be referred to the Social Security 
Administration for such action as they deem proper.J] (Aug. 1, 1957) 

522. DETERMINATION OF THE QUESTION AS TO WHETHER DISscLOSsURE WILL BE 
PREJUDICIAL TO THE MENTAL OR PHYSICAL HEALTH OF CLAIMANT. Determination 
of the question when disclosure of information from the files, records, and re- 
ports will be prejudicial to the mental or physical health of the claimant, bene- 
ficiary, or other person in whose behalf information is sought, will be made by 
the Chief Medical Director; [Director, Professional Services, of a hospital; or 
the Chief Medical Officer as defined in VA Regulation 6031.J (Aug. 1, 1957) 

523. VA INSTALLATION From WHIcH AUTHORIZED DiscLosure Witt Be Mane. 
Where disclosure of information from the files, records, reports, and other 
papers and documents pertaining to claims filed with the VA is not restricted, 
Such disclosure shall be made by the service, division, or activity in Central 
Office, district office, regional or VA office, hospital, or center having possession 
of the individual record or file from which the information is to be disclosed. 
(Mar. 1, 1948) 

524. Persons AUTHORIZED To REPRESENT CLAIMANTS. A duly authorized rep- 
resentative will be any person authorized in writing by the claimant to act for 
him, or his legally constituted fiduciary, if the claimant is incompetent. Where 
for proper reasons no legally constituted fiduciary has been or will be appointed, 
his wife, his children, or, if the claimant is unmarried, either of his parents shall 
be recognized as the fiduciary of the claimant. (Mar. 1, 1948) 

525. INSPECTION OF RECORDS BY OR DISCLOSURE OF INFORMATION TO RECOGNIZED 
REPRESENTATIVES OF ORGANIZATIONS. (A)(1) The accredited representatives 
of any of the organizations recognized under section 200, Public Law 844, 74th 
Congress (act of June 29, 1936), holding appropriate power of attorney may in- 
Spect the VA file of any claimant upon the condition that only such information 
contained therein as may be properly disclosed under VA Regulations 500 
through 526 will be disclosed by him to the claimant or, if the claimant is in- 
competent, to his legally constituted fiduciary. All other information in the 
file shall be treated as confidential and will be used only in determining the 
Status of the cases inspected or in connection with the presentation to officials 
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of the VA of the claim of the claimant. The Managers of field stations and the 
directors of the services concerned in Central Office will each designate a re- 
sponsible officer to whom requests for all files must be made, except that Man- 
agers of district offices and centers with district office activities will designate 
two responsible officials, recommended by the service directors concerned, one 
responsible for claims and allied folders and the other for insurance files, 
(Nov. 10, 1950) 

(2) When: power of attorney does not obtain, the accredited representative 
will explain to the designated officer of the VA the reason for requesting in- 
formation from the file, and the information will be made available only when in 
the opinion of the designated officer it is justified ; in no circumstances will such 
representatives be allowed to inspect the file; in such cases a contact report will 
be made out and attached to the case, outlining the reasons which justify the 
verbal or written release of the information to the accredited representative. In 
any case where there is an unrevoked power of attorney, no persons or organiza- 
tions other than the one named in the power of attorney shall be afforded in- 
formation from the file; and when any claimant has filed notice with the VA 
that he does not want his file inspected, such file will not be made available for 
inspection. (Mar. 1, 1948) 

(B) (1) Inspection of folders by accredited representatives shall be in space 
assigned for such inspection; however, where space or other local problems 
make it impractical to assign space for this purpose, the [director of service] 
concerned in Central Office or the Manager at the particular office affected may 
permit inspection of folders at the desks of the accredited representatives in the 
office(s) which they regularly occupy. Managers and directors of the services 
concerned in Central Office will designate and assign, in or near the space oe 
eupied by accredited representatives, one or more employees to whom the folders 
will be charged and who will at all times know and have a record of the loca- 
tion of such folders during the time they are made available for inspection by 
the accredited representatives. (Dec. 28, 1956) 

(2) When it is necessary that folders which are being inspected by accredited 
representatives be carried elsewhere within the installation for purposes of of- 
ficial discussion or presentation of claims, such folders shall be carried by VA 
employees; however, where it is not feasible to use VA employees for these 
purposes, the Manager or the director of the service concerned in Central Office 
may permit the folders to be carried by the accredited representatives, provided 
the designated VA employee to whom the folders are charged is at all times kept 
informed of their location. 

(3) No person other than a VA employee in the performance of his official 
duties may inspect an insurance file or receive information therefrom except; 

(a) An authorized representative of the insured, or, after maturity of the 
insurance by death of the insured, of the beneficiary, shall, if holding yalid 
power of attorney, be permitted to inspect the claims file containing the 
basic papers concerning the insurance for the purpose of assisting the 
insured or beneficiary in perfecting a claim for any benefit under the policy. 

(b) In the absence of a claim for benefits under the insurance policy, the 
insured or, after the maturity of the insurance by death of the insured, 
the beneficiary may authorize the release to a third person of such insurance 
information as the insured or the beneficiary would be entitled to receive, 
provided there is submitted to the VA a specific authorization in writing 
for this purpose. 

(ec) Unless otherwise authorized by the insured or the beneficiary, a 
the case may be, such authorized representative shall not release informa- 
tion as to designated beneficiary to anyone other than the insured or to the 
beneficiary after death of the insured. Otherwise, information in the in- 
surance file shall be subject to the provisions of VA Regulations 500 through 
526 hereof. (Novy. 10, 1950) 

(4) Clinical records and medical files, including files for outpatient treatment, 
may be inspected by accredited representatives only to the extent such records 
or parts thereof are incorporated in the clainis folder, or are made available te 
VA personnel in the adjudication of the claim. Records or data in clinical or 
medical files which are not incorporated in the claims folder or which are not 
made available to VA personnel for adjudication purposes will not be inspected 
by anyone other than those employees of the VA whose duties require same for 
the purpose of clinical diagnosis or medical treatment. (Sept. 8, 1948) 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 629 


(5) Under no circumstances shall any paper be removed from a file, except 
by a VA employee, for purpose of having an authorized photostat made. Copy- 
ing of material in a file shall not be permitted except in connection with the 
performance of authorized functions under the power of attorney. 

(6) In any case involving litigation against the Government, whether con- 
templated or initiated, inspection, subject to the foregoing, shall be within the 
discretion of the General Counsel or Chief Attorney, except that in insurance 
suits under the World War Veterans’ Act, 1924, as amended, or the National 
Service Life Insurance Act, 1940, as amended, inspection shall be within the 
discretion of the official having jurisdiction of the claim. Files in such cases 
may be released to the Department of Justice, but close liaison will be main- 
tained to insure their return intact upon termination of the litigation. (March 
1, 1948) 

(C) Managers and the Directors of the Services concerned in Central Office 
will be responsible for the administrative compliance with and accomplishment 
of the foregoing within their jurisdiction, and any violations of the prescribed 
conditions for inspection of files or release of information therefrom will be 
brought to the immediate attention of the Administrator. (November 10, 1950) 

(D) Any person holding power of attorney or accredited representative of a 
recognized organization holding such power of attorney shall be supplied with a 
copy of each notice to the claimant respecting the adjudication of the claim. 
If a claimant dies before action on the claim is completed, the person or organ- 
ization holding power of attorney may continue to act until the action is com- 
pleted except where the power of attorney is filed on behalf of the dependent. 

(E) When in developing a claim the accredited representative of a recognized 
organization finds it necessary to call upon a local representative to assemble 
information or evidence, he may make such disclosures to the local representa- 
tive as the circumstances of the case may warrant, provided the power of 
attorney to the recognized organization contains an authorization permitting 
such disclosure. (March 1, 1948) 

526. Copres oF RECORDS AND Papers. (A) Any person desiring a copy of any 
record or document in the custody of the VA, which is subject to be furnished 
under VA Regulations 501 through 526, must make written application for such 
copy to the VA installation having custody of the subject matter desired, stating 
specifically (1) the particular record or document the copy of which is desired 
and whether certified and [validated, J or uncertified, (2) the purpose for which 
such copy is desired to be used. (June 2, 1954) 

(B) [The type of services provided by the VA for which a schedule of fees are 
established in subparagraph (1) of this paragraph are (1) copying, (2) certi- 
fication, (3) search.] (June 2, 1954) 

(C) [This paragraph applies to the services furnished in subparagraph (B) 
of this paragraph when rendered to members of the public by the VA. It does 
not apply to such services when rendered to or for other agencies or branches of 
the Federal Government, or State and local governments when furnishing the 
service will help to accomplish an objective of the VA, or when performed in 
connection with a special research study or compilation when the party re- 
questing such services is charged an amount for the whole job.] (June 2, 1954) 

[D3 When copies of a record or document are furnished under VA Regula- 
tion 506, 507, 510, and 514, such copies shall be supplied without charge. [More- 
ever, free service may be provided, to the extent of one copy, to persons, who 
have been required to furnish original documents for retention by the VA.J 
(June 2, 1954) 

(E) [The following are circumstances under which services may be provided 
we . the discretion of field station Managers or responsible Central Office 
Officials. 

(1) When requested by a court, when the copy will serve as a substitute 
for personal court appearance of a Government witness. 

(2) To press, radio, television, and newsreel representatives for dissemina- 
tion to the general public. 

_(8) When furnishing the service free saves costs or yields income equal to the 
direct costs of the agency providing the service. This includes cases where the 
fee for the service would be included in a billing against the Government (for 
example, in cost-type contracts, or in the case of private physicians who are 
treating Government beneficiaries at Government expense). 

_ (4) When furnishing the service free is in conformance with generally estab- 
lished business custom, such as furnishing personal reference data to prospec- 
tive employers of former Government employees. 
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(5) To the extent of one copy, to those who require copies of records or infor- 
mation from the records in order to obtain financial benefits to which they may 
be entitled (e. g., veterans or their dependents’, employees with workmen’s com- 
pensation claims, etc.) 

(6) When a service is occasional and incidental, not of a type that is requested 
often, and if it is administratively determined that a fee would be inappropriate 
in such an occasional case. 

(7) To an individual directly concerned in a hearing or other formal pro- 
ceeding involving security requirements for Federal employment, one copy of any 
transcript made of such hearing or other proceeding.] (June 2, 1954) 

[(F)] When information, statistics, or reports are released or furnished under 
VA Regulation 501 or 519, the fee charge, if any, will be determined upon the 
merits of each individual application. (June 2, 1954) 

[£(G)] In those cases where it is determined that a fee shall be charged, the 
applicant will be advised to deposit the amount of the lawful charge for the 
copy desired. The amount of such charge will be determined in accordance with 
the schedule of fees prescribed in subparagraph (1) of this paragraph. The 
desired copy will not be delivered until the full amount of the lawful charge is 
deposited. Any excess deposited over the lawful charge will be returned to the 
applicant. When a deposit is received with an application, such a deposit will 
be returned to the applicant should the application be denied. (June 2, 1954) 

£(H)] Copies of reports or records received from other Government. depart 
ments or agencies will not be furnished except as provided in VA Regulation 
513. (June 2, 1954) 

£(1)] Schedule of fees: 


[(1) Typewritten copies 
(a) Full page or less 
(2) Photostat copies per sheet 
(a) 9x12 
(b) 12x18 
(3) Certification 
Seal, including certification 
(4) Unsuccessful searching, per hour (one hour minimum) 
(5) Reproduction, X-ray films (ea.) (June 2, 1954) 


[(J) If the copy is to be transmitted by registered mail, airmail, or special 
delivery mail, the postal fees therefor shall be added to the other fees provided 
in subparagraph (1) of this paragraph (or the order must include postage stamps 
or stamped return envelopes for the purpose).J (June 2, 1954) 

[(K)] Those VA installations not having photostat equipment are authorized 
to arrange with the nearest VA installation having such equipment to make 
Na gaa aug authorized photostatic copies of records or documents, (June 2, 
[(L)] Managers of field stations are authorized to designate employees to 
certify copies of records and papers furnished under the provisions of subpara- 
graph (A) of thisparagraph. (June 2, 1954) 
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PURPOSE 


401.01 This chapter is designed primarily as a guide for personnel required 
to deal with the representatives of information media. It is not intended as @ 
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code of inflexible regulations to circumscribe the operations of VA personnel 
who are dealing with representatives of information media. Rather, it is in- 
tended as a general guide for those operations. 


402.00 Score of THE INFORMATION PROGRAM 


402.01 Information is a phase of public relations, and the term “public 
relations” is intangible. 

402.02 In a broad sense, public relations is the process through which the 
public is informed of the activities and scope of an organization. 

402.08 This is accomplished in a variety of ways—through personal con- 
tact, information about activities, service rendered in connection with activities, 
letters, and every other avenue in which the activities of an organization touch, 
the public. 

402.04 The attitude or action of a receptionist in one of the many offices of 
Veterans Administration may be just as important to VA public relations as 
that of a specialist whose duty it is to furnish information about the Veterans 
Administration. The speed, courtesy and justness with which action is taken. 
on a claim for benefits may be even more important. 

402.05 ‘Two basic principles of public relations are often overlooked: 

a. Good public relations is based primarily on good performance, 

b. Information is only one segment of an integrated public relations program. 
(Publicity is the phase of public relations that deals with personal aggrandize- 
ment. It is the “gimmick,” actors and other self-important people use to keep 
their name before the public. VETERANS ADMINISTRATION DOES NOT 
DEAL IN PUBLICITY.) 

402.06 If the performance of the Veterans Administration is good, if its con. 
tacts with the public are satisfactory, if information about its activities is 
adequate and readily available, favorable public opinion will result. 

402.07 If the performance of Veterans Administration is not good, its contacts. 
are unsatisfactory and accurate information is not properly disseminated, result- 
ing public opinion may be either neutral or definitely antagonistic. 

402.08 It is vital to Veterans Administration that its operations be conducted 
with clear public understanding of its procedures, purposes and limitations, 

402.09 Veterans Administration is an organization for service, the agency 
designated to administer specific rights and benefits provided by the American 
people through the Congress for those men and women who have served in the 
Armed Forces. 

402.10 It follows that all VA personnel are servants both of the American 
public and America’s veterans. It is incumbent upon VA personnel, therefore, to. 
give the veterans and the public the best and most efficient service possible, and 
the most complete, frank and accurate information about their activities. 

402.11 It must be kept in mind that good public relations cannot be created 
through the activities of a few persons engaged in information work. Public 
relations is the reflection of management and operation. It is, therefore, the 
responsibility of management and should be the concern of every employee in his 
day-to-day operations. 

402.12 VA officials and information personnel should at all times encourage. 
at interest and participation of all employees in developing good public 

ons, 

402.13 In the final analysis, commonsense is the best guide for action in, any. 
given situation. 

Remember: Good relations with the public and community depend on: 

ote Service given to veterans, dependents and the generat 
public; 
b. aa conduct of VA employees and their interest in their own com: 
munities. 
Broadly defined, every VA employee is a public relations representative. Infor- 
mation, while important, is only a part of the overall community and public. 
relations program. 
403.00 RESPONSIBILITIES 


403.01 Information Service is responsible for public relations in the Veterans. 
Administration. It is organized as a staff function of Veterans Administration. 
for the following purposes : 

a. To inform veterans, their dependents, and other beneficiaries of their rights. 
and benefits under laws enacted by the Congress, and of the methods and policies. 
adopted to administer these rights and benefits, 
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b. To inform the general public on how Veterans Administration spends appro 
priated funds provided by the taxpayers to carry out mandates of law. 

c. To advise and counsel the Administrator, his principal assistants, Managers 
and other comparable officials of the Veterans Administration in mainta 
good relationships with veterans, the general public, and with the community. 

d. To assist management in carrying out VA policy as it affects the public 
interest. 

403.02 a. The primary mission of the Information Service is the furnishing of 
information. Such information must be complete, accurate and truthful. Any 
deviation from this rule will defeat its own end. 

b. In furnishing information about VA policies, operations, and activities t 
veterans, their dependents and the general public, Information Service never 
seeks to “sell” benefits, nor does it ever seek to influence legislation. 

c. By releasing information designed to bring about a better understanding of 
and compliance with established procedures, Information Service helps to sim 
plify operations and ease workloads of operating services. 

d. Information Service cannot shield poor performance. It cannot be a sub 
stitute for doing the job. It can make the task easier by making the facts ayail- 
able and by telling the truth. It can better performance by finding the faets 
and making them available to operating officials. 

e. Information Service does not plead any cause of its own. Its main purpose 
is to represent Veterans Administration before the public. 

403.038 The field station Manager is responsible for the conduct of public rela. 
tions and public information programs affecting his station. He will asa 
matter of routine seek the advice and counsel of the area Information Servie 
representative in any matter of controversial or possible damaging nature. 

403.04 The Information Service representative is delegated authority over 
the treatment of matter of national policy in his territory as it concerns publie 
relations and public information. Managers, therefore, will defer to his judg- 
ment in such matters. 


404.00 INFORMATION MEDIA 


404.01 The established information media are: 
Newspapers 
Wire services 
Magazines 
Special interest publications 
Books 
Television 
Radio 
Still pictures 
Motion pictures 
Exhibits 
Posters 

404.02 These media are the channels through which information reaches the 
public. They are highly influential in molding public opinion. The support of 
an informed public is necessary in carrying out programs affecting the public 
interest. 

404.03 Representatives of information media constantly ask Veterans Admil- 
istration for information concerning its policies, operations, and activities 
They must be served promptly, efficiently, and honestly. , 

404.04 To insure accuracy and conformance with VA policy, only the A¢é 
ministrator and Deputy Administrator, the Director, Information Service, the 
Chief Medical Director and the Deputy Administrators for Veterans Benefits and 
for Insurance, and the Managers of field stations, or ‘the duly authorized repre 
sentatives of the foregoing, will contact or furnish information to informatio 
media on VA matters. 

404.05 National Media. a. Except as indicated in subparagraph c below, the 
Information Service is delegated sole authority to deal with national 

b. National media includes news wire services, feature syndicates, magazines, 
national radio and television networks, picture syndicates, newsreels, motion 
pictures, national advertising, and’such. 

c. Where representatives of national information media initiate contacts with 
VA field station personnel with routine requests for information, such requests 
will be filled by authorized field station persons. Ifa request is made for infor 
mation which is not routine, the request should immediately be referred to the 
area Information Service representative. : 
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d. All visits by representatives of national information media and origination 
of radio and television network programs from VA field stations will be cleared 
by the area Information Service representatives. 

404.06 Regional Media. a.The responsibility for dealing with regional media 
(regional news wire services, regional magazines, regional radio and television 
networks, regional advertising, etc.) is delegated primarily to the Managers of 
field stations, 

pb. The area Information Service representative must be kept fully informed 
of contacts with regional media. He will advise the Manager and will assist 
him with such contacts. 

¢. All clearances and specific arrangements for visits to VA field stations by 
representatives of regional information media must be cleared with the area 
Information Service representative. 

404.07 Local Media. a. The responsibility for dealing with local media in- 
eluding daily and weekly newspapers, local radio and television stations, and 
local advertising is delegated to the Managers of field stations in the locality 
concerned. 

b. The area Information Service representative will be available to assist 
Managers or their appointed representatives. 

ce. Where information is released locally and is given regional or national dis- 
tribution, the release will be considered a local release. Information and mate- 
rial considered suitable for regional or national information media will be for- 
warded to the area Information Service representative. 

404.08 Dealing With the Public. a.Aill VA personnel must adhere to VA 
information policy in all activities which may come to the attention of informa- 
tion media. 

b. Letters written by VA personnel to public officials and others frequently 
find their way into print. 

ce. The actions of VA personnel in dealing with individual veterans and mem- 
bers of the public are frequently reported in the press. The speed and efficiency 
(or lack thereof) with which cases are processed by VA personnel are frequently 
broadcast by word of mouth among the public. . 

d. Information Service personnel cannot and will not attempt to control these 
matters. But they will always be available to give advice. Following is one 
thought which constantly should be in the minds of all VA personnel: 

“If I were not in Veterans Administration and this action was reported 
tome, what would I think of it?” 

404.09 Free-Lance Writers and Photographers. Free-lance writers or photog- 
raphers generally will be regarded as members of local information media. 
When they request other than routine information, such requests should be 
referred to the area Information Service representative. 


405,00 Princreces or OPERATION 


405.01 Both the veteran and the public are entitled to full information about 
Veterans Administration. The Administrator’s policy is that Veterans Admin- 
istration will release all available information about its activities, freely and 
frankly, to all information media. This policy must be carried out. 

405.02 Generally, information about individual veterans and their affairs may 
not be released. This information, however, pertains to veterans as individuals 
and not to Veterans Administration as an agency. Nonreleasable information 
is covered in Veterans Regulation No, 11, March 31, 1933, as amended, and in 
VA Regulations 500-526. 

405.08 Information contained in insurance records or other insurance in- 
formation must not be disclosed without specific authority of the policyholder. 

405.04 All other information, unless excepted specifieally by VA regulations, 
may be released within the bounds of common sense. 

405.05 Information unfavorable to Veterans Administration will be released 
48 readily as favorable information. That is a basic tenet of public relations. 

405.06 An adverse situation cannot be concealed. Partial facts or misinfor- 
ee results only in making conjecture worse than the situation itself. Be 

actual, 

405.07 Release information on emergency situations immediately. Gossip on 
accidents, deaths, and the like spread like wildfire. Distortion of facts usually 
Tesult. Even an interim release of information, pending further investigation, 


is preferable to complete silence. The worst possible public relations phrase 
is “No Comment.” 
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405.08 If information cannot be released immediately, or cannot be released 
at all, give a reasonable explanation. Never resort to “No Comment.” Te 
why the information cannot be released. 

405.09 Representatives of information media are responsible persons. 
respect confidences. They can and should be given information “off the record,” 
when it is necessary. This gives them the complete background and shows 
them that Veterans Administration is cooperating. They, in turn, will cooperate 
However, such information “crutches” should be held to a minimum. 

405.10 In giving “off the record” statements, be sure that the information i 
legitimately and reasonably “off the record,” but because of a whim or caprice, 

405.11 Any release of information which involves another agency of the Fed 
eral Government or an agency of local government must first be coordinated with 
the interested agency. Under no circumstances must any information released 
by the Veterans Administration criticize another governmental agency. 

405.12 Newspapers, wire services and broadcasters operate on deadlines. In 
formation requested by their representatives must be ready for print or broad 
east within a matter of hours, sometimes within a matter of minutes. There 
should never be a delay in answering these requests for information, unless there 
is a reasonable necessity for such a delay. 

405.13 Advertising. a. The Veterans Administration will not endorse any 
product, project or commercial line of endeavor for the profit of individuals or 
corporations. 

b. Permission may be given for VA photographs and other informational me- 
terial to be used in advertising as long as such material does not constitute 
either explicit or implicit endorsement by Veterans Administration. In the event 
permission is given for use of such material in advertising, it will be pointed out 
to the advertiser that the responsibility for complying with laws and court deci- 
sions as to an individual’s right of privacy will remain the responsibility of the 
advertiser. 

ec. Veterans Administration has no power to control the use of the theme 
“veterans” in advertising, as long as there is no implied or expressed statement 
that such material carries approval of Veterans Administration or the Admin 
istrator of Veterans Affairs. 

d. Under the GI loan program, advertising that a property or housing project 
is “VA guaranteed” or “VA approved” in such a way as to lead veterans f 
believe that the Veterans Administration guarantees the construction or work- 
manship is considered an unfair marketing practice under VA Regulation 4361 
and may bar the builder or sponsor from the VA loan guaranty program. 

e. There is no objection to the use of VA material or the participation of per 
sonnel on commercially sponsored radio and television programs so long as such 
use or participation does not constitute a VA endorsement of the product 
advertised. It is not necessary to require a disclaimer in the program. 

f. Ordinarily Veterans Administration will not participate on any radio o 
television program advertising beer, wine or medical products. 

405.14 Celebrities. Motion picture stars, sports celebrities and others of 
national note and importance who visit VA field stations will be played as straight 
news. Their visits will be reported only in a manner stressing the value of the 
incidents as entertainment or information for patients and staff members. Under 
no circumstances should such visits be tied up with promotional material for any 
forthcoming event implying VA endorsement. 

405.15 Censorship. There is no censorship in Veterans Administration. A 
reporter will not be required to submit material for review prior to publication 
If a reporter voluntarily submits material for review, check it for factual accuracy 
only. 

405.16 Haeclusive information. The following will govern the exclusive re 
leases of material to individual media. 

a. if the idea originates with Veterans Administration, it must be given to all 
interested information media simultaneously. 

b. If the idea originates with an individual information medium, the necessary 
information will be given and the exclusiveness of the material for the originating 
information medium will be maintained. 

405.17 Interference With Reporters. Representatives of information media 
should be given every assistance in covering all activities of Veterans Adminit 
tration and no obstacles shall be placed in their way while gathering legitimate 
and accessible information. 
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405.18 Official Correspondence and Publications. Memorandums, letters, and 
reports containing operational information and intended for official use of 
Veterans Administration only will not be released for public dissemination 
without concurrence of officials concerned. Official publications such as regu- 
lations, circulars, bulletins and manuals, may be released. 

405.19 Solicitations. The Veterans Administration as an agency, and em- 
ployees of the Veterans Administration in official capacities, may not endorse 
any fund-raising activities except those specifically approved by the Adminis- 
trator. No endorsement, either specific or implied, nor indication of need for 
any specific gift to any VA installation will be permitted. 

405.20 VA Personnel Writing for Publications. Within certain limits there 
is no objection to employees of Veterans Administration writing for publications 
and receiving remuneration for such writing. Information Service personnel 
may not receive pay for writing on a subject relating to the functions of Veterans 
Administration, since such writing is a part of their assigned duty. Other VA 
personnel writing for publications outside Veterans Administration will be guided 
by the following. 

a. Articles or radio and television scripts on any subject (other than pro- 
fessional papers and theses by Department of Medicine and Surgery personnel) 
relating to VA operations and functions will be referred for policy clearance to 
area Information Service representatives by field station personnel and to 
Director, Information Service, by Central Office personnel through channels for 
review and clearance prior to publications. 

b. Professional papers and theses written by Department of Medicine and 
Surgery personnel will be submitted for clearance and approval prior to publi- 
cation in accordance with Department of Medicine and Surgery instructions. 

e. Fiction, radio and television scripts or articles on subjects other than VA 
activities or functions are no concern of the Veterans Administration, and no 
control will be exercised over such writing. 

405.21 Polis. Polls or “straw votes” on opinion or research will not be con- 
ducted in VA installations without prior authorization by the Administrator 
or his designees. This does not preclude polls or “straw votes” conducted by 
Special Service in VA hospitals to determine patient interest in various pro- 
grams available through Recreation Service. Library Service, Chaplain Service, 
or Veterans Canteen Service. 

405.22 Scientific Developments. Press releases containing information about 
hew types of medical treatment and techniques, medical research, and other 
scientific developments should give due credit to the part Veterans Administra- 
tion played in the establishing of such technique or research. Such releases 
must be sent to the area Information Service representatives for prior clearance. 


406.00 Press 


406.01 Press Releases. a. Ordinarily, formally written releases of VA in- 
formation will be prepared only by assigned Information Service personnel or 
liaison personnel in field stations. Other personnel authorized to deal with 
representatives of information media rarely will find it necessary to write re- 
leases for newspapers. 

b. Such personnel, however, should establish friendly contacts with local 
hewspaper editors and radio stations and should maintain such contacts. The 
editors should, at all times, feel that their reporters will get prompt and courte- 
ous attention in securing information from Veterans Administration. 

c. No written release issued by Veterans Administration shall carry the by- 
line of the person who prepared the material for release. Signed articles, re- 
lating to activities of the Veterans Administration, by other personnel are per- 
missible if cleared by the area Information Service representatives or the Di- 
rector, Information Service. This clearance does not apply to professional 
papers for scientific journals, except where questions of VA policy appear in 

papers. 

406.02 Press Conferences. a. Formal press conferences may be arranged 
by Managers of field stations with the concurrence of area Information Serv- 
ice representatives. Press conferences for Central Office personnel in Wash- 
ington, D. C., will be arranged by the Director, Information Service. Formal 
enrenane will not be arranged by other personnel of Veterans Admin- 

on. 

b. Press conferences should not be arranged for the release of routine infor- 
mation. When representatives of information media are called in for a press 
conference, they expect to receive information that will make the expenditure 
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of their time worth while. Nothing is worse than a press conference which 
promises a lion and produces a mouse. 

c. Copies of statements and information released in press conferences should 
be prepared in advance and should be available to each person attending the 
conference. 

d. Representatives of all information media in an area should be invited to 
every press conference, without favor or partiality. 

406.03 Interviews. a. Interviews between representatives of information 
media and personnel of Veterans Administration may be arranged by personnel 
authorized to contact representatives of information media. Interviews should 
be conducted in the presence of Information Service or other authorized per- 
sonnel. 

b. Personnel to be interviewed should confine their remarks to subjects and 
activities under their immediate control or supervision. They should talk freely 
and frankly to their interviewers and should feel free to talk “off the record” 
when necessary. 

c. An interview requested by a representative of an information medium will 
be kept exclusive for that representative, unless he indicates otherwise. On the 
other hand, if a representative of an information medium requests an inter. 
view for the purpose of obtaining information which properly should be given 
impartially to all media because it will arouse great general interest, the re 
quest should be denied and a press conference arranged. It is best to forestall 
such requests by making an impartial release of all “hot” information before 
such requests can be made. 

406.04 House Organs. House organs of industrial concerns, labor publica- 
tions, trade journals and other similar publications are interested in veterans 
and their problems. These publications should be given the same attention 
and service in the release of information as that given to general publications, 
It should be remembered that such publications are interested in special types 
and angles of information that are not always of interest to general publications, 

406.05 Weekly Newspapers. Weekly newspapers should be given the same 
service and attention as that given daily newspapers. Even though their cir 
culation is generally smaller than that of daily newspapers, they are extremely 
well read in their own areas. Weekly newspapers are particularly interested ii 
personalized news of interest in their circulation areas. 

406.06 Pamphlets and Fact Sheets. Pamphlets, fact sheets, brochures, and 
other such publications are used by Veterans Administration in addition to estab- 
lished media to keep veterans and the general public informed of veterans’ rights 
and benefits and VA procedures. These publications should be prepared with the 
assistance of Information Service personnel and should not be released without 
policy clearance by the Director, Information Service. 


407.00 RaApIo AND TELEVISION 


407.01 VA personnel authorized to deal with information media should estab 
lish and maintain friendly contacts with their local radio and television stations. 
Radio and television stations should be informed of the availability of material 
and of all information concerning VA activities. However, no attempt should 
be made to coerce radio and television stations into carrying any VA material 

407.02 Information Service, Central Office, and area Information Service rep 
resentatives prepare radio and television programs and other material whieh 
can be adapted for use on local stations and regional networks. Distribution of 
this material is made by the area Information Service representatives, 

407.038 Programs prepared by VA personnel for use on local stations should be 
referred for policy clearance to the area Information Service representatives. 
The release of information for use on the radio and television will be handled @ 
the same basis as the release of information for use by the press. 

407.04 No origination from a VA installation, commitment of assistance, of 
participation in a network radio and television show, either direct or transcribed, 
may be made without clearance from the Director, Information Service. 

407.05 Unless it is made clear that they do not represent the agency, VA 
personnel will not appear on any radio or television program involving VA pol 
cies or activities without clearance by authorized officials. In the case of 
personnel appearing on programs using scripts prepared by Information Service, 
Central Office, or area Information Service representatives, clearance is aute 
matically given by the distribution of the prepared script. 

407.06 VA personnel do not need clearance for appearances on radio or tele 
vision programs which do not involve VA policies or activities. 
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407.07 Under no circumstances will VA personnel purchase time for the radio 
presentation of VA material. 


408.00 PHOTOGRAPHS, NEWSREELS, MoTION PicruREsS AND Exutsits 


408.01 Still photographs, newsreels, motion pictures and exhibits are an 
invaluable method of releasing information about the Veterans Administration 
and its activities. 

408.02 Still Photographs. a. Photographs of VA activities may be taken by 
VA photographers or photographers representing recognized information media. 

b, All photographs taken by VA photographers will be made available impar- 
tially to all information media and will not be released exclusively to any one 
publication unless they are taken at the specific request of a medium. Photo- 
graphs taken at the request of a medium will be made available to all media on 
and after the date of publication. 

ce. Cheap glamour photography in connection with VA activities must always 
be avoided. This applies specifically to pictures which would connect celebrities 
or others who go in for gewgaw publicity with Veterans Administration. The 
standards of good taste must always be observed. 

408.08 Captions for Photographs. a. Complete and accurate captions should 
be attached to every photograph released. It must not be assumed that the 
recipient medium will know what the picture is all about. 

b. Captions must be concise, but they also should tell the whole story. The 
caption must give the name, title and (if possible) home address of all persons 
shown in the photographs, listing from left to right. 

ce. The caption must also carry, at the bottom, the name and telephone num- 
ber of the issuing agency as a credit line. Individual VA photographers will 
not be mentioned in this credit line. If the photograph has been secured from 
an outside agency, proper credit will be given. Captions should be pasted on 
the back of the photograph and folded so that the picture and caption can be 
read at the same time. 

408.04 Picture File. a. A file of photographs about VA activities is main- 
tained in Central Office. A copy of every photograph, properly captioned, taken 
by VA photographers for information purposes, whether released or not, will 
be forwarded to the area information Service representative. The negative 
of the photograph also will be forwarded as soon as the immediate need for 
it at the point of origin has passed. 

b. Information Service, Central Office, also has access to a stock of motion 
pictures, filmstrips, and similar material on VA activities and allied subjects. 
These can be loaned out for limited periods upon request. 

408.05 Picture Stories. Picture stories and picture layouts of VA activities 
can be very effective. However, only the larger newspapers and national maga- 
zines usually are interested. All ideas for picture stories and picture layouts for 
use in national information media should be sent to the area Information Serv- 
ice representative. 

408.06 Newsreels. Newsreels carry both immediate or spot news and fea- 
ture stories. Ordinarily, all contacts with newsreels for the purpose of cov- 
ering VA field activities will be made by the area Information Service repre- 
sentative. In spot news emergencies, Managers of field stations or their repre- 
sentatives may contact the local or regional representative of a newsreel to 
arrange coverage. In this event, the full circumstances of the coverage will 
be forwarded immediately to the area Information Service representative. 
Ideas for newsreel features will be forwarded to the area Information Service 
representative. 

408.07 Motion Pictures. VA field stations may not be used as locales for 
motion pictures intended for public distribution, without prior permission hav- 
ing been granted by the area Information Service representative. Responsi- 
bility for complying with laws and court decisions as to an individual’s right 
of privacy shall remain the responsibility of the individual or individuals mak- 
ing the pictures. Motion pictures of strictly VA activities for viewing by the 
general public (other than on technical or medical subjects) will be cleared 
only by the area Information Service representative, or by Information Service, 
Central Office. All ideas or proposals for motion pictures should be forwarded 
to the appropriate Information Service office. 

408.08 Exhibits. a. Exhibits are constructed by Exhibits Section, Visual Aids 
Division, Department of Medicine aud Surgery, Central Office. A number of 
exhibits illustrating VA activities are available. These can be put on display 
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in prominent places such as regional offices, centers, hospitals, conventions, 
stores, window displays, railway terminals, etc. 

b. Requests for construction and installation of exhibits for viewing 
the general public, except those concerned with professional and technical ag. 
pects of the medical program, should be forwarded to the area Information 
Service representative or to Director, Information Service, Central Office, 

c. Final determination as to advisability of displaying exhibits for viewing 
by the general public, other than those excepted in subparagraph b above, is 
vested in the Director, Information Service. 


d. Ideas for public exhibits should be cleared by the area Information Service 
representatives. 


409.00 SPEAKERS 


409.01 ‘There is a great demand for speakers to address various organizations 
and groups on matters pertaining to veterans’ affairs and VA activities. Speeches 
before such groups are an excellent medium for the dissemination of information 
and the creation of good will. 

409.02 Speakers should always bear in mind the fact that it is NOT the 
number of words spoken that counts—it is the number of words received. And 
brevity is a jewel. If there is any one cardinal sin in public speaking, it is 
speaking too long. IF YOU WANT TO SAY A LOT SAY A LITTLE. Be sure 
to use short words and simple, easily understood sentences. Unlike letters, where 
your sentence can be read and reread, the sentences in your speech can be heard 
only once. Be concrete. Be clear. 

409.038 Frequently requests for speakers cannot be met on the level to 
which they were submitted. In such cases, the requests should be referred to 
the level which can meet the request, and the group making the request should 
be so informed. However, no commitment will be made by the referring office; 
a commitment will be made only by the office to which a request is referred, 

409.04 Speakers representing VA should confine their remarks to operations 
and activities of VA and avoid controversial issues. Political speeches are never 
authorized. Speakers should remember they are not speaking as individuals 
but as official representatives of VA. 

409.05 Trained Information Service personnel are always ready and avail- 
able to assist speakers in the preparation and clearance of addresses. 

409.06 Prepared addresses or talks concerning VA activities to be delivered 
before purely local groups should be cleared in advance by the Manager of the 
field station to which the employee is assigned. If the Manager has any ques 
tion concerning the address, he may clear it with the Information Service rep 
resentative serving his area. 

409.07 Prepared addresses or talks to be delivered before regional groups 
(groups involving more than one VA regional area) should be cleared in advance 
by the Manager of the VA field station to which the employee is assigned and 
by the Information Service representative serving the area in which the meet- 
ing is to be held. 

409.08 Speeches before national meetings of organizations and by Central 
Office personnel before any type of group will be referred to Information Service 
in advance of delivery for policy clearance. 

409.09 Authorization to deliver talks or speeches without a prepared text 
must be obtained in same manner in which speeches are cleared. The speaker 
will make sure his remarks conform with overall policy and he will assume full 
responsibility therefor. 

409.10 Speakers and Managers of field stations will be responsible for the 
accuracy of any facts and figures contained in prepared addresses or talks. In 
formation Service merely clears such speeches for VA policy. 

409.11 Papers given orally on medical and technical subjects are expected 
from the provisions of paragraphs 409.06 through 409.10. However, per 
sonnel delivering such papers will follow the procedures prescribed by the in- 
dividual departments and staff elements. 


410.00 Pustic RELATIONS IN THE HOSPITAL AND DOMICILIARY 


410.01 Extraordinary situations frequently arise at VA hospitals, centers 
having hospital facilities, and domiciliaries. Newspaper reporters and radio 
and television stations, in making inquiries of hospitals and domiciliaries, need 
factual information immediately. Good public relations require prompt an- 
swers based on good judgment. 
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410.02 Many off-hour calls concern accident cases. Information about these 
eases already is a matter of public record through the “police blotter.” The 
paper can get it through that source. Refusing information in such cases serves 
no real purpose and may create bad relations between the station and the 

wspaper. 

00.03 Be frank. Relate facts as you know them but, under no circum- 
stances attempt to explain the cause of injury or the events leading up to the 
injury. That is a matter beyond VA jurisdiction. 

410.04 Injuries, accidents and suicides occurring on the station are best 
explained by stating the facts. Do not attempt to conceal such happenings. 
In the case of a fall from a building, never prejudge the situation. It may 
or may not be suicide. That is a matter for the coroner or other officials to 
decide. 

410.05 If an inquiry results from the admission of a person or persons, 
give the reporter any information the patient agrees to, if conscious. Chevk 
with the patient and call back promptly. If the patient is unconscious (or too 
ill to be interviewed), the best VA can do is report that the patient has been 
admitted, and, based on medical advice, the status of his or her condition, 
Don’t speculate. 

410.06 Should a case have a psychiatric angle, never infer incompetency. 
You may be reversed by the courts and be subject to a suit. There is certain 
information about individuals that is nonreleasable. (See pars. 405.01 through 
405.03. ) 

410.07 All unusual occurrences covered by paragraphs 410.01 through 410.06 
must be reported to the area Information Service representative covering the 
hospital, center or domiciliary. The manner of communicating the report should 
be determined by the urgency or importance of the situation. 

410.08 Photographs in Hospitals. a. No photographs of families or friends 
visiting patients in VA hospitals will be taken without the express permission of 
the subjects. Photographs taken with such permission will not show them in an 
unfavorable or questionable light. 

b. Photographs may be taken of VA personnel, officials of veterans organiza- 
tions and officials and personnel of organizations which are members of VA Vol- 
untary Services, Army and Navy personnel, and others visiting hospitals in an 
official capacity. If such photographs include patients, permission from such 
patients must be obtained prior to release of the photographs. 

ce. All photographs taken in hospitals should be completely natural and not 
staged for the benefit of a photographic release. 

d. Photographs of psychiatric patients [may be released if: (1) The patient 
gives his consent to be photographed, (2) the doctor responsible for the patient 
certifies the patient has sufficient mental capacity to consent, and (3) the con- 
sent of the guardian or responsible relative is obtained.] 

e. Photographs of other than psychiatric patients, when identifiable, will be 
released only with the consent of the patients concerned. Identifiable pictures of 
nonpsychiatric patients may be used in connection with a psychiatric or neuro- 
logical subject only when the patient has given consent in writing, specifically 
permitting the use of his picture in this manner. 

f. Photographs of patients and VA personnel will be released within the 
bounds of good taste and with proper respect for the individual’s rights of 
privacy. 

g. It is the responsibility of newspaper and magazine photographers and news- 
reel and television cameramen to secure the permission of patients, except psy- 
chiatric patients, to be photographed. This permission can be either oral or in 
Writing. Responsibility for complying with laws and court decisions as to an 
individual’s right of privacy shall remain the responsibility of the individual or 
individuals making the pictures. 

h, Government photographers, including those employed by VA must secure 
the written permission of the patient on VA Form 10-3208, Consent for Use of 
Picture and Voice. 

410.09 Radio. Managers of hospitals and centers or their representatives 
are permitted to contact national and regional radio and television networks and 
broadcasters for the purpose of obtaining cooperation, assistance, and for advice 
on hospital “bedside” radio operations without clearance from Information 
Service. 

410.10 Participation in radio [or television] programs by patients in VA 
hospitals, where deemed medically feasible, is solely the concern of the patients 
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involved, except that no phychiatric patient may appear on [radio or television 
unless: (1) The patient gives his consent to the appearance, (2) the doctor 
responsible for the patient certifies the patient has sufficient mental capacity t 
consent, and (3) the consent of the guardian or responsible relative is obtained] 

410.11 Commercially Sponsored Entertainment. When a commercially spon- 
sored entertainment or radio program is scheduled for a VA hospital or domi- 
ciliary, all publicity emanating from the hospital or domiciliary concerned will 
feature the entertainment and not the sponsor. 

410.12 Correspondence by Patients and Members. Patients in VA hospitals 
and members in domiciliaries form a fertile field for Lonely Hearts Clubs and 
other kindred organizations. While many of these organizations are completely 
legitimate, some may be unscrupulous. Every effort should be made to protett 
patients and members against correspondence of this type. However, no cen 
sorship or control of their mail will be exercised, other than applies under 
pertinent regulations. 

410.13 Disease and Death Rates. Figures on disease or death rates in VA 
hospitals will not be released to any media for public dissemination, except 
figures contained in the annual report or in other statements available to the 
public, or those specifically approved by the Chief Medical Director or other 
competent authority. 


411.00 INFORMATION SERVICE BULLETIN 


411.01 Information Service, Central Office, issues a weekly Information Sery- 
ice bulletin for the guidance and assistance of Information Service operations in 
the field. This bulletin may contain: 

a. General information about Central Office plans and procedures which will 
be of interest to personnel responsible for public relations operations. 

b. Operational information and suggestions. 

c. Projects and plans for nationwide information programs. 

d. Requests for specific information, services, etc. 

e. Press, radio, and television releases. 

411.02 At the discretion of area Information Service representatives the 
weekly bulletin may be supplemented within the area to include localized sug- 
gestions and information. 

411.08 The weekly bulletin is distributed by the area Information Servite 


representatives and any suggestions concerning the bulletin should be forwarded 
to them. 


412.00 Reports 


412.01 A monthly report on public relations and information operations of 
each field station will be submitted to the area Information Service representa- 
tive by the sixth working day after the end of the reporting month. Reports 
Control Symbol R-—1 is assigned to these reports. The report, in narrative form, 
should include the following : 

a. A brief summary of public relations and information operations of the 
field station. 

b. An evaluation of public opinion of Veterans Administration in the field 
station area. This evaluation should be based on news stories and editorials in 
the area press; any opinion indicators contained in radio and television broad- 
casts, and satisfaction or dissatisfaction with VA operations and policies ex- 
pressed by beneficiaries, veterans organizations, community officials, and other 
persons having contact with the Veterans Administration. 

c. A statement of any existing or anticipated public relations problems, in 
cluding field station recommendations, if any, in regard to corrective measures 
that might be taken. 

d. A list of special information projects, in progress or accomplished, in the 
field station area. 

e. Number of talks given by VA field station personnel during the month 
Any special significance attached to a talk should be reported. 

f. The date, time and nature of any special VA radio and television programs 
originated within the area. Also, any additions, deletions, or time changes i 
regular VA and radio and television programs carried in the area. 

412,02 Special reports on particular situations which have a bearing on public 
relations will be submitted to the area Information Service representatives. 
The urgency of the situation will determine the method of transmission of 
special reports. Extreme emergency situations will be reported by telephone, 
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412.03 Every press release and radio and television script or spot announce- 
ment emanating from any field station of the Veterans Administration, includ- 
ing hospitals, will be forwarded immediately to the area Information Service 
field representative. 

412.04 Clippings of locally published material relating to Veterans Admin- 
istration or veterans’ affairs will be forwarded to the area Information Service 
field representative. Since Veterans Administration has only a very small ap- 
propriation for subscriptions to newspapers and periodicals, clipping of locally 
published material, for the most part, relating to Veterans Administration must 
come from personally owned copies of publications. Subscriptions to clipping 
services are not authorized. 


413.00 Rue or THuMB FOR DEALING WITH INFORMATION MEDIA 


413.01 Always. a. Be on the alert for all matters involving public relations. 

b. Be available to representatives of information media. 

ce. Be sure that those with whom you deal have both your office and your home 
telephone numbers, 

d. Handle all telephone and telegraph requests for service within 3 hours, or 
give time when the service can be rendered and a reasonable explanation for the 
delay 

e. Answer all letters and other written communications, from information 
media promptly, or give an interim acknowledgement with an approximate date 
to expect the complete answer. 

f. Keep your colleagues informed of what you are doing. Complete staff 
action. 

g. Be courteous, helpful, and friendly in all your contacts, both inside and 
outside of Veterans Administration. 

413.02 Never. a. Be afraid to take action or assume responsibility. 

b. Shut yourself off from those who wish to contact you. 

ce. Let any telephone or telegraph inquiry go unanswered for more than 3 
hours without a reasonable explanation. 

d. Let any written communication from information media go more than 48 
hours without at least an acknowledgment. 

e. Get out of channels. 

f. Keep your activities secret from your colleagues. 

g. Forget that your personality and attitude are your most important assets— 
or liabilities. 
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CHAPTER 5. SAFEGUARDING CLASSIFIED DEFENSE (AND OTHER) 


INFORMATION OR MATERIAL 
500.00 Foreworp 


500.01 Protection of our national security is an inalienable obligation of 
every citizen of the United States. You, as an employee of the Federal Govern- 
Ment in the Veterans Administration, are particularly obligated. Each and 
every employee should be aware of the need for safeguarding classified defense 
information or material and cognizant of the part it plays in the preservation of 
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the ability of the United States to protect and defend itself against all hostile 
or destructive action by covert or overt means, including espionage. To provide 
for an adequately informed personnel organization, this chapter has been 
pared for your personal use and guidance. Should you at any time receive 
any classified defense information or material which, in your opinion, wag 
received in error, report should be made immediately and directly to the 
Director, Security Service, or the Security Officer (Manager) of the field stations, 

You who are the incumbents of sensitive positions by reason of your contact 
with classified defense information or material and assignment to such respon- 
sible positions have a direct or indirect effect on our national security. You are 
charged with reading and fully understanding the contents of this chapter. The 
classied information and material with which you work requires that each person 
be of unquestionable trust. Security cannot be any stronger than each individual 
dealing with classified matters makes it. When you leave the office, leave your 
knowledge of classied information and material there too. Recognize your 
responsibility to yourself, your family, and every citizen of the United States 
Classified defense knowledge or material should not be the topic of friendly con- 
versation or discussed with anyone not entitled to the particular information, 
The use of the word “defense” as used in this chapter does not necessarily haye 
reference to the Defense Department, but more generally to that information or 
material, regardless of its source, which, were it to fall into the hands of 
unfriendly persons or agencies, would have an adverse effect on the national 
security. Take your time to read and digest this publication thoroughly even 
though you may feel portions of it do not apply to you particularly. Keep 
current with the Security program as it is vital to your security. 


501.00 Purpose 


501.01 Security is necessary for the protection of the United States against all 
hostile or destructive action by covert or overt means, In order to comply with 
VA Regulations and Bxecutive Order 10501 dated November 5, 1953, each VA 
employee handling classified defense information or material must be ever alert 
and know how he can best help to prevent the compromise of such information 
or material and therefore avoid the grave consequences thereof. No employee 
will be permitted access to or entrusted with classified defense information or 


material until he has been granted security clearance by the Director, Security 
Service 


502.00 CATEGORIES OF CLASSIFIED DEFENSE INFORMATION OR MATERIAL 


502.01. Designations. There are three categories of classified defense infor 
mation or material which, in their descending order of importance to the interests 
of national defense, will carry one of the following designations : TOP SECRET, 
SECRET, or CONFIDENTIAL. No other designation will be used to classify 
defense information, including military information requiring protection of 
the interests of National defense, except as expressly provided by statute. The 
use of the words TOP SECRET, SECRET and CONFIDENTIAL, individually or 
in conjunction with other words, will not be used to classify any correspondence, 
document, record, or material created by the Veterans Administation except as 
expressly provided by statute and/or this chapter. For reference to terminology 
for classifications authorized by Veterans Administration, see paragraph 102.04, 
part II, VA Manual MP-1. 

a. Top Secret. Except as may be expressly provided by statute, the use of the 
classification TOP SECRET shall be authorized, by appropriate authority, only 
for defense information or material which requires the highest degree of protec 
tion. The TOP SEHCRNET classification shall be applied only to that information 
or material the defense aspect of which is paramount, and the unauthorized dis 
closure of which could result in exeptionally grave damage to the Nation, such 
as leading to a definite break in diplomatic relations affecting the defense of the 
United States, an armed attack against the United States or its allies, a war, 
or the compromise of military or defense plans, or intelligence operations, oF 
scientific or technological developments vital to the national defense. 

b. Secret. Except as may be expressly provided by statute, the use of the 
classification SHCRET shall be authorized, by appropriate authority, only for 
defense information or material the unauthorized disclosure of which could 
result in serious damage to the Nation, such as by jeopardizing the international 
relations of the United States, endangering the effectiveness of a program OF 
policy of vital importance to the national defense, or compromising important 
military or defense plans, scientific or technological developments important 
to national defense, or information revealing important intelligence operations. 
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ce. Confidential. Bxcept as may be expressly provided by statute the use of 
the classification CONFIDENTIAL shall be authorized, by appropriate authority, 
only for defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the Nation. 


503.00 DEFINITIONS 


503.01 To provide for a uniform understanding of the words, terms and ex- 
pressions used in this chapter, the following definitions are provided. 

a, Classified Information. Official information the safeguarding of which is 
necessary in the interest of the defense of the United States, and which is classi- 
fied for this purpose by appropriate classifying authority. 

b. Information. Knowledge which can be communicated either orally or by 
means of material. 

ce. Material. Any document, product, or substance on or in which information 
may be recorded or embodied. 

(1) Record Material, All books, papers, maps, photographs, or other docu- 
mentary materials, regardless of physical form or characteristics, made or re- 
ceived by an agency of the United States Government in connection with the 
transaction of public business and preserved or appropriated for preservation by 
that agency or its legitimate successor as evidence of the organization, policies, 
operations, decisions, procedures, or other activities of any agency of the Gov- 
ernment, or because of the informational value of the data contained therein. 

(2) Nonrecord Material. Bxtra copies and duplicates the use for which is es- 
sentially temporary, including shorthand notes, used carbon paper, preliminary 
drafts, and other material of similar nature. 

d. Document. Any recorded information regardless of its physical form or 
characteristics, which includes but is not limited to the following: all written 
material, whether handwritten, printed, or typed; all painted, drawn, or en- 
graved material; all sound or voice recordings; all printed photographs and 
exposed or printed film, still or motion pictures; and all reproductions of the 
foregoing, by whatever process reproduced. 

e. Agency. Any department or establishment within the executive branch, 
including any Government corporation that is operated as an instrumentality 
of the Federal Government. 

f. Classify. To assign official information to one of the three classification 
categories after determination has been made that the information requires the 
protection provided by Executive Order 10501. 

g. Classification. The category into which official information or material 
falls after being classified by appropriate authority. 

h. Marking. The physical act of indicating on classified defense information 
or material the assigned classification category or change thereof. This shall 
be accomplished by imprinting with a rubber stamp as indicated in section 
605.00 below. 

i. Declassify. To remove the classification. 

j. Downgrade. To assign a lower classification than that previously assigned. 

k. Upgrade. To assign a higher classification than that previously assigned. 

1. Classifying Authority. The departments and agencies authorized to clas- 
sify, declassify, upgrade, or downgrade official information or material pursuant 
to Executive order 10501. 

m. Director, Security Service. The VA official designated to perform the fune- 
tions and responsibilities inherent in administering the programs prescribed in 
Executive Orders 10450 and 10501. 

n. Classified Information Control Oficer. The person or person within the VA 
Central Office or field stations who, after receiving clearance by the Director, Se- 
eurity Service, to handle up to and including TOP SECRET defense information or 
material and has been duly appointed and designated by accountable and re- 
sponsible officials, is in a position to exercise control of classified information 
and material. 

0. Product and Substance. Any item of material (other than a document) 
from which information may be obtained, applicable to items in all stages of 
development, processing, or construction, including elements, ingredients, com- 
— accessories, fixtures, dies, models and mock-ups associated with such 


50400 AurTHorrITy To CLASSIFY 


504.01 Original Classification Authority. The authority to classify defense 
information or material originally is limited to those departments and agencies 
of the executive branch having direct responsibility for national defense. 
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504.02 VA Authority to Classify. Veterans Administration is not consid. 
ered an agency having direct responsibility for national defense and therefore 
in accordance with section 2, Pxecutive Order 10501, no VA official or employee 
has authority to classify defense information or material in the original instance, 
However, in an exceptional case, if a VA official originates information which 
is believed to require classification, the official will protect the information in 
the manner prescribed by this chapter and Dxecutive Order 10501 for that cate. 
gory of classified defense information into which it is believed to fall, and 
will transmit the information forthwith under appropriate safeguards, as an 
enclosure to a transmittal letter, through the Director, Security Service, VA, to 
the other Government departments, agencies, or persons having both the au- 
thority to classify information and direct official interest in the information 
(preferably the department, agency, or person to which the information would 
be transmitted in the ordinary course of business). The transmittal letter 
should stipulate a request that the Government department, agency, or person 
for whom the enclosure is intended, classify the information. 

504.08 Rules Governing the Classification of Defense Information or Ma- 
terial. a. Documents in General. Documents shall be classified according to 
their own content and not necessarily according to their relationship to other doe 
uments. References to classified material which do not reveal classified defense 
information shall not be classified. 

b. Physically Connected Documents. The classification of a file or group of 
physically connected documents shall be at least as high as that of the most 
highly classified document therein. Documents separated from the file or group 
shall be handled in accordance with their individual defense classification, 

c. Multiple Classifications. A document, product, or substance shall bear a 
classification at least as high as that vf its highest classified component. The 
document, product, or substance shall bear only one overall classification, not 
withstanding that pages, paragraphs, sections, or components thereof bear dif 
ferent classifications. 

d. Transmittal Letters. A letter transmitting defense information or material 
shall be classified at least as high as its highest classified enclosure. In such an 
instance, providing the letter contains no classified information, note will be 
made thereon directly under the lower classification marking that upon separa- 
tion of the classified document(s) from the transmittal letter, the letter may be 
declassified. 

e. Information Originated by a Foreign Government or Organization. De 
fense information of a classified nature furnished to the United States by a 
foreign government or international organization shall be assigned a classifiea- 
tion which will assure a degree of protection equivalent to or greater than that 
required by the government or international organization which furnished the 
information. 

g. Classified Telegrams. Such teletype messages or telegrams shall not be re 
ferred to, extracted from, paraphrased, downgraded, declassified, or dissemi- 
nated, except in accordance with special regulations issued by the head of the 
originating department or agency. Classified telegrams transmitted over cryp- 
tographic systems shall be handled in accordance with the regulations of the 
transmitting department or agency. Veterans Administration does not have at- 
thority to transmit classified telegrams over its network. 


506.00 MARKING oF CLASSIFIED DEFENSE MATERIAL 


506.01 Classified defense information or material received in the Veterans 
Administration will have been marked by the originating department or ageney 
in accordance with section 5 of Executive Order 10501 as indicated below. Ac 
cordingly, replies thereto, extracts therefrom, or paraphrases thereof, will be 
marked similarly when appropriate as authorized and in accordance with these 
instructions. 

a. Bound Documents. The assigned defense classification category on bound 
documents, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the out 
side of the front cover, on the title page, on the first page, on the back page, and 
on the outside of the back cover. In each case the markings shall be applied t0 
the top and bottom of the page or cover. 

b. Unbound Documents, The assigned defense classification category on uUl- 
bound documents, such as letters, memoranda, reports, telegrams, and other simi- 
lar documents, the pages of which are not permanently and securely fastened 
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sr, shall be conspicuously marked or stamped at the top and bottom of 

ge in such a canner re the marking will be clearly visible when the 
s are clipped or stapled together. ; 

Pr Choris, Moni, peer gst om Classified charts, maps, and drawings shall 
carry the defense classification category marking under the legend title block. 
or scale in such a manner that it will be reproduced on all copies made there- 
from. Such classification shall also be marked at the top and bottom in each 
instance. 
ma Photographs, Films, and Recordings. Classified photographs, films, and 
recordings, and their containers, shall be conspicuously and appropriately marked 
with the assigned defense classification category. 

e. Products or Substances. The assigned defense classification category shall 
be conspicuously marked on classified products or substances, if possible, and on 
their containers, if possible, or, if the article or container cannot be marked, 
written notification of such classification category shall be furnished to recipients 
along with such products or substances. 

f. Reproductions. All copies or reproduction (mimeograph, ozalid, photo- 
graph, ditto, ete.) of classified information or material shall be appropriately 
classified and stamped in the same manner as the original thereof. The au- 
thority for reproduction received from the originating office and date received 
will be typed in parentheses beneath the classification marking. Pach repro- 
duced copy shall be identified by numbering in series and a record of the dis- 
tribution of each eopy will be made by recordation of the number. Classified 
information or material in the categories of TOP SECRET or SECRET shall not 
be reproduced except by express permission of the Director, Security Service. 

g. Unclassified Material. Normally, unclassified material shall not be marked 
or stamped UNCLASSIFIED unless it is essential to convey to a recipient of 
such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such classification. 

h. Change or Removal of Classification. Whenever classified material is de- 
classified, downgraded, or upgraded, the material shall be marked or stamped in 
a prominent place to reflect the change in classification, the authority for the 
action, the date of action, and the identity of the person taking the action. In 
addition, the old classification marking shall be cancelled and the new classifica- 
tion (if any) substituted therefor. Automatic change in classificaton shall be 
indicated by the appropriate classifying authority through marking or stamping 
in a prominent place to reflect information specified in paragraph 505.02a above. 

i. Material Furnished Persons not in the Executive Branch of the Government. 
When classified information or material affecting the national defense is fur- 
nished authorized persons, in or out of Federal service, other than those in the 
executive branch, the following notation, in addition to the assigned classification 
marking, will be placed on the material whenever practicable : 

This material contains information affecting the national defense of the 
United States within the meaning of the espionage laws, Title 18, U.S. C., sections 
798 and 794, the transmisison or revelation of which in any manner to an unau- 
thorized person is prohibited by law. 


507.00 TRANSMISSION OF CLASSIFIED DEFENSE INFORMATION OR MATERIAL 


7.01 Preparation for Transmission, a. Outside Veterans Administration. 
(See chart exhibit B.) 

(1) Top Secret and Secret Information or Material. (a) Tor Spcrer 
information and SECRET information will be enclosed in opaque inner and 
outer covers. If opaque covers are not available a cover sheet will be 
utilized. 

(b) The inner cover will be a sealed wrapper or envelope plainly marked 
with the assigned classification category typed in caps or appropriately 
stamped approximately one-half inch above the name and address. 

(ec) The outer cover will be unsealed and addressed with no indication 
of the classification of its contents. 

(d) There will be attached to the inner cover a receipt form, VA Form 
04245. (See exhibit A.) The receipt form shall identify the addressor, 
addressee, and the document, but shall contain no classified information. It 
shall be signed by the proper recipient and returned to the sender. 

(e) Written material will be protected from direct contact with the inner 
cover by a cover sheet or by foiding inwardly. 
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(f) All classified defense information or material in categories of TOP 
SECRET and SECRET prepared for transmission in the Veterans Adminis. 
tration Central Office will be forwarded to the Security Service for registry 
and transmitted to addressee. 

(2) Confidential Information or Material. CONFIDENTIAL informa- 
tion will be prepared for transmission in the same manner as that indj- 
eated for TOP SECRET and SECRNT, except that it will not be trang. 
mitted through the Security Service. 

b. Within Veterans Administration. The same degree of security, as pre 
scribed above for transmission outside the Veterans Administration, will be 
afforded classified defense information or material on transmission within the 
Veterans Administration, including interoffice and intraoffice transmission. (See 
chart exhibit B.) 

507.02 Responsibility for Transmission. a. Top Secret Information or Ma- 
terial. TOP SECRNET information or material will be transmitted only to and 
by persons who occupy sensitive positions and who have been properly cleared 
by the Director, Security Service, to handle TOP SECRET information. 

b. Secret and Confidential Information or Material, SECRET and CONFI- 
DENTIAL information or material will be transmitted to and by persons who 
occupy sensitive positions and with respect to whom security clearance has been 
granted by the Director, Security Service. 

507.03 Transmittal (See chart exhibit B.) a. Top Secret Information or 
Material. Transmittal of TOP SECRET information or material will be ef- 
fected : 

(1) Preferably by direct contact of officials concerned, or alternatively by 
specifically designated personnel, by State Department diplomatic pouch, by a 
messenger courier system especially created for that purpose, or by electric 
means in cryptic form ; or 

(2) In the case of information received from the Federal Bureau of Investiga- 
tion, such means of transmission will be used as indicated in exhibit B for the 
appropriate classification category, unless expressed reservation to the contrary 
is made in exceptional cases by the (Federal Bureau of Investigation). 

(3) All classified information or material in the categories of TOP SECRET 
and SECRHET prepared by organizational elements of the Central Office will be 
forwarded to the Security Service for recordation and transmission. (See par. 
507.01a(1) above.) 

b. Secret Information. Transmission of SECRET information will be effected: 

(1) Within the continental United States by one of the means established for 
TOP SECRET information, by an authorized courier, by United States registered 
mail, or by protected commercial express, air or surface. 

(2) Outside the continental limits of the United States by one of the means 
established for TOP SECRET information, by commanders or masters of vessels 
of United States registry, or by United States Post Office registered mail, through 
Army, Navy, or Air Force postal facilities, provided that the material does 
not at any time pass out of the United States Government control and does 
not pass through a foreign postal system. SECRET information may, however, 
be transmitted between United States Government and/or Canadian Government 
installations in continental United States, Canada and Alaska by United States 
and Canadian registered mail with registered mail receipts. 

(3) As provided in paragraphs 507.01a(1) and 507.08a(3) above, all classified 
information or material in the categories of TOP SECRET and SECRET pre 
pared by organizational elements of the Central Office will be forwarded to the 
Security Service for recordation and transmission. 

ec. Confidential Information. Transmission of CONFIDENTIAL information 
will be effected: 

(1) Within the United States by one of the means established for higher 
classifications, by registered mail, or by express or freight. 

(2) Outside the continental United States CONFIDENTIAL information will 
be transmitted in the same manner as authorized for higher classifications. 


508.00 ACCOUNTABILITY AND ContTrots To Prorect AND SAFEGUARD CLASSIFIED 
INFORMATION 


508.01 Responsibility. a, There shall be established in the Security Service 
a master control record (logbook) for the purpose of recordation of all classified 
information or material in the categories of TOP SECRET and SECRBT received 
in or transmitted by organizational elements of the Central Office. All informa- 
tion or material classified in these categories will be forwarded by the mail room 
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unopened to the Security Service for recordation and thence forwarded to the 
organizational element or person concerned. Information or material classified 
in these categories will be dispatched as indicated in paragraph 507.08a (3) above. 

b. The Chief Medical Director, Deputy Administrators, Assistant Administra- 
tors, comparable officials in Central Office, and Security Officers (Managers) of 
field stations will be held accountable and responsible for the establishment and 
maintenance of a central control in their respective offices to safeguard and 
facilitate the handling and transmission of classified information or material. 

ce. In order to insure maximum control in the receipt, filing and transmission 
of classified information or material within prescribed security channels, officers 
and officials accountable and responsible for safeguarding classified information 
will: 

(1) Assure themselves that all employees who are required to handle classified 
information or material have been cleared by the Security Service and are the 
incumbents of designated sensitive positions. 

(2) Maintain liaison with the Director, Security Service, with respect to all 
policy and procedural matters, pertaining to the safeguarding of classified de- 
fense information. 

(3) Assure themselves that concerned elements of their office comply with the 
provisions of Executive Order 10501 and these implementing instructions. 

(4) Initiate action through the Director, Security Service, to correct apparent 
erroneous Classifications assigned by the originator of the classified information 
or material. 

(5) Establish and maintain in field stations a control record (logbook) of all 
classified defense information or material received and dispatched through their 
offices. 

(6) Establish and maintain a classified information or material control regis- 
ter to reflect the location and intraoffice movement of such information or mate- 
rial retained in their respective organizational element. 

(7) Appoint the incumbent of a designated sensitive position as Classified 
Information Control Officer, who will be accountable for the maintenance of the 
control records and such other duties as further set forth in subparagraph d 
below. Where circumstances clearly justify the need, an alternate and/or 
additional Classified Information Control Officer may be appointed. Appoint- 
ment of additional personnel to this position shall not be the basis of justification 
of an additional sensitive position. 

(8) Appoint and designate an individual who has been properly cleared to 
handle classified defense information to maintain a record of all equipment used 
in filing or storing classified information or material, and the names, home 
addresses, and telephone numbers of all individuals who are in possession of the 
lock combinations to such equipment. 

(9) Conduct such orientation and training program as necessary to insure that 
all personnel concerned are cognizant of their individual responsibility and 
thoroughly understand the security program, including strict compliance with 
this chapter and Executive Order 10501. 

(10) Provide for the safeguarding and storage of classified information or 
material in accordance with the requirements set forth below. 

(a) Normally Top SECRET and SECRET material will be stored in a safe or 
a safe-type steel file container having a three-position, dial-type combination 
lock, and be of such weight, size, construction, or installation as to minimize the 
possibility of surreptitious entry, physical theft, damage by fire, or tampering. 
In lieu of such a container the material may be stored in file cabinets in a secure 
room or vault provided the room or vault is kept securely locked when not in use. 
Such use will not be construed to relieve the accountable person of any respon- 
sibility for the safety of the classified information or material. 

(b) Normally CONFIDENTIAL material will be stored in the manner author- 
ized for TOP SECRET and SECRET material or in steel file cabinets equipped 
with steel lock bars which will be secured with the use of an approved three- 
combination dial-type padlock from which the manufacturer’s identification num- 
bers have been obliterated or in comparably secure facilities. 

(e) Material created, received by, or in custody of the Veterans Administra- 
tion other than as indicated in subparagraphs a and b above will be stored and 
safeguarded in a manner as will assure the intimacy and privacy to which it is 
deemed they require, or in such facilities as necessary under statutory provisions 
requiring protection of certain information. 
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(11) Assure themselves that knowledge of lock combinations is limited to the 
minimum number of persons necessary for operating purposes. Records of com- 
binations shall be classified no lower than the highest category of classified 
information or material authorized for storage in the safekeeping equipment 
concerned. 

(12) Provide for changing of lock combinations. Combinations on locks of 
safekeeping equipment will be changed under the following conditions and 
only by persons having appropriate security clearance. 

(a) Whenever such equipment is placed in use after procurement from the 
manufacturer or other sources. 

(b) At least once every year. 

(c) Whenever a person knowing the combination is transferred from the 
office to which the equipment is assigned. 

(d) Whenever the combination has been subjected to compromise. 

(13) Provide for inspections. Accomplish the necessary inspections within 
his area to insure that procedural safeguards prescribed herein are taken to 
protect classified information or material at all times. 

d. Responsibilities of Classified Information Control Officer. The Classified 
Information Control Officer will be responsible for : 

(1) The receipt, custody, accounting for, and distribution of Classified in- 
formation or material within his office and the transmission of such material 
outside the immediate organizational element. Such information or material 
when received shall be given a file index number for ease and facility of mainte 
nance of the control records. 

(2) Maintenance of a permanent control record showing all classified in- 
formation or material received or dispatched. 

(3) Maintenance of the classified information control register and such re 
ceipt system as is required to reflect the identity of the individual responsible for 
the temporary custody and safeguarding of classified information or material 
when such material is not within the immediate control and safekeeping of the 
control officer. 

(4) Dissemination of only that portion of classified information or material 
necessary to the proper planning and appropriate action of any organizational 
element or individual. 


VETERANS’ ADMINISTRATION, 
Washington, D.C., October 17, 1957. 


INTERIM IssuE DA-10 


A. Basic Administrative Issue Affected: VA Manual MP-1, Part I, Chapter 5. 

B. Other Issued Affected: None 

C. Reason for Issue: To amend paragraph 508.01d(5) to provide for submis- 
sion of Annual Inventory of Classified Information or Material on November ist 
of each year in accordance with prescribed reporting format. 

D. Text of Isswe: Change paragraph 508.01d(5) to read: “Conduct of annual 
inventory, November ist of each year, or inventory at such other times as is 
required, of all classified material for which accountable and responsible as 
reflected on control record (logbook). The report of physical inventory of classi- 
fied material on hand will be submitted by letter, in duplicate, to the Director, 
Security Service, Office of the Assistant Administrator for Appraisal and Se 
curity as follows: Document title or subject, date, office or agency from which 
received, classification (Confidential, Secret or Top Secret) and number of 
copies. Each document will be identified and reported as a separate item. Nega- 
tive report will be submitted if appropriate. Report control symbol AS-2 as 
signed this report.” 

JOHN S. Patterson, Deputy Administrator. 


(6) Accomplishment of and return of receipt for classified information or 
material received. (See exhibit A.) 

(7) Examination of sealed envelopes and packages containing classified in- 
formation or material prior to their opening; reporting any discrepancy or evi 
dence of tampering, indicating possible compromise, simultaneously to the ad- 
dressor and the Director, Security Service. 

(8) Maintenance of a continuous receipt system to cover classified informa- 
tion or material when not in his immediate custody. (See exhibit A.) 
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509.00 DISSEMINATION OF CLASSIFIED DEFENSE INFORMATION OR MATERTAL 


509.01 General. a. Entitlement to UClassimea Defense information. No per- 
son Will be entitled to knowledge or possession of, or access to, classified defense 
information or material solely by virtue of his office or position. If official duties 
require a person to have access to classified defense information, he must first be 
cleared by the Director, Security Service. 

b. Unauthorized Discussions. Classified information will not be discussed 
with or in the presence of unauthorized persons. Unauthorized persons will not 
be permitted to inspect or have access to such information. Such information 
will not be discussed in the home with relatives or friends, in public places or on 
streetcars, buses, trains, airplanes, etc. 

ce. Telephone Conversations. Classified defense information will not be dis- 
cussed on the telephone or intercommunication systems because of the ease of 
interception. When code numbers are used or no reference to classified material 
is used which will reveal the content of the material, such transmission means 
may be used. 

509.02 Limitations on Dissemination. a. Within the Executive Branch. 
(1) Knowledge or possession of classified defense information or material will be 
permitted only to persons whose official duties require such access in the interest 
of promoting national defense and only if they have be cleared by the Director, 
Security Service. 

(2) Severe limitation on the number of classified information documents orig- 
inated, and the number of copies prepared or reproduced, will be exercised to 
assure better means of control of such documents, the risk of compromise of the 
information therein, and financial burden to the Government of protecting them. 

(3) Dissemination of Top sEcRET information will be confined to the absolute 
minimum. Only that portion of Top secret information necessary to the proper 
planning and appropriate action of any organizational element or individual will 
be released to such organizational element or individual. 

b. Outside the Executive Branch. Classified defense information or ma- 
terial will not be disseminated outside the executive branch except under con- 
ditions and through channels authorized by the Administrator or his duly ‘auth- 
orized representative, even though the person or agency to which dissemination 
of such information is proposed may have been solely or partly responsible for 
its production. 

c. Information. Originating in Another Department or Agency. Except as 
otherwise provided by section 102 of the National Security Act of 1947 (PL 253, 
80th Cong.), 61 Stat. 498, as amended, 50 U.S.C. 403, classified defense informa- 
tion or material originating in another department or agency will not be dis- 
seminated outside the Veterans Administration without the consent of the orig- 
inating department or agency. Documents and material containing defense in- 
formation which are classified TOP SECRET or SECRET will not be reproduced 


without the consent of the originating department or agency or the Director, 
Security Service, as appropriate. 


510.00 CusTopy AND SAFEKEEPING OF CLASSIFIED DEFENSE INFORMATION OR 
MATERIAL 


510.01 Retention or Possession. Classified defense information or material 
will not be retained by persons or organizational elements unless storage facilities 
as required for their storage and protection are available and utilized. Clas- 
sified defense information or material will not be removed from the office to one’s 


home. Whenever such information or material during the course of its usage 
is not in the personal possession of the responsible official having temporary 
custody of it, it will be returned to the storage facilities provided. Care will be 
exercised to preclude the disclosure of classified information or material by 
sight or sound. 

510.02 Availability of Storage Equipment. The Chief Medical Director, 
Deputy Administrators, Assistant Administrators, comparable officials in Central 
Office and Security Officers (Managers) of field stations are responsible for seeing 
that sufficient equipment and locking devices for the safekeeping and storage 
of classified information or material are available. 

510.08 Aids. An aid for each office to safeguard classified defense informa- 
tion in its possession is the OPEN and CLOSED sign cards. A sufficient num- 
ber of these sign cards, using red cardboard and black lettering, size 4’’ x 8’’, 
will be distributed initially by Central Office. When the classified file cabinet 
er safe is opened, the side of the sign marked OPEN will be prominently dis- 


41075—60——42 





650 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


played in and above the handle of the top drawer. When the files are locked, 
the sign will be turned around and again fixed in the handle of the top file 
drawer. When personnel leave the room, file cabinets and/or safes will be 
locked and the CLOSED side of the sign should be properly displayed. 

510.04 Loss or Subjection to Compromise. Any person in the Veterans Ad- 
ministration who has knowledge of the loss or possible subjection to compromise 
of classified defense information or any other violation of these regulations will 
promptly report the circumstances to the Director, Security Service, and the 
Security Officer (Manager) of the field station. The latter will take appropriate 
action forthwith and advise all agencies and persons concerned. 


511.00 DISPOSAL AND DESTRUCTION OF CLASSIFIED DEFENSE INFORMATION 08 
MATERIAL 


511.01 Types of Material Which May Be Destroyed. a. Record Material, 
Documentary record material created or received by the Veterans Administra- 
tion in connection with transaction of public business and preserved as evidence 
of the organization, functions, policies, operations, decisions, procedures or other 
activities of any department or agency of the Government, or because of the 
informational value of the data contained therein, may be destroyed only in 
uccordance with the Act of July 7, 1948 (PL 115, 78th Cong.), 57 Stat. 380, as 
amended, 44 U.S.C. 366-380. 

b. Nonrecord Material. Nonrecord classified material, consisting of extra 
copies and duplicates, shorthand notes, preliminary drafts, used carbon paper, 
and other material of similar temporary nature, may be destroyed by burning 
only and in accordance with existing disposition authorities. 

511.02 Methods of Destruction. Destruction will be accomplished only by 
burning and in the presence of an appropriate official. 

511.08 Records of Destruction. The control record (logbook) and the Clas- 
sified information control register maintained by the Classified Information 
Control Officer will, in addition to records required pursuant to existing authori- 
ties, reflect the date of destruction, the type and classification of the defense 
material destroyed, and the signatures of both the Classified Information Control 
Officer and the witnessing official. 

511.04 Return of Classified Information or Material to Originator for Dis- 
position. As a general rule, only classified information or material of perma- 
nent record value to Veterans Administration is retained on receipt from an out- 
side source. All other such material will be disposed of immediately after it 
has served its original purposes by returning same, in accordance with an agree 


ment with the agency concerned, to the source from which received for proper 
disposition. 


512.00 IMPROPER WITHHOLDING OF NONCLASSIFIED INFORMATION OR MATERIAL 


512.01 Restrictions. These regulations, pursuant to Executive Order 10501, 
are applicable exclusively for the purpose of safeguarding classified defense in- 
formation or material in the interests of the defense of the United States and 
are not to be used directly or indirectly to withhold nonclassified information 
or material or to cover up any mistakes by any official or employee of the Vet- 
erans Administration. The Director, Security Service, will receive, consider, 
and take action upon suggestions or complaints relating to the interpretation 
of these regulations in connection with any problems arising out of their ad- 
ministration. 

512.02 Control. The Director, Security Service, will conduct a continuing 
review of the implementation of these regulations and Bxecutive Order 10501 
to insure that classified defense information or material received and retained 
in the Veterans Administration is properly safeguarded and to insure that non- 


classified information is not withheld under these regulations or Executive 
Order 10501. 


513.00 VIoLATIONS 


513.01 Reporting Violations. Violations of these security regulations, Execu- 
tive Order 10501, or other statutes governing the safeguarding of classified de 
fense information or material, or improper conduct on the part of the employees 
which may tend to compromise national security shall be reported directly to 
the Director, Security Service, or the Security Officer at field stations who will 
report such violations to the Director, Security Service. 

513.02 Review of Employee’s Status. A violation of any type warrants @ 
review of an employee's status and a re-evaluation of the employee's security 
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clearance. Depending on the degree of the violation, the employee may be sus- 
pended pending a complete investigation of the case. 

513. 03 Penalties. Persons guilty of any of the following violations are sub- 
ject to the penalties outline herein: 

a. Espionage and Censorship. Criminal Code, 18 U.S.C. 793(f) ; Act of June 
25, 1948 (PL 772, 80th Cong.) ; 62 Stat. 736: 

Whoever, being entrusted with or having lawful possession or control of 
any document, writing, code book, signal book, sketch, photograph, photo- 
graphic negative, blueprint, plan, map, model, instrument, appliance, note, 
or information, relating to the national defense, (1) through gross negli- 
gence permits the same to be removed from its proper place of custody or 
delivered to anyone in violation of his trust, or to be lost, stolen, abstracted, 
or destroyed, or (2) having knowledge that the same has been illegally 
removed from its proper place of custody or delivered to anyone in violation 
of its trust, or lost, or stolen, abstracted, or destroyed, and fails to make 
prompt report of such loss, theft, abstraction, or destruction to his superior 
officer. * * * 


Shall be fined not more than $10,000 or imprisoned not more than ten 
years, or both. 

b. Destroying Public Records. Criminal Code, 18 U.S.C. 2071; Act of June 25, 
1948 (PL 772, 80th Cong.) ; 62 Stat. 795: 

Whoever willfully and unlawfully conceals, removes, mutilates, oblit- 
erates, or destroys, or attempts to do so, or, with intent to do so takes and 
carries away any record, proceeding, map, book, paper, document, or other 
thing, filed or deposited with any clerk or officer of any court of the United 
States, or in any public office, or with any judicial or public officer of the 
United States, shall be fined not more than $2,000 or imprisoned not more 
than three years, or both. 

Whoever, having the custody of any such record, proceeding, map, book, 
document, paper, or other thing, willfully and unlawfully conceals, re- 
moves, mutilates, obliterates, falsifies, or destroys the same, shall be fined 
not more than $2,000 or imprisoned not more than three years, or both; 
and shall forfeit his office and be disqualified from holding any office under 
the United States. 

. Destroying Records by Officer in Charge. Criminal Code, 18 U.S.C. 2071; 
of March 3, 1909 (sec. 129, PL 350, 60th Cong.) ; 35 Stat. 1112: 

Whoever, having the custody of any record, proceeding, map, book, docu- 
ment, paper, or other thing specified in Section 234 of this title, shall will- 
fully and unlawfully conceal, remove, mutilate, obliterate, falsify, or de- 
stroy any such record, proceeding, map, book, document, paper, or thing, 
shall be fined not more than $2,000, or imprisoned not more than three years, 
or both; and shall moreover forfeit his office and be forever afterward dis- 
qualified from holding any office under the Government of the United States. 

d. Loss or Subjection to Compromise. Section 6(g), Executive Order 10501: 

Any person in the executive branch who has knowledge of the loss or pos- 
sible subjection to compromise of classified defense information shall 
promptly report the circumstances to a designated official of his agency, 
and the latter shall take appropriate action forthwith, including advice to 
the originating department or agency. 

e. Unauthorized Disclosure of Security and Other Information. Section 8 
(a) (6), Executive Order 10450: 

Intentional, unauthorized disclosure to any person of security informa- 

tion, or of other information disclosure of which is prohibited by law, or 


willful violation or disregard of security regulations (constitutes a security 
offense under such executive order). 


514.00 SEnsrTtve Posrrrons 


514.01 Requirements. a, Designation. Pursuant to section 3(b), Executive 
Order 10450, the Administrator has designated certain positions within the 
Veterans Administration as sensitive positions. Positions so designated shall 
be filled or occupied only by a person with respect to whom a full field investiga- 
tion has been conducted. The following guiding principles apply in designating 
sefisitive positions: 

(1) The number of designated sensitive positions required for organizational 


planning, operations and protection of classified defense information or material 
and the national security. 
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(2) The costs inherent in payment for the full field investigation which is 
required of each employee oecupying a designated sensitive position or an en 
ployee who subsequently occupies that position. It is imperative that such sums 
be spent only when fully justified. 

(3) Conelusive evidence that the nature of the position is such that the oe 
cupant must have access to classified defense information or material. 

b. Request for Designations. The number of designated sensitive positions is 
subject to constant review and revision on the basis of operational needs; there 
fore, it is the responsibility of the Chief Medical Director, Deputy Administra- 
tors, Assistant Administrators, comparable officials in Central Office and Security 
Officers (Managers) of field stations to determine and recommend to the Ad- 
ministrator the positions under their jurisdiction which should be designated as 
sensitive or removed from that category. Consideration must be given, in those 
instances where two or more positions within the same organizational segment 
have sensitive functions, to consolidating the sensitive functions. Wherever 
practicable, consideration must be given to limiting designations to positions in 
one of several VA installations in the same locality, or upon an area basis 
rather than to one or more of each field installations in the area. Recommen- 
dations to the Administrator will include the following information relative to 
each position : 

(1) The title of the position and the organizational element in which it is 
located. 

(2) The name of the present incumbent. 

(3) The particular functions incident to the position which form the basis for 
determining and recommending that the position be designated as sensitive or 
removed from the sensitive category. 

514.02 Clearance for Assignment of Personnel to Sensitive Positions. a. Reg- 
ular. Whenever a designated sensitive position is to be filled, the Director, 
Security Service, will be furnished the name of the employee which it is antici- 
pated will be assigned to the position, the title of the position, the organizational 
element in which it is located, and the name of the former incumbent. The 
personnel folder will be checked to determine whether there is evidence that 
the employee in question has been cleared for a sensitive position. If no such 
record is in evidence, the employee will not be assigned to the position nor per- 
mitted to assume the duties of the position unless and until a full field investi- 
gation has been conducted and a certificate of security clearance issued by the 
Director, Security Service. If it is necessary to request clearance of the person 
for the position, Standard Form 86, Security Investigation Data for Sensitive 
Position, in quadruplicate, and Standard Form 87, U. S. Civil Service Commis- 
sion Fingerprint Chart, will be executed by the employee and submitted as an 
enclosure to the request to the Director, Security Service. 

b. Bmergency. If the clearance for assignment is urgent because an emergency 
exists, pending completion of the full field investigation, a request for emergency 
interim security clearance will be submitted by the official concerned to the 
Administrator through the Director, Security Service. The request for emet- 
gency interim security clearance will include a justification for assignment in 
advance of completion of a full field investigation and issuance of a security 
clearance by the Director, Security Service. The request for emergency interim 
security clearance must meet the requirement of section 3 (b), Executive Order 
10450, wherein in case of emergency a sensitive position may be filled for a 
limited period by a person with respect to whom a full field preappointment in- 
vestigation has not been completed and it has been determined that such action 
is necessary in the national interest. Standard Forms 86 and 87, indicated above, 
will accompany the request for emergency interim security clearance. The re 
quest will upon receipt be forwarded to the Administrator for approval. Re 
quest for full field investigation will be initiated by the Director, Security 
Service. 

c. Notification. The Director, Security Service, will inform the officials con- 
cerned when emergency interim security clearance has been granted and when 
a certificate of security clearance has been issued. 

514.03 Vacated Positions. Responsible officials, as indicated in paragraph 
514.0ib above, will notify the Director, Security Service, when it is determined 
that a sensitive position is to be vacated and the reason therefor. If the 
incumbent of the position is to be replaced, action as indicated in paragraph 
14.02a or b above will be taken concurrently with notice of the anticipated 
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yacancy. If the incumbent of the position is not to be replaced, recommendation 
should be forwarded to the Administrator through the Director, Security Service, 
for cancellation of the designation of the position as sensitive. 

514.04 Information Relative to Organizational Designaton of Sensitive Posi- 
tions. From time to time a list of designated sensitive positions, together with 
the name of the incumbent thereof, will be furnished to Classified Information 
Control Officers to facilitate the handling, dispatch and routing of classified 
defense information or material, and to insure that the recipient of such informa- 
tion or material is the incumbent of a designated sensitive position. This list 
must be safeguarded at all times to insure that the names of the individuals 
thereon, together with the positions occupied, is disseminated only to authorized 
persons. Changes to this list will be published and distributed by the Director, 
Security Service, at such times as required. 


515.00 Srarutrory REQUIREMENTS 


515.01 Nothing in this publication shall be construed as eliminating or modify- 
ing in any way the requirement for any investigation or any determination as to 
security which may be required by law. 


516.00 SAFEGUARDING OTHER OFFICIAL INFORMATION OR MATERIAL 


516.01 General. Correspondence, books, papers, maps, photographs, records 
or other documentary materials, regardless of physical form or characteristics, 
created or received in the Veterans Administration, the contents of which are 
official and subject to release pursuant to Veterans’ Regulations, VA Regulations, 
statutes, policies, procedures or other issues controlling the release of information 
or material to duly authorized persons, organizations or other Government 
agencies, will be safeguarded and the information therein disseminated only by 
responsible officials. The word CONFIDENTIAL, as used in any of the above- 
cited issues, refers to the official nature or privacy which such correspondence, 
files, documents, records, reports and other papers are to be accorded rather 
than for purposes of classification as defined in this chapter. 

516.02 Personal-Oficial. Upon determining that correspondence or material 
requires handling in the interest of safeguarding its custody and controlling 
its dissemination, it will be identified as PERSONAL-OFFICIAL. This designation 
will be used within the Veterans Administration solely for the purpose of safe- 
guarding official information or material when it has been determined by the 
responsible official that such identification and handling is required. The desig- 
nation PERSONAL-OFFICIAL will not be used merely to: (a) expedite transmission ; 
(b) bring the communication to the personal attention of the addressee; (c) 
withhold any information which the public has a right to know; or (d) circum- 
vent the provisions of any existing VA Regulations, Veterans’ Regulations, 
statutes, policies, procedures, or other issues controlling the release of informa- 
tion or material. 

516.03 Veterans and Employees Files. VA records such as claims folders, in- 
surance folders, medical treatment folders, VR&E (Vocational Rehabilitation 
and Education) folders, loan guaranty dockets, personnel folders, and other rec- 
ords need not be labelled as PERSONAL-OFFICIAL. Nevertheless, the information 
contained therein is privileged and no disclosure thereof will be made except as 
Specifically authorized under existing law and VA procedures. 

516.04 Procedure. Information or material identified and labelled as 
PERSON AL-OFFICIAL will be safeguarded in the course of transmission from one 
office or official to another in accordance with the procedure set forth in para- 
graph 102.04, part II, VA Manual MP-1. 


. pire diligent al _ 
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THE SECURITY PROGRAM OF THE VETERANS ADMINISTRATION 
PURSUANT TO EXECUTIVE ORDER 10450 [AS AMENDED] 


700. Purpose. The purpose of the regulations governing the security pro- 
gram of the VA is to more nearly define the responsibilities and duties of VA 
personnel under Executive Order 10450, [as amended by Executive Order 10491, 
10548 and 10550], and to generally implement such Executive orders to assure 
proper execution thereof. (September 20, 1955) 


EMPLOYMENT AND RETENTION IN EMPLOYMENT 


701. Derinitions. For the purpose of the VA security regulations the 
following definitions apply: 

(A) The term “national security” relates to the protection and preservation 
of the military, economic, and productive strength of the United States, including 
the security of the Government domestic and foreign affairs, against or from 
espionage, sabotage, and subversion, and any and all other illegal acts designed 
to weaken or destroy the United States. (July 21, 1953) 

(B) The term “sensitive position” shall mean any position in the VA the 
occupant of which could bring about, because of the nature of the position, a 
material adverse effect on the national security. Such positions shall include, 
but shall not be limited to, any position the occupant of which (1) may have 
access to [classified defense information bearing the classification of “Top 
Secret,” “Secret,” or “Confidential,”] or any other information or material hay- 
ing a direct bearing on the national security, and (2) may have opportunity to 
commit acts directly or indirectly adversely affecting the national security. 
(September 20, 1955) 

702. Portcy. It is the policy of the VA, pursuant to Executive Order 10450, 
[as amended], to employ and to retain in employment only those persons whose 
employment or retention in employment is found to be clearly consistent with 
the interests of the national security. (September 20, 1955) 

703. Securrry Sranparps. (A) No person shall be employed, or retained as 
an employee, in the VA unless the employment of such person is clearly consist- 
ent with the interests of the national security. (July 21, 1953) 

(B) Information regarding an applicant for employment, or an employee, i 
the VA which may preclude a finding that his employment or retention in em- 
ployment is clearly consistent with the interests of the national security shall 
relate, but shall not be limited, to the following: 

(1) Depending on the relation of the Government employment to the national 
security : 

(a) Any behavior, activities, or associations which tend to show that the 
individual is not reliable or trustworthy. 

(b) Any deliberate misrepresentations, falsifications, or omissions of 
material facts. 

(c) Any criminal, infamous, dishonest, immoral, or notoriously disgrace 
ful conduct, habitual use of intoxicants to excess, drug addiction, or sexual 
perversion. (July 21, 1953) 

(d) [Any illness, including any mental condition, of a nature which in the 
opinion of competent medical authority may cause significant defect in the 
judgment or reliability of the employee, with due regard to the transient oF 
continuing effect of the illness and the medical findings in such case.]_ (Sep 
tember 20, 1955) 

(e) Any facts which furnish reason to believe that the individual may be 
subjected to coercion, influence, or pressure which may cause him to act col 
trary to the best interests of the national security. 

(2) Commission of any act of sabotage, espionage, treason, or sedition, @ 
attempts thereat or preparation therefor, or conspiring with, or aiding or abet 
ting, another to commit or attempt to commit any act of sabotage, espionage 
treason, or sedition. 

(3) Establishing or continuing a sympathetic association with a saboteut, 
spy, traitor, seditionist, anarchist, or revolutionist, or with an espionage or other 
secret agent or representative of a foreign nation, or any representative of a 
foreign nation whose interests may be inimical to the interests of the United 
States, or with any person who advocates the use of force or violence to over 
throw the Government of the United States or the alteration of the form of 
government of the United States by unconstitutional means. 





WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 657 


(4) Advocacy of use of force or violence to overthrow the Government of the 
United States, or of the alteration of the form of government of the United States 
by unconstitutional means. 

(5) Membership in, or affiliation or sympathetic association with, any foreign 
or domestic organization, association, movement, group, or combination of per- 
sons which is totalitarian, Fascist, Communist, or subversive, or which has 
adopted, or shows, a policy of advocating or approving the commission of acts 
of force or violence to deny other persons their rights under the Constitution of 
the United States, or which seeks to alter the form of government of the United 
States by unconstitutional means. 

(6) Intentional, unauthorized disclosure to any person of security information, 
or of other information disclosure of which is prohibited by law, or willful 
violation or disregard of security regulations. 

(7) Performing or attempting to perform his duties, or otherwise acting, so as 
to serve the interests of another government in preference to the interests of the 
United States. (July 21, 1953) 

[(8) Refusal by the individual, upon the ground of constitutional privilege 
against self-incrimination, to testify before a congressional committee regarding 
charges of his alleged disloyalty or other misconduct.] (September 20, 1955) 

704. Securtry INVESTIGATIONS. (A) Security investigations conducted pursu- 
ant to [Executive Order 10450, as amended, and] the regulations governing the 
security program of the VA shall be designed to develop information as to 
whether employment or retention in employment by the VA of the person being 
investigated is clearly consistent with the interests of the national security. 
(September 20, 1955) 

(B) Every appointment made within the VA shall be made subject to investi- 
gation. The scope of the investigation shall be determined in the first instance 
according to the degree of adverse effect the occupant of the position sought to be 
filled could bring about, by virtue of the nature of the position, on the national 
security, but in no event shall the investigation include less than a national 
agency check (including a check of the fingerprint files of the Federal Bureau 
of Investigation) and written inquiries to appropriate local law-enforcement 
agencies, former employers and supervisors, references, and schools and colleges 
attended by the person under investigation : Provided, That to the extent author- 
ized by the Civil Service Commission, a less investigation may suffice with respect 
to per diem, intermittent, temporary, or seasonal employees, or aliens employed 
outside the United States. Should information develop at any stage of investiga- 
tion indicating that the employment of any such person may not be clearly con- 
sistent with the interests of the national security, there shall be conducted with 
respect to such person a full field investigation, or such less investigation as shall 
be sufficient to enable the Administrator of Veterans Affairs to determine 
whether retention of such person is clearly consistent with the interests of the 
national security. (July 21, 1953) 

(C) [Any person requiring limited security clearance for access to “Confiden- 
tial” defense information or material under the provisions of VA Regulation 
715(D) will be subject to investigation to include an up-to-date national agency 
check and replies to written inquiries.] (September 20, 1955) 

[(D)] No sensitive position in the VA shall be filled or occupied by any per- 
son with respect to whom a full field investigation has not been conducted: 
Provided, That a person oecupying a sensitive position at the time it is desig- 
nated as such may continue to occupy such position pending the completion of 
a full field investigation, subject to the other provisions of the regulations gov- 
erning the security program of the VA: And provided further, That in case of 
emergency a sensitive position may be filled for a limited period of time by a 
person with respect to whom a full field preappointment investigation has not 
been completed if the Administrator of Veterans Affairs finds that such action 
is necessary in the national interest. Such findings shall be made a part of the 
record of the person concerned. (September 20, 1955) 

£(®)] Whenever a security investigation being conducted with respect to an 
employee of the VA develops information relating to any of the matters de- 
scribed in VA Regulation 703(B) (2) through [(8)], or indicates that an em- 
Ployee [may be subjected] to coercion, influence, or pressure [which may cause 
him] to act contrary to the interests of the national security, the matter shall be 
referred to the Federal Bureau of Investigation for a full field investigation. 
(September 20, 1955) 
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[(F)] Investigation reports received from the Civil Service Commission or 
the Federal Bureau of Investigation shall be evaluated by the Director of 
Security of the VA [(hereinafter referred to as the Director).] (Septem. 
ber 20, 1955) 


705. SUSPENSION AND TERMINATION. (A) Suspensions made under the ay 
thority conferred by the act of August 26, 1950, 64 Stat. 476 [(PL 733, Sist 
Cong., 5 U. S._C. 22-1),] will be made by the Administrator or [the Deputy 
Administrator.] (September 20, 1955) 

(B) Upon receipt of an investigative report containing apparently derogatory 
information relating to any of the matters described in VA Regulation 703(B), 
the Director [ ] will immediately evaluate the report from the standpoint 
of the national security. [In addition to the security standards set forth in VA 
Regulation 703(B),] factors that will be taken into consideration in making the 
determination [ ] will include, but will not be limited to: (1) the serions- 
ness of the derogatory information developed; (2) possible access, authorized 
or unauthorized, or the employee to [classified defense] information or material; 
and (3) opportunity by reason of the nature of the position for committing acts 
adversely affecting the national security. (September 20, 1955) 

[(C) (1)] If the Director determines that the information is not deroga 
or that, within the contemplation of the [act of August 26, 1950, 64 Stat. 76] 
(PL 733, 8ist Cong., 5 U. S. C. 22-1) Executive Order 10450, [as amended] and 
these regulations, the retention in employment of the employee is clearly con- 
sistent with the interests of the national security, he will make a written cer- 
tificate to that effect and forward it to the Personnel Officer concerned. 

£(2)] If the Director is of the opinion that the information is derogatory to 
the extent that retention of the employee [may] not [be] clearly consistent 
with the [interests of the] national security, he will refer the case to the 
[General Counsel (hereinafter called the Legal Officer) or his designee.J 

£(3)] If the Legal Officer concurs, the [case will be forwarded to the Deputy 
Administrator for consideration under VA Regulation 705(A) supra.J (Sep 
tember 20, 1955) 

[(D) (1)] If the Legal Officer is in disagreement with the Director and if the 
clearance of the employee cannot be resolved after consultation by the Legal 
Officer and the Director, the entire case will then be reviewed by a three-man 
committee composed of high-level management or administrative personnel of 
the VA. Selection of the three-man committee will be made by the Deputy 
Administrator from a panel of VA employees designated by the Administrator, 
This committee will consider the entire record in the case and freely consult 
with both the Legal Officer and the Director or his staff. Where the decision to 
clear or suspend the employee may possibly be resolved by an informal confer- 
ence with the employee, such conference by the committee should be held. 

£(2)] This committee is empowered to [conclude that the continued employ- 
ment of the individual is] clearly consistent with the interests of the national 
security, [and if, by majority vote the committee so decides, the Director will 
issue the necessary certificate of clearance.] 

£(3)] When by majority decision the committee determines that the em- 
ployee’s retention [may] not [be] clearly consistent with the interests of 
[the] national security, [the committee’s decision, together with the complete 
record of the case, including investigative reports, will be forwarded to the 
Deputy Administrator for consideration under VA Regulation 705(A) supraJ 
(September 20, 1955) 

[(B) The decision of the committee will be in writing, including a statement 
of the basic reasons for the conclusion reached, and will be signed by all mem 
bers of the committee. If there be a dissent from the decision of the commit- 
tee, the dissenting member will indicate before his signature the phrase “I dis 
sent” and will prepare and submit a separate statement of reasons, showing 
wherein he disagrees with the majority decision.] (September 20, 1955) 

[(F)] In case the employee is suspended, [he will be so notified immediately] 
by the Director in writing, [which shall include the reasons for his suspet- 
sion and a statement of charges.] Such notice will be as specific and detailed 
as security considerations, including the need for protecting confidential sources 
of information, permit. [The letter of reasons for suspension and charges 
shall be subject to amendment within 30 days of issuance. An employee entitled 
to a hearing shall be informed in the statement of charges of his right (1) @ 
a hearing, if desired, (2) to be represented by counsel of his choice, (3) 
present witnesses and offer other evidence in his own behalf and in refutation 
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of the charges brought against him, and (4) to cross-examine any witness offered 
in support of the charges.] (September 20, 1955) 

709. HEARING ProcepureE. (A) Hearing before security hearing boards will 
be conducted in an orderly manner, and in a serious, business-like atmosphere 
of dignity and decorum, and will be expedited as much as possible. (July 
21, 1953) 

(B) Testimony before the hearing boards will be given under oath or affir- 
mation. (July 21, 1953) 

(C) The hearing board will take whatever action is necessary to insure the 
employee of a full and fair consideration of his case. The employee will be in- 
formed by the board of his right (1) to participate in the hearings, (2) to be 
represented by counsel of his choice, (3) to present witnesses and offer other 
evidence in his own behalf and in refutation of the charges brought against 
him, and (4) to cross-examine any witness offered in support of the charges. 
(July 21, 1953) 

(D) Hearings will be opened by the reading of the letter setting forth the 
charges against the employee, and the statements and affidavits by the employee 
in answer to such charges. (July 21, 1953) 

(E) Both the VA and the employee may introduce such evidence as the 
hearing board may deem proper in the particular case. Rules of evidence will 
not be binding on the board, but reasonable restrictions shall be imposed as to 
the relevancy, competency, and materiality of matters considered, so that the 
hearings will not be unduly prolonged. If the employee is, or may be handi- 
capped by the nondisclosure to him of confidential information or by lack of 
opportunity to cross-examine confidential informants, the hearing board will 
take that fact into consideration. If a person who has made charges against 
the employee and who is not a confidential informant is called as a witness but 
does not appear, his failure to appear will be considered by the board in evaluat- 
ing such charges, as well as the fact that there can be no payment for travel of 
witnesses. (July 21, 1953) 

(F) The employee or his counsel will have the right to control the sequence 
of witnesses called by him. Reasonable cross-examination of witnesses by the 
employee or his counsel will be permitted. (July 21, 1953) 

(G) The hearing board will give due consideration to documentary evidence 
developed by investigation, including party membership cards, petitions bearing 
the employee’s signature, books, treatises, or articles written by the employee, 
and testimony by the employee before duly constituted authorities. The fact 
that such evidence has been considered will be made a part of the transcript of 
the hearing. (July 21, 1953) 

(H) Hearing boards may, in their discretion, invite any person to appear 
at the hearing and testify. However, a board will not be bound by the testimony 
of such witness by reason of having called him, and will have full right to 
cross-examine him. (July 21, 1953) 

(I) Hearing boards will conduct the hearing proceedings in such manner as 
to protect from disclosure information affecting the national security or tending 
to disclose or compromise investigative sources of methods. (July 21, 1953) 

(J) Complete verbatim stenographic transcript will be made of the hearings 
by qualified reporters, and the transcript will constitute a permanent part of 
the record. Upon request, the employee or his counsel will be furnished [ J] 
acopy of the transcript of the hearing. (December 14, 1955) 

(K) The board will reach its conclusion and base its determination on the 
transcript of the hearing, together with such confidential information as it may 
have in its possession. The board, in making its determination, will take into 
consideration the inability of the employee to meet charges of which he has not 
been advised, because of security reasons, specifically or in detail, or to attack 
the credibility of witnesses who do not appear. The decision of the board will 
be in writing and will be signed by all members of the board. The original 
and all copies of the decision of the board, together with the complete record 
of the case, including investigative reports, will be sent to the Director. 
(Sept. 20, 1955) 

(L) Hearings shall be private. There shall be present at the hearing only 
the members of the hearing board, the stenographer or stenographers, the em- 
Ployee, his counsel, agency employees concerned, and the witnesses. Witnesses 


oD ss present at the hearing only when actually giving testimony. (July 
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710. Viotations or Law To Be Reportep TO Division oF INTERNAL Securiry, 
DEPARTMENT OF Justice. All violations of law as disclosed in the investigations 
or proceedings under the security program should be reported immediately 
through the General Counsel to the Division of Internal Security, Department 
of Justice. (Sept. 20, 1955) 

711. Report or Frnat AcTION IN CASES INVOLVING FULL FIELD INVESTIGATIONS, 
The Director will, as soon as possible and in no event later than 90 days after 
receipt of the final investigative report on an employee subject to a full field 
investigation under the provisions of this regulation and Executive Order 10450, 
as amended, advise the Commission as to the action taken with respect to such 
employee. (Sept. 20, 1955) 

712. Securtry REGULATIONS pO NOT REPLACE DISCIPLINARY PROCEDURE. Noth: 
ing contained in VA Regulations 700 to 712 inclusive, will supersede existing 
regulations or instructions governing disciplinary action, including dismissals 
from the service. (Sept. 20, 1955) 


SAFEGUARDING OFFICIAL INFORMATION 


715. SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS OF THE DEFENSE 
or THE UNITED StTates, Executive Orper 10501, NovEMBER 5, 1953. (A) Under 
the provisions of Executive Order 10501, official information which requires 
protection in the interests of national defense shall be limited to three cate- 
gories of classification, which in descending order of importance shall carry one 
of the following designations: “Top Secret,” “Secret,” or “Confidential.” No 
other designation shall be used to classify defense information, including mili- 
tary information, as requiring protection in the interests of national defense, 
except as expressly provided by statute. (August 19, 1954) 

(B) The purpose of these Regulations (VA Regulations 715-717) is to pre 
seribe criteria for the safeguarding of classified defense information or ma- 
terial, in custody of the Veterans Administration, as an aid in the preservation 
of the ability of the United States to protect and defend itself against all hostile 
or destructive action by covert or overt means, including espionage as well as 
military action. (August 19, 1954) 

(C) The Criminal Code relating to Espionage and Censorship, 18 U.S.C. 798, 
provides: 

“Whoever, being entrusted with or having lawful possession or control 
of any document, writing, code book, signal book, sketch, photegraph, photo- 
graphic negative, blueprint, plan, map, model, instrument, appliance, note, 
or information, relating to the national defense, (1) through gross negli- 
gence permits the same to be removed from its proper place of custody or 
delivered to anyone in violation of his trust, or to be lost, stolen, abstracted, 
or destroyed, or (2) having knowledge that the same has been illegally 
removed from its proper place of custody or delivered to anyone in violation 
of his trust, or lost, or stolen, abstracted, or destroyed, and fails to make 
prompt report of such loss, theft, abstraction, or destruction to his superior 
officer— 

“Shall be fined not more than $10,000 or imprisoned not more than ten 
years, or both.” 

Accordingly, each person employed by or serving in an official capacity with the 
Veterans Administration, who has oecasion to come into possession of classified 
information, is individually responsible for exercising vigilance and discretion 
in conforming with such act, Executive Order 10501, VA Regulation 703 (B) (6), 
and in applying the appropriate security regulations governing the use, handling, 
and safekeeping of classified information and material. (August 19, 1954) 

(D) All positions involving the handling of “Top Secret,” “Secret,” or 
“Confidential” classified defense material or information shall be designated 
as sensitive. No person will be entitled to knowledge or permitted to have 
possession of, or access to, classified defense information unless such perso 
is the incumbent of a designated sensitive position and has been the subject 
of a full field investigation pursuant to VA Regulation 704(C) and granted 
security clearance by the office of Director of Security : [Provided, That limited 
security clearance for access to “Confidential” defense information or material, 
may, if otherwise proper, be granted by the Director of Security on the basis 
of an up-to-date national agency check and replies to written inquiries to any 
person not the incumbent of a designated sensitive position who is required 
in the national interest to participate in emergency relocation and related 
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planning.] In an emergency, a sensitive position may be filled for a limited 
period of time by a person with respect to whom a full field investigation has not 
been completed, if such action is believed to be necessary in the national interest. 
In such instances, a full statement of the emergent need will be given to the 
Director of Security for consideration and recommendation to the Administrator. 
(June 2, 1955) 

716. VETERANS ADMINISTRATION AUTHORITY TO CLASSIFY ELIMINATED. Sec- 
tion 2, Executive Order 10501, limits authority for the original classification 
of defense information or material to those departments and agencies of 
the executive branch having direct responsibility for national defense. The 
Veterans Administration is not one of such agencies. Therefore, there is no 
authority for the original classification of defense information or material by 
a VA official or employee. (August 19, 1954) 

717. Responsipiuities. (A) Director of Security. (1) The Director of Se- 
curity [ ] is responsible for the overall implementation of Executive Order 
10501 and the administration of the VA security program in accordance there- 
with, including the issuance of such additional instructions relative to the safe- 
guarding of classified defense information as may be required to insure that 
classified defense information in custody of the Veterans Administration is 
properly safeguarded. (June 2. 1955) 

(2) The Director of Security is responsible for maintenance within the 
Veterans Administration of active training and orientation programs for em- 
ployees concerned with classified defense information to insure that such per- 
sonnel are cognizant of their individual responsibilities for exercising vigilance 
and care in complying with the provisions of Executive Order 10501. 

(3) The Director of Security has overall responsibility for the protection 
and safeguarding of classified defense information in custody of the Veterans 
Administration, including supervision of security activities in Central Office 
and field stations and the inspection of facilities, equipment, and operations for 
compliance with VA regulations, standards, and procedures. 

(4) The Director of Security is responsible for the establishment and main- 
tenance of necessary controls to insure the proper handling and safeguarding 
of classified defense information or material transmitted to the Veterans Ad- 
ministration by other Government departments and agencies, including the 
establishment and maintenance of direct channels of communication with Man- 
agers (Security Officers) of VA field stations on all matters arising in con- 
nection with the VA security program as administered under Executive Order 
10450, as amended by 10491 and 10531, and Executive Order 10501.] (August 
19, 1954) 

{(B) Department Heads, Assistant Administrators, and Comparable Officials 
in Central Office, and Managers (Security Officers) of VA Field Stations. (1) 
The Chief Medical Director, Deputy Administrators, Assistant Administrators, 
and comparable officials in Central Office, and Managers (Security Officers) of 
VA field stations are responsible for the proper control, maintenance, and safe- 
guarding of classified defense information and material in their possession or 
in the possession of those of their subordinates authorized to receive it in 
accordance with VA Regulation 715(D). 

(2) The Chief Medical Director, Deputy Administrators, Assistant Admin- 
istrators, and comparable officials in Central Office and Managers (Security 
Officers) of VA field stations, in cooperation with the Director of Security, 
will insure that all VA regulations, policies, and procedures governing the ad- 
ministration of the VA security program under Executive Order 10501 are in- 
variably applied.] (August 19, 1954) 

(C) Individual Responsibility. Each individual authorized access to classi- 
fied defense information is personally responsible for familiarizing himself 
with and adhering to these Regulations, Executive Order 10501, and any other 
applicable VA regulations or instructions pertaining to the protection and 
safeguarding of classified defense information.] (August 19, 1954) 
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EXCERPT FROM CIRCULAR NO. A-11, REVISED, EXECUTIVE OFFIORZ 
OF THE PRESIDENT, BUREAU OF THE BUDGET, “INSTRUCTIONS 
FOR THE PREPARATION AND SUBMISSION OF ANNUAL BUDGE? 
ESTIMATES” 


93. Notice of determinations. When the President has considered the esti. 
mates for the executive branch and made his determinations thereon, each 
agency will be notified. The nature and amounts of the President’s determina- 
tions are confidential, not to be released until the budget is transmitted t 
Congress. The President’s determinations, both in total and in detail, become 
the estimates of each department and agency in the executive branch of the 
Government, and must be so justified. 





APPENDIX 


Many departments and agencies referred to or included among their 
exhibits the following items as authority for withholding: 


EXECUTIVE ORDER 10450—SECURITY REQUIREMENTS 
FOR GOVERNMENT EMPLOYMENT 


Whereas the interests of the national security require that all persons privileged 
to be employed in the departments and agencies of the Government, shall be 
reliable, trustworthy, of good conduct and character, and of complete and 
unswerving loyalty to the United States; and 

Whereas the American tradition that all persons should receive fair, impartial, 
and equitable treatment at the hands of the Government requires that all persons 
seeking the privilege of employment or privileged to be employed in the depart- 
ments and agencies of the Government be adjudged by mutually consistent and 
no less than minimum standards and procedures among the departments and 
agencies governing the employment and retention in employment of persons in 
the Federal service : 

Now, therefore, by virtue of the authority vested in me by the Constitution 
and statutes of the United States, including section 1753 of the Revised Statutes 
of the United States (5 U.S.C. 631) ; the Civil Service Act of 1883 (22 Stat. 403; 
5 U.S.C. 632, et seg.) ; section 9A of the act of August 2, 1939, 53 Stat. 1148 (5 
U.8.C. 118j) ; and the act of August 26, 1950, 64 Stat. 476 (5 U.S.C. 22-1, et seq.), 
and as President of the United States, and deeming such action necessary in the 
best interests of the national security, it is hereby ordered as follows: 

Ssecrion 1. In addition to the departments and agencies specified in the said 
act of August 26, 1950, and Executive Order No. 10237* of April 26, 1951, the 
provisions of that act shall apply to all other departments and agencies of the 
Government. 

Sec. 2. The head of each department and agency of the Government shall be 
responsible for establishing and maintaining within his department or agency 
an effective program to insure that the employment and retention in employment 
of any civilian officer or employee within the department or agency is clearly 
consistent with the interests of the national security. 

Seo.3. (a) The appointment of each civilian officer or employee in any 
department or agency of the Government shall be made subject to investigation. 
The scope of the investigation shall be determined in the first instance accord- 
ing to the degree of adverse effect the occupant of the position sought to be 
filled could bring about, by virtue of the nature of the position, on the national 
security, but in no event shall the investigation include less than a national 
agency check (including a check of the fingerprint files of the Federal Bureau 
of Investigation), and written inquiries to appropriate local law-enforcement 
agencies, former employers and supervisors, references, and schools attended by 
the person under investigation: Provided, that upon request of the head of the 
department or agency concerned, the Civil Service Commission may, in its dis- 
cretion, authorize such less investigation as may meet the requirements of the 
national security with respect to per-diem, intermittent, temporary, or seasonal 
employees, or aliens employed outside the United States. Should there develop 
at any stage of investigation information indicating that the employment of any 
such person may not be clearly consistent with the interests of national secu- 
rity, there shall be conducted with respect to such person a full field investiga- 


+3 CFR. 1951 Supp.. p. 430. 
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tion, or such less investigation as shall be sufficient to enable the head of the 
department or agency concerned to determine whether retention of such person 
is clearly consistent with the interests of the national security. 

(b) The head of any department or agency shall designate, or cause to be 
designated, any position within his department or agency the occupant of which 
could bring about, by virtue of the nature of the position, a material adverse 
effect on the national security as a sensitive position. Any position so desig- 
nated shall be filled or occupied only by a person with respect to whom a full 
field investigation has been conducted: Provided, that a person occupying a 
sensitive position at the time it is designated as such may continue to occupy 
such position pending the completion of a full field investigation, subject to 
the other provisions of this order: And provided further, that in case of emer 
gency a sensitive position may be filled for a limited period by a person with 
respect to whom a full field preappointment investigation has not been com- 
pleted if the head of the department or agency concerned finds that such action 
is necessary in the national interest, which finding shall be made a part of the 
records of such department or agency. 

Sec. 4. The head of each department and agency shall review, or cause to be 
reviewed, the cases of all civilian officers and employees with respect to whom 
there has been conducted a full field investigation under Executive Order No, 
9835 ° of March 21, 1947, and after such further investigation as may be appro: 
priate, shall re-adjudicate, or cause to be re-adjudicated, in accordance with 
the said act of August 26, 1950, such of those cases as have not been adjudicated 
under a security standard commensurate with that estabiished under this order. 

Sec. 5. Whenever there is developed or received by any department or agency 
information indicating that the retention in employment of any officer or em 
ployee of the Government may not be clearly consistent with the interests of 
the national security, such information shall be forwarded to the head of the 
employing department or agency or his representative, who, after such invest 
gation as may be appropriate, shall review, or cause to be reviewed, and where 
necessary, re-adjudicate or cause to be re-adjudicated, in accordance with the 
said act of August 26, 1950, the case of such officer or employee. 

Sec. 6. Should there develop at any stage of investigation information indicat 
ing that the employment of any officer or employee of the Government may. not 
be clearly consistent with the interests of the national security, the head of the 
department or agency concerned or his representative shall immediately suspend 
the employment of the person involved if he deems such suspension necessary in 
the interests of the national. security and, following such investigation and 
review as he deems necessary, the head of the department or agency concerned 
shall terminate the employment of such suspended officer or employee whenever 
he shall determine such termination necessary or advisable in the interests of the 
national security, in accordance with the said act of August 26, 1950. 

Sec. 7. Any person whose employment is suspended or terminated under 
the authority granted to heads of departments and agencies by or in accord- 
ance with the said act of August 26, 1950, or pursuant to the said Dxecutive 
Order No. 9835 or any other security or loyalty program relating to officers 
or employees of the Government, shall not be reinstated or restored to duty or 
reemployed in the same department or agency and shall not be reemployed in any 
other department or agency, unless the head of the department or agency con- 
cerned finds that such reinstatement, restoration, or reemployment is clearly 
consistent with the interests of the national security, which finding shall be made 
a part of the records of such department or agency: Provided, that no person 
whose employment has been terminated under such authority thereafter may 
be employed by any other department or agency except after a determination by 
the Civil Service Commission that such person is eligible for such employment. 

Sec. 8. (a) The investigations conducted pursuant to this order shall be 
designed to develop information as to whether the employment or retention ii 
employment in the Federal service of the person being investigated is clearly 
consistent with the interests of the national security. Such information shall 
relate, but shall not be limited, to the following: 

(1) Depending on the relation of the Government employment to the national 
security : 

(i) Any behavior, activities, or associations which tend to show that the indi 
vidual is not reliable or trustworthy. 


23 CFR, 1947 Supp. 
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(ii) Any deliberate misrepresentations, falsifications, or omissions of material 
facts. 

(iii) Any criminal, infamous, dishonest, immoral, or notoriously disgraceful 
conduct, habitual use of intoxicants to excess, drug addiction, sexual perversion, 
or financial irresponsibility. 

(iv) An adjudication of insanity, or treatment for serious mental or neuro- 
logical disorder without satisfactory evidence of cure. 

(vy) Any facts which furnish reason to believe that the individual may be 
subjected to coercion, influence, or pressure which may cause him to act contrary 
to the best interests of the national security. 

(2) Commission of any act of sabotage, espionage, treason, or sedition, or 
attempts thereat or preparation therefor, or conspiring with, or aiding or abet- 
ting, another to commit or attempt to commit any act of sabotage, espionage, 
treason, or sedition. 

(3) Establishing or continuing a sympathetic association with a saboteur, spy, 
traitor, seditionist, anarchist, or revolutionist, or with an espionage or other 
secret agent or representative of a foreign nation, or any representative of a 
foreign nation whose interests may be inimical to the interests of the United 
States, or with any person who advocates the use of force or violence to over- 
throw the government of the United States or the alteration of the form of 
government of the United States by unconstitutional means. 

(4) Advocacy of use of force or violence to overthrow the government of 
the United States, or of the alteration of the form of government of the United 
States by unconstitutional means. 

(5) Membership in, or affiliation or sympathetic association with, any foreign 
or domestic organization, association, movement, group, or combination of per- 
sons which is totalitarian, Fascist, Communist, or subversive, or which has 
adopted, or shows, a policy of advocating or approving the commission of acts of 
force or violence to deny other persons their rights under the Constitution of 
the United States, or which seeks to alter the form of government of the United 
States by unconstitutional means. 

(6) Intentional, unauthorized disclosure to any person of security information, 
or of other information disclosure of which is prohibited by law, or willful viola- 
tion or disregard of security regulations. 

(7) Performing or attempting to perform his duties, or otherwise acting, so 
as to serve the interests of another government in preference to the interests of 
the United States. 

(b) The investigation of persons entering or employed in the competitive 
service shall primarily be the responsibility of the Civil Service Commission, 
except in cases in which the head of a department or agency assumes that 
responsibility pursuant to law or by agreement with the Commission. The 
Commission shall furnish a full investigative report to the department or agency 
concerned. 

(c) The investigation of persons (including consultants, however employed), 
entering employment of, or employed by, the Government other than in the 
competitive service shall primarily be the responsibility of the employing de- 
partment or agency. ‘Departments and agencies without investigative facilities 
may use the investigative facilities of the Civil Service Commission, and other 
departments and agencies may use such facilities under agreement with the 
Commission. 

(d) There shall be referred promptly to the Federal Bureau of Investigation 
all investigations being conducted by any other agencies which develop informa- 
tion indicating that an individual may have been subjected to coercion, influence, 
or pressure to act contrary to the interests of the national security, or informa- 
tion relating to any of the matters described in subdivisions (2) through (7) 
of subsection (a) of this section, In cases so referred to it, the Federal Bureau 
of Investigation shall make a full field investigation. 

Sec. 9. (a) There shall be established and maintained in the Civil Service 
Commission a security-investigations index covering all persons as to whom 
security investigations have been conducted by any department or agency of the 
Government under this order. The central index established and maintained by 
the Commission under Executive Order No. 9835 of March 21, 1947, shall be 
made a part of the security-investigations index. The security-investigations 
index shall contain the name of each person investigated, adequate identifying 

rmation concerning each such person, and a reference to each t 
and agency which has conducted an investigation concerning the person involved 
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or has suspended or terminated the employment of such person under the 
authority granted to heads of departments and agencies by or in accordance 
with the said act of August 26, 1950. 

(b) The heads of all departments and agencies shall furnish promptly to the 
Civil Service Commission information appropriate for the establishment and 
maintenance of the security-investigations index. 

(c) The reports and other investigative material and information developed 
by investigations conducted pursuant to any statute, order, or program described 
in section 7 of this order shall remain the property of the investigative agencies 
conducting the investigations, but may, subject to considerations of the national 
security, be retained by the department or agency concerned. Such reports and 
other investigative material and information shall be maintained in confidence, 
and no access shall be given thereto, except with the consent of the investigative 
agency concerned, to other departments and agencies conducting security pro- 
grams under the authority granted by or in accordance with the said act of 
August 26, 1950, as may be required for the efficient conduct of Government 
business. 

Sec. 10. Nothing in this order shall be construed as eliminating or modifying 
in any way the requirement for any investigation or any determination as to 
security which may be required by law. 

Sec. 11. On and after the effective date of this order the Loyalty Review Board 
established by Executive Order No, 9835 of March 21, 1947, shall not accept 
agency findings for review, upon appeal or otherwise. Appeals pending before 
the Loyalty Review Board on such date shall be heard to final determination 
in accordance with the provisions of the said Executive Order No. 9835, as 
amended. Agency determinations favorable to the officer or employee concerned 
pending before the Loyalty Review Board on such date shall be acted upon by 
such Board, and whenever the Board is not in agreement with such favorable de 
termination the case shall be remanded to the department or agency concerned 
for determination in accordance with the standards and procedures established 
pursuant to this order. Cases pending before the regional loyalty boards of the 
Civil Service Commission on which hearings have not been initiated on such date 
shall be referred to the department or agency concerned. Cases being heard by 
regional loyalty boards on such date shall be heard to conclusion, and the de 
termination of the board shall shall be forwarded to the head of the depart 
ment or agency concerned: Provided, that if no specific department or agency 
is involved, the case shall be dismissed without prejudice to the applicant, In- 
vestigations pending in the Federal Bureau of Investigation or the Civil Service 
Commission on such date shall be completed, and the reports thereon shall be 
made to the appropriate department or agency. 

Sec. 12. Executive Order No. 9835 of March 21, 1947, as amended, is hereby 
revoked. For the purposes described in section 11 hereof the Loyalty Review 
Board and the regional loyalty boards of the Civil Service Commission shall con- 
tinue to exist and function for a period of one hundred and twenty days from 
the effective date of this order, and the Department of Justice shall continue to 
furnish the information described in paragraph 3 of Part III of the said Ex- 
ecutive Order No. 9835, but directly to the head of each department and agency. 

Sec. 18. The Attorney General is requested to render to the heads of depart 
ments and agencies such advice as may be requisite to enable them to establish 
and maintain an appropriate employee-security program. 

Sec. 14. (a) The Civil Service Commission, with the continuing advance and 
collaboration of representatives of such departments and agencies as the Na- 
tional Security Council may designate, shall make a continuing study of the 
manner in which this order is being implemented by the departments and 
agencies of the Government for the purposes of determining: 

(1) Deficiencies in the department and agency security programs established 
under this order which are inconsistent with the interests of, or directly or in- 
directly weaken, the national security. ‘ 

(2) Tendencies in such programs to deny to individual employees fair, im 
partial, and equitable treatment at the hands of the Government, or rights ul 
der the Constitution and laws of the United States or this order. 

Information affecting any department or agency developed or received during 
the course of such continuing study shall be furnished immediately to the head 
of the department or agency concerned. The Civil. Service Commission 
report to the National Security Council, at least semiannually, on the results 
of such study, and shall recommend means to correct any such deficiencies oF 
tendencies. , 
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(b) All departments and agencies of the Government are directed to cooper- 
ate with the Civil Service Commission to facilitate the accomplishment of the 
responsibilities assigned to it by subsection (a) of this section. 

Sec. 15. This order shall become effective thirty days after the date hereof. 

Dwicut D. EIsENHOWER 

Tue WHITE House, 

April 27, 1953. 


EXECUTIVE ORDER 10501—SAFEGUARDING OFFICIAL 
INFORMATION IN THE INTERESTS OF THE DEFENSE 
OF THE UNITED STATES 


Whereas it is essential that the citizens of the United States be informed con- 
cerning the activities of their government; and 

Whereas the interests of national defense require the preservation of the abil- 
ity of the United States to protect and defend itself against all hostile or de- 
structive action by covert or overt means, including espionage as well as military 
action; and 

Whereas it is essential that certain official information affecting the national 
defense be protected uniformly against unauthorized disclosure : 

Now, therefore, by virtue of the authority vested in me by the Constitution 
and statutes, and as President of the United States, and deeming such action 
necessary in the best interests of the national security, it is hereby ordered as 
follows : 

Section 1. Classification Categories. Official information which requires pro- 
tection in the interests of national defense shall be limited to three categories of 
classification, which in descending order of importance shall carry one of the 
following designations: Top Secret, Secret, or Confidential. No other designa- 
tion shall be used to classify defense information, including military informa- 
tion, as requiring protection in the interests of national defense, except as ex- 
pressly provided by statute. These categories are defined as follows: 

(a) Top Secret. Except as may be expressly provided by statute, the use of 
the classification Top Secret shall be authorized, by appropriate authority, only 
for defense information or material which requires the highest degree of pro- 
tection. The Top Secret classification shall be applied only to that information 
or material the defense aspect of which is paramount, and the unauthorized dis- 
closure of which could result in exceptionally grave damage to the Nation such 
as leading to a definite break in diplomatic relations affecting the defense of the 
United States, an armed attack against the United States or its allies, a war, or 
the compromise of military or defense plans, or intelligence operations, or scien- 
tifie or technological developments vital to the national defense. 

(b) Secret. Except as may be expressly provided by statute, the use of the 
classification Secret shall be authorized, by appropriate authority, only for de- 
fense information or material the unauthorized disclosure of which could result 
in serious damage to the Nation, such as by jeopardizing the international re- 
lations of the United States, endangering the effectiveness of a program or policy 
of vital importance to the national defense, or compromising important military 
or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 

(ce) Confidential. Except as may be expressly provided by statute, the use of 
the classification Confidential shall be authorized, by apropriate authority, only 
for defense information or material the unauthorized disclosure of which could 
be prejudicial to the defense interests of the nation. 

Seo, 2. Limitation of Authority to Classify. The authority to classify de- 
fense information or material under this order shall be li:nited in the depart- 
ments and agencies of the executive branch as hereinafter specified. Depart- 
Prean and agencies subject to the specified limitations shall be designated by the 

esident : 

(a) In those departments and agencies having no direct responsibility for 
national defense there shall be no authority for original classification of infor- 
mation or material under this order. 

(b) In those departments and agencies having partial but not primary respon- 
sibility for matters pertaining to national defense the authority for original 
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classification of information or material under this order shall be exercised only 
by the head of the department or agency, without delegation. 

(c) In those departments and agencies not affected by the provisions of sub. 
section (a) and (b), above, the authority for original classification of informa- 
tion or material under this order shall be exercised only by responsible officers 
or employees, who shall be specifically designated for this purpose. Heads of 
such departments and agencies shall limit the delegation of authority to classify 
as severely as is consistent with the orderly and expeditious transaction of Goy. 
ernment business. 

Sec. 3. Classification, Persons designated to have authority for original Gag 
sification of information or material which requires protection in the interests 
of national defense under this order shall be held responsible for its proper 
classification in accordance with the definitions of the three categories in see. 
tion 1, hereof. Unnecessary classification and over-classification shall be seru- 
pulously avoided. The following special rules shall be observed in classification 
of defense information or material: 

(a) Documents in General. Documents shall be classified according to their 
own content and not necessarily according to their relationship to other doeu- 
ments. References to classified material which do not reveal classified defense 
information shall not be classified. 

(b) Physically Connected Documents. The classification of a file or group of 
physically connected documents shall be at least as high as that of the most highly 
classified document therein. Documents separated from the file or group shall 
be handled in accordance with their individual defense classification. 

(c) Multiple Classification. A document, product, or substance shall bear a 
classification at least as high as that of its highest classified component. The 
document, product, or substance shall bear only one over-all classification, not- 
withstanding that pages, paragraphs, sections, or components thereof bear differ- 
ent classifications. 

(d) Transmittal Letters. A letter transmitting defense information shall be 
classified at least as high as its highest classified enclosure. 

(e) Information Originated by a Foreign Government or Organization. De 
fense information of a classified nature furnished to the United States by a for- 
eign government or international organization shall be assigned a classification 
which will assure a degree of protection equivalent to or greater than that re- 
quired by the government or international organization which furnished the 
information. 

Src. 4. Declassification, Downgrading, or Upgrading. Heads of departments or 
agencies originating classified material shall designate persons to be responsible 
for continuing review of such classified material for the purpose of declassifying 
or downgrowing it whenever national defense considerations permit, and for 
receiving requests for such review from all sourees. Formal procedures shall be 
established to provide specific means for prompt review of classified material and 
its declassification or downgrading in order to preserve the effectiveness and 
integrity of the classification system and to eliminate accumulation of classified 
material which no longer requires protection in the defense interest. The 
following special rules shall be observed with respect to changes of classification 
of defense material: 

(a) Automatic Changes. To the fullest extent practicable, the classifying 
authority shall indicate on the material (except telegrams) at the time of orig- 
inal classification that after a specified event or date, or upon remoyal of classi 
fied enclosures, the material will be downgraded or declassified. 

(b) Non-Automatic Changes. The persons designated to receive requests 
for review of classified material may downgrade or declassify such material 
when circumstances no longer warrant its retention in its original classification 
provided the consent of the appropriate classifying authority has been obtained. 
The downgrading or declassification of extracts from or paraphrases of classi 
fied documents shall also require the consent of the appropriate classifying 
authority unless the agency making such extracts knows positively that they 
warrant a classification lower than that of the document from which extracted, 
or that they are not classified. 

(c) Material Officially Transferred. In the case of material transferred by 
or pursuant to statute or Executive order from one department or agency te 
another for the latter’s use and as part of its official files or property, as distin- 
guished from transfers merely for purposes of storage, the receiving department 
or agency shall be deemed to be the classifying authority for all purposes under 
this order, including declassification and downgrading. 
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(d) Material Not Officially Transferred. When any department or agency has 
in its possession any classified material which has become five years old, and 
it appears (1) that such material originated in an agency which has since be- 
come defunct and whose files and other property have not been officially trans- 
ferred to another department or agency within the meaning of subsection (c), 
above, or (2) that it is impossible for the possessing department or agency to 
identify the originating agency, and (3) a review of the material indicates that 
it should be downgraded or declassified, the said possessing department or agency 
shall have power to declassify or downgrade such material. If it appears prob- 
able that another department or agency may bave a substantial interest in 
whether the classification of any particular information should be maintained, 
the possessing department or agency shall not exercise the power conferred upon 
it by this subsection, except with the consent of the other department or agency, 
until thirty days after it has notified such other department or agency of the 
nature of the material and of its intention to deciassify or downgrade the same. 
During such thirty-day period the other department or agency may, if it so 
desires, «xpress its objections to declassifying or downgrading the particular 
material, but the power to make the ultimate decision shall reside in the posses- 
sing department or agency. 

(e) Classified Telegrams. Such telegrams shall not be referred to, extracted 
from, paraphrased, downgraded, declassified, or disseminated, except in accord- 
ance with special regulations issued by the head of the originating department 
or agency. Classified telegrams transmitted over cryptographic systems shall 
be handled in accordance with the regulations of the transmitting department 
or agency. 

(f) Downgrading. If the recipient of classified material believes that it has 
been classified too highly, he may make a request to the reviewing official who 
may downgrade or declassify the material after obtaining the consent of the 
appropriate classifying authority. 

(g) Upgrading. If the recipient of unclassified material believes that it should 
be classified or if the recipient of classified material believes that its classifica- 
tion is not sufficiently protective, it shall be safeguarded in accordance with the 
classification deemed appropriate and a request made to the reviewing official, 
who may classify. the material or upgrade the classification after obtaining 
the consent of the appropriate classifying authority. 

(h) Notification of Change in Classification. The reviewing official taking 
action to deelassify, downgrade, or upgrade classified material shall notify all 
addressees to whom the materia] was originally transmitted. 

Sec. 5. Marking of Classified Material.. After a determination of the proper 
defense classification to be assigned has been made in accordance with the pro- 
Visions of this order, the classified material shall be marked as follows: 

(a) Bound Documents. The assigned defense classification on bound documents, 
such as books or pamphlets, the pages of which are permanent and securely fas- 
tened together, shall be conspicuously marked or stamped on the outside of the 
front cover, on the title page, on the first page, on the back page and on the 
outside of the back cover. In each case the markings shall be applied to the 
top and bottom of the page or cover. 

(b) Unbound Documents. The assigned defense classification on unbound doc- 
uments, such as letters, memoranda, reports, telegrams, and other similar docu- 
ments, the pages of which are not permanently and securely fastened together, 
shall be conspicuously marked or stamped at the top and bottom of each page, 
in such manner that the marking will be clearly visible when the pages are 
clipped or stapled together; 

(c) Charts, Maps, and Drawings. Classified charts, maps, and drawings shall 
carry the defense classification marking under the legend, title block, or scale in 
such manner that it will. be reproduced on all copies made therefrom. Such 
classification shall also be marked at the top and bottom in each instance. 

(d) Photographs, Films and Recordings.. Classified photographs, films, and 
recordings, and their containers, shall be conspicuously and appropriately 
marked with the assigned defense classification. 

(e) Products or Substances. The assigned defense classification shall be con- 
spicuously marked on classified products or substances, if possible, and on their 
containers, if possible, or, if. the article or container cannot be marked, written 


notification of such classification shall be furnished to recipients of such products 
or substances. 
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(f) Reproductions. All copies or reproductions of classified material shall be 
appropriately marked or stamped in the same manner as the original thereof. 

(g) Unclassified Material. Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient of 
such material that it has been examined specifically with a view to imposing a 
defense classification and has been determined not to require such classification, 

(h) Change or Removal of Classification. Whenever classified material is de- 
classified, downgraded, or upgraded, the material shall be marked or stamped 
in a prominent place to reflect the change in classification, the authority for the 
action, the date of action, and the identity of the person or unit taking the ae. 
tion. In addition, the old classification marking shall be cancelled and the new 
classification (if any) substituted therefor Automatic change in classification 
shall be indicated by the appropriate classifying authority through marking or 
stamping in a prominent place to reflect information specified in subsection 4 (a) 
hereof. 

(i) Material Furnished Persons not in the Executive Branch of the Govern- 
ment. When classified material affecting the national defense is furnished au- 
thorized persons, in or out of Federal service, other than those in the executive 
branch, the following notation, in addition to the assigned classification mark- 
ing, shall whenever practicable be placed on the material, on its container, or on 
the written notification of its assigned elassification : 


This. material contains information affecting the national defense of the 
United States within the meaning of the espionage laws, Title 18, U.S.C. Secs. 
793 and 794, the transmission or revelation of which in any manner to an unat- 
thorized person is prohibited by law. 


Use of alternative marking concerning “Restricted Data” as defined by the 
Atomic Energy Act is authorized when appropriate. 

Sec. 6. Custody and Safekeeping. The possession or use of classified defense 
information or material shall be limited to locations where facilities for secure 
storage or protection thereof are available by means of which unauthorized per- 
sons are prevented from gaining access thereto. Whenever such information 
or material is not under the personal supervision of its custodian, whether dur- 
ing or outside of working hours, the following physical or mechanical means 
shall be taken to protect it: 

(a) Storage of Top Secret Material. Top Secret defense material shall be 
protected in storage by the most secure facilities possible. Normally it will be 
stored in a safe or a safe-type steel file container having a three-position, dial 
type, combination lock, and being of such weight, size, construction, or in- 
stallation as to minimize the possibility of surreptitious entry, physical theft, 
damage by fire, or tampering. The head of a department or agency may approve 
other storage facilities for this material which offer comparable or better pro- 
tection, such as an alarmed area, a yault, a secure vault-type room, or an area 
under close surveillance of an armed guard. 

(b) Secret and Confidential Material. These categories of defense material 
may be stored in a manner authorized for Top Secret material, or in metal file 
cabinets equipped with steel lockbar and an approved three combination dial- 
type padlock from which the manufacturer’s identification numbers have been 
obliterated, or in comparably secure facilities approved by the head of the de 
partment or agency. 

(c) Other Classified Material. Heads of departments and agencies shall pre 
scribe such protective facilities as may be necessary in their departments or 
agencies for material originating under statutory provisions requiring protection 
of certain information. 

(d) Changes of Lock Combinations. Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security clear 
ance, whenever such equipment is placed in used after procurement from the 
manufacturer or other sources, whenever a person knowing the combination is 
transferred from the office to which the equipment is assigned, or whenever the 
combination has been subjected to compromise, and at least once every year. 
Knowledge of combinations shall be limited to the minimum number of persons 
necessary for operating purposes. Records of combinations shall be classified n0 
lower than the highest category of classified defense material authorized for 
storage in the safekeeping equipment concerned. 

(e) Custodian’s Responsibilities. Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
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for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures 
which insure that unauthorized persons do not gain access to classified defense 
information or material by sight or sound, and classified information shall not 
be discussed with or in the presence of unauthorized persons. 

(f) Telephone Conversations. Defense information classified in the three 
categories under the provisions of this order shall not be revealed in telephone 
conversations, except as may be authorized under section 8 hereof with respect to 
the transmission of Secret and Confidential material over certain military com- 
munications circuits. 

(g) Loss or Subjection to Compromise. Any person in the executive branch 
who has knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to a designated 
official of his agency, and the latter shall take appropriate action forthwith, 
including advice to the originating department or agency. 

Sec. 7. Accountability and Dissemination. Knowledge or possession of classi- 
fied defense information shall be permitted only to persons whose official duties 
require such access in the interest of promoting national defense and only if 
they have been determined to be trustworthy. Proper control of dissemination 
of classified defense information shall be maintained at all times, including 
good accountability records of classified defense information documents, and 
severe limitation on the number of such documents originated as well as the num- 
ber of copies thereof reproduced. The number of copies of classified defense infor- 
mation documents shall be kept to a minimum to decrease the risk of compromise 
of the information contained in such documents and the financial burden on the 
Government in protecting such documents. The following special rules shall be 
observed in connection with accountability for and dissemination of defense in- 
formation or material: 

(a) Accountability Procedures. Heads of departments and agencies shal! pre- 
scribe such accountability procedures as are necessary to control effectively the 
dissemination of classified defense information, with particularly severe controt 
on material classified Top Secret under this order. Top Secret Control Officers 
shall be designated, as required, to receive, maintain accountability registers of, 
and dispatch Top Secret material. 

(b) Dissemination Outside the Executive Branch. Classified defense infor- 
mation shall not be disseminated outside the executive branch except under con- 
ditions and through channels authorized by the head of the disseminating depart- 
ment or agency, even though the person or agency to which dissemination of 
such information is proposed to be made may have been solely or partly re- 
sponsible for its production. 

(c) Information Originating in Another Department or Agency. Except as 
otherwise provided by section 102 of the National Security Act of July 26, 1947, 
ce. 343, 61 Stat 498, as amended, 50 U.S.C. sec. 403, classified defense information 
originating in another department or agency shall not be disseminated outside 
the receiving department or agency without the consent of the originating de- 
partment or agency. Documents and material containing defense information 
which are classified Top Secret or Secret shall not be reproduced without the con- 
sent of the originating department or agency. 

Sec. 8. Transmission. For transmission outside of a department or agency, 
classified defense material of the three categories originated under the provisions 
of this order shall be prepared and transmitted as follows: 

(a) Preparation for Transmission. Such material shall be enclosed in opaque 
inner and outer covers. The inner cover shall be a sealed wrapper or envelope 
plainly marked with the assigned classification and address. The outer cover 
shall be sealed and addressed with no indication of the classification of its con- 
tents. A receipt form shall be attached to or enclosed in the inner cover, ex- 
cept that Confidential material shall require a receipt only if the sender deems it 
necessary, The receipe form shall identify the addressor, addressee, and the 
document, but shall contain no classified information. It shall be signed by the 
proper recipient and returned to the sender. 

(b) Transmitting Top Secret Material. The transmission of Top Secret ma- 
terial shall be effected preferably by direct contact of officials concerned, or, alter- 
natively, by specifically designated personnel, by State Department diplomatic 
Pouch, by a messenger-courier system especially created for that purpose, or by 

¢ means in encrypted form; or in the case of information transmitted by 
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the Federal Bureau of Investigation, such means of transmission may be used 
as are currently approved by the Director, Federal Bureau of Investigation, un- 
less express reservation to the contrary is made in exceptional cases by the 
originating agency. 

(c) Transmitting Secret Material. Secret material shall be transmitted with- 
in the continental United States by one of the means established for Top Secret 
material, by an authorized courier, by United States registered mail, or by 
protected commercial express, air or surface. Secret material may be trans- 
mitted outside the continental limits of the United States by one of the means 
established for Top Secret material, by commanders or masters of vessels of 
United States registry, or by United States Post Office registered mail through 
Army, Navy, or Air Force postal facilities, provided that the material does 
not at any time pass out of United States Government control and does not 
pass through a foreign postal system. Secret material may, however, be trans- 
mitted between United States Government and/or Canadian Government in- 
stallations in continental United States, Canada, and Alaska by United States 
and Canadian registered mail with registered mail receipt. In an emergency, 
Secret material may also be transmitted over military communications circuits in 
accordance with regulations promulgated for such purpose by the Secretary of 
Defense. 

(d) Transmitting Confidential Material. Confidential defense material 
shall be transmitted within the United States by one of the means established 
for higher classifications, by registered mail, or by express or freight under such 
specific conditions as may be prescribed by the head of the department or agency 
concerned. Outside the continental United States, Confidential defense ma- 
terial shall be transmitted in the same manner as authorized for higher clas- 
sifications. 

(e) Within an Agency. Preparation of classified defense material for trans- 
mission, and transmission of it, within a department or agency shall be governed 
by regulations, issued by the head of the department or agency, insuring a degree 
of security equivalent to that outlined above for transmission outside a depart- 
ment or agency. 

Sec. 9. Disposal and Destruction. Documentary record material made or 
received by a department or agency in connection with transaction of public 
business and preserved as evidence of the organization, functions, policies, op 
erations, decisions, procedures or other activities of any department or agency 
of the Government, or because of the informational value of the data contained 
therein, may be destroyed only in accordance with the act of July 7, 1943, c. 192, 
57 Stat. 380, as amended, 44 U.S.C. 366-380. Non-record classified material, 
consisting of extra copies and duplicates including shorthand notes, preliminary 
drafts, used carbon paper, and other material of similar temporary nature, may 
be destroyed, under procedures established by the head of the department or 
agency which meet the following requirements, as soon as it has served its 
purpose : 

(a) Methods of Destruction. Classified defense material shall be destroyed 
by burning in the presence of an appropriate official or by other methods au 
thorized by the head of an agency provided the resulting destruction is equally 
complete. 

(b) Records of Destruction. Appropriate accountability records maintained 
in the department or agency shall reflect the destruction of classified defense 
material. 

Sec. 10. Orientation and Inspection. 'To promote the basic purposes of this 
order, heads of those departments and agencies originating or handling classi- 
fied defense information shall designate experienced persons to coordinate and 
supervise the activities applicable to their departments or agencies under this 
order. Persons so designated shall maintain active training and orientation 
programs for employees concerned with classified defense information to im- 
press each such employee with his individual responsibility for exercising vigi- 
lance and care in complying with the provisions of this order. Such persons 
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shall be authorized on behalf of the heads of the departments and agencies to 
establish adequate and active inspection programs to the end that the provisions 
of this order are administered effectively. 

Sec. 11. Interpretation of Regulations by the Attorney General. The Attorney 
General, upon request of the head of a department or agency or his duly desig- 
nated representative, shall personally or through authorized representatives of 
the Department of Justice render an interpretation of these regulations in con- 
nection with any problems arising out of their administration. 

Sec. 12. Statutory Requirements. Nothing in this order shall be construed 
to authorize the dissemination, handling or transmission of classified informa- 
tion contrary to the provisions of any statute. 

Sec. 13. “Restricted Data” as Defined in the Atomic Bnergy Act. Nothing in 
this order shall supersede any requirements made by or under the Atomic En- 
ergy Act of August 1, 1946, as amended. “Restricted Data” as defined by the 
said act shall be handled, protected, classified, downgraded, and declassified in 
conformity with the provisions of the Atomic Energy Act of 1946, as amended, 
and the regulations of the Atomic Energy Commission. 

Sec. 14. Combat Operations. The provisions of this order with regard to dis- 
semination, transmission, or safekeeping of classified defense information or 
material may be so modified in connection with combat or combat-related opera- 
tions as the Secretary of Defense may by regulations prescribe. 

Sec. 15. Heceptional Cases. When, in an exceptional case, a person or agency 
not authorized to classify defense information originates information which is 
believed to require classification, such person or agency shall protect that in- 
formation in the manner prescribed by this order for that category of classified 
defense information to which it is believed to fall, and shall transmit the in- 
formation forthwith, under appropriate safeguards, to the department, agency, 
or person having both the authority to classify information and a direct official 
interest in the information (preferably, that department, agency, or person to 
which the information would be transmitted in the ordinary course of busi- 
ness), with a request that such department, agency, or person classify the 
information. 

Sec. 16. Review to Insure That Information is Not Improperly Withheld 
Hereunder. The President shall designate a member of his staff who shall re- 
ceive, consider, and take action upon, suggestions or complaints from non- 
Governmental sources relating to the operation of this order. 

Sec. 17. Review to Insure Safeguarding of Classified Defense Information. 
The National Security Council shall conduct a continuing review of the imple- 
mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 

Sec. 18. Review Within Departments and. Agencies. The head of each de- 
partment and agency shall designate a member or members of his staff who 
shall conduct a continuing review of the implementation of this order within the 
department or agency concerned to insure that no information is withheld 
hereunder which the people of the United States have a right to know, and 
to insure that classified defense information is properly safeguarded in con- 
formity herewith. 

Sec. 19. Revocation of Executive Order No. 10290. Executive Order 10290 of 
September 24, 1951 is revoked as of the effective date of this order. 

“hogy 20. Effective Date. This order shall become effective on December 15, 
DwicuTt D. Ers—ENHOWER. 
THe Wuite House, 
November 5, 1958. 


Sey 
—. 
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MEMORANDUM FOR THE Heaps oF ALL DEPARTMENTS AND AGENCIES OF THE 
GOVERNMENT 


The following departments and agencies of the executive branch and their con- 
stitutent agencies shall be subject to the limitations specified in section 2 of the 
Executive order entitled “Safeguarding Official Information in the Interests of the 
Defense of the United States” : 

A. Original Classification Authority Eliminated: 

. American Battle Monuments Commission 

. Arlington Memorial Amphitheater Commission 
. Commission of Fine Arts 

. Committee on Purchases of Blind-Made Products 
. Committee for Reciprocity Information 

. Commodity Exchange Commission 

. Export-Import Bank of Washington 

. Federal Deposit Insurance Corporation 

. Federal Mediation and Conciliation Service 

. Federal Reserve System 

. Federal Trade Commission 

. Housing and Home Finance Agency 

. Indian Claims Commission 

. Interstate Commerce Commission 

. Missouri Basin Survey Commission 

. National Capital Housing Authority 

. National Capital Park and Planning Commission 
. National Forest Reservation Commission 

. National Labor Relations Board 

. National Mediation Board 

. Railroad Retirement Board 

. Securities and Exchange Commission 

. Selective Service System 

. Smithsonian Institution 

. United States Tariff Commission 

. Veterans Administration 

. Veterans Education Appeals Board 

. War Claims Commission 

B. Original Classification Authority Limited to Head of Agency: 
. Civil Aeronautics Board 
Defense Transport Administration 
Department of Agriculture 
Department of Health, Education and Welfare 
Department of the Interior 
Department of Labor 
Federal Communications Commission 
. Federal Power Commission 
. National Science Foundation 
. National Security Training Commission 
. Panama Canal Company 
. Post Office Department 
. Reconstruction Finance Corporation 

14. Renegotiation Board 

15. Small Business Administration 

16. Subversive Activities Control Board 
17. Tennessee Valley Authority 

©. Heads of departments and agencies not named herein shall limit the evercise 
of classification authority in accordance with section 2(c) of the order. 


Dwienut D. EIsENHOWER. 


PREP spne se errs 


Tue WHITE House, November 5, 1953. 
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LETTER FROM PRESIDENT EISENHOWER TO THE 
SECRETARY OF DEFENSE 


THE WuiteE House, May 17, 1954. 
The Honorable the SEcRETaRY oF DEFENSE, 
Washington, D.C. 


Dear Mr. Secretary: It has long been recognized that to assist the Congress 
in achieving its legislative purposes every Executive Department or Agency must, 
upon the request of a Congressional Committee, expeditiously furnish informa- 
tion relating to any matter within the jurisdiction of the Committee, with 
certain historical exceptions—some of which are pointed out in the attached 
memorandum from the Attorney General. This Administration has been and 
will continue to be diligent in following this principle. However, it is essential to 
the successful working of our system that the persons entrusted with power in 
any one of the three great branches of Government shall not encroach upon the 
authority confided to the others. The ultimate responsibility for the conduct 
of the Executive Branch rests with the President. 

Within this Constitutional framework each branch should cooperate fully 
with each other for the common good. However, throughout our history the 
President has withheld information whenever he found that what was sought 
was confidential or its disclosure would be incompatible with the public interest 
or jeopardize the safety of the Nation. 

Because it is essential to efficient and effective administration that employees 
of the Executive Branch be in a position to be completely candid in advising 
with each other on official matters, and because it is not in the public interest 
that any of their conversations or communications, or any documents or repro- 
ductions, concerning such advice be disclosed, you will instruct employees of 
your Department that in all of their appearances before the Subcommittee of 
the Senate Committee on Government Operations regarding the inquiry now 
before it they are not to testify to any such conversations or communications or 
to produce any such documents or reproductions. This principle must be main- 
tained regardless of who would be benefited by such disclosures. 

I direct this action so as to maintain the proper separation of powers between 
the Executive and Legislative Branches of the Government in accordance with 
my responsibilities and duties under the Constitution. This separation is vital 
to preclude the exercise of arbitrary power by any branch of the Government. 

By this action I am not in any way restricting the testimony of such witnesses 
as to what occurred regarding any matters where the communication was directly 
between any of the principals in the controversy within the Executive Branch 
on the one hand and a member of the Subcommittee or its staff on the other. 

Sincerely, 
Dwicur D. EISENHOWER. 


MEMORANDUM 
For: The President. . 
From: The Attorney General. 


One of the chief merits of the American system of written constitutional law 
is that all the powers entrusted to the government are divided into three great 
departments, the Executive, the Legislative, and the Judicial. It is essential to 
the successful working of this system that the persons entrusted with power 
in any one of these branches shall not be permitted to.encroach upon the powers 
confided to the others, but that each shall be limited to the exericise of the 
powers appropriate to its own department and no other. The doctrine of separa- 
tion of powers was adopted to preclude the exercise of arbitrary power and to 
Save the people from autoeracy. 

This fundamental principle was fully recognized by our first President, George 
Washington, as early as 1796 when he said: “ it is essential to the due 
administration of the Government that the boundaries fixed by the Constitution 
between the different departments should be preserved In his Farewell 
Address, President Washington again cautioned. strongly against the danger of 
encroachment by one department into the domain of another as leading to des- 
potism, This principle has received steadfast adherence throughout the many 
years of our history and growth. More than ever, it is our duty today to heed 
these words if our country is to retain its place as a leader among the free na- 
tions of the world. 
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For over 150 years—almost from the time that the American form of govern- 
ment was created by the adoption of the Constitution—our Presidents haye 
established, by precedent, that they and members of their Cabinet and other 
heads of executive departments have an undoubted privilege and discretion to 
keep confidential, in the public interest, papers and information which require 
secrecy. American history abounds in countless illustrations of the refusal, on 
occasion, by the President and heads of departments to furnish papers to Con- 
gress, or its committees, for reasons of public policy. The messages of, our 
past Presidents reveal that almost every one of them found it necessary to in 
form Congress of his constitutional duty to execute the office of President, and, 
in furtherance of that duty, to withhold information and papers for the publie 
good. 

Nor are the instances lacking where the aid of a court was sought in vain te 
obtain information or papers from a President and the heads of departments, 
Courts have uniformly held that the President and the heads of departments 
have an uncontrolled discretion to withhold the information and papers in the 
public interest; they will net interfere with the exercise of that discretion, 
and that Congress has not the power, as one of the three great branches of the 
Government, to subject the Executive Branch to its will any more than the 
Executive Branch may impose its unrestrained will upon the Congress. 


PRESIDENT WASHINGTON’S ADMINISTRATION 


In Mach 1792, the House of Representatives passed the following resolution: 

“Resolved, That a committee be appointed to inquire into the causes of the 
failure of the late expedition under Major General St. Clair; and that the 
said committee be empowered to call for such persons, papers, and records, as 
may be necessary to assist their inquiries.” (3 Annals of Congress, p. 493.) 

This was the first time that a committee of Congress was appointed to look 
into a matter which involved the Executive Branch of the Government. The ex- 
pedition of General St. Clair was under the direction of the Secretary of War. 
The expenditures connected therewith came under the Secretary of the Treasury, 
The House based its right to investigate on its control of the expenditures of 
public moneys. It appears that the Secretaries of War and the Treasury ap 
peared before the committee. However when the committee was bold enough 
to ask the President for the papers pertaining to the General St. Clair campaign, 
President. Washington called a meeting of his Cabinet. (Binkley, ‘President and 
Congress” pp. 40-41.) 

Thomas Jefferson, as Secretary of State, reports what took place at that 
meeting. Besides Jefferson, Alexander Hamilton, Henry Knox, Secretary of 
War, and Edmond Randolph, the Attorney General, were present. The Commit- 
tee had first written to Knox for the original letters, instructions, etc., to General 
St. Clair. President Washington stated that he had called his Cabinet members 
together, because it was the first example of a demand on the executive for 
papers, and he wished that so far as it should become a precedent, it should 
be rightly conducted. The President readily admitted that he did not doubt the 
propriety of what the House was doing, but he could conceive that there might 
be papers of so secret a nature, that they ought not to be given up. Washington 
and his Cabinet came to the unanimous conclusion : 

“First, that the House was an inquest, and therefore might institute inquiries. 
Second, that it might call for papers generally. Third, that the Executive ought 
to communicate such papers as the public good would permit, and ought to re 
fuse those, the disclosure of which would injure the public: consequently were 
to exercise a discretion. Fourth, that neither the committee nor House had a 
right to call on the Head of a Department, who and whose papers were under 
the President alone; but that the committee should instruct their chairman to 
move the House to address the President.” 

The precedent thus set by our first President and his Cabinet was followed in 
1796, when President Washington was presented with a resolution of the House 
of Representatives which requested him to lay before the House a copy of the 
instructions to the Minister of the United States who negotiated the treaty with 
the King of Great Britain, together with the correspondence and documents rela- 
tive to that treaty. Apparently it was necessary to implement the treaty with an 
appropriation which the House was called upon to vote. The House insisted 
on its right to the papers requested, as a condition to appropriating the required 
funds. (“President and Congress’, Wilfred E. Binkley (1947), p. 44.) 
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President Washington’s classic reply was, in part, as follows: 

“{ trust that no part of my conduct has ever indicated a disposition to with- 
hold any information which the Constitution has enjoined upon the President as 
a duty to give, or which could be required of him by either House of Congress 
as a right; and with truth I affirm that it has been, as it will continue to be 
while L have the honor to preside in the Government, my constant endeavor to 
harmonize with the other branches thereof so far as the trust delegated to me 
by the people of the United States and my sence of the obligation it imposes to 
‘preserve, protect, and defend the Constitution’ will permit.” (Richardson’s 
“Messages and Papers of the Presidents”, Vol. 1, p. 194) 

Washington then went on to discuss the secrecy required in negotiations with 
foreign governnients, and cited that as a reason for vesting the power of making 
treaties in the President, with the advice and consent or the Senate. He felt 
that to admit the House of Representatives into the treaty making power, by 
reason of its constitutional duty to appropriate monies to carry out a treaty, 
would be to establish a dangerous precedent. He closed his message to the 
House as follows: 

“As, therefore, it is perfectly clear to my understanding that the assent of 
the House of Representatives is not necessary to the validity of a treaty; . 
and as it is essential to the due administration of the Government that the bound- 
aries fixed by the Constitution between the different departments should be pre- 
served, a just regard to the Constitution and to the duty of my office, under all 
the circumstances of this case, forbids a compliance with your request.” (Rich- 
ardson’s “Messages and Papers of the Presidents”, Vol. 1, p. 196) 


PRESIDENT JEFFERSON’S ADMINISTRATION 


In January 1807, Representative Randolph intreduced a resolution, as follows: 

“Resolved, That the President of the United States be, and he hereby is, re- 
quested to lay before this House any information in possession of the Execu- 
tive, except such as he may deem the public welfare to require not to be dis- 
closed, touching any illegal combination of private individuals against the peace 
and safety of the Union, or any military expedition planned by such individuals 
against the territories of any Power in amity with the United States; together 
with the measures which the Executive has pursued and proposes to take for sup- 
pressing or defeating the same.” (16 Annals of Congress (1806-1807), p. 336) 

The resolution was overwhelmingly passed. The Burr conspiracy was then 
stirring the country. Jefferson had made it the object of a special message to 
Congress wherein he referred to a military expedition headed by Burr. Jeffer- 
son’s reply to the resolution was a Message to the Senate and House of Repre- 
sentatives. Jefferson brought the Congress up to date on the news which he 
had been receiving concerning the illegal combination of private individuals 
against the peace and safety of the Union. He pointed out that he had recently 
received a mass Of data, most of which had been obtained without the sanction 
of an oath so as to constitute formal and legal evidence. “It is chiefly in the 
form of letters, often containing such a mixture of rumors, conjectures, and 
suspicions as renders’ it difficult to sift out the real facts and unadvisable to 
hazard more than general outlines, strengthened by concurrent information or 
the particular credibility of the relator. In this state of the evidence, delivered 
sometimes, too, under the restriction of private confidence, neither safety 
nor justice will permit the exposing names, except that of the principal actor, 
whose guilt is placed beyond question.” (Richardson's “Messages and Papers 
of the Presidents”, Vol. 1, p, 412; dated January 22, 1807) 


SIMILAR ACTIONS BY PRESIDENTS JACKSON, TYLER, BUCHANAN AND GRANT 


On February 10, 1835, President Jackson sent a message to the Senate wherein 
he declined to comply with the Senate’s resolution requesting him to communi- 
cate copies of charges which had been made to the President against the official 
conduct of Gideon Fitz, late Surveyor-General, which caused his removal from 
office. The resolution stated that the information requested was necessary both 
in the action which it proposed to take on the nomination of a successor to Fitz, 
and in connection with the investigation which was then in progress by the 
Senate respecting the frauds in the sales of public lands. 

The President declined to furnish the information. He stated that in his 
judgment the information related to subjects exclusively belonging to the execu- 
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tive department. The request therefore encroached on the constitutional powers 
of the executive. 

The President’s message referred to many previous similar requests, which he 
deemed unconstitutional demands by the Senate: 

“Their continued repetition imposes on me, as the representative and trustee of 
the American people, the painful but imperious duty of resisting to the utmost 
any further encroachment on the rights of the Executive.” (Ibid. p. 133) 

The President next took up the fact that the Senate resolution had been passed 
in executive session, from which he was bound to presume that if the information 
requested by the resolution were communicated, it would be applied in secret 
session to the investigation of frauds in the sales of public lands. The President 
said that, if he were to furnish the information, the citizen whose conduct the 
Senate sought to impeach would lose one of his basic rights, namely—that of a 
public investigation in the presence of his accusers and of the witnesses against 
him. In addition, compliance with the resolution would subject the motives of 
the President, in the case of Mr, Fitz, to the review of the Senate when not sitting 
as judges on an impeachment; and even if such a consequence did not follow in 
the present case, the President feared that compliance by the Executive might 
thereafter be quoted as a precedent for similar and repeated applications. 

“Such a result, if acquiesced in, would ultimately subject the independent con- 
stitutional action of the Executive in a matter of great national concernment to 
the domination and control of the Senate; . . 

“I therefore decline a compliance with so much of the resolution of the Senate 
as requests ‘copies of the charges, if any,’ in relation to Mr. Fitz, and in doing so 
must be distinctly understood as neither affirming nor denying that any such 
charges were made;. .. .” (Ibid. p, 134) 

One of the best reasoned precedents of a President’s refusal to permit the 
head of a department to disclose confidential information to the House of 
Representatives is President Tyler’s refusal to communicate to the House of 
Representatives the reports relative to the affairs of the Cherokee Indians and 
to the frauds which were alleged to have been practiced upon them. A resolu- 
tion of the House of Representatives had called upon the Secretary of War to 
coramunicate to the House the reports made to the Department of War by Lieu- 
tenant Colonel Hitchcock relative to the affairs of the Cherokee Indians together 
with all information communicated by him concerning the frauds he was charged 
to investigate; also all the facts in the possession of the Executive relating to 
the subject. The Secretary of War consulted with the President and under the 
latter’s direction informed the House that negotiations were then pending with 
the Indians for settlement of their ciaims; in the opinion of the President and 
the Department, therefore, publication of the report at that time would be incon- 
sistent with the public interest. The Secretary of War further stated in his 
answer to the resolution that the report sought by the House, dealing with alleged 
frauds which Lieutenant Colonel Hitchcock was charged to investigate, con- 
tained information which was obtained by Colonel Hitchcock by ex parte inquiries 
of persons whose statements were without the sanction of an oath, and which the 
person implicated had had no opportunity to contradict or explain. The Secre 
tary of War expressed the opinion that to promulgate those statements at that 
time would be grossly unjust to those persons, and would defeat the object of 
the inquiry. He also remarked that the Department had not been given at that 
time sufficient opportunity to pursue the investigation, to call the parties affected 
for explanations, or to determine on the measures proper to be taken. 

The answer of the Secretary of War was not satisfactory to the Committee on 
Indian Affairs of the House, which claimed the right to demand from the 
Executive and heads of departments such information as may be in their pos 
session relating to subjects of the deliberations of the House. 

President ‘Tyler in a message dated January 31, 1843, vigorously asserted that 
the House of Representatives could not exercise a right to call upon the Exect- 
tive for information, even though it related to a subject of the deliberations of 
the House, if, by so doing, it attempted to interfere with the discretion of the 
Executive. 

The same course of action was taken by President James Buchanan in 1860 in 
resisting a resolution of the House to investigate whether the President or any 
other officer of the Government had, by money, patronage or other improyer 
means sought to influence the action of Congress for or against the passage of 
any law relating to the rights of any state or territory (Richardson, “Messages 
and Papers of the Presidents,” Vol. 5, pp. 618-619). 
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In the administration of President Ulysses 8. Grant the House requested the 
President to inform it whether any executive offices, acts, or duties, and if any, 
what, have been performed at a distance from the seat of government estab- 
lished by law. It appears that the purpose of this inquiry was to embarrass 
the President by reason of his having spent some of the hot months at Long 
Branch. President Grant replied that he failed to find in the Constitution the 
authority given to the House of Representatives, and that the inquiry had 
nothing to do with legislation (Richardson, “Messages and Papers of the Presi- 
dents,” Vol. VII, pp. 362-363). 


PRESIDENT CLEVELAND'S ADMINISTRATION 


In 1886, during President Cleveland’s administration, there was an extended 
discussion in the Senate with reference to its relations to the Executive caused 
by the refusal of the Attorney General to transmit to the Senate certain docu- 
ments concerning the administration of the Office of the District Attorney for 
the Southern District of South Alabama, and suspension of George W. Durkin, 
the late incumbent. The majority of the Senate Committee on the Judiciary 
concluded it was entitled to know all that officially exists or takes place in any 
of the departments of Government and that neither the President nor the Head 
of a Department could withhold official facts and information as distinguished 
from private and unofficial papers. 

In his reply President Cleveland disclaimed any intention to withhold official 
papers, but he denied that papers and documents inherently private or confiden- 
tial, addressed to the President or a head of a department, having reference to 
an act entirely executive such as the suspension of an official, were changed in 
their nature and became official when placed for convenience in the custody of 
a public department. (Richardson, “Messages and Papers of the President,” 
Vol. 8, pp. 378-379, 381). 

Challenging the attitude that because the executive departments were created 
by Congress the latter had any supervisory power over them. President Cleve 
land declared (Eberling, Congressional Investigation, page 258) : 

“I do not suppose that the public offices of the United States are regulated 
or controlled in their relations to either House of Congress by the fact that 
they were created by laws enacted by themselves. It must be that these instru- 
mentalities were created for the benefit of the people and to answer the general 
purposes of government under the Constitution and the laws, and that they are 
unencumbered by any lien in favor of either branch of Congress growing out 


of their construction, and unembarrassed by any obligation to the Senate as the 
price of their creation.” 


PRESIDENT THEODORE ROOSEVELT’S ADMINISTRATION 


In 1909, during the admnistration of President Theodore Roosevelt, the ques- 
tion of the right of the President to exercise complete direction and control 
over heads of executive departments was raised again. At that time the Senate 
passed a resolution directing the Attorney General to inform the Senate whether 
certain legal proceedings had been instituted against the United States Steel 
Corporation, and if not, the reasons for its nonaction. Request was also made 
for any opinion of the Attorney General, if one was written. President Theo- 
dore Roosevelt replied refusing to honor this request upon the ground that 
“Heads of the Executive Departments are subject to the Constitution, and to 
the laws passed by Congress in pursuance of the Constitution, and to the direc- 
tions of the President of the United States, but to no other direction whatever.” 
(Cong., Rec. v. 48, part 1, 60th Cong., 2d sess., pp. 527-528). 

When the Senate was unable to get the documents from the Attorney General, 
it summoned Herbert K. Smith, the Head of the Bureau of Corporations, and 
requested the papers and documents on penalty of imprisonment for contempt. 
Mr. Smith reported the request to the President, who directed him to turn over 
to the President all the papers in the case “so that I could assist the Senate 
in the prosecution of its investigation”. President Roosevelt then informed Sen- 
ator Clark of the Judiciary Committee what had been done, that he had the 
papers and the only way the Senate could get them was through his impeach- 
ment. President Roosevelt also explained that some of the facts were given to 
the Government under the seal of secrecy and cannot be divulged, “and I will 
See to it that the word of this Government to the individual is kept sacred.” 

n, “The President—Office and Powers,” pp. 281, 428; Abbott, “The Let- 
ters of Archie Butt, Personal Aide to President Roosevelt,” pp. 305-306). 
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PRESIDENT COOLIDGE’S ADMINISTRATION 


In 1924, during the administration of President Coolidge, the latter objected 
to the action of a special investigating committee appointed by the Senate to 
investigate the Bureau of Internal Revenue. Request was made by the Com- 
mittee for a list of the companies in which The Secretary of the Treasury was 
alleged to be interested for the purpose of investigating their tax returns, 
Calling this exercise of power an unwarranted intrusion, President Coolidge 
said: 

‘“‘Whatever may be necessary for the information of the Senate or any of its 
committees in order to better enable them to perform their legislative or other 
constitutional functions ought always to be furnished willingly and expeditiously 
by any department. But it is recognized both by law and custom that there is 
certain confidential information which it would be detrimental to the public 
service to reveal.” (68th Cong., Ist sess., Record, April 11, 1924, p. 6087) 


PRESIDENT HOOVER'S ADMINISTRATION 


A similar question arose in 1980 during the administration of President 
Hoover. Secretary of State Stimson refused to disclose to the Chairman of the 
Senate Foreign Relations Committee certain. confidential telegrams and letters 
leading up to the London Conference and the London Treaty. The Committee 
asserted its right to have full and free access to all records touching the 
negotiations of the treaty, basing its right on the constitutional prerogative of 
the Senate in the treaty-making process. In his message to the Senate, President 
Hoover pointed out that there were a great many informal statements and 
reports which were given to the Government in confidence. The Executive was 
under a duty, in order to maintain amicable relations with other nations, not 
to publicize all the negotiations and statements which went into the making of 
the treaty. He further declared that the Executive must not be guilty of a 
breach of trust, nor violate the invariable practice of nations. “In view of 
this, I believe that to further comply with the above resolution would be in- 
compatible with the public interest.” (S. Doc. 216, 7ist Cong., Special sess., 

. 2) 
PRESIDENT FRANKLIN D. ROOSEVELT’S ADMINISTRATION 


The position was followed during the administration of President Franklin 
D. Roosevelt. There were many instances in which the President and his 
Hxecutive heads refused to make available certain information to Congress the 
disclosure of which was deemed to be confidential or contrary to the public in- 
terest. Merely a few need be cited. 

1. Federal Bureau of Investigation records and reports were refused to con- 
gressional committees, in the public interest. (40 Op. A.G. No. 8, April 30, 
1941). 

2. The Director of the Federal Bureau of Investigation refused to give testi- 
mony or to exhibit a copy of the President’s directive requiring him, in the 
interests of national security, to refrain from testifying or from disclosing the 
contents of the Bureau’s reports and activities. (Hearings, Vol. 2, House, 78th 
Cong. Select Committee to Investigate the Federal Communications Commission 
(1944) p. 2337). 

3. Communications between the President and the heads of departments were 
held to be confidential and privileged and not subject to inquiry by a committee 
of one of the Houses of Congress. (Letter dated January 22, 1944, signed Francis 

siddie, Attorney General to Select Committee, etc.) 

4. The Director of the Bureau of the Budget refused to testify and to produce 
the bureau’s files, pursuant to subpoena which had been served upon him, because 
the President had instructed him not to make public the records of the bureau 
due to their confidential nature. Public interest was again invoked to prevent 
disclosure. (Reliance placed on Attorney General’s Opinion in 40 Op. A.G. No 
8, April 30, 1941) 

5. The Secretaries of War and Navy were directed not to deliver documents 
which the committee had requested, on grounds of public interest. The Secre 
taries, in their own judgment, refused permission to army and navy officers to 
appear and testify because they felt that it would be contrary to the publi¢ 
interests. (Hearings, Select Committee to investigate the Federal Communica 
tions Commission, Vol. 1, pp. 46, 48-68). 
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PRESIDENT TRUMAN’S ADMINISTRATION 


During the Truman Administration also the President adhered to the tradi- 
tional Executive view that the Presiflent’s discretion must govern the surrender 
of Exectuive files. Some of the major incidents during the administration of 
President Truman in which information, records and files were denied to Con- 
gressional Committees were as follows: 


Date Type of Document Refused 

Mar. 4, 1948 FBI letter-report on Dr. Condon, Director of National 
Bureau of Standards, refused by Secretary of Commerce. 

Mar. 15, 1948 President issued directive forbidding all Executive depart- 
ments and agencies to furnish information or reports 
concerning loyalty of their employees to any court or 
committee of Congress, unless President approves. 

March 1948 Dr. John R. Steelman, Confidential Adviser to the President, 
refused to appear before Committee on Education and 
Labor of the House, following the service of two subpoenas 
upon him. President directed him not to appear. 

Aug. 5, 1948 Attorney General wrote Senator Ferguson, Chairman of Sen- 
ate Investigations Subcommittee, that he would net fur- 
nish letters, memoranda, and other notices which the 
Justice Department had furnished to other government 
agencies concerning W. W. Remington. 

Feb. 22, 1950 Senate Res. 231 directing Senate Subcommittee to procure 
State Department loyalty files was met with President 
Truman’s refusal, following vigorous opposition of 
J. Edgar. Hoover. 

Mar. 27, 1950______ Attorney General and Director of FBI appeared before 
Senate Subcommittee. Mr. Hoover's historic statement 
of reasons for refusing to furnish raw files approved by 
Attorney General. 

May 16, 1951 General Bradley refused to divulge conversations between 
President and his advisers to combine Senate Foreign 
Relations and Armed Services Committees, 

Jan. 31, 1952. President Truman directed Secretary of State to refuse 
to Senate Internal Security. Subcommittee the reports 
and views of foreign service officers. 

Ape. 22, 1952. _.:.4. Acting Attorney General Perlman laid down procedure for 
complying with requests for inspection of Department of 
Justice files by Committee on Judiciary : 

Requests on open cases would not be honored. Status 

report will be furnished. 

As to closed cases, files would be made available. All 

FBI reports and confidential information would not 

be made available. 

As to personnel files, they are never disclosed. 

President Truman instructed Secretary of State to with- 

hold from Senate Appropriations Subcommittee files on 
loyalty and security investigations of employees—policy 
to apply to all Executive agencies. The names of in- 
dividuals determined to be security risks would not be 
divulged. The voting record of members of an agency 
loyalty board would not be divulged. 


Thus, you can see that the Presidents of the United States have withheld 
information of Executive departments or agencies whenever it was found that 
the information sought was confidential or that its disclosure would be incom- 
patible with the public interest or jeopardize the safety of the nation. The 
courts too have held that the question whether the production of the papers 
was contrary to the public interest, was a matter for the Executive to determine. 

By keeping the lines which separate and divide the three great branches of 
our Government clearly defined, no one branch has been able to encroach upon 
the powers of the other. 

Upen this firm principle our country’s strength, liberty and democtatic form 
of government will continue to endure. 


41075—60-—_44 
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PREPARED STATEMENT BY THE HONORABLE WILLIAM 
P. ROGERS ATTORNEY GENERAL OF THE UNITED 
STATES ON “INQUIRY BY THE LEGISLATIVE BRANCH 
CONCERNING THE DECISION MAKING PROCESS AND 
DOCUMENTS OF THE EXECUTIVE BRANCH” BEFORE 
THE SENATE SUBCOMMITTEE ON CONSTITUTIONAL 
RIGHTS, MARCH 6, 1958 


I appreciate the opportunity of appearing before this Senate Committee to 
present my views as to the extent of the inquiry which can be made by the 
legislative branch of the Government concerning the decision making process 
and documents of the executive branch. As might be expected from the division 
of our Government into three separate branches, this question has arisen from 
time to time from the very earliest days of our national Government. 


I. CURRENT PRINCIPLES AND PRACTICES 


In the Justice Department over a period of time we have made a very careful 
study of numerous incidents which have occurred and which illustrate many 
facets of the problem. Before getting into a discussion of historical precedents 
and principles, however, I would like to acquaint the Committee with my general 
views and with the particular practices we have followed and are following in 
the Department of Justice. 

We live in a democracy in which an informed public opinion is absolutely 
essential to the survival of our nation and our form of government. It like- 
wise is true that Congress must be well informed if it is to do its legislative job 
realistically and effectively. The vast majority of requests by Congress for 
information from the Executive Branch as you know are honored quickly and 
complied with fully. The furnishing of such information is beneficial to Con- 
gress, the Fxecutive Branch, and to the people themselves. In the Department 
of Justice we strive to furnish Congress with the requested information, and to 
make public that part of our activities which would be of interest to the public 
and which properly can be disclosed without interfering with the discharge of 
our duties and responsibilities or which might be improper or violate the canons 
of ethics. 

With reference to the right of the public to know generally as distinguished 
from the legislative branch, it seems to me that there are four principles which 
it is well to keep in mind: 

“1. While the people are entitled to the fullest disclosure possible, this right 
like freedom of speech or press, is not absolute or without limitations. Dis- 
closure must always be consistent with the national security and the public 
interest. 

“2. In recognizing a right to withhold information, the approach must be not 
how much can legitimately be withheld, but rather how little must necessarily 
be withheld. We injure no one but ourselves if we do not make thoughtful 
judgments in the classification process. 

“8. A determination that certain information should be withheld must be 
premised upon valid reasons and disclosure should promptly be made when it 
appears that the factors justifying non-disclosure no longer pertain. 

“4. Non-disclosure can never be justified as a means of covering mistakes, 
avoiding embarrassment, or for political, personal or pecuniary reasons.” 

All persons agree that information which would adversely affect our national 
security should not be disclosed. Then too there are compelling reasons for 
non-disclosure in the field of foreign affairs, in the area of pending litigation and 
investigations which may lead to litigation, information made confidential by 
statute, investigative files and reports, and, finally, information relating to 
internal government affairs. President Eisenhower’s letter of May 17, 1954 
to the Secretary of Defense concerns this last category of information. 

With reference to this last category, at Marquette University two years ago 
I stated my views on this subject and they have not changed: 

“* * * Just as no private citizen or business entity can conduct its business 
under constant public scrutiny, so judges, legislators or executive officials can- 
not conduct all public business at every step of the way in public. 

“A considerable part of Government business relates to the formulation of 
policy and to the rendering of advice to the President or to agency heads. Inter- 
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departmental memoranda, advisory opinions, recommendations of subordinates, 
informal working papers, material in personnel files, and the like, cannot be sub- 
ject to disclosure if there is to be any orderly system of Government. This may 
be quite frustrating to the outsider at times. No doubt all of us at times have 
wished that we might have been able to sit in and listen to the deliberation 
of judges in conference, to an executive session of a Congressional committee 
or to a Cabinet meeting in order to find out the basis for a particular action 
or decision. However, Government could not function if it was permissible 
to go behind judicial, legislative or executive action and to demand a full ac- 
eounting from all subordinates who may have been called upon to make a 
recommendation in the matter, Such a process would be self-defeating. It 
is the President, not the White House staff, the heads of departments and 
agencies, not their subordinates, the judges, not their law clerks, and mem- 
bers of Congress, not their executive assistants, who are accountable to the 
people for official public actions within their jurisdiction. ‘Thus, whether the 
advice they receive and act on is good or bad there can be no shifting of ulti- 
mate responsibility. Here, however, the question is not one of nondisclosure as 
to what was done, but rather whether the preliminary and developmental proc- 
esses of arriving at a final judgment needs to be subjected to publicity. Ob- 
viously, it cannot be if Government is to function.” * 

This question was discussed about a year ago by a former government lawyer 
who wrote: 

“There are serious weaknesses in the assumption * * * that public policy 
ought to draw a sharp distinction between ‘military and diplomatic secrets’ 
on the one hand and all other types of official information on the other, giv- 
ing Congress free access to the latter. * * * The executive’s interest in the 
privacy of certain other types of information is not less than its interest in 
preserving its military and diplomatic secrets. One obvious example is the 
data, derogatory or otherwise, in the security files of individuals. Another, 
perhaps still more important, is the record of deliberation incidental to the 
making of policy decisions. Undoubtedly the official who makes such a deci- 
sion should be answerable to Congress for its wisdom. But the subordinate 
civil servants who advise him must be answerable only to him * * *. 

. * * + * * . 


“It is one thing for a cabinet officer to defend a decision which, however 
just, offends the prejudices of a powerful Congressman and, very probably, a 
highly vocal section of the public; it is quite another thing for a middle aged, 
middle-ranking civil servant, who needs his job, to do so. The Secretary’s own 
responsibility to Congress for wrong decisions is a sufficient guarantee that 
he will not long tolerate incompetent or disloyal advisers; and he is certainly 
in a much better position to detect such undesirables than is any member, or 
even any committee of Congress.” * 

Jenkin Lloyd Jones, Editor of the Tulsa Tribune and formerly President of 
the American Society of Newspaper Editors, in delivering the William Allen 
White Lecture at the University of Kansas last month had this to say: 

“Many of my colleagues in the newspaper business have leaped to the conclu- 
sion that all publie affairs, not directly connected with national defense, must 
be conducted in the open. * * * I disagree. I think that much of the important 
business in a Republican form of government will be carried on behind closed 
doors. I see few dangersin that. I see many advantages. For it is only behind 
closed doors * * * that most politicians—yea, even statesmen—honestly express 
their views and try to get at the meat of the question. 

“I don’t mean to imply that legislative voting should not be in the open, nor 
that the public should be denied the right to appear before all committees, nor 
that any legislator should be excused from explaining why he voted as he did. 
But I do mean that * * * in the National Capitol, the White House, and various 
Washington departments no sound policy is decided upon without frank exchange 
of views. And a frank exchange of views is rarely reached with the public and 
the press looking over the shoulders of the policymakers. 

“The Government of Athens was an absolute and complete democracy, with 
all deliberations carried on in a goldfish bowl of open debate. But Athens became 


1 The speech is reproduced in 40 Marg. L. Rev. 83-91 (1956). 


*Bishop, The Exvecutive’s Right of Privacy: An Unresolved Constitutional Question 66 
Yale L. J. 487-488 (1957). 





684 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


smothered with oratory, paralyzed with demagoguery, and finally wound'up with 
such an unstable mobocraecy that nearly every able Athenian was banished from 
the land.” 

In the Department of Justice we have in the last few years taken certain steps 
to make available more information about our daily operations than was avail 
able before. For example, we have now the practice of making all pardons and 
commutations of sentences a matter of public record. Thus in the’event a 
question arises as to the propriety of a pardon, any interested person may exam- 
ine the record, which now includes the names of all persons who interceded on 
behalf of or expressed interest in the convicted person. Similarly, at the eon- 
clusion or settlement of any type of case in the Department, where otherwise 
there would be no public record of the proceeding, our practice now is to make 
all the pertinent facts available. 

We in the Department of Justice as the attorneys for the Executive Branch 
of government have a special obligation with regard to litigation. This is well 
expressed in the Canons of Professional Ethics of the American Bar Association. 
Canon 37 provides in pertinent part: 

“It is the duty of a lawyer to preserve his client’s confidences. This duty out- 
lasts the lawyer’s employment and extends as well to his employees; and neither 
of them should accept employment which involves or may involve the disclosure 
or use of those confidences, either for the private advantage of the lawyer or his 
employees or to the disadvantage of the client, without his knowledge and 
consent, and even though there are other available: sources of such infor- 
mation. * * *,” 

On May 17, 1954, President Bisenhower in a letter to the Secretary of Defense 
set forth basic policies which I would like to discuss in detail later. However, let 
me say now that this letter imposes no barrier to the disclosure of any official 
action. The end product of advice may be produced, where otherwise permis 
sible, in response to an appropriate request for information as to what official 
action has been taken by the Executive Branch. This is a sound rule based upon 
his duty and authority under the Constitution; it is supported by the precedents 
in our national history; and it is in accord with the judicial decisions that our 
Federal Government is composed of three equal and coordinate branches, and 
that no one of the three branches shall encroach upon another. 

Now let me turn to the historical precedents and then discuss the fundamental 


principle of separation of powers, and lastly some specific legislative proposals 
which have been made. 


Il, PRECEDENTS AND PRINCIPLES 


Let us start by noting the action of the Continental Congréss ‘under the 
Articles of Confederation which preceded the adoption of the Constitution. On 
February 21, 1782, some 176 years ago, the Continental Congress passed a Rés0- 
lution creating a Department of Foreign Affairs under the directién of @ Secre 
tary to the United States of America for the Department of Foreign Affairs. 
The Resolution provided: 

“That the books, records and other papers of the United States, that relate to 
this Department be committed to his custody, to which and all other papers of 
his office, any member of Congress shall have access; provided that no copy 
shall be taken of matters of a secret nature without the special leave of Com 
gress.” 

Moreover, the same Resolution also provided : 

“That letters [of the Secretary] to the ministers of the United States, or 
ministers of foreign powers which havea direct reference to treaties or conven- 
tions proposed to be entered into, or instructions relative thereto, or other great 
national objects, shall be submitted to the inspection and receive the approba- 
tion of Congress before they shall be transmitted.” * 

in short, under the Continental Congress, the Departmént of Foreign Affairs 
and its Secretary were almost completely subject-to the directions of the Con- 
tinental Congress. Every member of the Continental Congress was entitled to 
see anything in the records of the Department of Foreign Affairs, including 
secret matters. Indeed, h@:could make a copy of anything, except secret matters. 

Much has been written of the inadequacies of that prototype of our national 


government. I do not propose to review those writings or to comment on those 
inadequacies. 


*7 Journals of Congress 219. 
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Suffice it to say that it came increasingly to be recognized by the leaders of 
our country then that the design of that pilot plant had grave and serious defects 
which made it incapable of serving adequately as the engine of the national 
government. The designers so discovered by practical experience with its 
shortcomings. 

Finally, at the Constitutional Convention in Philadelphia in 1787 that proto- 
type was redesigned as the engine of government which»is still operating today. 
As we all know, it was designed on the principle that our Federal government 
is divided into three equal departments or branches, a political innovation not 
included in the older Articles of Confederation. 

Now let us see what action the opening session of the first Congress of the 
United States took when it came to create the Department of Foreign Affairs 
under the Constitution. Section 4 of the Act of July:27, 1789, establishing an 
Executive Department, to be denominated the Department of Foreign Affairs, 
provides : 

“# * * That the Secretary * * * shall forthwith after his appointment, be 
entitled to have the custody and charge of all records, books and papers in the 
office of Secretary for the Department of Foreign Affairs, heretofore established 
by the United States in Congress assembled.” 1 Stat. 29. 

Compare this language with the resolution creating the old Department of 
Foreign Affairs under the Articles of Confederation. Here is no language which 
makes the books and records of the Department of Foreign Affairs virtually 
the books and records of Congress; here is no language which requires that the 
Secretary of this department shall submit his correspondence to Congress’ before 
transmittal. The difference is obvious and fundamental. Under the Consti- 
tution the first Congress was creating a Foreign Affairs Department of the 
Ezecutive Branch, pursuant to the grand design of the new Constitution based 
on the political principle of separation of powers. 

The difference in the language of the old resolution and the new statute under 
the Constitution is no matter of legislative oversight. Many of the men who sat 
in that first Congress had served earlier in the Continental Congress where they 
had the right of access to the papers of various departments, because those de- 
partments were in legal effect merely creatures of the Congress. In the light 
of their knowledge of the earlier practice, it can only*be concluded that they 
deliberately recognized that the continuance of that former privilege was in- 
compatible with the grand design of the Constitution for the separation of powers 
between the three Branches. 

The question of the production of documents before Congress arose in George 
Washington’s first term as President. The first investigation by the Legislative 
Branch of the administration of governmental affairs by the Executive Branch 
was an investigation of a military expedition led by General St. Clair under 
the direction of the Secretary of War. When the congressional committee called 
for the papers pertaining to this campaign, President Washington convened his 
Cabinet, because it was the first instance of a demand on the Executive Branch 
for papers, and so far as it should become'a precedent he wished it to be right. 

Washington did not question the propriety of the investigation, but said that 
he could conceive that there might be papers of so secret a nature, that they 
should not be given up. He and his Cabinet came to a unanimous conclusion: 

“First, that the House was an inquest, and therefore might institute inquiries. 
Second, that it might call for papers generally. Third, that the Executive ought 
to communicate such papers as the public good would permit, and ought to refuse 
those, the disclosure of which would injure the public: consequently were to 
exercise a discretion. Fourth, that neither the committee nor House had a 
right to call on the Head of a Department, who and whose papers were under 
the President alone; but that the committee should instruct their chairman to 
move the House to address the President.” 

Having formulated these principles, the Cabinet agreed, however, that ‘There 
Was not a paper which might not be properly produced.” * It is, of course, well 

that acting on the same principles Washington later refused to lay before 
the House a copy which it had requested of instructions to the United States 
Minister who negotiated a treaty with the British Crown. In declining to do 
80, because of the secrecy required in negotiations with foreign governments, 
Washington referred to his constitutional oath to “preserve, protect, and defend 
the Constitution,” and to his belief that “it is essential to the due administration 


‘Writings of Thomas Jefferson 303-305. 
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of the Government that the boundaries fixed by the Constitution between the dif. 
ferent departments should be preserved, a just regard to the Constitution and 
to the duty of my office, under all the circumstances of this case, forbids a com. 
pliance with your request.” * 

Thus there was established four principles : 

1. That the Constitution fixes boundaries between the three branches of the 
Government : Legislative, Executive, and Judicial. 

2. That the documents of the Executive Branch are within the control of that 
branch, not of all branches. 

8. That the Legislative Branch can make inquiry of the Executive for its doen- 
ments, but in response to Congressional requests for documents, the Executive 
should exercise a discretion as to whether their production would serve a pub- 
lic good or would be contrary to the public interest. 

4. That the authority of the President for the conduct of foreign affairs does 
not oblige him to produce the instructions which had been given to his repre 
sentatives in negotiating a treaty. It seems clear that they constituted advice 
within the Executive Branch on official matters. The official action of the 
Bxecutive was embodied in the Treaty which was submitted to the Senate for 
its advice and consent. 

So were the basic principles fixed in the Administration of our first president 
when both the Executive and Legislative Branches were comprised of many men 
who had served in the Continental Congress, who had participated in the Consti- 
tutional Convention, and who successfully assisted in achieving the ratification 
of the Constitution. 

Jefferson, who had participated in the formulation of these principles as 
Secretary of State, was also confronted with the same question during his 
presidency, when the Burr conspiracy was stirring the country. By Resolution 
the House asked for any information in possession of the Executive, except such 
as he may deem the public welfare to require not to be disclosed, touching certain 
matters related to the Burr conspiracy, although it was not so identified. Jeffer- 
son gave certain information, but declined to give certain other information as 
being ex parte and uncorroborated and delivered in some instances under the 
restriction of private confidence. 

Thus two additional principles were established : 

1. That documents containing information of uncertain reliability apparently 
reflecting adversely on individuals should not be disclosed. 

2. That documents containing information given in confidence to the Executive 
Branch should not be disclosed by that Branch. 

Some 40 years later, the House of Representatives was conducting an investiga- 
tion of the administration of Cherokee Indian affairs. In a special message 
dated January 31, 1848, President Tyler vigorously asserted that the House of 
Representatives could not call upon the Executive for information, even though 
it related to a subject of the deliberations of the House, if, by so doing, it attempted 
to interfere with the discretion of the President.° 

President Tyler’s refusal established additional principles : 

1. That it would be contrary to the public interest for the Executive Branch 
to produce documents which might affect its settlement of pending claims against 
the United States. 

2. That it would be contrary to the public interest for the Bxecutive Branch 
to ao, documents on official matters before they had been embodied in official 
actions. 

In addition, it reaffirmed the principle that it would be contrary to the publi¢ 
interest to produce ex parte documents which apparently reflect adversely om 
individuals. be 

Again some forty years later, in challenging the attitude that because the 
executive departments were created by Congress, the latter had any supervisory 
powers over them, President Cleveland declared : i 

“I do not suppose that the public offices of the United States are regulated oF 
controlled in their relations to either House of Congress by the fact that they 
were created by laws enacted by themselves. It must be that these instr 
mentalities were created for the benefit of the people and to answer the ge 
purposes of government under the Constitution and laws, and that they are 


51 Richardson, Messages and Papers of the Presidents, 196 (1896) 
®3 Hinds’ Precedents of the House of Representatives 181 (1907). 
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unencumbered by any lien in favor of either branch of Congress growing out of 
their construction, and unembarrassed by any obligation to the Senate as the 
price of their creation.” * 

Thus was emphasized the fact that the separation of powers applies to all agen- 
cies of the government, whether created by the Constitution or by Congress. To 
hold otherwise would be to destroy the entire basic principle of separation itself. 

In 1909 the Senate passed a resolution directing the Attorney General to in- 
form the Senate whether certain legal proceedings had been instituted against 
the United States Steel Corporation, and, if not, the reasons for nonaction. 
President Theodore Roosevelt replied, refusing to honor this request upon the 
grounds that “Heads of the Executive Departments are subject to the Constitu- 
tion, and to the laws passed by Congress in pursuance of the Constitution, and 
to the directions of the President of the United States, but to no other direction 
whatever.” 

This refusal reiterated the principle that the Executive Branch will maintain 
the inviolability of documents in official files containing information from 
private sources which has been communicated to it in confidence. 

Incidents in more recent times are relatively well known and need not be de- 
tailed here. However, let me turn your attention for illustrative purposes to 
two such incidents in the Truman administration. One incident involved the 
request of a congressional committee for the loyalty-security file with respect to 
Dr. Condon, then the Director of the National Bureau of Standards of the De- 
partment of Commerce. On March 8, 1948, the Committee adopted the extra- 
ordinary course of issuing a subpoena to Secretary of Commerce Harriman to 
produce the file, which by order of President Truman Mr. Harriman refused 
to do. 

On March 13, President Truman issued a directive to all officers and em- 
ployees in the Executive Branch, forbidding the disclosure of loyalty files and 
directing that any demand or subpoena for such files from sources outside the 
Executive Branch should be declined and the demand or subpoena referred to 
the Office of the President.” On April 22, the House of Representatives adopted 
a resolution peremptorily ordering the Secretary Harriman to surrender the de- 
sired data respecting Dr. Condon.” Citing the President’s directive, the Acting 
Secretary wrote the Clerk of the House that he respectfully declined to transmit 
the requested document and that in accordance with the directive, he was re- 
ferring the matter to the President.“ President Truman had earlier stated that 
he would not accede to the House Resolution.” 

In connection with the Condon incident there was introduced on March 5, 1948, 
a resolution which would have directed all executive departments and agencies 
to make available to any and all Congressional Committees information which 
may be deemed necessary to enable them to properly perform the duties dele 
gated to them by Congress.* With respect to this bill, the St. Louis Post-Dis- 
patch on May 10, 1948, made the following observations : 

“Even without the penalties for disclosure, Congress should not assert absolute 
rights to presidential information. It should have full access to records needed 
for forming policy, but the executive branch also possesses administrative 
records in which Congress has no valid interest. The presidency is an equal 
branch of government, with constitutional rights and mandates separate from 
those of Congress. Its right to withhold certain kinds of information from Con- 
gress, and the public interest in having such information withheld, has been 
successfully defended since the time of President Jefferson. 

“No Congressman would think of demanding conference transcripts, personnel 
records or any other private papers from the Supreme Court, the third equal 
branch of government. The President cannot demand the records of private con- 
gressional committee sessions. The Supreme Court makes no such demand on 
either Congress or the President. No more should Congress try to destroy the 
President’s right to a reasonable and necessary privacy in his department. 


*8 Richardson, op. cit. supra note 5, at 377. 

*43 Cong. Ree. 527-528. 

Corwin, The President: Office and Powers 142 (1948 ed.). Professor Corwin ifs also 
the editor of the most recent edition of The Constitution, Annotated, S. Doc. No. 170, 82d 
Cong., 2d Sess. (1952). 

“3 CFR 1081 (1943-1948 Comp.). For the explanatory memorandum which was 
issued by the Office of the President on March 15, 1948, see H.R. Rep. No. 1595, 80th 
Cong., 2d Sess. 8-10 (1948). 

“H. Res. 522. 80th Cong., 2d Sess., 94 i Ree. 4777 (1948). 

a New York Times, April 25, 1948, p. 50, col. 3. 

> New York Times, April 23, 1948, p. 1, col. 1. 

H.J. Res. 342, 80th Cong., 24 Sess. 
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“The founding fathers expected Congress and Presidents to minimize. their 
rivalries by the exercise of reasonable confidence and give-and-take. It needs 
that spirit to make the American system of government succeed *.* *.” 

The resolution passed the House on May 13, 1948, and was referred to the 
Senate. On May 16, 1948, the St. Louis. Post-Dispatch published another edi- 
torial on the bill. The second editorial said : 

“Congress is entitled to any record it needs to formulate public policy. Other 
records, however, such as personnel files,.are the property of the executiye 
branch. To reveal them to Congress might. seriously endanger governmental 
administration. 

“For example, sound executive decisions are usually reached through an 
exchange of views among various officials. Naturally, these views differ, and 
some of them are rejected before the official decision. But the * * * bill would 
empower Congress to drag out and harp on the rejections. With such a threat 
over their heads, officials would fear to commit their views to writing; and the 
quality of decisions would suffer accordingly.” 

The Joint Resolution was referred. to the Senate Committee on. Expenditures 
where it died. 

So we see that from.the beginning of our government. the position of the 
President and the Executive branch has been that while no one could question 
the constitutional right of Congress to.inform itself on subjects falling within 
its legislative competence, yet, as Professor Corwin puts it: 

“This prerogative of Congress has always been.regarded as limited. by the 
right of the President to have his subordinates refuse to testify either in court 
or before a committee of Congress concerning matters of confidence between 
them and himself.” * 

The constitutional authority of the Chief Executive over the Executive Branch 
is illuminated by the ultimate fate of a proposed amendment to the Atomic 
Energy Act of 1946. It provided that where the appointment of members or 
personnel of the Atomic Energy Commission is subject to Senate confirmation 
the Senate members. of the Joint Committee on Atomic Hnergy may direct the 
FBI to investigate the character, associations and loyalty of any such appointee, 
and that the Director of. the FBI should file a written report of any such 
investigation and thereafter should furnish such amplification or supplementa- 
tion as the Senate Committee may direct.” 

Senator Morse opposed the bill as “clearly unconstitutional” as an infringe 
ment on the appointive power of the President... A proponent of the bill argued 
that it did net attack the appointive power and that it dealt only “* * * with 
the right of Congress to have the Federal Bureau of Investigation, which is 4 
creature of Congress, perform a function for Congress; and it provides that 
Congress inay use the FBI report as a.basis of consideration.as to whether @ 
not the nomination of a particular person should be confirmed by the United 
Siates Senate.” * 

The late Senator McMahon of Connecticut, who had served earlier as Assist 
ant Attorney General in charge of the Criminal Division, answered this conter 
tion. He declared that the best statement in the cases on the point at issue was 
to be found in Kilbourn v. Thompson, to which I shall refer later. There then 
ensued the crux of the argument as to the power of Congress to provide by 
statute for its utilization of the services, facilities, investigative files and reports 
of a unit of the Executive Branch. Beeause of the wide power conferred upol 
the Atomic Energy Commission it was urged that: 

“We should not have an iron curtain lowered so that we may not have all the 
facts which we need in discharging our responsibilities.” ™ 

Senator McMahon answered : 


“I do not belieye that the Congress can say to the President of the United 
States, ‘we are bypassing you. We are not going to talk to you.. We are not 
going to talk to the Attorney General, who is one of your Cabinet officers and who 
is responsible to you. We are going to reach over both of you and tell a bureall 
chief that he shall do this, that, and the other thing, and report to us.’ It is my 


contention that the Constitution will not permit the Congress legally to do suci 
a thing.” , Mido 
ae 


% Corwin, The President: Office Gnd. Powers 116 (1957 ed.). 
1S. 1004, 80th Cong., 2d Sess.) 

1194 Cong. Rec. 4303. 

18 Td. 
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With reference to a contention that the Senate and House are policymaking 
bodies with a right to obtain the facts in order that they may legislate properly, 
and in the case of the Senate to advise and consent to nominations, Senator 
McMahon replied that this contention was “directly in the face of the law.” He 
added : 

“I say to the Senator that much as he might desire to obtain an investigatory 
report on the work of the FBI, if the Attorney General refused to give it, it is 
my prediction that the Senator would find that the Supreme Court would uphold 
the right of the Attorney General to decline to produce the report. The cases 
are too clear to admit of any question. The Senator may not like the proposi- 
tion. He may not like it because he is in the Senate. If he were connected 
with the executive department he might take another view. But that happens 
to be the law. What I contend is, when we know it is the law, we ought not to 
pass a bill which flies directly in the face of the constitutional provision.” 


* * * & * * * 


“To assert, as the Senator * * * did, that it would be possible to call upon 
the director of the subsidiary bureau to produce a report in the face of the 
constitutional argument that is made in Marbury v. Madison, in the later Kil- 
bourn case, in the recent Meyers case, the Humphrey’s case, and also a Federal 
Trade Commission case, the title of which escapes me at the moment, is to deny 
plain English in the reports of those cases.” ” 

“If perchance there should be a change in the Executive at 1600 Pennsylvania 
Avenue at any time while I sit as a Member of this body, the position I take today 
will be exactly the position I shall take then upon any attempt to destroy what 
I regard as a very essential provision of the Constitution. Let me say to Sena- 
tors who are present that there is no provision of the Constitution the religious 
observance of which is better calculated to insure justice and liberty to the people 
of the United States than the provision that judges shall judge, legislators shall 
legislate, and executives shall execute.” ™ 

The bill was passed by the Congress, but was vetoed by the President.” In 
the Senate debate as to whether the veto should be overridden or sustained, 
Senator McMahon obsérved that the Senate appeared to be proceeding on the 
theory— 

“* * * that the legislative branch of the Government is supreme over the 
executive branch of the Government. The executive and legislative branches 
of the Government are coequal and coordinate. Of course this contest we are 
talking. about now has been going on for 150 years. It has been tested time 
and time again. If the executive were to give up any of the power he legally 
has under the Constitution, he would be betraying the people of the United 
States whom he also serves in his constitutional capacity.” * 

A Senator who was in favor of overriding the veto argued that it was wrong 
to say— 

“* * * that whenever Congress creates an executive agency it cannot modify, 
change, or direct its actions when it is acting for the Congress or the people.” 
Senator Barkley answered : 


“* * * We are authorizing a committee to command that executive appointees 
shall be the servants of a committee, and if we can do that with respect to the 
Atomic Energy Commission, we can do it with respect to postmasters, district 
attorneys, United States judges, and even members of the Cabinet, because they 
are creatures of the Congress.” 

Senator McMahon concluded the debate against the motion to override by 
saying 
“* * * that man cannot have two masters. He cannot serve both the President 
a the United States and the Senate members of the Joint Committee on Atomic 
unergy.” 


In the end the Senate failed to override the veto.” 


Td. 4305. 

Id. 4307. 

"Jd. 4311. 

“8S. Doc. No. 157, 80th Cong., 2d Sess. (1948). 
oof Cong. Rec. 6199. 


® Td. 6263. 
* Id. 6264. 
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Congressional efforts to obtain loyalty-security files respecting various indi- 
viduals continued into President Eisenhower’s administration. An editorial in 
the Washington Post & Times-Herald for March 10, 1953, made the following 
observations: 

“So far as executive files are concerned, President Eisenhower would do 
well, we believe, to follow the example of almost every earlier occupant of the 
White House. ‘Full cooperation’ [a phrase used by the State Department officer 
in charge of such investigations] means, among other things, that no congres- 
sional committee should claim what it has no right to receive.” 

A year later at the height of the McCarthy-Army controversy the President 
issued his letter of May 17, 1954, to the Secretary of Defense stating: 

“It has long been recognized that to assist.the Congress in achieving its legis- 
lative purposes every Executive Department or Agency must, upon the request 
of a Congressional Committee, expeditiously furnish information relating to any 
matter within the jurisdiction of the Committee, with certain historical excep 
tions—some of which are pointed out in the attached memorandum from the 
Attorney General. This Administration has been and will continue to be dili- 
gent in following this principle. However, it is essential to the successful work- 
ing of our system that the persons entrusted with power in any one of the three 
great branches of Government shall not encroach upon the authority confided to 
the others. The ultimate responsibility for the conduct of the Executive Branch 
rests with the President. 

“Within this Constitutional framework each branch should cooperate fully 
with each other for the common good. However, throughout our history the 
President has withheld information whenever he found that what was sought 
was confidential or its disclosure would be incompatible with the public interest 
or jeopardize the safety of the Nation. 

“Because it is essential to efficient and effective administration that employees 
of the Executive Branch be in a position to be completely candid in advising 
with each other on official matters, and because it is not in the public interest 
that any of their conversations or communications, or any documents or repro- 
ductions, concerning such advice be disclosed, you will instruct employees of 
your Department that in all of their appearances before the Subcommittee of the 
Senate Committee on Government Operations regarding the inquiry now before 
it they are not to testify to any such conversations or communications or to 
produce any such documents or reproductions. This principle must be main 
tained regardless of who would be benefited by such disclosures. 

“T direct this action so as to maintain the proper separation of powers be. 
tween the Executive and Legislative Branches of the Government in accordance 
with my responsibilities and duties under the Constitution. This separation is 
vital to preclude the exercise of arbitrary power by any branch of thé 
Goverment.” ” 

This letter met with favorable public response. Let me quote from editorials 
which appeared in papers which have been very sensitive to any improper 
withholding of information. The next day, an editorial in The New York Times 
made this comment on the President’s letter : 

“The committee seems to feel that it has the right to pry farther into the 
conversations and discussions among members of the executive branch while 
they were considering a serious problem and, perhaps, reaching impo 
decisions. The committee has no more right to know the details of what 
on in these inner Administration councils than the Administration would have 
the right to know what went on in an executive session of a Committee of 
Congress.” 

An editorial in the Washington Post & Times-Herald for May 20, 1954, made 
the following observations: 

“The question is simply whether the executive departments are to be admil- 
istered by the properly constituted executive officials, or whether there is to be 
a sort of government-by-McCarthy. President Eisenhower was abundantly 
right in protecting the confidential nature of executive conversations in this 
instance.” 

III. SEPARATION OF POWERS 


Much has been written respecting the doctrine of separation of powers under 
the Constitution. In such a statement as this it is obviously impracticable t0 
discuss its full application. I shall, however, make these comments. 


“The letter and the memorandum are reproduced in 100 Cong. Rec. 6263 (daily ed. 
May 17, 1954). 





id have 
ttee of 


t, made 
admin- 
is to be 


idantly 
in this 


; under 
able to 


laily ed. 


WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 691 


The Supreme Court’s classic statement of this doctrine arose in connection 
with a Congressional investigation. Inthe 1870's the firm of Jay Cooke & Sons 
went into bankruptcy, and the appropriate judicial proceedings were instituted. 
As Navy funds were deposited with the firm, the United States was a creditor. 
Upon that basis a House Committee instituted an investigation of a real estate 
pool in which the Cooke firm had participated. 

The Committee issued a subpoena duces tecum to one Kilbourn. When he 
refused to produce certain documents, the House held him to be in contempt, 
and ordered him confined to the District of Columbia jail until he purged him- 
self of his purported contempt. Thereafter Kilbourn instituted an action for 
false imprisonment: In reviewing the congressional proceedings the Supreme 
Court said : 

“It is believed to be one of the chief points of the American system of writ- 
ten constitutional law, that all powers intrusted to government, whether State 
or national, are divided into the three grand departments, the executive, the legis- 
lative, and the judicial. That the functions appropriate to each of these 
branches of government shall be vested in a separate body of public servants, 
and that the perfection of the system requires that the lines which separate 
and divide these departments shall be broadly and clearly defined. 

_ * * a ok * * 


“In the main, however, that instrument, the model on which are constructed 
the fundamental laws of the States, has blocked out with singular precision, 
and in bold lines, in its three primary articles, the allotment of power to the 
executive, the legislative, and the judicial departments of the government. It 
also remains true, as a general rule, that the powers confided by the Constitution 
to one of the departments cannot be exercised by another. 

“It may be said that these are truisms which need no repetition here to give 
them force. But while the experience of almost a century [in 1880] has in 
general shown a wise and commendable forbearance in each of these branches 
from encroachments upon the others, it is not to be denied that such attempts 
have been made * * *.” Kilbourn v. Thompson, 103 U.S. 190-191 (1880). 

The court held that the subject matter of this congressional investigation was 
judicial, and not legislative, that it was then pending before the proper court, 
and that the House lacked power to compel Kilbourn to testify on the subject. 

The proposition in the Kilbourn case is that one of the three grand depart- 
ments should not encroach upon the other. Thus what is true of the relation- 
ship between the Legislative Branch and the Judicial Branch is likewise appli- 
cable to attempted encroachment by the Legislative Branch with respect to the 
Executive Branch. 

At an earlier day in our national history the Supreme Court summarized the 
responsibility of the President for the administration of the Executive Branch 
ae — celebrated case of Marbury v. Madison. There Chief Justice Marshall 

“By the Constitution of the United States, the President is invested with certain 
important political powers, in the exercise of which he is to use his own dis- 
cretion, and is accountable only 'to his country in his political character, and to 
his own conscience. To aid him in the performance of these duties, he is author- 
ized to appoint certain officers, who act by his authority and in conformity with 
his orders. In such cases, their acts are his acts; and whatever opinion may 
be entertained of the manner in which Executive discretion may be used, still 
there exists and can exist no power to control that discretion.” 1 Cranch 
(5 U.S.) 187, 164 (1803). 

This extract from Chief Justice Marshall's opinion in Marbury v. Madison 
certainly indicates a measure of the extent to which the President’s discretion 
mae exercised by his subordinates, subject, of course, to conformity with 

S orders. 

I recognize, of course, that Congress has broad powers of inquiry and investiga- 
tion as an “attribute of the power to legislate.’™ I have had some years of 
personal experience as counsel to legislative investigations. I recognized then 
and do now that the power to legislate is itself subject to constitutional limita- 
tions. So, too, is the power to investigate. It is limited by the Fourth Amend- 


* McGrain v. Daugherty, 273 U.S. 135/175 (1927). 





692 WITHHOLD INFORMATION FROM THE PUBLIC AND PRESS 


ment prohibition against unreasonable searches and seizures™ and the priyi- 
lege against self-incrimination protected by the Fifth Amendment.” Although 
the exact scope of the limitations is unclear the protections of the freedoms of 
religion, speech, and the press contained in the First Amendment also operate 
to limit congressional investigative power.™ 

The limitations on the investigative power are not confined to those expressly 
set forth in the Constitution. The classic expression of this principle is con- 
tained in Kilbourn v. Thompson, previously mentioned :** 

“It is * * * essential to the successful working of this system that the persons 
intrusted with power in any one of these branches shall not be permitted to 
encroach upon the powers confided to the others, but that each shall by the law 
of its creation be limited to. the exercise of the powers appropriate to its own 
department and no other.” * * * 

This is not mere doctrine. It was regarded by the Founders as necessary to 
vrevent the tyranny and dictatorships that result from the undue concentration 
of governmental powers in the same hands, Mr. Justice Brandeis has observed: 

“The doctrine of separation of powers was adopted by the Convention of 1787, 
not to promote efficiency, but to preclude the exercise of arbitrary power. The 
purpose was not to avoid friction but, by means of the inevitable friction incident 
to the distribution of governmental powers among three departments, to save the 
people from autocracy.” * 

Nor is there any question that protection against legislative autocracy was one 
of the principal aims of the Founders. From their knowledge of English history, 
the early settlers knew of the tyranny of the Long Parliament and others that 
followed it. What was particularly vivid in their minds were the harsh meas- 
ures which colonial legislatures adopted for the early settlers. ‘Those who dared 
criticize legislative proceedings or to reflect upon their integrity were punished 
directly and without the intervention of courts or the authority of statutes, and 
the punishments were frequently severe and degrading.“ The Supreme Court 
has said: 

“When our Constitution and Bill of Rights were written, our ancestors had 
atple reason to know that legislative trials and punishments were too dangerous 
to liberty to exist in the nation of free men they envisioned.” * 

It was probably based upon experiences such as these that Jefferson concluded: 
“One hundred and seventy-three despots would surely be as oppressive as one.”* 
So too, Alexander Hamilton out of his experience declared : ‘“‘The tendency of the 
legislative authority to absorb every other has been fully displayed and illus 
trated.” Therefore, it is not surprising that when the Federal Convention met 
in 1787 to adopt a new Constitution, its members were determined to enhance the 
powers of the executive and to restrict the powers of ‘the legislative branch. 

The doctrine of the separation of powers was thus the very foundation stone 
of the Federal Government as established by the Constitution. It was regarded 
as the basic guarantee of the liberties of the people against tyranny. In view 
of this background, it is not remarkable that it has retained vitality and been 
given practical application throughout our history. Each branch has acted upon 
it and. been protected by it. It has been held that the legislative branch in the 
exercise of its investigatory powers may not exercisé basically judicial functions. 
Kilbourn v. Thompson, supra; United States v. Icardi, 140 F. Supp. 383 (D.C.D&. 


In Hearst v. Black, 87 F. 2d 68 (D.C. Cir. 1936) a legislative subpoena was held f 
he tam broad contrary to the Fourth Amendment. Cf. Federal Trade Commission vy, Amert 
can Tobacco Co., 264 U.S. 299, 307, (1924). “We cannot attribute to Conrress an intent 
to defy the Fourth Amendment or even to come so near to doing so as to raise a seriout 
question of constitutional law.” But see In re Chapman, 166 U.S. 661, 668 (1897). 

% WeGrain y. Daugherty, supra note 28, at 173-174 ; Kilburn v. Thompson, supra; Quit 
v. United States, 349. U.S. 155 (1955). 

See Rumely vy. United States, (App. D.C.) 197 F. 24 166, 173; aff'd. United States ¥. 
Rumely, 347 U.S. 41 (1953). The Supreme Court declined to decide the issue on const! 
tntionel grounds. Tt held that the questions asked were ontside the scope of the House 
Resolution authorizing an inquiry {nto lobbying; that’only direct pressures were intended 
to +1 investigated, and not attempts to influence public opinion by bovks and other 
writings. 

2103 U.S. 191. 

*® Myeray United States, 272 U.S. 52, 293 (dissent) (1926). 

% Potts, Power of Legislative Bodies to Punish for Contempt, 74 U. Pa. L. Rev. 691, 
697-712 (1926). 

% T/nited Stetes v. Lovett, 328 U.S. 308. 8318 (1946). 

%6 Jefferson. Notes on the State of Virginia, 120 (1954 ed.). 

The Federalist. No. 71. 

‘8 Warren. Presidential Declarations of Independence, 10 Boston U. L. Rev. 1, 2 (1930). 
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1956). Similarly the courts may not properly intrude on the exercise of legis- 
lative functions, Methodist Federation For Social Action v. Hastland, 141 F. 
Supp. 729 (D.C.D.C. 1956), or on the Executive, Chicago & Southern Air Lines, 
Inc, y. Waterman 8.8. Co., 333 U.S. 103 (1948). And the President may not 
exercise legislative functions. Youngstown Sheet € Tube Co. v. Sawyer, 343 U.S, 
579 (1952). 

A wise exercise of restraint has operated to prevent a test of all the possible 
situations in which one branch might invade the functions of another. However, 
there is little doubt that the investigative power of Congress could not consti- 
tutionally support an investigation into the discussions of the members of a Fed- 
eral court relating to the decision in a specific case because this would be utterly 
destructive of a free judiciary. This certainly was the view of the House of 
Representatives in the converse situation, involving attempts to require the dis- 
closure of certain information to courts,. It resolved that: 

“No evidence of a documentary character under the control and in the pos- 
session of the House of Representatives can, by the mandate of process of the 
ordinary courts of justice, be taken from such control or possession but by its 
permission.” ” 

The same considerations may be said to operate with respect to an investi- 
gation of confidential advice within tae executive branch. It has long been 
believed that the President may in his own discretion withhold documents from 
acourt. In the trial of Aaron Burr, Chief Justice Marshall said: 

“In no case of this kind would a court be required to proceed against the 
president as against an ordinary individual. * * * In this case, * * * the presi- 
dent has assigned no reason whatever for withholding the paper called for. The 
propriety of withholding it must be decided by himself, not by another for him. 
Of the weight of the reasons for and against producing it, he is himself the 
judge. It is their operation on his mind, not on the mind of others which must 
be respected by the court.” “ : 

Under the doctrine of Marbury v. Madison, supra, this power may be exer- 
cised on his behalf and with his approbation by those whose acts “are his 
acts.” This finds support in the judicial recognition, without reference to stat- 
ute, of the fact that the privilege against revealing military secrets “is a privi- 
lege which is well established in the law of evidence.” United States v. Reyn- 
olds, 345 U.S. 1, 7, and cases there cited. The Reynolds case also indicates 
that the privilege “which protects * * * state secrets” stands on a parallel 
footing with the military secrets privilege, id. 

To conclude that a constitutional privilege exists in the President and in those 
acting on his behalf and pursuant to his direction to withhold documents and 
information as against a congressional demand for production or testimony 
does not wholly dispose of the problem. A further question arises. Is the 
Executive or the Congress to determine whether the privilege is appropriately 
asserted in a given case? There is no judicial precedent governing this question. 

As a practical matter only the President can make the determination as to dis- 
closure. A House Judiciary Committee took this view in deciding who is the 
best judge in a close case, of the proprietary of divulging to any committee of 
the House “state secrets.” It first noted that “in contemplation of law, under 
our theory of government, all the records of the executive departments are un- 
der the control of the President of the United States.” Then it recognized what 
is so plainly implicit in the doctrine of separation of powers: 

“The Executive is as independent of either House of Congress as either House 
of Congress is independent of him, and they. cannot call for the records of his 
action or the action of his officers against his.consent, any more than he ean 
call for any of the journals and records of the House or Senate.” 

Finally, it came to the question as to whose decision must be accepted in this 
matter. Its Report stated: 

“Somebody must judge upon this point, It clearly cannot be the House or its 
committee, because they cannot know the importance of haying the doings of 
the executive department kept secret. The head of the executive department, 
therefore, must be the judge in such case and decide it upon his own responsibil- 
ity to the people. * * *,”% 


—_—_— 


® H. Res, 427, 81st Coe 2d Sess. See 96 Cong. Rec. 565-66. 
© 2 Burr Trials 536 (1808 


“HLR. Rep. No. 141, 45th Cong., 3d Sess. 3-4 (1879). 
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One of our great legal scholars, William Howard Taft, following his term as 
President and prior to his appointment as Chief Justice, summarized the sitna. 
tion succinctly and accurately when he said : 

“The President is required by the Constitution from time to time to give to 
Congress information on the state of the Union, and to recommend for its consid- 
eration such measures as he shall judge necessary and expedient, but this does 
not enable Congress or either House of Congress to elicit from him confidential 
information which he has acquired for the purpose of enabling him to discharge 
his constitutional duties, if he does not deem the disclosure of such information 
prudent or in the public interest.” “ 

We are dealing in this field with one of the most difficult, delicate, and signifi- 
cant problems arising under our system. The doctrine of separation of powers 
and the system of checks and balances was designedly established in the Con- 
stitution as the basic guarantor of the rights of the people. Tyranny by dictators 
or royalty, by legislatures and by courts were all known to the founders. What 
they attempted to establish was a government in which no one of the three éle 
ments could become preeminent, subordinate the others and ultimately be in a 
position to dictate to, rather than serve, the citizenry. 

The dangers which follow from the failure of one branch of the Government 
to respect the powers of any of the others is as great today as when Washington, 
in his Farewell Address, felt impelled to caution that : 

“It is important, likewise, that the habits of thinking in a free country should 
inspire caution in those intrusted with its administration, to confine themselves 
within their respective constitutional spheres, avoiding in the exercise of the 
powers of one department, to encroach upon another. The spirit of encroach- 
ment tends to consolidate the powers of all the departments in one, and thus 
to create, whatever the form of government, a real despotism. * * * 

“If, in the opinion of the people, the distribution or modification of the con- 
stitutional powers be in any particular wrong, let it be corrected by an amend- 
ment in the way which the Constitution designates. But Jet there be no change 
by usurpation, for though this, in one instance, may be the instrument of good, 
it is the customary weapons by which free governments are destroyed. The 
precedent must always greatly overbalance in permanent evil any partial or 
transient benefit which the use can at any time yield.” “ 

The principle of separation of powers indicates the relationship of the inde 
pendent regulatory agencies to this question of the extent of the inquiry whic 
can be made by Congress of another branch. I refer to such regulatory agen 
cies, sometimes styled independent commissions, as the Federal Communications 
Commission, Interstate Commerce, Federal Trade, Federal Power, and Securk 
ties and Exchange Commissions. They have been frequently described as 
exercising quasi-judicial, quasi-executive and quasi-legislative functions. 

No categorical statement as to the extent of the inquiry which can be made 
by Congress will be applicable equally to each of the independent agencies. 
Statutes created these agencies at different times in our history and contain 
varying mixtures of judicial, executive, and legislative functions. Some stat 
utes create agencies which are predominantly legislative in character, others 
subject the agency to a strong proportion of executive control, in others the 
judicial function predominates. It is clear then that no answer to the ques 
tion of the extent of permissible congressional inquiry of the independent agencies, 
or of permissible executive direction of independent agencies, can be given without 
considering the specific agency concerned, the statute creating it, the fact situa- 
tion involved, and the particular function which the agency is exercising. 

Not only by the original statutes creating the agencies, but by other legis 
lation Congress has itself subjected the independent regulatory agencies te 
executive control. For example, the President has been authorized to apply 
the Federal Employees Security program to all departments and agencies of 
the government.“ This includes the regulatory commissions. Hence the reg 
ulatory commissions are also subject to the requirements of secrecy gover: 
ing employee security matters. The President’s power to remove commissidi 
members for inefficiency, neglect of duty, or malfeasance (as specified in the 


2 Taft. Our Chief Magistrate and His Powers, 129. 
81 Richardson, op. cit. supra note 5, at 219) 


“64 Stat. 477, 5 U.S.C. § 22-3. See Executive Order No. 10450, 3 CFR 72 (Supp. 
1953) ; Cole v. Young, 851 U.S. 536 (1956).; : 
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Federal Trade, Interstate Commerce, and Atomic Energy Commissions and the 
Civil Aeronautics Board) imply that he may exercise a certain amount of 
managerial authority over the Commissions. 

Thus in many respects the functions and operations of the so-called inde- 
pendent regulatory agencies are subject to executive control. Referring to 
my discussion of the fundamental principle of separation of powers above, 
the extent of the inquiry which can be made by Congress of one of the inde 
pendent agencies should be determined on this principle. To the extent that 
the agency exercises, executive functions it would have the right and duty to 
furnish or withhold information from congressional inquiry to the same ex- 
tent as would other executive departments and officers of the Federal gov- 
ernment. 

On July 12, 1955, Attorney General Brownell had occasion to advise the 
Chairman of the Securities and Exchange Commission as to limits of congres- 
sional inquiry into executive functions of the SEC. Attorney General Brownell 
stated : 

“With regard to your statement that the Commission is bound to respect the 
privileged and confidential nature of communications within the Executive Branch 
of the Government on the principles as set forth in the President’s letter of May 
17, 1954 to the Secretary of Defense, I concur. Any communication within the 
Securities and Exchange Commission among Commissioners or the Commis- 
sioners and the employees is privileged and need not be disclosed outside of the 
agency. Likewise any communication from others in the Executive Branch to 
members of the Commission or its employees with respect to administrative mat- 
ters comes within the purview of the President’s letter of May 17, 1954.” © 

Attorney General Brownell’s letter thus advised that the executive privilege 
applied to the independent agencies as to “communications within the Executive 
Branch” and “with respect to administrative matters.” The executive privilege 
of course does not apply where the independent agencies are exercising judicial 
functions. 

However, by analogous reasoning the doctrine of separation of powers pro- 
vides a guide to the limits of congressional inquiry, not only in relation to execu- 
tive functions of the independent agencies, but also to judicial functions. Let me 
make this clear. In my view, whatever the practice has been in the treatment 
of these independent regulatory agencies, whenever an agency is exercising its 
judicial function by deciding an adversary proceeding before it, it should be 
sae tape of any demand from Congress or the Executive Branch as a Court 
wou i 

Nor does the executive privilege apply to the independent agencies where they 
are exercising legislative functions. Congressional inquiry is thus not so limited 
as in regard to executive or judicial functions. But I would caution that other 
considerations might cause Congress itself to limit its inquiries on even legis- 
lative functions. Information of importance to competitors gathered in confi- 
dence from private businesses, for example, should not be publicized. 

It should not be forgotten that the more frequent and the more extensive the 
Congressional inquiries made of the independent agencies, the less free and truly 
independent those regulatory agencies will become. 

In summary : 


(1) —_ executive privilege applies to the executive functions of the independent 
agencies ; 


; o the executive privilege obviously does not apply to judicial functions; simi- 
arly, 

(3) legislative inquiry into the legislative functions of the independent agen- 
cies is not limited by any executive privilege, but there are other restraining con- 
siderations, some of which I have noted above. 


IV. PROPOSED LEGISLATION 


Finally, I come to two bills which have been referred to the Committee. The 
first is S. 921, 85th Cong., which would amend § 161 of the Revised Statutes. That 
Section is a codification for the 10 executive departments of today of that provi- 
sion of the 1789 Act respecting the Department of Foreign Affairs. You will 
recall that I discussed that Act in the second part of my statement. 
eo 

* Reproduced in Hearings on Power Policy, Dixon Yates Contract, Before the Subcom- 


mittee on Antitrust and Monopoly of the Senate Committee on the Judiciary, 84th Cong., 
Ist Sess. 378-879 (1955). 
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Section 161 now provides; 

“The head of each department is authorized to prescribe regulations, not 
inconsistent with law, for the government of his Department, the conduct of its 
officers and clerks, the distribution and performance of its business, and the 
custody, use, and preservation of the records, papers, and property appertaining 
to it.” 

S$. 921 would amend § 161 by adding a last sentence: 

“This action does not authorize withholding information from the public or 
limiting the availability of records to the public.” 

As Deputy Attorney General, I expressed my views on this bill in letter dated 
June 13, 1957, to Senator Eastland, Chairman of the Senate Committee on the 
Judiciary. Let me summarize those views. 

Insofar as the purpose of 8. 921 is to assure the full and free flow of informa- 
tion to the public where not inconsistent with the national interest, the Depart- 
ment of Justice is in full accord. We believe that within limits the Executive 
and Legislative Branches should keep the public informed of their activities, and 
should make available information, papers, and records. Without doubt both 
branches are in accord with this fundamental principle. 

We do believe that S. 921 would not clarify § 161 of the Revised Statutes. In 
the absence of legislative history or more specific language we cannot determine 
with any degree of certainty the effect of S. 921. 

A recent example of the current application of this principle to the Legisla- 
tive Branch is illustrated by an article in the Washington Evening Star on 
September 12,1956. The article reads in part as follows: 

“Congress barred the public from 1,131 of its 3,121 committee meetings in 1956, 
or more than one third of them. 

“Spokesmen for several of those committees listed such things as national 
security, government efficiency and preserving the private rights of witnesses as 
reasons for closing meetings.” 

Such a statement is of course equally applicable to the proper functioning of 
the Dxecutive Branch. Obviously, it is equally applicable to the functioning of 
the Judicial Branch. Each of the three separate, coequal, and coordinate 
branches have reeognized its force and significance in their relations with each 
other. 

We in the Department of Justice cannot determine whether S. 921 would pur- 
port to override the principle that the disclosure of certain information would 
be inconsistent with the national interest. If Congress believes that any amend- 
ment to § 161 of the Revised Statutes is advisable, it is equally advisable that any 
such amendment make it much clearer than §. 921 now would that Congress does 
not ignore that principle. As 8. 921 now stands, it is impossible to determine 
with any certainty that it would give just recognition to that principle. 

The second bill is 8S. 2148, 85th Cong., a bill to amend § 3 of the Administrative 
Provedure Act of 1946.“ 

When Congress passed the Administrative Procedure Act it clearly recognized 
beyond question or doubt that there are functions of the Government where 
disclosure would be inconsistent with the national interest, and that the Govern- 
ment cannot otherwise function effectively.“ ‘These considerations, which Con- 
gress recognized then, I have discussed above, and because of these considera- 
tions I am opposed to the passage of S. 2148. 

Certainly in the time available it is not possible for me to discuss in detail the 
amendments to §3 of the Administrative Procedure Act which S. 2148 would 
make and my reasons for opposing them. Those will be discussed in the neces- 
sary detail in the Department’s report on the bill. 


#5 U.S.C. § 22. 
4760 Stat. 238, 5 U.S.C. § 1002. 
*8 See for example, S. Rep. No. 752, 79th Cong., Ist Sess. (1945). 
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